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Suggestions for Audits (U)

(L) To suggest or request audits. contact the Office of the Deputy Inspector General for

Auditing by phone (703) 604-9142 (DSN 664-9142), by fax (703) 604-8932, or by mail:
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COR
1O
[OTF
ISF
JCC-I/A
LOO
MIST
MNC-]
MNF-1
POTF
Psyop

Contracting Officer’s Representative
Information Operations

Information Operations Task Force
Iraqi Security Forces

Joint Contracting Command-lrag/A fghanistan
Line of Operation

Military Information Supporl Team
Multi-National Corps-lrag
Multi-National Force-lrag
Psychological Operations Task Force
Psychological Operations
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Report No. D-2010-033 (Project No. D2009-D0O00JA-0108.002)
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7 Iraq (U)

January 21, 2010

.~ Results in Brief: Information Operations in

What We Did (U)

(L) The Commander. U.S, Central Command.
requested this audit. Our objective was to
evaluale information operations activities in
support of Operation Iraqi Freedom.
Specifically, we determined the process for
establishing psychological operations
requirements and identified the resources
applicd against those requirements.

What We Found (V)

(L) There are multiple organizations in Irag,
primarily the Multi-National Foree-lraq (now
U.S. Forees-lvaq) and its subordinate
commands, that conduct psychological
operations at the strategic, operalional, and
tactical level in support of ongoing operations
and the implementation of the Security
Agreement between the LS, and Irag. Overall,
psychological operations in Iraq were
well-planned and synchronized. Psychological
operations are, and will continue to be, an
important tool in achieving a secure and stable
Iraq. However, an assessment of the impact of
the Security Agreement between the U.S, and
Iraq and the evolving mission of U.S. forces on
psychological operations is needed. Further, the
use of psychological operations is anticipated to
increase as the Security Agreement between the
U.S. and Iraq is implemented, and the structure
and mission of U.S forces evolves from
conducting combat operations to supporting the
Iraqi Security Forces. Additionally, U.S.
Forces=lraq could improve internal controls ove
psychological operations by strengthening
control oversight procedures.

What We Recommend (U)

(U) The Commander. LLS. Forces-lraq. should
determine how ongoing psychological
operations requirements will change at the
strategic, operational, and tactical levels as the
command’s structure and mission evolve during
implementation of the Security Agreement. The
Commander, U.S. FForces-lraq. should also
assess and plan for additional psychological
operations requirements for advisory
organizations, such as Advisory and Assistance
Brigades. which will be necessary as they
replace Brigade Combal Teams.

(U) In addition, the Commander, U.S.
IForces-Iraq, should ensure that subordinate
organizations that conduct psychological
operations identify the need for contract
officer’s representatives to oversee conlracts for
psychological operations on applicable Joint
Manning Documents, Requests for Forces, or
battle rosters,

Management Comments and
Our Response (U)

(L) The comments from the Multi-National
Force-lIraq Information Operations Chief were
partially responsive [or recommendation 2.
Although not required to respond, we also
received camments from the LS, Central
Command and Multi-National Corps-lraq.
Please see the recommendations table on (he
back of this page.
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Recommendations Table (U)

Management Recommendations No Additional Comments
Requiring Comment Required
Commander. 1.S. Forces-lraq 2 .3

Please provide comments by February 19, 2010.
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Introduction (U)
Objective (U)

(U) Our objective was to evaluate information operations (10) activities in support of
Operation lraqi Freedom. Specifically. we determined the process for establishing
psychological operations (PSYOP) requirements. and identified the resources applied
against those requirements. See Appendix A for a discussion of the scope and
methodology and prior coverage related to the objectives,

Background (U)

(U) We performed this audit in response (o a request from the Commander, U.S. Central
Command, to evaluate the PSYOP requirements in support of Operation Iraqi Freedom.
The commander asked us to identify and evaluate the process Lo establish and execute
PSYOP requirements and to identify the resources applied to meet those requirements.
The commander also asked us to evaluate the contracting process and the use of private
contractors in support of PSYOP. See Appendix B for a copy of the request [rom the
Commander, U.S. Central Command.

(U) This is the third in a series of reports that addresses the request from the Commander,
U.S. Central Command. It discusses the process for establishing PSYOP requirements
and the personnel and resources applied to meet those requirements in Iraq. Previous
reports discussed whether the indefinite-delivery. indefinite-quantity 10 contracts
awarded by the Joint Contracting Command-Irag/Afghanistan (JCC-1/A) complied with
the Federal Acquisition Regulation. and provided a list of the number of contracts used
for 1O in Iraq from FY 2006 through FY 2008,

10 (U)

(U) Joint Publication 3-13, “Information Operations.” February 13, 2006, states that 10
are the “integrated employment of electronic warlare (EW), compuler network operations
(CNO), psychological operations (PSY OP). military deception (MILDEC). und
operations security (OPSEC), in concert with supporting and related capabilities. 1o
influence. disrupt, corrupt, or usurp adversarial human and automated decision making
while protecting our own.”

PSYOP (U)

(U) Joint Publication 3-53, *Doctrine for Joint Psychological Operations.”™

Seplember 5. 2003, states that PSYOP “are planned operations to convey selecled
information and indicators to foreign audiences Lo influence the emotions, motives.
objective reasoning, and ultimately the behavior of foreign governments, organizations.
groups, and individuals.” PSYOP are an integral part of military operitions and is an
inherent responsibility of all military commanders.
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United States Central Command (U)

(U) U.S. Central Command was established on January 1. 1983, and is located at MacDill
Air Force Base in Tampa, Florida. The command has an area of responsibility that
consists of 20 countries in the Middle East and Southwest Asia, with a mission that
*promotes cooperation among nations, responds to crises, and deters or defeats state and
nonstate aggression. and supports development and. when necessary. reconstruction in
order to establish the conditions for regional security, stability, and prosperity.™

(U) Multi-National Force-lrag (MNF-1), formed on May |5, 2004, “conducts aperations
to defleat remaining noncompliant forces and neutralize destabilizing influences in lraq in
order to create a secure environment.”

(U) ICC-I/A. established on July 2. 2005, is responsible for providing responsive
operational contracting support to the Chiefs of Mission, MNF-1, and forces in
Afghanistan in acquiring vital supplies, services, and construction in support of coalition
forces and the relief and reconstruction of Iraq and Afghanistan. The commander of
JCC-I/A serves as the Head of Contracting Authority throughout the theater.

(U) Multi-National Corps-lraq (MNC-1), a subordinate command of MNF-1, is located at
Camp Viclory, Baghdad, Iraq. MNC-I is responsible for command and control of
operations throughout Iraq. Four commands report to MNC-1 including: Multi-National
Division-Baghdad, Multi-National Division-North, Multi-National Force-West, and
Multi-National Division-South,

Review of Internal Controls (U)

(U) We determined that an internal control weakness in the identification of contracting
officer’s representatives (CORs) existed as defined by DOD Instruction 5010.40,
“Managers® Internal Control (MIC) Program Procedures.” January 4, 2006. U.S.
Forces-Iraq internal controls over 10 activities in Irag, specifically, PSYOP, could be
improved by strengthening contract oversight procedures. Specifically, MNF-1 and its
subordinate commands have a process in place to assign and train CORs for 10 contracts.
However, implementing Recommendation 3 will reinforce internal controls, specilically
oversight over 10 and PSYOP contracts. We will provide a copy of the final report to the
senior official responsible for internal controls in U.S. Forces-Iraq.



Results. Information Operations in Iraq (U)

(U) Multiple organizations in Iraq, primarily MNF-I and its subordinate commands.
conduct PSYOP at the strategic, operational. and tactical levels in support ol ongoing
operations and the “Agreement Between the United States of America and the Republic
of Irag on the Withdrawal of United States Forces from Iraq and the Organization of
Their Activities during Their Temporary Presence in Iraq,” November 17. 2008
(Security Agreement). Overall, the requirements process, the use of resources, the
contracting process. the use of contractors, and the benefits of these PSYOP efforts were
well-planned and synchronized. However, contract oversight controls could be improved
through more efficient identification of CORs. PSYOP is anticipated to remain an
important tool in achieving a secure and stable lraq as the Security Agreement between
the LS. and Iraq is implemented, and the structure and mission of LS forces evolve
from conducting combat operations to supporting the Iragi Security Forees (IS1).
Therelore, U.S. Forces-lraq should assess how these changes will impact future PSYOP
requirements.

PSYOP in Iraq (U)

(U) The following sections discuss PSYOP efforts in Iraq and the difterent organizations
that carry out those eflorts. A significant portion of PSYOP efforts are in support of the
implementation ol the Security Agreement. which established timelines lor the
withdrawal of U8, forces from Iraq.

(L) Key milestones in the withdrawal are the remaval of:
e (U) U.S. forces from Iraqi cities by June 30, 2009;
e (S/REL to USA, MCFI) all combat forces by August 31, 2010; and
e (U)all forces from Iraq by December 31, 2011,

(U) Organizations also conduct PSYOP in support of ongoing operations and other
aclivitics, such as in response to current events.

Lines of Operation (U)
Ao uasoa e IY(b)(1)1.42, CENTCOM
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(U) Figure 1. Lines of Operations
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PSYOP Organizations (U)

(U) There are several different organizations that conduct PSYOP in Irag. MNF-
monitors and synchronizes PSYOP at the strategic level, MNC-I plans and conducts
PSYOP at the operational level [including the 10 Task Force (I10TF) and PSYOP Task
Force (POTF)]. and the Multi-National Divisions and subordinate commands (ineluding
Brigade Combat Teams) conduct PSYOP at the tactical level, Other organizations. such
as the Combined Joint Special Operations Task Force and Task Force 714, conduct
PSYOP in support of their specialty missions. A Military Information Support

Team (MIST) conducts strategic-level PSYOP in support of the U.S. Embassy-Baghdad,
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(U) For additional information on organizations that conduct PSYOP in lraq. see
Appendix C.

PSYOP Requirements and Resources Used (U)

(U) To address the request from the Commander, U.S. Central Command, we visited
organizations that conduct PSYOP in Iraq to determine the process to establish PSYOP
requirements. identify resources applied against those requirements. and determine the
benefits of PSYOP. We also assessed whether adequate contract oversight controls and
authorities were in place, and determined what PSYOP functions required contractor
support. Overall, PSYOP efforts in Irag appeared to be well-planned and synchronized.
The following sections directly respond to the request from the Commander, U.S. Central
Command,

Requirements (U)

(L) The Commander. U.S. Central Command. requested that we determine the process
used by operational commanders to establish PSYOP resources and funding
requirements, and 1o execule those requirements. There are several sources from which
PSYOP requirements can be initiated, including current operations, plans, or input from
senior leaders.! The MNC-1 10 division serves as the focal point for handling PSYOP
requirements, Specifically, organizations that are not able to satisfy their own
requirements submit those requirements to MNC-1 which determines whether they will
be satisfied using existing Government resources or through contract support. To
estimate the resources and funding needed for PSYOP, in June 2009, MNC-1 completed a
review of PSYOP requirements of $183.4 million through December 2010,

(U) MNF-I and its subordinate commands submit their requirements for PSYOP products
lo a centralized MNC-I Targeting Cell (Targeting Cell). The Multi-National Divisions
ofien satisfy their own PSYOP requirements, but can forward their requirements to the
Targeting Cell as needed. Other organizations, such as the Combined Joint Special
Operations Task Force, Task Force 714, and MIST, handle their own requirements and
synchronize their PSYOP efforts with MNF-I and MNC-1,

(b)(1)1.4c, CENTCOM
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(U) If a contract is needed for PSYOP, the requesting unit must validate its nced for
contract support through an additional review and approval process. After this approval
process. the unit will obtain funding and request contract support from JCC-I/A. This
process is carried out by the Joint Facilities Acquisition Review Board. The board
members review the documentation submitted by the requesting unit and provide a
recommend action to the MNC-I Chief of Statf. The chief ol stalT makes the linal
decision on approval or non-approval,

Resources Allocated (U)

(U) The Commander, U.S. Central Command. requested that we identify funding and
personnel resources to meet PSYOP requirements in lrag. The Commanding General,
MNEF-, stated that because PSYOP is executed at all levels of command, it is very
difficult to identify all personnel who either directly plan or execute PSYOP or who
indirectly support the PSYOP process. Table | provides an approximate number of 10
personnel (at the time of our site visit) who conduct or support PSYOP at MNF-1, its
subordinate commands, and other organizations that conduct PSYOP in lrag. We
obtained this data from personnel documents obtained from each organization, and
submitted a data request 1© MNC-1 for three Multi-National Divisions.

&) Table 1. Personnel Who Directly or Indirectly Plan, Execute, or Support
PSYOP in Iraq

(b)(1)1.4a, CENTCOM

(U) Ofthe |1 organizations listed in Table 1. not all organizations had contracts, as of
May 31. 2009, to suppart their PSYOP requirements,” Those arganizations without
contracts were able to satisfy their PSYOP requirements internally. Table 2 displays the
number of contracts and the total value of those contracts for each organization.

* (U) DOD Inspector General Report, D-2000-1 15, “Summary of 10 Contracts in [rag.” September 20,
2009, stated that 10 contracts in Irag had a total value of S270.1 million during FY 2006 through FY 2008,

SR
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(L) We obtained this data from documents obtained trom each organization. and
submitted a data request to MNC-I for contract information for three Multi-National
Divisions.

(U) Table 2. Contracts for PSYOP in Iraq

Organization Number of Contracis Total Contract Value

NNC-| | $3.300,000
10TF | 01.564.207
POTF 24 73.515.034
Multi-National Division-Baghdad 21 11.677.500
Other Multi-National Divisions 10 725,725
MIST 3 204,540

Total ] $I1S1,187,9006

Contracting (U)

(U) The Commander. U.S. Central Command. requested that we evaluale the contracting
process to determine whether appropriate authorities, oversight, and reviews are in place.
Organizations that conduct PSYOP in Iraq primarily use ICC-I/A for contract support to
satisfy their PSYOP requirements. We contacted three branches of JCC-I/A that have
supported PSYOP contracts: Theatre-Wide Requirements-Commaodities, Viclory
Regional Contracting Center, and Theatre-Wide Requirements-Services. Of the three
branches, Theatre-Wide Requirements-Commaodities administers the majority of the
contracts for 10 requirements.

(U) A JCC-I/A official stated that 10 contracts account for about 25 percent of the
Theatre-Wide Requirements-Commaodities branch’s total workload. As of May 31, 2009,
JCC-I/A had 43 total active contracting vehicles for [0; the Theatre Wide Requirements-
Commodities had 38, Theater Wide Requirements-Services had 5, and Viclory Regional
Contracting Center had no 10 contracting vehicles.

(U) A JCC-I/A oflicial stated that the contracting process begins once a customer
presents them with a requirement. Although not required. JCC-I/A assists its customers
by reviewing the statements of work and verifying that a COR has been identified before
the requirement is reviewed by the Joint Facilities Acquisition Review Board. After the
board approves the requirement, the customer provides the contracting officer with copies
of the documentation submitted to the board as well as approval documents. The
contracting officer reviews the statement of work and if necessary. recommends changes
to the customer. Once the statement of work is finalized, the contracting olTicer prepares
the solicitation and posts it ifrequired. The contracting ofTicer receives proposals.
reviews them in accordance with the eriteria established in the solicitation. and
determines which contractor(s) will be awarded the contract,

Contracting Officer's Representatives (U)
(U) We found controls implemented by JCC-I/A over the contracting process for PSYOP
to be adequate: however, one contract oversight control could be improved. A ICC-I/A

“SEERET-
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(U) official stated that due to the volume of contracts JCC-I/A administers. it relies
heavily on the CORs to help in providing contract oversight., JCC-I/A ensures that those
individuals who serve as CORs complete the necessary training as well as training
specifically geared towards the type of contracts the COR will be overseeing,

(U) As CORs rotate. their replacements are identified, trained. certified. and appointed
once they arrive in Iraq. Officials from several organizations we visited indicated that
CORs are [requently not trained prior to their arrival in Irag. A Multi-National
Division-Baghdad official stated that it is difficult to find CORs who are trained prior to
their assignment in rag. A POTF official also stessed the importance ol having CORs
trained betore arrival. Specifically, he noted that individuals often do not complete the
necessary training and gain COR experience until they begin their tour. To address this
inefficiency, the POTF has engaged with the COR’s relief unit to inform it of the
importance of having trained CORs to oversee PSYOP contracts, and also took steps to
adjust the POTF's battle roster to ensure CORs are included. The Commander, MNF-I,
should ensure that subordinate organizations that conduct PSYOP identily the need for
CORs on applicable loint Manning Documents, Requests for Forces. or battle rosters.

Use of Contractors (U)
[aiaaa e e A e X (D)(1)1:4a, CENTCOM

(L) PSYOP organizations we visited used contractors to carry out the lollowing
functions:

SEETCT IV AN RIS U RO AR CNA TN |, ) 1)1 45 CENTCOM
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(L1) product dissemination.

(U) We contacted representatives of the 4" PSYOP Group and John I, Kennedy Special
Warfare Center and School (JFK Center) to determine whether those eritical skills have
been integrated into training and career development programs for PSYOP personnel.

SR
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(U) JFK Center ofticials mentioned that they have a seven-step PSYOP curriculum that
includes the following phases:
e (U) Phase 1: Planning:
(L1) Phase 2: Target Audience and Analysis:
(U) Phase 3: Series Development:
(U) Phasc 4: Production Development:
(U) Phase 5: Approval:
(U) Phase 6: Production, Distribution. Dissemination: and
(U) Phase 7: Evaluation.

e ¢ @ 9 ¢ °

(L)) PSYOP training is a blend of both cultural and language education o improve
individual capabilities and field performance. JFK Center Iraining courses focus on
educating soldiers about religion. values, behavior, politics, laws. and everyday tasks in a
foreign environment.

(U) Forces from 4" PSYOP Gluup are sent Lo the JFK Center to obtain language and
culural training. Officials from 4" PSYOP Group informed us that they provide their
forces with additional in-house pre-mission training including cultural, language, and
command and control. In addition. 4" PSYOP Group and JFK Center officials both
stated that Signal Corps personnel are the subject matter experts on training PSYOP
forces for satellite television, video, and radio production.

Benefits of PSYOP (U)

(U) Although the commander requested a cost benelil analysis of the effectiveness ol
PSYOP in relation to total operational expenditures in Iraq for FY 2008, we were not able
to determine the total expenditures for PSYOP in Iraq. However, a previous DOD
Inspector General report, D-2009-115, “Summary of 10 Contracts in Iraq,”

September 29, 2009, stated that 1O contracts in Iraq had a total value of $270.1 million
during FY 2006 through FY 2008. During our visit to lraq, we determined that PSYOP
contracts active as of May 31, 2009, had a total value of $151.2 million. While we were
not able to provide a cosi-benefit analysis. we were able to gather more information on
the benefits of PSYOP through other indicators such as consistent testimonials from
general officers and statistics developed by MNF-1,

(U) MNF-I and MNC-1 general officers stated that PSYOP has had a big impact on the
turnaround in Irag. The Commanding General, MNF-I, noted that PSYOP has been a
critical resource of commanders in Iraq to enhance security, which has saved lives. The
MNF-I Director for Strategic Communications noted that the U.S. has learned the limits
of kinetic (lethal) operations in counterinsurgency, and PSY OP efforls have contributed
to the decrease in violence in Iraq.

WIS WP AT TSN () 1)1 42 CENTCOM
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selrtReltmlebideiobatl The [Ollowing figures illustrate MNF-| data regarding lragi
support for the ISF and Iraqi Army. Figure 2 demonstrates how the confidence and trust
in the Iraqi Police has increased dramatically from December 2006 to February 2009.

AN ; Figure 2. Trust in the Iraqi Police to Provide Security to
g2 q :

the Iraqi Population

(b)(1)1.4c, CENTCOM

(U) Source: MNF-|
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(L) Source: MNF-I

(U) There is no metrie that quantifies the impact that PSYOP had on increasing Iraqis’
support for the ISF, However, a significant amount of PSYOP products were
disseminated o enhance perception ol 1ISF. As a result, MNF-1 concluded that PSYOP
positively contributed in the change in perception of the Iragi population.

Future of PSYOP in Iraq (U)

o (bl il ) the drawdown is being conducted
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e ) LS. forces are shifting from combat
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Change in Mission (U)
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Conclusion (U)

(U) There are several organizations that conduct PSYOP in Iraq at the strategic.
operational, and tactical levels in support of ongoing operations and the implementation
of the Security Agreement. We visited these organizations, reviewed the requirements
process. the contracting process, the use of resources, and the benefits of PSYOP and
determined that these efforts were well-planned and synchronized. However. contract
oversight controls could be improved through more eflicient identification of CORs. In
addition, we assessed the use of contractor support and determined that contractors
provide critical skills that are not resident within DOD. PSYOP is. and is anticipated to
remain, an important tool achieving a secure and stable lraq. For the future, as U.S.
forces implement the Security Agreement, LS. Forees-lraq should plan and assess how
PSYOP requirements will change as the command’s mission and structure evolves to
ensure that PSYOP efforts continue to be well-planncd and synchronized and also
identity the need for CORs.
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Management Comments on the Results and Our
Response (U)

U.S. Central Command Comments (U)

(U) Although not required to comment, the Chief of Staff, U.S. Central Command.
provided comments on behalf of U.S. Central Command that incorporated comments
from its subordinate commands (MNF-1 and MNC-I). Specifically. U.S, Central
Commands response included comments from the MNF-1 10 Chiel and MNC-]
Inspector General.

(U) The Chief of Staff, the MNF-1 10 Chief. and the MNC-I Inspector General agreed
wilh the recommendations in the report. The MNF-I 10 Chief suggested wording
changes to the report.

Our Response (U)

(U) Although the most current version of the Joint Campaign Plan is dated June 19, 2009,
and MNC-I activities are currently aligned under MNC-I"s Operations Order 09-02, we
referenced the versions of these documents that were in effect at the time of our site visit
in May 2009.

Recommendations, Management Comments, and Our
Response (U)

(U) We recommend that the Commander, U.S. Forces-lraq:

1. (U) Determine how ongoing psychological operations requirements will
change at the strategic, operational, and tactical levels as the command’s structure
and mission evolve during the implementation of the “Agreement Between the
United States of America and the Republic of Iraq on the Withdrawal of United
States Forces from Iraq and the Organization of Their Activities during Their
Temporary Presence in Iraq,” November 17, 2008.

Multi-National Force-lrag Comments (U)

&) The MNF-I 10 Chief agreed and stated that as responsible drawdown occurs. there
will be fewer tactical PSYOP units to conduct PSYOP in conjunction with lragi units. As
Iraqis gain more control and the U.S. mission transitions, attributable PSYOP will be
phased out. In the future. MNF-I expects that more unattributed or delayed attribution
PSYOP will be conducted. Multi-National Divisions will continue to rely on MNF-I and
MNC-I authorities to support their PSYOP plans.

Our Response (U)

(U) The comments are responsive. Upon completion of your determination. please
provide additional information on the revised PSYOP requirements.
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2. (U) Assess and plan for additional psychological operations requirements
for advisory organizations, such as Advisory and Assistance Brigades, that will be
necessary as they replace Brigade Combat Teams.

Multi-National Force-lraq Comments (U)
™~

Our Response (U)

(U) The comments are partially responsive. We request additional comments to explain
why PSYOP requirements for Advisory and Assistance Brigades remain unchanged il
their mission differs from that of Brigade Combat Teams.

3. (U) Ensure that subordinate organizations that conduct psychological
operations identify the need for contracting officer’s representatives to oversce
contracts for psychological operations on applicable Joint Manning Documents,
Requests for Forces, or battle rosters to make certain contract officer’s
representatives are trained prior to deployment.

Multi-National Force-irag Comments (U)

(U) The MNF-I 1O Chief agreed that the responsibility of the COR should be included in
Joint Manning Documents, Request for Forces, or battle rosters. With an increased
emphasis on pre-deployment COR training, conlract oversight will be greatly improved.

Our Response (U)

(U) The comments are responsive, and no additional comments are required.



Appendix A. Scope and Methodology (U)

(U) We conducted this performance audit from April 2009 through October 2009 in
accordance with generally accepted government auditing standards. Those standards
require that we plan and perform the audit to obtain sufficient, appropriate evidence (o
provide a reasonable basis for our resulls and conclusions based on our audit objectives.
We believe that the evidence obtained provides a reasonable basis for our results and
conclusions based on our audit objectives.

(U) We visited. contacted, or conducted interviews with current or former officials from
the following organizations:
e (U) U.S. Central Command; MNF-1: JCC-I/A; MNC-I; and Multi-National
Division-Baghdad:
(U) Under Secretary of Defense for Policy;
(U) Under Secrelary of Defense [or Intelligence;
(U) Joint StafT;
(U) U.S, Embassy-Baghdad; MIST-Iraq, Baghdad. Iraq;
(U) John F. Kennedy Special Warfare Center and School: and
(U) the 4" Psychological Operations Group.

(U) We reviewed Joint Publication 3-13 to determine joint doctrine for 10. We reviewed
Joint Publication 3-53 to determine joint doctrine for PSYOP.

(U) We met with the Commander and the Chief of Staff. MNF-1; the Chief of Staff.
MNC-1; and the Director of Strategic Communications, MNF-1, to obtain their
testimonials on the benefits and importance of PSYOP in lraq. We reviewed MNF-I and
its subordinate commands’ plans for drawing down forces in Irag. We obtained and
reviewed key documents from organizations performing PSYOP at the strategic,
organizational. and tactical levels (o establish the basis under which PSYOP is conducled
and to determine ongoing PSYOP efforts in Iraq. We also reviewed Joint Manning
Documents to estimate the number of personnel performing PSYOP in Iraq.

Use of Computer-Processed Data (U)
(U) We did not use computer-processed data to perform this audit.

Prior Coverage (U)

(U) During the last 5 years. the DOD Inspector General (1G) and Air Force Audit Agency
have issued seven reports discussing 1O or PSYOP. Unrestricled DOD 1G reports can be
accessed at hitp:www dodig.mil/auditireports,

(U) Air Force Audit Agency reports can be accessed from .mil domains over the Internet
at hips:atkm.wpatb.al,mil/ASPS/Col/OpenCoP.asp?liller=00-AD-01-4 | by those
with Common Access Cards.




DOD G (U)

(U) DOD 1G Report No. D-2009-115, *Summary of Information Operations Contracts in
Iraq,” September 29, 2009

(U) DOD IG Report No, D-2009-091, “Information Operations Contracts in Iraq.”
July 31. 2009

(U) DOD IG Report No. D-2009-090. “Information Operations Career Force.™ July 2.
2009

(U) DOD 1G Report No. 07-INTEL-06, “DoD Involvement with The Rendon Group,™
March 6, 2007

(U) DOD 1G Report No. D-2007-001, “Information Operations Activities in Southwest
Asia,” October 6, 2006

(U) DOD 1G Report No, D-2006-083, “Information Operations in U.S. European
Command.” May 12, 2006

Air Force (U)
(U) F2005-0003-FD3000, “Information Operations Personnel Data Verification,” April 1.
2005




Appendix B. Commander, U.S. Central
Command Request Letter (U)

26 November 2008

Hopomble Gordon 8, Heddel)
Acting Insp=ctor Conera!
Nepretment of Defense

400 Ammy Navy Drive
Artinglon, VA, 222024704

Deer Mr. Heddell,

1 greatly apprecats the Depariment of Defense Inspector Guaem) (DoDiC) conbriluions to
Uniwed Sutes Cortral Commund (CENTCOM) in cssessing crtical misslon arcee nad in
oroviding CENTCOM with funetional recontmendatons in a imely manner. Based on the
LaDIGs ability to quickiy respond ta communders' requirernents for information, I would fike
to ~equest your assistanee in desermining e validity of the Cotnmande:™s Informalfon
Operations (I0) requiremonts in support of Operalion Iragh Freedam (OTF) and whather the
Tesqurees applied againss the 10 requirements tect established ststutery puidclines.

[ request the DoDIG underteke o review of the fanding reguirenicnts ind pursoanel resaurces
applied 10 10 viforts In freq. To better understand the level of eifort, the review of funding
expended o1 10 in OIF should extond back three liscal yeas, While T am not Inakleg for o
historieal perspestive of howi the 19 requiroments process worked over the past sovere] years, o
thoreugh widesstanding of the cument process would be most seipiil.

Information Opemiions and, as 2 subsel of 10, Psychological Operations (PSYOR) are
“uaditions. milltary netivites” of U.S, Forces and are required fo suzcessully secomplish the
mission of the Commander, My mein focus mreas fur the DeldIdh 1o consider ane:

i. Dotenmine (he process used by operational comumanders to:
& Esiaklish Informetion Operation resources and funding requicenents;
b, E.futltn!u ihuse neyuiremients in support of the Multi Nations! Feree-frag
migsion,
2. Evalugrs the requirement process(es) and the exceution of Information Opemtions
misslon In Itnq egainst the dociring! fuundntions ol Information Opermtions.
5. Identify the fnding and personne] reanurees appiled (n Trag 10 mect annvel
Tufsrmeticon Onerations requirements.
4. Evzhule lhe conweeting process used in Ireq to muet Information
Operations requitements to determine whether appropriate aunthoritics, oversight,
and reviows ne in pliss,
5. Evaluste the valldity of the use of privete cantaciors to support Information
Operailon ln Treq, es belanced oguing: existing uniformed [nformation
Opertion capability and eapacity.




& Teovidezcos benefit analysis of the offectivences of Inforn ation Opergivns
exseaditures it relatian io total aprrations exssnditures i img for #YOF.
CRetowees” insludes dollars expended, milltary pessantiol and urgenizations
fnvolved, ind civiliar coninisinrs emplased,)

fappeeciete your atteation to this matter, 2o morw i pormatly, DuiIG's orgolng suppos
ecd purnershio e we rddross togather the iy ehullenyes of e reglen,

Sincenly,

El\z;D H. PETRAEUS

General, U8, Ay
Commanding

-]
hUAM S
ALY

(U)
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Appendix C. Organizations Conducting
Psychological Operations in Iraq (U)

(U) Multiple organizations in Iraq conduct PSYOP at the strategic, operational, and
tactical levels, primarily in support of' ongoing operations or the implementation of the
Security Agreement. MNF-1 and its subordinate commands conduct the majority of
PSYOP in Iraq. However, there are other organizations that perform PSYOP in support
of other activities.

Multi-National Force-lraq (U)
w

Multi-National Corps-iraq (U)
sl bidnb)

The MNC-1 10 division has two subordinate
organizations: IOTF and PO'TF,
IOTF (U)

(s eaas s cmacm s e e oo s U INIGRTORNE (D) (1)1.4a, CENTCOM

POTF (U)
b oo ns MUK (D)(1)1.4a, CENTCOM



SEGREF

Multt-Na t:onal Drvisions (V)
L S e s g ) (b)) ()14 6, CENTICOM

(l))(l}l da, CENTCOM

Other Organizations (U)
N

[b][ 1)1.4a, CENTCOM
(b)(1)1.4a, CENTCOM

M(b)(1)1.4a, CENTCOM
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U.S. Central Command Comments (U)

1 i)} LRI | | BAYRIB B AL}

U Noveniher 2004
FORD DEFARIMENT OF DERERSEINSPEC TOR GENERAL

SUBIECT DIODIGE Dradt Repart, “Information Operations in Lrag™ (02000-D000;A -
Q108,002 (L)

Tty Phunk you tor the oppoetenily o respord 1o e recommendations presantad in the
DODICG draft report,

AL USUBENTCOM, MNE-and MNC-F concur sath the recommmendations i the
report MINF=L ] MNC-T provide sdditsonal connments i the altached responses,

/
‘l'l-ffft‘ 0 &_‘__
<7 JIAY W00
‘ Magor Gienernl, LS. Ay

Lonelosures;

luh A !\IN]--IRL'RF'!"[\.:“- T ¢ y y
b B MNC-T Response b bl
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Multi-National Force-lraq (U)

DaDIG DRAFT REPORT - DATFD 19 Qerober 2009
Dol G Projeet Numbee D200%-DOORIA-DT0K.0G2

*Infarmution Operations o beag™

NMINF-I COMMENTS
TG THE DRAFT REIMORY

(1 We recommend that the Commander, Multi-National ForeesTrag, i conmsal'ation with
the Communder. Multi-National Corps-Trag:

10T Deternuine bow ongaing psyehulogienl nperatinng reqrairenients will
cliinge at the strategic, opertional, @l Gaeteal levels as the compaid s stuctue sl
mwsion evoive durmg the implententation of the "Agrevnent Between the nicd States
ol Anterivit and the Republic of Trag on the Withdrawai of United Stites Forves from Irag
and the Cleginization of Their Activities during Their Lenyposary Presenee iy lrag,”
Fovemer 5. 2008

DENE-] RESPONSE: MNI-T coneirrs with fnfomation prowicad in this repor. As responsible
drnvdiwn nceurs, Peyehological Operations (PSYOR ) requirements will beenine more
operatiomgl with bw-lesed siraegic cimphagis. There will be less etival PYSOT units 1o
coduct PSYOD in pertnersiup with Tragi units, As Langis exert greatet contvol over their
apvercignty, and 48 the 118 misgion tmmsitions tesiabilivg and eventunlly o nonnalized seeuiny
conperation construel, attributitble PSYOP will essenizlly be ehminated. MNI-I envisions
PSYOP will heeome more un-attribued/delaved stiribution—mesning miore PSYOPR at the
nigher operationalfower stmtegic level (USE-L NINEs work by, with, and thieugh then Iragi
partners and do not has e authonties o conduet delayod or ar-attzibuted PSYOP MNDs wly on
MINF-PMNC-T autherities © support teir PSYOP plans o trend that will continue,  When
combal forees pulled out of the cities on 20 June, te operting enviromment reg.iied units (o
consoidute lnto fewer and larger bases and movements were vestricied, which sesulied in the
ahifity o reach oat and fveract with the popudace beconuing inowe linited. Anticipied fiineline
(v this will initially oweue g the standaap st USELNTT 01 Jasuary 2000) and continue Uirough
Clrange o Mission al the e of Angust 2010,

(UH We récomnmend that the Communder, Nulte-National Foree-[rag, in consultarion with
the Comander, Multi-Nationa! Corpe-lrag.

2, (L) Assess and plan far additional peychological apeiations requirenents for
advigery orginizations, wich as Advisary and Asststance Brigades, that will be pevessir
as they replace Drigade Combal Teams
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MANF-l RESPONSE: MNF-Dconeors with informion provided in this report. Psschologien!
Uiperations (PEYOM) reguirenients for Advisury and Assistinee Brigades ¢ AATY will renuin
wichangea: however, e1m: y vonduet joint training with fragi torees will imerense. The lirst st
of sin AAD has srvivad bootheater, with the Bast AAD due N Aqpuase 2010,

-

"ONMIMEND,
(07 W recormend tha e Commander, Multi=-Nutional Totee-Tae, B comsultation with
Sae ¢ ommmander, Mt Natonal Coms-lrag:

300 v that suberdinase vrgantzatons that conduet psschologieal
operitions identily the viead Tor eontracting officer’s popresentutives o o ersee contracts
Tor psrehological vpertings on spplicable Joir Maming Documents, Requests for
Forees. or hattle rosters 10 make certain comracting offieer's representanves are rained
privr 1 deployvment

AMNE-] RESPONSE: MNEF-coneurs with informition prowided fo this report, The
responsibiiit of the Contracting Cifleer’s Representative shonld b included i Juing Maming
Pocnments. Requests for Forces, or battle josters (pg, B), Contiaet oversight controls could be
improved throuph more eftiewen: identification of CORs (pe 3% With an inereased wmnpliasis o
ore-denloyient COR teaining. contiaet aversight wil] be prently improved.

- - R e T - e ¥ R W ey P

GENERAL COMMIENIN
[0 THE DRAFT REPOR |

Lo(h ) Page | Previouy reports discussed whether the Indefinite-deliyery, indefinite
quantite 10 contracts swarded by the Joint Conteacting-Command-Trag/Alghanistan
(WICC-TAY complied with the Federal Acquisition Regulation,” We recommend naming the
specifie cantraet i question, “Media and Advertising Services” and relerencing the contracl
purmbers WOLGHDW-0B-D-4013 Aliematively, the sentence conld stmply read = disenssed
whether one snltipic-awand indelinie delivery, indelimite qummity 10 contraer awrded by Join
Contracting Command- g Adghaniatm CCC-PA Y complicd st e Federal Acquisition
Regutation ™
L) Prge 30 e eeport Dists ao iteon i) dite for the Joint U antpnen Pl e most aunent
vershon o the Jomlt Canapaipe fan iy une 19, 2007

Toab Paged The repon reterences MNC 1 Operations Order 1901 MINC-] aenvities ure
wlipned under the most current MINC-] Operations Order, (1902

4 (L) Page 5 The report states that. "MNC-1 completed & review of PSYOP reguivements
andd associatd costs of $1834 million toough December 2000 The tolal STRIAM was o
il ol eurrent eontrael eoss, without extending the Peviod of Perfrmonve thmugh Dec 2010
A ot'the contracts in that hiefing will have expired by Dec 2000 requiring wdditional funding
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Final Repor
Relerence (U)

Revised Page 5




Wspppott isien recuirements. W recommend changing e semenue toend NG
completed @ revien of PSYOR eeqicrerients througl: Decanter 20007 Gl assneiated costere
reflevted om page Yol the Dol W eport wader the seetion aitled “Heneflts or PSYOpP©

ST Page T Change T e contiseting: offieer reviews the staement ol worl cid nihes any
peeessury spodifeations” s e comtraeting officer reviews the statement o waork a1
necessary, recomniends Changes to the custoemer®

B e Caee B L e report staes ik CPSYOP producs
commoniy develeped by eontractors include television commercinls, print produets

{new spapers, hillhourds, hanners), and radio products (regarding apinion edilorials).” e
phease “reganding opnion editoriels” docs ot apply W “radio produets.” bt rabice applics
Pend products, Recommend delewe “tregardimp opinion ciitoriis ) gd addimg “ommon
editonnls” 1 the Hat ol examnle prnt products

FREPARED Y,

ATROVED MY

Final Report
Relerence (U)

Revised Page 7

Revised Page 8



Multi-National Corps-Iraq (U)

T —

DoDIG DRAFT REPOR'U - DATED 19 O¢ laber 2009
DoDIG Project Number D2009-DO0OI A-0108,002

*Information Operations in lrag™

MAC-ICOMMENTS
TO THE DRAFT REPORT

¢ 14, DODIG Draft Repart)

the Commmncder, Mol Natonal Corps-lrug:

Noverber 17, 2008,
MANC-1 RESPONSE: Comwun,

RECOMMENDA 10N 2 (puge 14, DODIG Draft Report)

e Commander, Mol Navional Cotps-Tray,

a8 they replace Brigade Comban Teams,

MNC-1 RESPONSE: Concur,
OMMENDATION 3 (page 14, DODIG Drafl

ihe Commander, Muli-MNational Corpe Irag

i Lo deployment

(07 Woe peesmmand that the Commaader, Multi-National Toree-Trag, in consultation swith

110 Derermine how ongaing psyehological eperitions requirements will
chunge ot the shegie, operanond, and wactical levels as the commid's strucee and
mission exvalve during the puplementtion of the “Agieenen Beiween e United Stie
af Americi und the Republic of lragq on the Withdrawal of Uwied States Forces Tromy T
and the Organization of Their Activities during Their Temporary Presence in Irag."

(U W recomimend it the Conmander, Malu-Notional Foree T, i consuliation with

LUy Assess and plan for additional psyehologieal operatnms requitements Lo
sthvisury organizsions, stichoas Advisory and Assistinve Brigades. thar will be neecssiy

(Uh W reconmnend i the Communder, MubueNadoms) Foree-Tug, in comaliadion switl

AU Ensure that subordinile onganizations it conduet psychologics
spentiois Wenily the need for contracting nfibeEs (epreentaives 1 oversee contidls
fr psyehilogicil npeatiens on applicable Juint Manning Docwments, Ruguests lur
vty or battle vosters o ke cénain contracting ulficeds represematives are (ramey
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MNC-LIRESPONSE: Convur

GENERAL CONMMENTS
FOTHE DRAFE REPORT

o Mfaee T Previous vepurts diseussed whether the indefinite-delivery, indefinite
quantiry 1O contracts anarded hy the Joint Contracting-Command-Lrag/Afghanistun
CICC-EFA) vamplied with the Federal Acguisition Regalation, " \We reeonimend naming ihe
apecilic contot i guestion “Mashicad Advermiving Secviees” and relorencaing the contraat
vumber WY TGDW-08- D401 Almativels, the semenee conld sinply read = discussed
whvther one mwdisple-award adefinite debverye mdetinite quantiny 10 contriet awirdid by Toin
Contraing © ommandsDrag Algbmstion QCC DA conphicd with the Federal Acquisiion
Hegulationn ™

Vol Page 50T repeont stites hat =MNC-E completed o veview of PSY O qeguirements
sned associated costs of SIR34 million through December 20000" The it SIS AN was g
TN OF Cirrent contiiet costs, without extendimg the Peaad of Parianmaree throngh Do 2010
Ao the vontrcts i D brieGog wall Juse exporail by Dee 2000, reqummge additional fundung
f support mrssion regurement s, We recommuend chaszimg the sentence o read “MNC-
completed @ review of PSYOP requiements through December 201007 The associaled costs e
retlected on page S ol the DoD TG eepurt, under the seetion eatitled “Benetits ol PSY QP

AMROVED BY: PREPARELD BY

= AT .
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