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(U) Our objective  to determine

 the U.S. Cyber Command

(USCYBERCOM)  the Military Services

effectively fielded Cyber Mission

Force (CMF) teams.

 TO UCA,  USCYBERCOM and

the Military Service cyber components did

not effectively field CMF teams. Specifically,

the Military Service cyber components did

not  the  CMF teams

ready for initial operational capability (IOC)

 This occurred

because USCYBERCOM did not consider the

level of  to build the teams

when it developed the CMF implementation

plan. The Military Service cyber components

also did not effectively plan for recruitment,

retention, and training challenges associated

with building a qualified workforce to

support the CMF mission.

 TO UCA,  In addition, we

selected a non-statistical random sample of

 teams the Military Service

cyber components projected or declared

IOC by the end of FY 2014. We found that

 CMF teams sampled did not

meet all IOC requirements. This occurred

because the Military Service cyber

components did not validate that the CMF

teams met all IOC requirements before

requesting IOC declaration

from USCYBERCOM.

 Not meeting the requirements for IOC limits USCYBERCOM's

ability to protect the DoD Information Network, support regional

and functional commands, and defend our critical information

and infrastructures.

 fc

 We recommend the Commander, U.S. Cyber Command, reevaluate and

adjustthe timeframes to allow the Military Service cyber components

sufficient time to effectively field CMF teams. In addition, we recommend

 the commanders  the Military Service cyber components:

a.  develop strategies to ensure appropriate staffing of CMF
teams and should consider the use of incentives, bonuses, and
rotation

b.  expand capability of existing training facilities and increase
number and frequency of classes.

c.  review internal processes used to declare CMF teams ready
for IOC and implement procedures to ensure CMF teams meet all
IOC requirements before  declarations are made.

d.  validate CMF teams previously declared ready for IOC to
ensure each team has core work roles assigned to appropriately
trained personnel.
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The Chief of Staff, USCYBERCOM, responding  the Commander,

USCYBERCOM, partially addressed the recommendation  they

had to apply pressure to the Services' manpower supply to address the

significant and growing cyber threats. However, the Chief of Staff did not

clarify whether he  to adjust the fielding requirements to  the

Military Service cyber components sufficient  to field the remaining

CMF teams. The Chief of Staff also disagreed with elements  finding 

stating that the Department accepted the risks associated with rapidly

growing the  to meet USCYBERCOM's urgent operational needs
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(U) U.S. Cyber Command and Military Services Need to 

Reassess Processes for Fielding Cyber Mission Force Teams 

 However, the timeframes  fielding CMF teams

should be achievable and established in consideration of

known constraints.

 Although the Commander, U.S. Army Cyber

Command (ARCYBER), addressed the specifics ofthe

recommendations, and no further comments are required,

the Commander, disagreed with elements  finding.

The

 Although the Commander, U.S. Fleet Cyber

Command (FLTCYBER), did not respond to the

 she provided comments that disagreed

with elements  finding. Specifically, the Commander

disagreed that PER US NAVY: (b) ( I ) , 1.4(a);

(U) The Commander, Air Forces Cyber, did not respond to

the  Therefore, we request comments to

the recommendations in the final report no later than

 29, 2015.

 The Deputy Commander, Marine Corps Forces

Cyberspace Command (MARFORCYBER), responding for

the Commander, MARFORCYBER, disagreed with the

 and elements  finding, stating

MARFORCYBER  a strategy for staffing

CMF teams; offered recruiting and retention bonuses for

Marines;

Although the Deputy Commander

stated MARFORCYBER extended rotations from

the Deputy Commander  knowledged that

MARFORCYBERSPER USMC:

| . The Deputy Commander's statement conflicts

with his commentto offer]

The Deputy Commander should clarify whether

MARFORCYBERS  USMC:  1.4(a)

(U) Please see the Recommendations Table on the next

page.

 We also revised page 7  to reduce the

 of CMF teams  would declare ready for

IOC in FY 2015 fromjgj CMF teams  CMF team.

In addition, the Commander, FLTCYBER, disagreed that
PER US NAVY (b)  PER CYBERCO.M:  (1), 1.4(a)
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(U) Recommendations Table 

Unclassified

Management

Recommendations Requiring

Comments

No additional Comments

Required

(U) Commander, U.S, Cyber Command 1

(U) Commander,  Army Cyber Command 2,4,  5 

(U) Commander, U.S. Fleet Cyber Command  and 5 

(U) Commander, Air Forces Cyber  and 5 

(U) Commander, Marine Corps Forces

Cyberspace Command

 3 4

(U) Please provide Management Comments by May

 No, D20  OOOO j |



April  2015

MEMORANDUM FOR COMMANDER, U.S.  COMMAND

COMMANDER,  ARMY CYBER COMMAND

COMMANDER, U.S. FLEET CYBER COMMAND

 AIR FORCES

COMMANDER, MARINE CORPS FORCES CYBERSPACE COMMAND

ASSISTANT SECRETARY OF THE AIR FORCE (FINANCIAL

MANAGEMENT AND

NAVAL INSPECTOR GENERAL

AUDITOR GENERAL, DEPARTMENT  ARMY

SUBJECT: (U) U.S. Cyber Command and  Services  to Reassess

Processes for Fielding Cyber Mission Force Teams

(Report No.

 We are providing this report for review and comment. U.S. Cyber

Command and the Military Service cyber components did not effectively field Cyber Mission

Force (CMF) teams. Specifically, the Military Service cyber components did not

 CMF teams required to meet ini t ia l operational capability  the end of FY 2014. In addition, we

selected a  random sample  teams the Military Service cyber

components projected or declared IOC by the end of FY 2014,  CMFteams

sampled did not meet all IOC requirements. We conducted this performance audit in accordance

w i t h generally accepted government auditing standards.

(U) We considered management comments on a draft  report when preparing the final report.

DoD Directive 7650.3 requires that recommendations be resolved promptly. Comments from the

Commander, U.S. Army Cyber Command addressed the specifics  recommendations, and no

further  are required. Comments from the Commander, U. S. Cyber Command, partially

addressed Recommendation 1; therefore, we request additional comments. Comments from the

Commander, Marine Corps Forces Cyberspace Command, partial ly addressed the

recommendations; therefore, we request additional comments on Recommendations 2 and 3.

The Commanders, U.S. Fleet Cyber Command and A i r Forces Cyber, did not respond to the

recommendations; therefore, we request  the Commanders provide comments on

Recommendations  and 5.

(U) Please send a portable document format (PDF) file containing your comments to

 Copies of your comments must have the actual signature

authorizing official for your organization. We cannot accept the /Signed/ symbol in place

actual signature.  arrange to send classified comments electronically, you must send them

 the SECRET Internet  Router Network (SIPRNET).

DODIG-2015-117 j iv



(U) We should receive your comments by May 29, 2015. Comments provided on the final repor t

must be marked and portion-marked, as appropriate, in accordance w i t h DoD Manual 5200.01. If

you consider any matters to be exempt from public release, you should  them clearly for

Inspector General consideration.

(U) We appreciate the courtesies extended to the staff. Please direct questions to me at

(703) 699-7331 (DSN 499-7331).

Carol N. Gorman

Assistant Inspector General
Readiness and Cyber Operations

DODIG-2015-117 j 
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(U) Introduction

(U) Our audit objective  to determine whetherthe U.S. Cyber Command (USCYBERCOM)

and the Military Services effectively fielded Cyber Mission Force (CMF) teams. See

Appendix A for a discussion of our scope and methodology and pr ior coverage.

(U)  a sub-unified command subordinate to U.S. Strategic Command,

plans, coordinates, integrates, synchronizes, and conducts activities to:

• (U) directthe operations and defense of specified DoD information

networks (DODIN);

• (U) prepare to conduct mil itary cyberspace operations in all domains; and

• (U) ensure U.S. and Allied freedom of action i n cyberspace and deny the

same to our adversaries.

 USCYBERCOM is also responsible for organizing and resourcing an appropriate

cyberspace workforce to meet its three mission areas: defend the nation; support

combatant command contingency and operational planning; and support the security,

operation, and defense  DODIN. To accomplish its mission, USCYBERCOM

developed a Cyber Force Model in September 2012. The Secretary of Defense Deputy

Management Action Group approved the Cyber Force Model in December  w i th

implementation to occur between FY 2013 and FY 2016. The model  the

CMF, which includes:

• (U) National Mission Teams (NMTs) that defend the nation by executing

offensive and defensive capabilities;

.  • (U) Combat  Mission Teams (CMTs) that support combatant command

contingency and operational planning;

• (U) Direct Support Teams (renamed National Support Teams [NSTs] and

Combat Support Teams [CSTs]) that support the NMTs and CMTs; and

• (U) Cyber Protection Teams (CPTs) that defend the  the National,

Combatant Command, and Military Service levels.

 I ] 



 Collectively, the CMF is responsible for protecting key terrain and assets on

all networks that comprise the

 In December 2012, USCYBERCOM recognized a significant deficiency existed in

the number of cyber personnel that could supportthe Cyber Force Model. In addition,

USCYBERCOM determined  the cyber workforce  to supportthe CMF

consisted  personnel but a total of  were needed. To address the

deficiency, USCYBERCOM tasked the Mil itary Service cyber  to build

133 CMF teams  the end of FY 2016. Table 1 shows  the greatest need for cyber

personnel was  percent  percent  total CMF teams

needed, respectively.

 Table  Types  CMF Teams and Number of Personnel Needed by  2016 

(U)Type

of Team

 NMT

 NST

 TO

 Number

of Personnel

per

PER  (b)(1), 14(a)

(U) Number of 

Teams Needed 

(U) Total Number of 

Personnel Needed 

Personnel by

Team

(percent)

 Total

 TO  rvcv

 The Militsry Service cyber components supporting the CMF effort include the U.S. Army Cyber Command, U.S Fleet

Cyber Command, Air Forces Cyber, and Marine Corps Forces Cyberspace Command.



(U) Requirements for Cyber Mission Force Teams 

ffifm&WI&firfVm1) In FY 2013, USCYBERCOM issued two task orders (TASKORDs)2

and one fragment order3 directing the Military Service cyber components to build a 

total  CMF teams to initial operational capability (IOC) by the end of FY

According to the TASKORDs, Mili tary Service cyber components can declare CMF teams

ready for IOC when each team possesses the ability and capacity to accomplish assigned

missions and  the following criteria:

•  fill a minimum  percent  core work roles,

which differ by team. In addition, the individuals whose core work roles are

included in  percent must be fully trained and qualified. See

Appendix B for a l ist of core wor k roles and training requirements by team.

•  align each  team to its specific mission;

 (U  FOUO) allocate space that would allow personnel to perform duties,

and ensure the teams have access to appropriate networks and data to

accomplish assigned

• ( U / / r O U O )  place  available personnel in specific work roles that align

wi t h the mission;

•  identify tra ining requirements for all available team

members; and

•  ensure CSTs are aligned or identified for the build.

2  Presentation of CMF Teams in FY 2013," March  and

 13-0747, "Establishment and Presentation of CMF Teams In FY 2014," October 11, 2013.

 Order-02 to USCYBERCOM TASKORD 13-0747 and Fragment

and Presentation of CMF Teams In FY 2013," January 29, 2014

 USCYBERCOM initially required that the Military Service cyber components  CMF

teams by the end of FY 2013. USCYBERCOM revised that requirement In January  directing the  Service cyber

components to build  teams by the end of FY 2014.

DODIG-2015-117



Introduction

 FVEY) The FY 2014 IOC requirements forthe Military Service

components were as follows.

•  U.S. A rmy Cyber Command (ARCYBER)  teams

 UOA, r V E ¥)  U.S. Fleet Cyber Command (FLTCYBER) teams

•  A ir Forces Cyber  teams

•  Marine Corps Forces Cyberspace Command

(MARFORCYBER) - | teams

 Controls

 DoD Instruction 5010.40, "Managers' Internal Control Program

Procedures," May 30,  requires DoD organizations to implement a comprehensive

system of internal controls that provides reasonable assurance that programs are

operating as intended and to evaluate the effectiveness  controls. We identified

internal control weaknesses related to USCYBERCOM  the Military Service cyber

components' ability to effectively field  teams in a timely manner. Specifically,

USCYBERCOM  the Mil itary Service cyber components did not effectively field

 CMF teams by the end of FY 2014 and  CMF teams declared ready for

 requirements.  w i l l provide acopy of this

senior officials responsible for internal controls i n the CMF build.

DODIG-2015-117  •!



Finding

(U) Finding

(13)  fielded

 USCYBERCOM and the Military Service cyber

components did not effectively field CMF teams. Specifically, the Military

Service cyber components did not  CMF teams

ready for IOC by the end of FY 2014. This occurred because USCYBERCOM did

not considerthe level of effort needed to build the teams when i t developed

the CMF requirements, The Mili tary Service cyber components  did not

effectively plan for recruitment, retention, and training challenges associated

w i t h building a qualified workforce to  CMF mission.

 In addition, we selected a non-statistical random

sample  CMF teams the Military Service cyber components

projected ordeclared IOC by the end of FY 2014. We

 teams sampled d id not meet all IOC requirements. This occurred

because senior officials  the Military Service cyber components did not

validate  the CMF teams met all IOC requirements before requesting IOC

declaration from USCYBERCOM.

 Not meeting the requirements for IOC limits USCYBERCOM's ability

to protect the  support regional and functional commands, and defend

our critical information and infrastructures.

(U) IOC Requirements Not Met 

UOA,  The Mili tary Service cyber components did not declare

 ofthe  CMF teams ready for IOC bythe end of FY 2014. Table 2 shows

the progress of each Military Service cyber component in declaring CMF teams ready for

IOC, w i t h AFCYBER showing the least amount of progress i n complying  the

IOC requirements.

 | 5 



Finding

 Table 2, Status  CMF Teams by Military Service Cyber Componen t 

(as of September

 Military Service

Cyber Component

fy/s&w#i*a-^
ARCYBER

FLTCYBER

AFCYBER

MARFORCYBER

Total

( U) CMF

Required

( U ) CMF Teams

Fielded

( U ) CMF Teams

Not Fielded

( U ) CMF Build

Completion

 4(a), PER US NAVY: (b) ( I ) .  4(a)

 rvcv

 TO USA; FVEY) The Military Service cyber components developed a plan of
action for declaring the  CMF teams ready for IOC as follows:

•  ARCYBER CMF teams by October 2014;

 CMF teams by December 2014;

 TO UCA;  FLTCYBER CMF teams by
 US NAVY:

 PER  COM:

 TO UOA,  AFCYBER CMF teams by October 2014;

 CMF teams between November 2014 and A p r i l 2015; and

 TO UOA,  MARFORCYBER  team by March 2015.

 TO UOA,  As of December 19, 2014, the Military Service cyber

components declared  CMF teams ready for IOC. Specifically,

•  FVEY) ARCYBER d e c l a r e d l H CMF teams ready for IOC in

October  CMF teams ready  i n December 2014.

•  U 0 A , r V E Y ) FLTCYBER declared  CMF teams ready for IOC
PER US  (b) ( I ) ,

 AFCYBER  CMF teams ready for IOC in

October 2014  CMF teams ready for IOC in November 2014.



Finding

 According to the Military Service  components, the

 CMF teams  be declared ready for  in FY 2015.

 TO USA, FVEY)  team
PER US NAVY: (b)
( I ) , 14(a)

•  UOA, rVC¥)  AFCYBER  CMF teams between January

and March 2015

•  CMF team by March 2015

(U) Level of Effort to Field CMF Teams Not Fully Considered 

 UCA) FVEY) USCYBERCOM did not properly consider the level of effort

required to build the CMF teams when i t developed the CMF requirements. When the

 Operations division initially issued the CMF requirements in March 2013,

i t did not include the training requirements and w ork roles. Four months later, in

July 2013, USCYBERCOM established a training pipeline that listed the w or k roles and

the training courses needed for each wo rk role, This

left 2 months  Military Service cyber

components to  CMF teams to IOC by

September 30, 2013. According to USCYBERCOM

senior officials, the plan was too aggressive to

execute properly.

 Because the Military Service cyber components d id not meet

the initia l IOC requirement for September 30, 2013, USCYBERCOM

FY 2013 IOC  to change the suspense date to September

Therefore,  required the Military Service cyber components to declare

CMF teams ready for IOC by the end df FY 2014.

According to USCYBERCOM 
senior officials,  plan was 

too aggressive to execute 
properiy.

 Although USCYBERCOM extended the suspense date, the

Military Service cyber components d id not meet i t . According to the Mili tary Service

cyber components, they d i d not meet their IOC requirements because  need for

Top Secret security clearances, lack of qualified and trained personnel, and lack of

access to appropriate networks. Specifically,

•  ARCYBER's CMF Planner stated ARCYBER could not

 of its CMFteams ready for IOC bythe end of FY 2014 because

personnel were awaiting security clearances. The length of time

 \ 7 



 completing the background investigation portion of

the security clearance process varied based on the personal circumstances

of each candidate. It could also take up to an additional 8 months to clear a 

separate adjudication process.

 FLTCYBER did not declare  CMF teams ready

for IOC PER US NAVY: (b) ( I ) . 1.4(a)

In addition,  JFHQ-C FLTCYBER Chief of Staff

stated that PER US NAVY:

The JFHQ-C FLTCYBER Chief of Staff explained
 US NAVY: (b)

PER

•  TO UOA,  AFCYBER personnel stated they could not declare

 CMF teams ready for IOC because of a lack of training, personnel,

and allocated workspace.

•  MARFORCYBER's Business Operations and

Management Director stated MARFORCYBER could  team

ready  IOC

In addition, she stated USCYBERCOM did

not establish the training requirements

 USCYBERCOM should reevaluate and adjust timeframes to a l lowthe Military Service

cyber components sufficienttime to effectively  CMF teams and the

remaining^ CMF teams6 needed to  the overall 133 CMF requirement 

 As of September  USCYBERCOM had not developed training requirements for

Military Service CPTs.

 n  on to  CMF teams the Military Service cyber components were to build by FY

an  CMF teams are requiredto be builtby FY 2016.

DODIG



(U) Military Service Cyber Components Faced Challenges 

(U) In addition to the level of effort required to declare CMF teams ready for IOC, the

Mil i tary Service cyber components faced other challenges to building a qualified cyber

workforce. Specifically,

•  recruiting  did not always attract personnel

w i t h the skills to perform cyber operations, personnel could not always

obtain the appropriate security clearances, and retention efforts were not

always effective; and

•  USA) FVEY) t raining courses were not always available, and

(U) Recruiting and Retention Challenges 

 The Military Service cyber components' recruiting and

retention efforts d id not always attract or retain personnel wi th the skills to perform

cyber operations. Specifically, the Military Service cyber components cited:

•  lack of interest in working for the Government

because the private sector companies routinely offered more money at more

attractive  and

•  TO  FVEY) mili tary rotations and  lengths (the

normal rotation was 2 years, and some work roles required 18 months

oftraining).

 In addition, the Military Service cyber components d id not

consistently offer recruitment and retention incentives such as enlistment and

reenlistment bonuses, accelerated promotions, and referral bonuses. For example,

although  NAVY: (b) ( I ) ,

PER US NAVY:

In addition, only AFCYBER was developing a retention 

plan to retain  personnel for up to  years. ARCYBER did not implement a program

that would offer any retention incentives. The Military Service cyber components

should develop strategies to ensure appropriate staffing of CMF teams and should

consider the use of incentives, bonuses, and rotation extensions.

 V 



 Limited Training Availability anc 
ARMY: (b)(7)(E)

 Significant delays existed wi th in the training pipeline that

prevented the Military Service cyber components from effectively declaring CMF teams

ready for IOC. For example, National Security Agency  training courses

were not always available to  team members on Mili tary Service CPTs.

Accordingto the JFHQ-C FLTCYBER Chief of Staff,!PER  NAVY: (b) ( I ) .

In

addition, the ARCYBER Branch Chief stated the aggressive training requirements

created a demand for training that was greater than classroom capacity. Because each

Military Service cyber component must  team members through the same courses,

the training facilities were overwhelmed and unable to effectively accommodate

attendance requirements i n a timely manner. The

JFHQ-C FLTCYBER Chief of Staff also
PER US NAVY: (b)

 FLTCYBER Chief 
( I ) .

of Staff aiso sta  fc'Y:

According to the JFHQ-C FLTCYBER Chief of Staff and

the  Business Operations and

Management  US NAVY:

However, there w i l l continue to be a need for additional

training courses. The Mil i tary Service cyber components should expand the capacity of

the existing t raining facilities and increase the number of courses offered.

(U) CMF Teams Incorrectly Declared IOC 

 In addition  CMF teams not declared ready for IOC by

the end of FY 2014, we determined  CMF

teams declared ready for IOC did  meet all IOC
 /  X \.S  I

 members were not 
requirements, We selected a non-statistical random trained in accordance with 

sample  teams7 to evaluate the process  M train ing 
requirementsused to declare teams ready for IOC. We reviewed the

staffing and training status  CMF teams to

determine  Military Service cyber components complied w i t h

 CMF teams represent the number of CMF teams the Military Service cyber projected or

declared  OC by the end ofFY

 10



Finding

fiftf&fcse&tiGkfjajSPl USCYBERCOM's IOC declaration requirements and determined

t h a t | CMF teams did not. Specifically, across  CMF  team members were

not trained in accordance w i th USCYBERCOM training requirements. Table 3 shows the

CMF teams improperly declared ready for IOC, the core w or k roles nottrained at

ARCYBER, FLTCYBER, and AFCYBER, and the  each  role

(U) Tabie3. CMF Teams  Did Not Meet USCYBERCOM Training Requirement 

(U)  Team (U) Core Work Role Not Trained
(U) Number

Not Trained

 UOA,

 TO UOA,  Total FLTCYBER Work Roles Not Trained

Total AF CYBER Work Roles  ot Train ed

Total CMF Work Roles  Trained

 MARFORCYBER CMF  IOC requirements.

 j 11



Finding

 rVDY)
S A W :

 Table 4. CMF Teams  Did Not Assign Core Work Roles 

 Number

Assigned
 Team  Core Work Role Not Assigned

(U) FLTCYBER
P E R  U S N A V Y :

P E R

C Y B E R C O

 • 

 V L  J 

P E R

C Y B E R C O M :

 Total FLTCYBER Work Roles Not Assigned
 (b)

( I ) .  U S

 TO

(U) Validation Procedures Did Not Exist 

 Senior officials at the Military Service cyber components did

not validate that the CMF teams met all IOC requirements before requesting IOC

declaration from USCYBERCOM. Specifically, senior officials did not implement internal

processes to verify that CMF team members were trained and CMF teams were staffed

w i t h core work roles. Instead, senior officials relied on parties responsible for staffing

and training in support  CMF plan to conclude teams were ready for IOC. Senior

officials simply signed memorandums requesting USCYBERCOM declare teams ready: 

for IOC. If senior officials had implemented a process for determining whether CMF

teams met IOC requirements, they would have

identified  F teams that did not meet those

requirements. The results of  CMF

teams suggest there could be additional CMF teams

that were declared ready for IOC without meeting the

requirements for staffing and training. The Military

Service cyber components should review the internal

processes used to declare CMF teams ready 

/  1  t v

 of  only 

 CMF teams suggest 

' there could he additional 

CMF teams  were 
declared ready  IOC 

 meeting the 

requirements for staffing 

and

DODIG-2015-117 j 12



 TO  for IOC and implement procedures to ensure CMF teams meet

all IOC requirements. In addition, the Military Service cyber components should

validate  teams previously declared IOC to ensure each team has core work roles

assigned to appropriately trained personnel.

(U) Increased Risk of Adverse Impact on Cyber Resources 

 Not meeting the requirements for IOC l imits USCYBERCOM's

ability to protect the DODIN, support regional and functional commands, and defend

our critical infrastructures. According to the DoD Strategy for Operating in Cyberspace,

DoD depends on cyberspace to perform its mission, operating  networks

 computing devices around the globe, Countries such

 work diligently to exploit  unclassified and classified networks, which

poses a significant threat to the health and safety  warfighter and U.S. citizens.

The cyber operations of these countries are increasing in number and sophistication.

 the annual  global cybercrimes estimated at $113 billion,  is necessary for

DoD to maintain a robust cyber workforce that w i l l work to reduce the impact and cost

of cyber attacks and crimes.

U) Management  the Finding

and Our Response

(U) U.S. Cyber Command Comments on the Finding 

 The Chief of Staff, USCYBERCOM, responding for the Commander,

 provided comments that disagreed w i t h elements  finding.

Specifically, the Chief of Staff disagreed that  did not consider the level of

effort needed to build the CMF teams, stating that the Department accepted the risks 

associated w i th rapidly growing the CMF to meet  urgent operational

need. According to the Chief of Staff, the Department stressed the traditional manning

and training processes knowing that the urgency of need outpaced the Services' ability

to staff and t rain the force. The Chief of Staff stated the management risks associated

w i t h rapidly building the CMF teams were discussed and documented in the Operations

Deputies and Joint Chiefs of Staff Tank sessions during  2012. This

discussion occurred before the CMF teams were resourced by the Deputy Management



Finding

 Action Group and codified in the Resource Management Decision signed by the

Deputy Secretaiy of Defense. The Chief of Staff stated USCYBERCOM would continue

to stress current Department processes and w ork w i t h the Services to rapidly field

CMF teams.

 Our Response 

 Comments from the Chief of Staff, USCYBERCOM, focused on the need to

rapidly build the CMF teams and accepting the risks associated w i t h establishing strict

timeframes. We agree that an urgency exists and that  accepted the

associated risks w i t h the aggressive timeframes. However, the timeframes should be

achievable and established in consideration of known training constraints. For

example, some work roles required  months of training and USCYBERCOM only

allowed the Military Service cyber components one year to build CMF teams. As a 

result, Military Service cyber components could not achieve the required timeframes,

even if stressing the Department's resources. 

(U) Army Cyber Command Comments on the

Although the Commander, ARCYBER, provided comments that acknowledged

challenges ARCYBER faced in building CMF teams, he disagreed that ARCYBER did not

 team members. Specifically, the Commander stated he took responsibility for
 US ARMY: (b) ( I ) ,

|. In addition, the Commander acknowledged that

 did not provide the audit team w i th up-to-date team rosters,

certificates, and transcripts; and supporting documentation. Furthermore, the

Commander

The Commander  acknowledged
PER US ARMY: (b)(1) ,

(U) Our Response 

 Comments from the Commander, ARCYBER, focused on the support provided for

IOC declarations. Although the Commander, ARCYBER, stated Table 3 incorrectly

 CMF team members as untrained, the audit team did not receive sufficient

evidence supporting completed training. Specifically, ARCYBER provided rosters,

training certificates, and transcripts that did not comply w i th USCYBERCOM



 requirements to have core work roles fully trained. In addition, ARCYBER did not

provide supporting documentation to show
 US ARMY:

 CYBERCOM.

(U) Fleet Cyber Command Comments on the Fir 

 The Commander, FLTCYBER, provided comments that disagreed w i t h

elements  finding. Specifically, the Commander did not agree w i th the number of

Navy CMF teams declared ready for IOC as of December 19, 2014 as stated in Table 2 of

the report The Commander stated PER US NAVY:  4(a): PER  (b)

(According  the Commander,
 NAVY :  COM: (b) ( I ) . The Commander

stated FLTCYBER
 US NAVY:  PER CYBERCOM:

In addition, the Commander stated i t
 US  PER

 FLTCYBER
 US NAVY: (b)  4(a). PER CYBERCOM:

PER US  (b)  PER  (b)  4(a)

 J 

fcgyty&fikj Furthermore, the Commander stated that
PER US NAVY: (b)  1.4(a). PER  (b)(1), 14(a)

According to the Commander,
PER US NAVY: (b) ( I ) ,  PER  (b)

The Commander also stated that
PER US  (b) ( I ) .  4(a), PER

 (b)(1),

 Our Response 

 Comments from the Commander, FLTCYBER, focused on
PER US NAVY: (b)  PER

 (b) ( I ) .



ftj^RBfcj As a result  additional information from FLTCYBER, we updated page 6 

ofthe report  j 
 US NAVY:  ( I ) ,  PER CYBERCOM. (b)

(U)  Corps Forces Cyberspace Command Comments on the Finding 

 The Deputy Commander, MARFORCYBER, responding for the Commander,

MARFORCYBER, provided comments that disagreed wi th elements  finding.

Specifically the Deputy Commander stated that MARFORCYBER already developed a 

strategy to ensure appropriate staffing of CMF teams and established validation

procedures to verify IOC declarations complied w i th USCYBERCOM IOC requirements.

The Deputy Commander stated all levels of leadership reviewed the validity  IOC

declaration. In addition, the Deputy Commander stated the Services,  the cyber

components, control the training facilities and are responsible for recruitment and

 Also, the Deputy Commander stated that MARFO RCYBER extended the touPs

of duty for Marines  According to the Deputy Commander,

MARFORCYBER did not conduct an assessmentto identify personnel w i th the aptitude

for cyber operations.

(II) Our Response

(Sj Although the Deputy Commander, MARFORCYBER, stated MARFORCYBER had a 

strategy in place for appropriately staffing CMF teams, MARFORCYBER did not provide

evidence of a strategy that ensured the  teams were fielded w i th i n the

prescribed by USCYBERCOM. In addition, MARFORCYBER should be working w i t h the

Service headquarters to:

•  ensure training facilities can handle the increased attendance; and

• (Sj obtain approval to offer potential cyber candidates recruiting and

relocation incentives.

 !



 While the Deputy Commander stated MARFO RCYBER did not conduct aptitude

assessments, MARFORCYBER personnel informed the  team, during discussions

regarding recruitment, that MARFORCYBER did conduct assessments to identify

personnel w i th the aptitude for cyber operations.

{Ui fo@j»iHPiiendatit»6!s #

(U) Recommendation 1 

 We recommend the Commander, U.S. Cyber Command, reevaluate and adjust

the timeframes to allow the Military Service cyber components sufficient time to

effectively field Cyber Mission Force teams.

(U) U.S. Cyber Command Comments 

 The Chief of Staff, USCYBERCOM, responding for the Commander,

USCYBERCOM, partially agreed, stating that USCYBERCOM understood the desire to

reevaluate the timeframes for effectively fielding CMF teams. However, the Chief of

Staff stated that reevaluating the timeframes would not change the need to apply

pressure to the Services' manpower supply to address the significant and growing cyber

threat. The Chief of Staff also  ofthe FY 2013 and FY  teams

reached IOC,  percent of those teams achieved full operational capability.

According to the Chief of Staff, i f the Services were notpushed rapidly to build CMF

teams, i t would create an unacceptable military r isk in defending the interests of

the United States.

(U) Our Response 

 Comments from the Chief of Staff did not address the recommendation.

 the  ofthe FY 2013 and FY 2014

 teams reached IOC, not all declarations complied w i th the timeframes and

requirements established by USCYBERCOM. To meet the intent of our recommendation,

the Commander, USCYBERCOM should reevaluate the current requirements and adjust

the timeframes to be consistent w i t h the training requirements for each CMF team.

Although the Commander adjusted the requirements for fielding FY 2013 CMF teams,

he did not  the timeframes for subsequent FYs. Accordingly, the Commander,

 ,|



 should reconsider his decision to continue enforcing the

requirements to rapidly declare CMF teams ready for IOC to allow Military Service

cyber components  time to effectively fieldthe remaining CMF teams.

(U) Recommendation 2 

(Sj We recommend the Commanders, U.S. Army Cyber Command and Marine

Corps Forces Cyberspace Command, develop strategies to ensure appropriate

staffing of CMF teams and should consider the use of incentives, bonuses, and

rotation extensions.

 U.S. Army Cyber Command  ts 

 The Commander, ARCYBER, agreed, stating  the Arm y had retention incentives

already in place for some mili tary occupational specialties and approved additional

retention incentives of Special Duty Assignment Pay and Assignment Incentive Pay in

February 2015 for critical CMF occupational specialties. The Commander also stated

that the Army prioritized the staffing of cyber units to expedite growth of highly trained

cyber personnel  CMF teams. In addition, the Commander stated by September

 ARCYBER w i l l  the Operations Research and Systems Analysis to

forecast the amount and t iming of personnel needed to ensure future CMF teams reach 

IOC and full operational capability wi th  established milestones.

(U) Our Response 

 Comments from the Commander, ARCYBER, addressed the specifics

recommendation,  no further comments are required. 

(U) Marine Corps Forces Cyberspace Command Comments 

(Sj The Deputy Commander, MARFORCYBER, responding forthe Commander,

MARFORCYBER, disagreed,  that MARFORCYBER developed a  that

 addition, the Deputy Commander

stated the Marine Corps offers recruiting and retention bonuses for Marines and

recruiting, relocation, and retention incentives for Marine Corps civilian personnel. The

Deputy Commander also stated that MARFORCYBER)PER USMC: (b) ( I ) .

However, the Deputy Commander stated perspective employees could

request a hi ring or relocation incentive.

 |



 Our Response 

 Comments from the Deputy Commander,  did not address the

specifics ofthe recommendation. Although the Deputy Commander stated

 Deputy Commander

acknowledged that PER USMC: (b)(1),  4(a)

The Deputy Commander's statement conflicts w i th

his  Deputy Commander should

clarify whether MARFORCYBER w i l l PER USMC: (b)(1) ,

 ts 

 Although not required to comment, the Chief of Staff, USCYBERCOM,

disagreed, stating  the Services, notUSCYBERCOM, are responsible  and

training CMF team members. In addition, the Chief of Staff stated  the Services

included the use of incentives, bonuses, and rotation extensions  plans to

the CMF teams.

(V) Our Response 

 We acknowledge the comments from the Chief of Staff and agree  the

Military Services cyber components are responsible  and training CMF team

members, However, not all Military Service cyber components offered incentives,

bonuses, or rotation extensions to attract qualified cyber personnel.

(U) Recommendation 3 

(Sj We recommend the Commanders, U.S. Fleet Cyber Command, Air Forces Cyber,

and Marine Corps Forces Cyberspace Command, expand the capability of existing

training facilities and increase number and frequency of classes.

(U) Management Comments Required 

 The Commanders, U.S. Fleet Cyber Command and Ai r Forces Cyber, did not respond 

to the recommendation. We request  the Commanders provide comments on the

final report no  than May

 iG



Finding

 Marine Corps Forces Cyberspace Command Comments 

 The Deputy Commander, MARFORCYBER, responding forthe Commander,

MARCORCYBER, disagreed, stat ingthat increasing the size  the capability of service

training facilities would not correct the current training deficiency, According to the

Deputy Commander, the Marine Corps headquarters, not the cyber component, is

responsible  training Marines while USCYBERCOM is responsible for training beyond

the fundamentals provided by the Marine Corps. In addition, the Deputy

stated the specialized training is provided by the National Security Agency's Associate

Director for Education and Training.

(U) Our Response 

(Sj The Deputy Commander, MARFORCYBER, did not address the specifics

recommendation, To  the intent  recommendation, MARFORCYBER should

coordinate w i t h Marine Corps headquarters,  the National Security

Agency, to develop training expansion plans that would ensure the capacity of training

facilities adequately accommodate  team members. This wo uld ensure  team

members receive required training in a timely manner. Accordingly, the Commander,

MARFORCYBER needs to clarify whether  w i l l develop a plan, in

conjunction w i t h the Service headquarters, to expand training facility capacity to meet

the training requirements established by USCYBERCOM. In addition, although the

Deputy Commander stated USCYBERCOM is responsible for training beyond the

Marine Corps' fundamental training, USCYBERCOM only provides funding for CMF

training and does not offer training courses.

 U.S. Cyber Command Comments 

 Although not required to comment, the Chief of Staff,

disagreed, stating that U S C Y B E R C O M provided initial training forthe 2013 surge

capacity while the Services ramped up thei r manning and training processes. According

to the Chief of Staff, AFCYBER worked w i t h the U.S, Air Force to complete a course

resource estimate to double training capacity for select initial and intermediate

A i r Force cyber courses in calendar year 2015.



 Our Response 

 We acknowledge the comments from  M and agree that the

Military Service cyber components are responsible for expanding the  of

existing training facilities and increasing the number and frequency of classes.

However, not all Military Service cyber components expanded the training capacity to

ensure that required cyber training was available to  team members when needed,

(U) Recommendation 4 

 We recommend the Commanders, U.S. Army Cyber Command, U.S. Fleet Cyber

Command, Air Forces Cyber, and  Corps Forces Cyberspace Command,

review internal processes used to declare  Mission Force teams ready for

initial operational capability and implement procedures to ensure Cyber Mission

Force teams meet all initial operational capability requirements before issuing

initial operational capability declarations.

(U) Management Comments Required 

 The Commanders, U.S. Fleet Cyber Command and Air Forces Cyber, did not respond

to the recommendation. We request  the Commanders provide comments on the

final report no  than May

(U) U.S. Army Cyber Command Comments 

(Sj The Commander, ARCYBER, agreed, stating ARCYBER would continue to improve its

existing processes for tracking the completion of required training. In addition, the

Commander stated ARCYBER w ould update procedures for declaring CMF teams ready

for  to include requirements to:

•  perform audits and inspections  equivalency records;

•  verify ARCYBER rosters wi t h the USCYBERCOM digital battle rosters;

•  ensure that appropriate waivers are obtained i n wr it ing; and

• (Sj document the risk assumed by the Commander in the IOC

to USCYBERCOM.

 :| 21



Finding

(U) Our Response 

 Comments from the Commander, ARCYBER, addressed all specifics

recommendation, and no further comments are required.

(V) Marine Corps Forces Cyberspace Command Comments 

 The Deputy Commander, MARFORCYBER, responding  Commander,

 disagreed, stating  had procedures in place for

reviewing internal processes for declaring CMF teams ready for IOC. Specifically, the

Commander stated that leaders at all levels monitored training processes and validated

the progress of CMF teams to ensure IOC declarations met USCYBERCOM

(U) Our Response 

(U) Although the Deputy Commander, MARFORCYBER, stated internal processes

existed,  personnel did not describe procedures for validating IOC

compliance. If implemented as described in  comments, the

should improve MARFORCYBER's ability to meet USCYBERCOM CMF requirements.

As a result, comments from the Deputy Commander, MARFORCYBER, addressed all

specifics  recommendation, and no further comments are required. 

(U) U.S. Cyber Command Comments 

 Although not required to comment, the Chief of Staff, USCYBERCOM, agreed

w i t h the recommendation. According to the Chief of Staff, all service cyber components

instituted a review process to ensure  teams declared ready for IOC satisfy the

USCYBERCO M IOC criteria. In addition, the Chief of Staff stated that waivers are

fully documented and USCYBERCOM implemented a verification process for

IOC declarations.

(U) Our Response 

 We acknowledge the comments from USCYBERCOM. However, not all

Military Service cyber components provided evidence of implementing processes for

ensuring CMF teams met all IOC requirements before issuing IOC declarations.

 |



(U) Recommendation 5 

 We recommend the Commanders, U.S. Army Cyber Command, U.S. Fleet Cyber

Command, and Air Forces Cyber, validate Cyber Mission Force teams previously

declared ready for initial operational capability to ensure each team has core

wor k roles assigned to appropriately trained personnel.

 t Comments Required 

 The Commanders, U.S. Fleet Cyber Command and Air Forces Cyber, did not respond

to the recommendation. We request  the Commanders provide comments on the

 report no  ater than May

(U)  Army Cyber  ts 

 The Commander, ARCYBER, agreed, stating that ARCYBER w i l l conduct a 

comprehensive review  CMF teams previously declared IOC by performing audits

and inspections  the course  next year. In addition, the Commander stated

ARCYBER w ould report material deficiencies to USCYBERCOM no later than

March 1,2016.

(U) Our Response 

(Sj Comments from the Commander ARCYBER addressed all specifics

recommendation, and no further comments are required.



Appendixes

(U) Appendix A 

(ll)  ope and Methodology

( U ) We conducted this performance audit from May 2014 through February 2015, in

accordance w i th generally accepted government auditing standards. Those standards

require that we plan and perform the audit to obtain sufficient, appropriate evidence to

provide a reasonable basis for our findings and conclusions based on our audit

objectives. We believe  the evidence obtained provides a reasonable basis for our

findings and conclusions based on our audit objectives.

 We interviewed personnel from USCYBERCOM, ARCYBER,

FLTCYBER, AFCYBER, and MARFORCYBER. We also reviewed the following

USCYBERCOM guidance to determine whether USCYBERCOM and the Mili tary Service

cyber components appropriately declared teams ready for IOC.

•  TO  USCYBERCOM TASKORD 13-0244, "Establishment

and Presentation of CMF Teams in FY 2013," March 6, 2013;

•  TO UOA, AUO, GAM, GDR,  USCYBERCOM TASKORD 13-0747,

"Establishment and Presentation of CMF Teams in FY

October 11, 2013;

•  TO  FVEY) Fragment Order-02 to USCYBERCOM

TASKORD 13-0747, "Establishment and Presentation of CMF Teams in

FY 2014," Januaiy

•  "CMF Training Pipeline," Version 1.1, July  and

•  Training Pipeline," Version  June

(U] We focused on the following requirements  USCYBERCOM TASKORDs to verify

whetherthe Mili tary Service cyber components effectively fielded CMF teams. The

 teams needed to have:

•  TO UOA,  the team assigned, to include a

. number  personnel in  roles;

•  a  of those core personnel who were trained

and qualified. See Appendix B for details on the specific team members in

core work roles who must be assigned and trained;
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•  the  mission alignment process completed; and

•  space allocated for personnel in w o r k roles to perform duties

w i t h appropriate access to networks and data to accomplish

assigned missions.

 We selected a non-statistical random sample  CMF

teams1 to evaluate the process used to declare the teams ready for IOC. We ensured the

sample of teams included a representation  different types of CMF teams across

each Military Service.

 CMF teams, we requested battle rosters, training

records, and evidence of mission alignment and space allocation. Table A - l shows the

number of CMF teams USCYBERCOM required each Mili tary Service cyber component to

 2014.

 Required Number  CMF Teams by the end  2014 

 T O  rvcv

( U ) Military Service Cyber Component

 ARCYBER

 U3A,  FLTCYBER

 U3A,

 UOA,  MARFORCYBER

ftflaaf*e-tt6A,  Total

 TO UOA;

( U ) Number of CMF

Teams Required
 (b) ( I ) .  4(a)

 Table A-2 identifies the CMF teams sampled per Military

Service cyber component.

 CMF teams represent the number of  teams the Military Service cyber components

reported were ready for  or projected to be ready for  by the end of FY

D 0



(U)  A-2. Sample  CMF Teams Selected 

 Use of  Data
 We used computer-processed data from the Enterprise Learning Management

system. The system is a data repository the Mili tary Service cyber components  to

manage, track, and report training activities. To obtain reasonable assurance of the

data's reliability, we compared completion certificates to the training transcripts to

confirm thatt raining records were accurate. As a result, we concluded that the data

provided as evidence of training completion was reliable.

 of  Assistance
 The Quantitative Methods Division provided assistance during the audit, The

Quantitative Methods Division assisted w i t h the  sampling methodology

for selecting CMF teams to test compliance w i t h USCYBERCOM's fielding requirement

 j



Appendixes

(U) During the last 5 years, the Government  Office (GAO) and the

Department of Defense Inspector General (DoD IG) issued three reports related to

DoD cyber activities. Unrestricted GAO reports can be accessed at

DoD IG reports can be accessed at

(U) GAO 

(U) Report No.  "Defense Department Cyber Efforts: DoD Faces Challenges in

its Cyber Activities," July

(U) Report No.  "Defense Department Cyber Efforts: More Detailed

Guidance Needed to Ensure Military Services Develop  Cyberspace

Capabilities," May 20, 2011

 OIG 

 Report No.  "Joint Cyber Centers
 DOD OIG:

Cyberspace

Operations," December 9,

DODIG-2015-1 17 27



Appendixes

 Appendix B 

 Each type of CMF team had different staffing and training

requirements. To meetthe IOC requirements, each CMF team needed to be at least

 percent staffed and the staff had to fill specific core work roles. In addition, some or

all  staff in the core work roles had to be trained and qualified for the position.

(U) NMT Staffing and Training Requirement 

 UOA,  to TASKORD 13-0747, each NMT wi l l have a 

staff  To meet IOC requirements, the NMT needed to be staffed and trained as

shown in Table B-1.

(U) Table B-1. NMT Staffing and Training Requirement 

r  T O  rvcv

(U) Core Work Role

 Number

of Personnel

Required
PER CYBERCOM: (b)(1).

 Number

of Personnel

Required to

be Trained

ficcncT/yncL T O  rvcv

 17 I



(U) NST Staffing and Training Requirement 

 According to TASKORD  each NST wi l l have a 
staff  To meet  the  needed to be staffed and trained as
shown in Table B-2.

(U)  NST Staffing and Training Requirement 

r  T O  rvcv

(U)  Role

PER CYBERCOM: (b)  -4(a)

(U)

Number of 

Personnel 

Required 

 Number

of Personnel

Required to

be Trained

 T O UOA,



(U) CMT Staffing and Training Requirement 

 According to TASKORD 13-0747, each CMT w i l l have a 
staff  To meet IOC requirements, the CMT needed to be staffed and trained as
shown i n Table

 B-3. CMT Staffing and Training Requirement 

 TO USA)

(U) Core Work Role

 ( I ) .

(U)

 er of 

Personnel 

Required 

 Number

of

Required to

be Trained

 t o  rvcv

SECRET//N0F0RN



Appendixes

(U) CST Staffing and Training Requirement 

frffttBkm-mfirrW&j According to TASKORD 13-0747, each CST w i l l have a 
staff  To meet IOC requirements, the CST needed to be staffed and trained as
shown i n Table B-4.

(U)  CST Staffing and Training Requirement 

PER CYBERCOM (b)(1),

 T O  rvcv

(U) Core Work Role

.
 Number 

*
 

Personnel
.  

Required

 Number
. 

Personnel

equired to

be Trained

R

1

 T O

 31
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(U) CPT Staffing and Training Requirement 

 According to TASKORD 13-0747, each CPT w i l l have a 

staff  To meet IOC requirements, the CPT needed to be staffed and trained as
shown in Table

 CPT Staffing and Training Requirement 

 T O  rvcv

(U)  Work Role

 Number of
 ' . 

Personnel
 . . .

Required to be

Trained

 Number of
 '  

Personnel

Required

 CYBERCOM: (b)(1), 1.4(a)

 TO UOA,

DODIG-20 15-117 32



Management Comments

 Management C o m m e n t s

 i 

DEPARTMENT O F D E F E NS E
UNITED S T ATE S C Y B E R COMMAND

9800 S A V A G E RO A D , S U I T E

F O R T G E O R G E G . M E A D E , M A R Y L A N D

Reply to:
Chief of Staff

MEMORANDUM  THE INSPECTOR GENERAL, DEPARTMENT OF DEFENSE

Through: V IC E CHAIRMAN, JOINT CHIEFS OF STAFF

Subject: (U) U.S. Cyber Command and Military Services Need to Reassess Processes for

Fielding Cyber Mission Force Teams (Draft Report for Project No.
0179)

 TO  United States Cyber Command (USCYBERCOM) appreciates the
opportunity to respond to the subject Department  Inspector General (DoDIG) report,
USCYBERCOM non-concurs with the finding that USCYBERCOM  not consider the level
of effort needed to build the teams and two of the four recommendations. The two
recommendations in question require USCYBERCOM's components to develop strategies to
ensure appropriate staffing of Cyber Mission Force (CMF) teams (including use of incentives, . 
bonuses, and rotation extensions) and expand capability of existing training facilities and number
and frequency of classes, but cites USCYBERCOM as being responsible for organizing and
resourcing the cyber workforce.

2.  The Services, not  are statutorily required to man and train the
force, as defined in 10 U.S.C. and implemented through Department  Directive

 As such, the Services, as part of their common miiitary service functions, received the
resources (e.g., billets and funding) to staff the CMF. Consistent with their statutory authority,
each Service developed plans to man the CMF teams. The  plans include any
appropriate uses of incentives, bonuses, and rotation extensions required to establish and sustain
the force. For example, the U.S. Air Force instituted Selective Reenlistment Bonus Programs for

roles on 5 Dec  Consequently, the Services have completed the two recommended actions.

3.  The portion  recommendation for USCYBERCOM to expand capability of
existing training facilities and increase the number and frequency is completed. As explained to
the audit team, USCYBERCOM, within the scope of its authorities, provided initial training
surge capacity in 2013, while the Services ramped up their manning and training processes

Buried Hum.

PER DOD

OIG: (bl

 Oa,
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accordingly, USCYBERCOM completed tins action in direct response to the  level of
effort needed to  CMF personnel based on the  manning projections to field the
CMF, according to  phasing and resources approved by  Deputy Secretary  via
the Deputy's Management Action Group (DMAG). This provided time for  Services to plan
and start expanding their framing capabilities,

4. For example, Air Forces Cyber (AFCYBER), working with U.S. Air Force (USAF),
completed an Air Force Course Resource Estimate for expanded training capacity that was

 and resourced in  4 for implementation in calendar year  The changes will
effectively  capacity for both  and  Air Force cyber training

 fields. AFCYBER has also
 Command to expand recruitment 

and  CMF. As a result,
 Goodfellow Air Force Base have  their

throughput to match CMF requirements. Furthermore, the USAF has more than doubled their
Joint Cyber Analysis Course throughput from 96 seats in  (pre-CMF) to  in  and
requirements are continually being re-evaluated by CMF planners and training managers.

 The general finding that USCYBERCOM and Military' Service cyber componenls
did  effectively field CMF teams is consistent with  known challenges the Department
expected to face  standing up  CMF. This is mainly because  Department, in a 
fiilly coordinated response to the threat, accepted  risk to rapidly grow the CMF in order to
meet  urgent operational need, knowing the urgency of need outpaced the
Services' diverse manning and training processes. As substantiated by the Chairman,
Chiefs of Staff (JCS), in his Action Memo signed by the Secretary  (SECDEF) on
Dec 2012, the  needed to move aggressively to stand up the CMF itt order to address
the cyber threat The subject report should inciude this fact, whioh provides context for
subsequent actions.

6.  Moving aggressively required the Department to knowingly stress traditional
manning and training processes built prior to  advent  cyber domain.  traditional
processes lack the agility and flexibility required to keep pace with the ever-changing cyber
threat. The management risks associated with the need to rapidly build the CMF were discussed
and documented in the Operations Deputies and JCS TANK sessions during the November-
December  timeframe, before the CMF was resourced by the DMAG as codified  the
Resource Management Decision signed by the Deputy SECDEF. The report should address
tliese key events where the level of effort to build the  was discussed, courses of
considered, and the phased build approach was developed. The  also should account for
the intervening Joint Staff (JS) actions with the Services that occurred during the September-
December  timeframe,

7.  Although USCYBERCOM understands the management desire to reevaluate 
timeframes to effectively field CMF teams, it wiii hot change the operational imperative or need
to pressurize  Services' manpower supply systems to have teams in place immediateiy in
order fo address the significant and growing threat. Without stipulating the requirements for
when  operational capabilities  needed, the Department would not be where it is

2
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today with the stand-up of the CMF teams. The  should account for the fact
the FY13 and FY14 teams have reached Initial Operational Capability
teams achieving Full Operational Capability. Our adversaries continue to target our cyber
critical infrastructure and key  light of  cyber events, failure to push the

 personnel systems, or slovv down the resourcing of CMF, creates unacceptable military
risk in  the interests of tho United States,

8.  USCYBERCOM concurs with the two specific recommendations
related to verifying  declarations. The report recommends the Service Cyber Components
review intemal processes used fo declare CMF teams ready for IOC, and implement procedures
to ensure CMF teams meet all  capability requiremems before issuing  declarations. All
Serviee Cyber Components have instituted an IOC declaration review process to ensure the
teams ate in tact, satisfying the criteria, and any waivers to the contrary are fuiiy documented
before submission to USCYBERCOM, and USCYBERCOM has implemented verification of
such declarations.

 In summary, USCYBERCOM will continue to stress current Departmental
processes to man and train its operational needs (i.e., the CMF) at a cadence required to
pace with the threat USCYBERCOM does not have the authority and cannot be held
accountable for "staffing of CMF teams," developing and implementing "incentives, bonuses,
and rotation extensions" of CMF personnei, or expanding "capability of existing training
facilities and increase  number and frequency of classes." The Services have statutory
authority for such actions. As such, USCYBERCOM, in coordination with JS, wiii continue to
work with the Services to rapidly field the CMF teams  ensure the Department meets the
objectives approved by the DMAG in December

9.  Mv  of  for this actio
 DOD OIG: (b)(6)

PER  (b)(6)

 Staff

Copy to:
 Staff, USSTRATCOM

3
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DEPARTMENT OF THE ARMY
 A RMY C Y B E R COMMAND AND S E C O N D A R MY

 B E U L A H S T R E E T

F O R T B E L V O I R , V IRGINIA

MEMORANDUM F O R

PER DOD OIG: (bl (6)
Department of Defense (DoD) Inspector General (IG), ATTN: |

Program Director, Readiness and Cyber Operations, 4800 Mark Center

Alexandria, Virginia 22350

U S Cyber Command ( U S C C ) ,  J8 , Capabilities and

Resourc es ,  Savage

S U B J E C T : Command Comments to DoDIG Draft Report; U.S. Cyber Command and

Military Se i v i ces Need to R e a s s e s s Process for Fielding Cyber Mission Force T e ams

 dated 13 February 2015 (U)

 (U) U S Army Cyber Command has reviewed the subject draft report and concurs

v/ith the recommendations. Enclosed are our comments to recommendations 2, 4, and

5 of the above report.

2.  The remaining recommendations did not require a response from us.

3. (U) In addition, we have general comments on the report a s a whole, some of which

are regarding the specific facts you used to support your findings. Those comments

follow our responses to the recommendations.

4.  If vou have anv  contact
PER DOD OIG: |b)

 OIG: lb)

C F :

HQDA

HQDA ( SAAG - ACF O )

fijh&j/CQfaJu*—

E D W A R D C . C ARD O N

Lieutenant General , USA

Commanding

 OIG: (b)(6)
C L A S S I F I E D BY :

D E R I V E D F R O M :  5200-07, 1.4(a)

D E C L A S S I F Y ON: 20250227

This document Is UNCL A S SI F I ED

When separated from classified enclosure



DOD  DRAFT R EP OR T DATED 13 FEB RU AR Y 2015
DOD  P R O J E C T NO

"U.S. C Y B E R COMMAND AND MILITARY S E R V I C E S NEED TO R E A S S E S S P R O C E S S E S
FOR FIELDING C Y B E R MISSION F O R CE (CMF) TEAMS"

ARMY C Y B E R COMMAND COMMENTS
TO THE DOD  RECOMMENDATIONS

 RECOMMENDATION 2: DoD  recommends the Commanders, U S, Army Cyber
Command and Marine Corps Forces Cyberspace Command, develop strategies to ensure
appropriate staffing of CMF teams and should consider the use of incentives,  and
rotation extensions.

 ARMY C Y B E R R E S P O N S E : Concur. The Army had  incentives already
in place for some Military Occupational Specialties  CMF Team
build. In February 2015, HQDA approved additional retention "incentives of Special Duty
Assignment Pay (SDAP) and Assignment Incentive Pay (AIP) to critical CMF MOSs.
Additionally, the Army prioritized the fill of cyber units to expedite growth of highly trained CMF
cyber  Going forward, ARCYBER Is implementing Operations Research and Systems
Analysis (ORSA) support to provide quantitative and accurate forecasting to the U.S. Army
Human Resources Command (HRC). These forecasts will better articulate the amount and
timing of personnel needed to ensure future teams reach Initial Operational Capability (IOC) and
Full Operational Capacity (FOC) within forecasted build goals. This analytical model capability
will be available NLT 30 September

 RECOMMENDATION 4: DoD  recommends the Commanders, U.S. Army Cyber
Command, Air Forces Cyber, and Marine Corps Forces Cyberspace Command, review internal
processes used to declare Cyber Mission Force teams ready for initial operational capability and
implement procedures to ensure Cyber Mission Force teams meet all initial operational
capability requirements before issuing initial operational capability declarations,

 ARMY C Y B E R R E S P O N S E ; Concur. The Army continues to Improve existing processes
for tracking completion of required training that Influences lOC/FOC declarations. Publication of
US Cyber Command (USCC) Fragmentary Order (FRAGO) 6 to Task Order (TASKORD) 13¬
074? in the next 30 days will refine the lOC/FO C  Immediately, A RC YB E R will update
its IOC declaration procedures to include verifying the training or training equivalency of team
members by auditing/inspecting the training records, verifying rosters with  digital Battle
Roster, obtaining any waivers in writing, and documenting risk assumed by the commander in
IOC memoranda to U S C C This process  be implemented immediately

 RECOMMENDATION 5: DoD  recommends the Commanders, U.S. Army Cyber
Command, U.S, Fleet Cyber Command, and Air Forces Cyber, validate Cyber Mission Force
teams previously declared ready for initial operational capability to ensure each team has core
work roles assigned to  trained personnel,

 ARMY C Y B E R R E S P O N S E : Concur. Army Cyber Command  conduct a 
comprehensive review of teams previously declared IOC using audits and inspections over the
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 U.S. Army Cyber

course of the next year. We will  the review no later than  March 2016 and will report
any material deficiencies to U SC C as they

 FURTHER COMMENTS ON THE RE PORT AS A WHOLE: In addition io these
recommendations provided by  DOD  Army Cyber Command has the following comments
with respect to the report:

 In summary, on page  Table 3, it was incorrect to state  members
were not trained in accordance with U SC Y B ERC O M training  More specifically,

•  were trained at the time the team was declared IOC;
however, the system of record was In error, or the certificates and transcripts reflected
different names for the same courses (e.g. transcript read  +* but requirement
was fot  (b)

 (b) ( I ) ,  had a waiver or equivalency for a single course;

 documentation at the time the team was declared
 written

 equivalency
credit prior to IOC declaration.

 personnel were not required for the team to be declared
 requested documentation for them based on outdated

 documentation retention
 rosters and subsequent updates exist.

• The
command was
In the future, any  oy tne  documented on tne
declaration memo.

We  continue to refine processes and procedures for the efficient build of effective CMF
learns.
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Management:

f  U.S.

 US NAVY: (b)  1 4(a), PER  (b) (1),  4(a)
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Management Comments

 space Command
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F i e l d i n g  " d a t e d  Ml i '., 

 CRM  • 

1 . PURPOSE,  t r a n s m i t

t o t h e  Re p or i .  P r o j e c t

2. BACKGROUND.  The  of
 D ef e nse ,  d r a f t r e p o r t f o r P r o j e c t Ho.

 " U . S .  am i M i i i t a r y  t o
 for  M i s s i o n  Tenia- :,"

F e b r u a r y l . i ,  f o r  r e v i e w  .  t r u e r
a r e f u r  t o p r o v i d e  management
ot d i s a g r e e s w i t h t h e f i n d i n g an<t  i o n s i n  r e p o r i . i f
i n agr eement . , MARFORCYBER i s i n s t r u c t e d t o d e s c r i b e  a c t i o n s have

 t a k e n  t o a c c o m p l i s h t h e  i n c l u d i n g
 i o n  i n i n s t r u c t e d to 

g i v e s p e c i f i c r e a s o n s o f r i i  and p r o p o s e a l t e r n a t i v e a c t i o n

j . DISCUSSION. MARFORCYBER d i s a g r e e s  r e p o r t
and  (Sj s u b s t a n t i v e , a n d
w i t h r e s p e c t t o t h e s u b j e c t t u s k (see c l a s s i f i e d E n c l o s u r e  l o r our

A,  1 .  c a b l e t o MAP

B .  t h e M a r i n e  a 
 i t i  i on  nut h a r t r e s

a p p r o p r i a t e  r o  t h e  R ' s - R e c r u i t i n g ,
R e l o c a t i o n an d R e t e n t i o n I n c e n t i v e s on an as ne e de d and j u s t i f i e d

 dunc e w i t h  o f Navy C i v i l i a n Human Re sourc e
 s a l a r y

f e d e r a l  f o l l o w s t a n d a r d  ar  i o n  as,
e s t a b l i s h e d by t h e O f f i c e o f  Ma nage men t .

D .  , 

E.  t o

UNITED STATES MARINE CORPS
 S MARINE CORPS FORCES CYBERSPACE

9800  SUITE 6850
FORT GEORGE G, MEADE. MD

Fr om: commander , U . S .  c o r p s Fo r ce s

S ub j :  R e p o r t t o r P r o j e c t N o .
 M i l i t a r y  Need  R ea ss e ss
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Uj  fcrps Forces  (cont'd

•I  .  OF  A p p r o v i n g o f f
Deputy  MARFORCYBER.

PER DOD OIG: (b) (6)

PER DOD OIG: (b)

PER DOD  (b)

Copy
DoD
USCYBERCOM
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Source of Classi fied

 Source of Classified Information

(U) The documents listed below are sources used to support information wi th in

this report

Source 1;

Source 2:

Source 3;

Source 4:

(U) USCYBERCOM - Cyber Threat Brief

Classified
PER

 (6)

Derived  Security Classification Guide, date

20111011 and Derived from; National Security Agency/Central

Security Service Policy Manual 1-52; dated: 20070108

Declassifyon:

(U)  Cyber Mission Force Model

Classified By:
P
|
ER DOD OIG:

(bl

Derived from: USCYBERCOM Security  Guide;

dated: 20111011 and Derived from: National Security

Agency/Central Security Service Policy Manual 1-52;

dated:

Declassifyon: 20380514

 Cost Assessment and Program Evaluation Cyber Issue Team

Deputy Management Action Group Comeback

Classified by: Multiple Sources

Declassifyon: 20330831

(U) Cyber Force Concept of Operations & Employment, Annex D 

Classified

Derived from: USCYBERCOM Security Classification Guide;

dated: 20111011 and Derived from: National Security

Agency/Central Security Service Policy Manual 1-52;

dated: 20121116

Declassifyon: 20381120
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Source 5:

Source 6:

Source 7:

Source 8:

Source 9:

Source of Classi fied

(U) Cyber Force Concept of Operations & Employment, Annex E 

Classified  j
P
 
ER DOD  | b |

Derived from: USCYBERCOM Security Classification Guide;

dated: 20111011 and Derived from: National Security

Agency/Central Security Service Policy Manual 1-52;

dated: 20121116

Declassifyon: 20381120

 Cyber Force Concept of Operations & Employment, Annex H 

Classified
 DOD  (b)

Derived from: USCYBERCOM Security Classification Guide;

dated: 20111011 and Derived from: National Security

Agency/Central Security Service Policy Manual 1-52;

dated: 20121116

Declassifyon: 20381120

Declaration Memorandum, Classified
 DOD OIG: (b |

Derived from National Security Agency/Central SecurityService

Policy Manual 1-52; Dated: 20070108

Declassifyon: 20390101

Declaration Memorandum, Classified
 DOD OIG: (b)

(6)

Derived from National  Agency/Central

Policy Manual  dated:

Declassifyon:

 DOD OIG: (b)(7)(E) Initial Operational Capability

Declaration Memorandum

Derived from National Security Agency/Central

Policy Manual 1-52; Dated: 20070108

Declassifyon: 20390101
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Sources of Classified

Source 10:

Source 11:

Source 12:

Source 13:

Source 14:

Source 15:

Source 16:

PER DOD OIG: (b) |7|(E) Battle Roster

Derived from: National  Agency/Central

Policy Manual 1-52; dated:

Declassifyon: 20390901

CU)|
 DOD OIG:  (7)(E) Battle Roster

Derived from: National Security Agency/Central Security Service

Policy Manual 1-52; dated:

Declassifyon: 20390901

 MARFORCYBER, Cyber Mission Force Team Review

Derived from: National Security Agency/Central Security

Policy Manual 1-52; dated:

Declassifyon: 20390901

 Initial Operational Capability

Declaration Memorandum, Derived from: National Security

Agency/Central Security Service Policy Manual 1-52

Declassifyon:

 Init ial Operational Capability

Declaration Memorandum, Derived from: National Security

Agency/Central  Policy Manual 1-52

Declassifyon: 20390801

Declaration Memorandum, Derived from: National Security

Agency/Central Security Service Policy Manual 1-52

Declassifyon:

(U) ARCYBER Cyber Mission Force Overview

Derived from: National Security Agency/Central Security Service

Policy Manual 1-52

Declassifyon: 20390701
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Sources of Classified I n f o mi a t i on

Source

Source 18:

Source 19:

Source 20:

Source 21:

PER DOD  (b)(7)(E)
Initial Operational Capability

Declaration Memorandum

Derived from National  Agency/Central

Policy Manual 1-52; Dated: 20070108

Declassifyon: 20390101

(U) FLTCYBER Cyber Mission Force Team Overview

Derived from National Security Agency/Central

Policy Manual 1-52; Dated: 20070108

Declassifyon: 20390101

PER DOD OIG:  (7)(E)
Initial Operational Capability

Declaration Memorandum

Derived from National Security Agency/Central

Policy Manual 1-52; Dated: 20070108

Declassifyon: 20390101

(U) Combat Protection Team Support to Defend US Strategic

Command Critical Mission Systems

Derived from National Security Agency/Central

Policy Manual 1-52; Dated: 20070108

Declassifyon: 20390101

(U) ARCYBER Mission Brief

Derived from National Security Agency/Central

Policy Manual 1-52; Dated: 20070108

Declassifyon: 20390101
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 Acronyms  Abbreviations

AFCYBER Air Forces Cyber

ARCYBER U.S. Army Cyber Command

CMF Cyber Mission

CMT Combat Mission Team

CPT Cyber Protection Team

CST Combat Support Team

DODIN DoD Information Network

FLTCYBER U.S. Fleet Cyber Command

Initial Operational Capability

MARFORCYBER Marine Corps Forces Cyberspace Command

NMT National Mission Team

NSA National Security Agency

NST National Support Team

TASKORD Task Order

USCYBERCOM U.S. Cyber Command
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Whistiebiower Protection
U.S. D E P A R T M E N T O F D E F E N S E

The Whistiebiower  Enhancement Act of 2012 requires 

 Inspector General to designate a Whistiebiower Protection 

Ombudsman to educate agency employees about prohibitions 

on retaliation, and rights and remedies against retaliation for 

protected disclosures. The designated ombudsman is the DoD Hotline 

Director.  more information on your rights  remedies against 

retaliation, visit

For more information about DoD IG
reports or activities, please contact us:

Congressional Liaison

congressional@dodig.mil; 703.604.8324

Media Contact

public.affairs@dodig.mil; 703.604.8324

Monthly Update

dodigconnect-request@listserve.com

Reports Mailing List

dodig_report@listserve.com

Twitter

twitter.com/DoD_IG

DoD Hotline

dodig.mil/hotline
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