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Depal'tment of Def ense Offlce of Inspecto1· Genel'al 

Report No. 07-INTEL-14 
(Project No, D2007-DINTEL-0106) 

Septembe1· 28, 2007 

Review of Access to U.S. Persons Data by the Space and Naval 
Warfa1·e Systems Command (U) 

Executive Summary (U) 

(U) Who Should Read This Report and Why? DoD personnel, the Intelligence 
Colllllmnity, and ali personnel at research and development fäcilities perfonning work för 
DoD intelligence components should read this repol1. The report discusses the policy 
and procedures för accessing and handling infonnation about U.S. persons collected by 
research and clevelopment facilities. A "U.S. person" is a U.S. citizen; an alien known by 
the DoD intelligence component concemed to be a pennanent resident alien; an 
unincorporated association substantially composed ofU.S. citizens or pennaneut resident 
aliens; a c01poration inco1porated in the United States, except för a co1porntion directed 
and controlled by a foreign govenllllent or govenunents. 

(~• Backg1·ound. On December 18, 2006, . 
subnutted an Intelligence Collllllunity Whistleblower rotechon et comp amt t iat 
contained allegations about a lack of intelligence oversight procedmes at research and 
development facilities perfonning work för DoD intelligence components. The employee 
specifically raised concems about the perceived mishandling of U.S. persons infonnation 
by the S ace and Naval Warfäre S stems Center San Die o a research and developmeut 
facility The employee also raised 

was no respons1ve to his request to 
investigate an conec e 1c1enc1es associated with the Space and Naval Warfäre 
Systems Center San Diego and other DoD research and development facilities. The 
employee also alleged that he was reprised against för his actious. 

~1) Results. We did not substantiate the allegations that the Space and Naval 
War are Systems . Center San Diego was mishandling intelligence and p~ 

· · U S ns infonuation, specifically through its use of .... , 
(bJ(l) - ancff')f T -ystems. 

~,11) We partially substautiated the allegatiou that (\,)(]) was 
not responsive to initiating actiou to investigate aud co oc1 ted 
with the Space aud Naval Warfare Systems Center San Die o and other DoD research 
and development facilities. The coffective actions taken by 
--were confined to validatin tbe need för the S ace 
~anDiegoto 
Intelligence Oversi 
actions taken by 
DoD research an c eve opmen aca 1 ies 
assess whether they will be effective. 

(U/KOUQ~ We did not substantiate that ....... was reprised against for 
actions associated with the Space and Na~s Center San Diego. 



Specific information regarding the actions are contained in a separate report issued by the 
DoD IG Director of Civilian Reprisals on September 26, 2007 (Appendix E.) 

(U) The DoD has not established procedures för control or oversight of U.S. persons 
information that may be obtained by DoD research and development facilities. The DoD 
Regulation 5240.1-R, "Procedures Governing the Activities of DoD Intelligence 
Components that Affect United States Persons," December 1982, (DoD 
Regulation 5240.1-R) does not include DoD research and development facilities. We 
recommended that the regulation be modified to require DoD research and development 
facilities to safeguard and report för intelligence oversight purposes if U .S. persons data 
is collected. 

(U//F8l.9"8, Management Comments and DoD IG Response. The Acting Assistant to 
the Secretary ofDefense för Intelligence Oversight concurred with the recommendations; 
therefore, no further comments are required. See the Finding section of the report för a 
discussion of management comments and the Management Comments section ofthe 
report för the complete text of the comments. 
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Backgl'ound (U) 

ions. On December 18, 2006, t1>)t 11 

submitted an h1telligence Co1 H • tection 
. omplaiut that contained allegations about a lack of training and 

intelligence oversigbt procedures af DoD research and development facilities 
perfonning work för intelligence components. The empioree specifically rnised 
concems about the perceived mishandli.ng ofU.S. persons infonnation by the 
Space and Naval Wa · a ·e ' C e · ' · ' 
develo ment fac · · 

• Was pbotographing U.S. persons. 

The employee also indicated that the problems migbt not be confined to SSC-SD 
and that similar deficiencies could be occull'ing at other DoD research and 
development fäcilities. 

(U/~) Fmther, the employee alleged (b)(l) was not 
responsive to initiating action to investigat • 
associated witb SSC-SD and other DoD research and development facilities. The 
employee also alle ed he was re rised against för repo1iiug the need to c01Tect 
these deficiencies . The DoD IG Director of Civilian 
Reprisal review d1 no su s an ia e e allegatiou. The repoti of investigation is 
included as Appendix E. 

~-) SSC-SD. The SSC-SD is one offive field activities ofSpace and Naval 
WariMi Systems Command (SPA WAR) that provides tactical and non-tactical 
infom1ation management techuology 1·equired by the Navy to co111plete its 
operational nlissions. The SSC-SD provides iufo1mation resources to supp01i the 
joint war-fighter in mission executiou and force protection. The SSC-SD designs, 

1(U) For a detailed discussion ofthe ICWPA process, see Appendix B. 

2(U) A "U.S. person" is a U.S. citizen; an alien kuown by the DoD intelligence component concemed to be 
a penna.nent resident alien; an uninco1pornted association substantially composed ofU.S. citizens or 
pennanent resident aliens; a co1poratio11 incorpomted in the United Stotes, except for a coiporntion 
directed and controlled by a foreign govenunent or govemments. ~ DoD Regulation 5240. l-R, 
Definitions. 

1iOP OECOC,f 
(b)(l) 



builds, tests, fields, and supports command, control, communications, computers, 
intelligence, surveillance, and reconnaissance systems. In addition to work 
peiformed för the Navy, SSC-SD conducts research and develo ment för the 
Defense Intelligence Components. During 2007 
-• 23 projects för the National Reconnaissance ice , an seven 
proJects för the National Geospatial-Intelligence Agency (NGA). Headquarters 
SSC-SD is located on the Point Loma peninsula in San Diego, Califörnia. 

Objectives (U) 

(U/,'~QUQ) The overall objective was to determine ifU.S. persons införmation 
was controlled in accordance with applicable laws and regulations. Specifically, 
we reviewed if access to the U .S. persons inform-tion b the SSC-SD is required, 
controlled, and reported. We also determined if took appropriate actions 
once informed of the allegations of potential mis an mg ofU.S. persons 
information. We were planning a separate review of the access to the U.S. 
persons information at other DoD research and development facilities. However, 
based on the results of our work performed on this review, we have determined 
that we can address the need för intelligence oversight programs at DoD research 
and development facilities in this report. 

2 
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Access to U .S. Perso ns Information at 
DoD Research and Development Facilities 
(U) 
~) We did not substantiate allegations that SSC-SD was mishandling 
inteffi';ence and possibly com romis· U.S. · s · ·o 

. fi ally through its use of 
• systems. We pai1ially su s an e e concetu a uot 

action to investigate and conect the deficiencies assocla e with 
SSC-SD and other DoD resear d development facilities in a timely 
manner. The ac · o b :vere confined to validating the need 
för SSC-SD to · blishing an intelligence 
oversight program . The actions taken to 
identify and conec pro ems a o er o research and development 
facilities have not been completed and we could not assess whether they 
will be effective. DoD has not established sufficient procedures för 
control or oversight ofU.S. persous infonnation that may be obtained by 
research and develoJJment facilities. As a result, U.S. persous data, if 
collected by a DoD research and development facility, may not be · 
safeguarded or reported in accordauce with DoD Regulation 5240.1-R. 

SSC-SD Access to U.S. Persons Information (U) 

-Access(U) 



• (b){l) 

- Collection (U) 

(h)(IJ 
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Imagery (U) 

~/1 S~or- We found no evidence that SSC-SD 
was ell 1er---or ~of U.S. persons. We believe t 
c · · · sea1:ch and development effo11, 

~- Other Imaging. We did not substantiate that SSC-SD was collecting 
data ~11\:.J.S. persons in Federal parks located at Point Loma, California without 
notice, wanant, or authority. We obse1ved that SSC-SD has a camera and 
antenna ~1otmted to a tower at their beadquru1ers facility. The SSC-SD uses the 
camera and antelllla for calibration pmposes by pointing them at several different 
government radars. 



1(bl(l) 

The camera can be rotated 360 degrees. The video feed from the camera goes to a 
monitor in its laboratory. The images are not recorded and are not used to 
inappropriately monitor U.S. persons. 

~- Satellite Image1·y. The SSC-SD properly obtained~1 of 
locations within the U.S. The ima e1 was needed in suppo1 o . 
and in suppo11 of exercise . 6 The image1 as nee e o 

et er the locafon 

- Actions (U) 

6 

fl>J( I I 

~/,II We padially substantiated the concern that 
actio~To investigate and conect the deficiencies ss 
other DoD research and development facilities. 

did not promptly assess the si ta 1011 a . ur 
were confined to validating the need for SSC-. D o 
stablishin an intelligence oversight program 

has not completed actions reconunen e 
o 1 en 1 an conec proble~ther DoD research and deve opment 

ac111es. We could not assess whether- actions will be effective. 

Actions Related to SSC-SD (U) 



7 

~/- Intelligence Ove1·sight 
an in\':ITigence oversight program 
research and '""'""''"t cir 

~/- Counterintelligence Scope Polygraphs. The SSC-SD initiated action 
to have all appropriate personnel consent to have counterintelligence scope 
polygraphs. The SSC-SD initiated action tlve the counterintelligence scope 
polygraphs completed. As of August 2007, SSC,-D personnel successfully 
completed polygraph examinations. Au ad 11onal SSC-SD personnel signed 
consent to polygraph examination fonus but have no been exiunined. The 
SSC-SD was dependent on personnel from the Naval Crinrinal Investigative 
Service to perfonu the polygraphs. 

(b)i I) 

• _(b)(l) 



According to SSC-SD personnel, the Naval Criminal Investigative Service has 
significant backlogs due to increased workload collllected with the Global War on 
TetTor. 

personne 
workload, however, as 

cause e ays Ill comp e mg rallllng or e remauwg SSC-SD persollllel. To 
ensme that SSC-.oe1·sonnel have background on intelligence oversight 
requirements, all personnel have read training material on intelligence 
oversight requirements. The SSC-SD is not required by DoD Directive 5240.1-R 
to have an intelligence oversight program; therefore, command personnel do not 
have the authority to provide intelligence oversight t!·aining. 

DoD Wide Research and Development Facilities (U) 

has taken some steps to identify and initiate controls over 
by other research and develo · · · · en 

fective. 

(b) (b)(l) 
- l.. 

• Identify research and development facilities 
by January 29, 2007; 

• Establish a process to document 
these research and development ac1 1 1es 

I_< I ---

iJ'{[f'[.'(£~ I 

(\,)fl) 
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• Issue interim- guidance to these research and 
development~ 1, 2007; 

• Implement intelligence oversight training and an intelligence oversight 
plan for these research and development facilities by March 30, 2007; 
and 

• Issue standard project management guidance to (b1(l) 

contacts for these research and development fac y 1i h 1, 
2007. 

Research and Development Facilities not Included in DoD 
Regulation 5240.1-R (U) 

(U) The DoD has not established procedures for control or oversight of U.S. 
persons information that may be obtained by research and development facilities. 
The DoD Regulation 5240.1-R does not include research and development 
facilities. There are no requirements for U.S. persons data, if collected by a 
research and development facility, to be safeguarded or repo11ed for intelligence 
oversight pmposes in accordance with DoD Regulation 5240.1-R.9 

Contl'ol and Ovenight of Unit.ed States Pel'sons Infol'mation (U) 

~/,II While the allegation of perceived mishandling of U.S. persons . 
infonnation at SSC-SD was not substantiated, SSC-SD had only recently received 
training for its staff on intelligence oversight requirements, including the handling 

8 (U/~) As of July 30, 2007, this action still has not occtmed. 

9 (U) For II detailed discussion ofDoD Regulation 5240. l ·R, see Appendix C. 



of U.S. persons infonnation. Intelligence officials at SSC-SD told us that they 
had no authority to require intelligence oversight trnining to their staff because 
SSC-SD was not a "DoD intelligence component" as defined in DoD · 
Regulation 5240.1-R. 

(U/,'fl@U@~ Intelligence officials at SSC-SD also asked, "If there were 
intelligence oversight violations, to which entity would we rep011 them?" The 
regulation does not specify how or to whom research and development facilities 
would report intelligence oversight violations. In November 2003, the Assistant 
to the Secreta1y of Defense for Intelligence Oversight [ATSD (IO)] visited 
SSC-SD. According to an official at SSC-SD, the ATSD (IO) stated that, because 
SSC-SD worked on projects fo · v -io 1s o e of the Intelligence 
Community and accepted program monies, SSC-SD 
was subject to intelligence overs1g rallllllg reqmrements but not intelligence 
oversight reporting requirements. The A TSD (IO) stated, however, that any 
intelligence oversight concerns could be repo1ied directly to the ATSD (IO): 

~-Despite this oral guidance, other intelligence officials believe that 
researc and development facilities such as SSC-SD are not within the parameters 
of DoD Regulation 5240.1-R. Officials from the NGA, and the Office of the 
Naval Inspector Genernl, Intelligence/Special Access Program Oversight Division 
confumed that research and development facilities like SSC-SD are not within the 
scope of the regulation. For example, one official at the NGA told us that, with 
respect to do-·c · age1y, intelligence oversight requirements are triggered 
only if NGA assets are used. Moreover, officials from the Office of the 
Naval Inspec or eneral, Intelligence/Special Access Program Oversight Division 
stated that they had no authority to conduct intelligence oversight inspections of 
research and development facilities such as SSC-SD. ·· 



Recommendations and Management Comments (U) 

(U!t1'888) We recommend the Assistant to the Secretary of Defense for 
Intelligence Oversight: 

1. Amend DoD Regulation 5240.1-R, "Procedures Governing the 
Activities ofDoD Intelligence Components that Affect United 
States Persons," December 1982, to include research and 
development facilities performing work for DoD intelligence 
components; and 

2. Issue interim guidance to include research and development 
facilities performing work for DoD intelligence components 
effective until the Regulation is amended. 

(U,'lfiltet,e:, Management Comments. The Acting Assistant to the Secretary of 
Defense for Intelligence Oversight concurred with the recommendations stating 
that DoD Regulation 5240.1-R will be amended and interim guidance will be 
issued, The definition of intelligence activities to intelligence and intelligence­
related activities will be changed. Research and development facilities 
performing work for DoD intelligence components will be included in the 
definition of intelligence and intelligence-related activities. 



Appendix A. Scope and Methodology (U) 

(U/~) We reviewed documentation dating from April 2004 through August 
2007 that included backgrotmd information, test plans, project sullllllaries, e-mail 
conespondence, intelligence oversight reports, training and secmity records, and 
project "Illies. We conducted interviews with officials at the A TSD (IO), 
Navy IG, NRO, NGA, and SSC-SD. We detennined that it was 
unnecess.a1y o review multiple DoD r··c 1 and development facilities because 
sufficient infonnation was available at NRO and NGA regarding the need 
for controls at these facilities. 

(U) We perfonned 
accordance ... ·-··' . . . 

this review from Janua1y 2007 through August 2007 in 
with !- ' • • ___ • l _ _ ' .. I I n 

(h)(l l 
. - 1ll 

(U) Use of Compute1·-Processed Data. We did not use computer-processed data 
to perfonn this i"eview. 

(U) Gove1·nment Accountability Office High-Risk Area. The Govemment 
Accountability Office has identified several high-risk areas in DoD. This repo11 
provides coverage of the Protecting the Federal Government's Infonnation 
Systems and the Nation's Critical Infrastrnctiues high-risk area. 

Prior Coverage (U) 

T9P BECRls 
(b)(l ) 



Appendix B. Intelligence Community 
Whistleblower Protection Act (U) 

(U//~) The Intelligence Community Whistleblower Protection Act 
(ICWPA), part of the Intelligence Authorization Act for Fiscal Year 1998, 
amended the Inspector General Act of 1978 to provide a means by which 
employees (civilian and military) of, or employees of contractors to, the four DoD 
intelligence agencies (the Defense Intelligence Agency, NGA, NRO, andillllll) 
may report to the Congress classified information about alleged wrongdo~ 
"urgent concern." Agency or contractor employees, who intended to submit to 
Congress a complaint or information "with respect to an urgent concem," could 
contact the IG, DoD. Under the provisions of the Fiscal Year 1998 Intelligence 
Authorization Act, if the IG, DoD, determined that the complaint or information 
appeared credible, the IG, DoD, would transmit the complaint or information to 
the Secretary of Defense within 14 calendar days after receipt from the employee 
or contractor. The Secretary could add comments, but was required to forward 

. the transmittal to the Intelligence Committees of Congress within 7 calendar days 
after receipt from the IG, DoD. 

(U,'l'Pe~e) The Intelligence Authorization Act for Fiscal Year 2002, enacted on 
December 28, 2001, amended the ICWPA process so that now, following the IG, 
DoD, determination regarding credibility, all complaints or information must be 
forwarded to the Secretary of Defense together with the determination. All other 
provisions of the ICWP A remain in effect. 

(U//~) The ICWPA requires that the IG, DoD inform the agency or 
contractor employee of each action taken during the notification process within 
three days of the action. The Act provides that the employee may contact the 
Intelligence Committees of Congress directly, if the IG, DoD, does not forward 
the complaint or information to the Secretary of Defense or the employee believes 
that the IG, DoD, did not do so accurately. Before doing so, however, the 
employee must obtain and follow direction from the Secretary of Defense, 
through the JG, DoD, on how to make such contacts in accordance with 
appropriate security practices. · 



Appendix C. DoD Regulation 5240.1-R, 
"Procedures Governing the 
Activities of DoD Intelligence 
.Components that Affect United 
States Persons," December 1982 (U) 

(U) DoD Regulation 5240.1-R governs the manner in which DoD intelligence 
components conduct intelligence activities, including research and development 
of electronic equipment, and oversight of intelligence activities. Procedure 1, 
Applicability and Scope, states that the regulation applies only to "DoD 
intelligence components, as defined in the Definitions Section." The definition 
does not include research and development facilities. 10 Therefore, any research 
and development facilities that may be performing work for DoD intelligence 
components that may involve collection of U.S. persons information are not 
specifically subject to the collection, retention, dissemination, or oversight 
requirements ofDoD Regulation 5240.1-R. 

(U) Each procedure contained in DoD Regulation 5240.1-R gov.erns the·manner 
in which DoD intelligence components conduct intelligence activities concerning 
U.S. persons. 

• Procedure 2, Collection oflnformation about U.S. persons; 
Procedure 3, Retention oflnformation about U.S. persons; and 
Procedure 4, Dissemination of Information about U.S. persons, 
provide the sole authority by which DoD Intelligence Components 
may collect, retain and disseminate information concerning U.S. 
persons. 

• Procedure 5, Electronic Surveillance; Procedure 6, Concealed 
Monitoring; Procedure 7, Physical Searches; Procedure 8, Searches 
and Examination of Mail; Procedure 9, Physical Surveillance; and 
Procedure 10, Undisclosed Participation in Organizations, set forth 

10 (U) DoD intelligence components are defined as the following organizations: the National Security 
Agency/Central Security Service; the Defense Intelligence Agency; the offices within the Department of 
Defense for the collection of specialized national foreign intelligence through reconnaissance programs; 
the Assistant Chief of Staff for Intelligence, Army General Staff; the Office of Naval Intelligence; the . 
Assistant Chief of Staff, Intelligence, U. S. ~ir Force; the Army Intelligence and Security Command; the 
Naval Intelligence Command; the Naval Security Group Command; the Director oflntelligence, U.S. 
Marine Corps; the Air Force Intelligence Service; the Electronic Security Command, U.S. Air Force; the 
counterintelligence elements of the Naval Investigative Service; the counterintelligence elements of the Air 
Force Office of Special Investigations; the 650th Military Intelligence Group, SHAPE; other organizations, 
staffs, and offices, when used for foreign intelligence or counterintelligence activities to which part 2 of 
E.O. 12333, applies, provided that the heads of such organizations, staffs, and offices shall not be 
considered as heads ofDoD intelligence components for purposes of this regulation. 

14 
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guidelines regarding the use of certain collection techniques by DoD 
Intelligence Components to obtain information for foreign intelligence 
and counterintelligence purposes. 

• Procedure 11, Contracting for Goods and Services; Procedure 12, 
Provision of Assistance to Law Enforcement Authorities; 
Procedure 13, Experimentation on Human Subjects for Intelligence 
Purposes, govern other aspects ofDoD intelligence activities. 
Procedure 14, Employee Conduct and Procedure 15, Identifying, 
Investigating, and Reporting Questionable Activities, provide for 
oversight of DoD intelligence activities. 

15 
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Appendix D. Report Distribution (U) 

(U) . 

Office of the Secretary of Defense 

Under Secretary of Defense for Acquisition, Technology, and Logistics 
Under Secretary of Defense for Intelligence 
Assistant to the Secretary of Defense for Intelligence Oversight 

Department of the Army 

Deputy Chief of Staff for Intelligence 
Inspector General 

Department of the Navy 

Director, Naval Intelligence 
Inspector General 
Director, Marine Corps Intelligence 

Department of the Air Force 

Deputy Chief of Staff for Intelligence, Surveillance, and Reconnaissance 
Inspector General 

Other Defense Organizations 

Director, National Security Agency/Central Security Service 
Inspector General, National Security Agency 
Inspector General, Defense Intelligence Agency 
Inspector General, National Geospatial-Intelligence Agency 
Inspector General, National Reconnaissance Office 

Non-Defense Federal Organization 

Director of National Intelligence 
Inspector General, Office of the Director ofNational Intelligence 
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Congressional Committees and Subcommittees 

Senate Subcommittee on Defense, Committee on Appropriations 
Senate Committee on Armed Services 
Senate Committee on Homeland Security and Governmental Affairs 
Senate Select Committee on Intelligence 
House Subcommittee on Defense, Committee on Appropriations 
House Committee on Armed Services · 
House Committee on Oversight and Government Reform 
House Permanent Select Committee on Intelligence 
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INSPECTOR GENERAL Of nm DEPARTMENT OF DliFENSE 

·· FINAL-
REPORT OF INVESTIOA TION 

I. 

a so nown11st o 
11 cd an lnlelligencc Communil>· 

1s1 owcr rolccllon cl ( . comp a nt with the Deputy lnspc:clor General for 
Intelligence (Do DIG) on Dccem~r 18, 2006 (HI.Ii 102317). The Dcpuly Inspector 
General for Intelligence initialed ~n invcscigalion Pnd requested subject moncr expertise 
rrom lhc Dlrccloratc, Civilian Reprisal Investigation.~ (CRI). 

l'rlorto llling his ICWl'A c-ollcgcdn:prlsal by 
his lirst and sccond line supervisors He alleged denial or 

-

i_on 11nd m~strca11ncnl by mnnagc~ient.-ueled o~crsl#i\Wl(~rt of 
mveshgahon. Aller the complellon o nvestigauon,Mllll!lll!•hled lhe 

ICl'WA compl3int with Dol)IG alleging not only denial ofpro1nolio11 and mlstreolmcnl 
by mnnagemcnl, but also denial of awards and time off, no interim evaluation, and fomid 
resignation. Therefore, CRI initiated llieir own invcstignlion lo n-• he remaining 
allegations. As an acl o-rsi ht, we reviewed lhc results of tile nvc~tigatioll{MlJ, 
concur and incorporated csults into this Report of ln\'cstlgalion. 

The Complain11nt alleges six (6) acts of reprisal: 

• Denial of promotion, nwa~ 
• Denial of reassignment b 
• No interim evaluation by .. 
• Mistrcalment by 111onogcm~il\ oy 
• Lowered performance oppraiSJ1l; 

-and-

• Forced resignation. 

The disclosures were mode upon MJWW'llasonublc bcliofthot violations of 
fow occurred al the Spucc and N11val --ms Command (SPA WAR) Snn Diego, 
Callfomla. TI1c violations of law that-•.,.:•- reported on, ore of II chis~llicd nature 

7 PllilP PH lililiilil I Ill 
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and arc documented by 1hc Deputy Inspector General for lntclllgcnce under scpnrnle 
cover. 

lffflPPI 1d standing to file II complaint with the ncpartmcnt' of Defense 
Holline under the lnspcclor General Act of 1978 ("IG Act"), as amended. He requested 
filing stnnis under the lnlclligcnce Communily Whistld1Jnwcr Protcclion Act of 1998 
("ICWPA"). The allcgallons were therefore i 

-

t nnd the ICWPA. In nddillon, when 
revinusly requested oversight by the 

(1>~ t) I I . f l !I I ii • 

• • .~ 'C.' • 

Inspector ncneml, we opened un oversight investigation under JG Act. Uoth stat11tcs 
provide authority for this investigation.1011 

This Report of Investigation ("ROI") is~b.'l.~cd . · ·on of documcnls 
nnd testimony to determine if A nexus existed • rotcctcd 
disclosures ond the alleged adverse actions by · 

2 

Me:rfPI resented, nnd this invc~tigation has colk;;tcd, evidence proving 1h11t 
the denial of promotion awards WJd lime off, denial offeassignmenl, denial of interim 
cnluation, mistrcntmcnt by mnnagemenl, lowered p.:rfonnante appraisal, and forced 
resignation were adverse actions possibly coMected to one or more of his p. 
disclosures. Bccausc a prim~ facic case was 11rcscn1cd, the burden shifted to 
to demonstrate by clear and convincing evidence lhat the prohibited personnc act on~ 
would have occuncd absent lhe prolcctl'<I disclo~urc{D4J. 

Afler review of tch:vant tcslimony and documents, DoDIG finds lhat -
otncinls ti/cl 1101 reprise agoinsl lho: Complainant for his ptotcclcd disclosures. 

adc a disclosul\1 •-

Spcci~col.ly, we_det.,,.two alleged ~dvcrse ?clions did not w~nt 
further lnvcsllgauon. First, . was not rcpnscd agamsl when ho rccctvcd a 
lowered pcrfom111nce appraisal in ;200.3. 1Mm1Thc lowered performance appraisal in 2003 
cannot be considered nn ndwrsc a<:tion resulting from D prolcct~-J disclosure, bccn11s1: the 

(h)(l) Compl1innm nmdc num,1011, dildosum '1 u, chain-or-comrn1md, 
lllld the Dcpartmcn1 of Deft Mo lnspc"Of Ge,wr•t during ibls period. We do nol address 1hcsc dlscto,urcs 
lndlvldnolly bt<:•usc we flnJ aha! o<ldm•ln11 Ille individual dl!tloiutu would nol alfm 1bc 0111eomc of1hc 
case. Por simpti<ily P"'P"'"' disclosurn mad¢ 1<t111J.im,nd bis ch.ain-of-=mand were counted., on• 
disclosure roch. · 

Ci 161-i!!.iii h.4iili Oh iii I :Sil iii C.JZ tll ii. I 
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alleged personnel action occ11ITed approllimately two years prior lo any proiectcd 
disclosure. 

Second, ·•-that he was forcro to resign docs ~. . 
an odvcrsc action, because did yuanv :~-
instead he mmsfcncd 10 another dc:panmcntllll•• ' 'rcsi,Bniition'' 
was, at bes1, un allegation ofconslruclive rrusignmenl. As his new duties arc wilhin 
~O) miles of his former duties and pose no threat 10 his future prospects whhln 
illllllthc transfer is not considered an adverse actionin101, 

TI1crcforc, for purpoS<)s of this inv~tig111io11 we ore only considering disclosures 
two and three because lhcse two proti:clcd disclosures provide both certainty as co what 
wns slBtcd 10 whom, and full \\'hhin" time period sufficient to aid in the analysis of this 
investigation. 

The complainant alleges the following pel'50nncl praclices were taken In reprisal: 

• Denial of promotion, awards, and lime off; 
• Ocnial ofreassignmcm; · 
• Denial of interim evaluation; 

-11nd-

• Mistrcalmcnt by management (ofl1c!al counseling), 

Wo determined 1ha8imdnls had uctual knowledge ofo-or moro of 
the disclosures ot the lime tboy 100k tho advcnc personnel actions as was a 
$OUrcc ofon Inspector General spcciol study ond olso II vocal critic of the issues ol 
SPAW AR. We further find that the cknial of promotion, awards, and lime off, denial of 
rc:11ssigilmcn1, and denial of interim e,·nl11ation 0<:curred within a thirteen ( 13) months 
period such that a ream;'e persond mighl conclude that the disclosure was a 
contributing fnctor In ccision. IMOIIJ 

Funher, it should be noted tha1 for the all-n concerning denial of 
rcas~ignmenl and denial ofan interim evaluation,111111111•• f111led to follow its own 
regulations. 

1!11!.Lh 1i JiJS.11 !Iii SI 2 JC!ilb Ullll Oiiill 
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who~ 
Iler a meeling with~. 

us las e to ~~st:m c a tcum of insp~clors, de\·clop, uml llCcomplish 
ssessment of SPAWAR10191, 

tJ11 1 1rn1111. run:snrsr:: nrm1,,. 
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him for 120 dqys. Anyll1ing ubovc lhut had 10 be approved on u case by cusc busis 
through lhe Oim:lor, Human Resources. 

(h)(l) 

(b)(l) 
(b)(l) 
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Attempting to determine the extent of the problem wilh other Research 11nd ,NfiiffiM Laboratories, _the Deputy lnspcclor General for lnl~lligcnco Oversight, 
II•-•-·- tnskcd n spec s d O tobcr 7 oos C ' '--"''~"•ucn nd 
Dcvcliliff!W'alorics' also 
asked f"), 10 provide II wriUcn unabridged 1storic11 occouot from lhc lime 
SPA WAR 's issues firstsurfnccd{on1. 

On October 14, 20odT!lffl ~spon<led tJlttM!UPI ·~'quest for 11 

-

gy ond documcnfnti W • • · · 
who forwar · 

stoicd In the cmuil to lhat ot a minimum the chronology needed to be clconcd 
up nnd made more undcrstandablctol!J. 

Al\cr assembling a tcNi of ~rs,.procccdcd lo SPA WAR on 
October 23-28, 2005. Upon@• _:.re1um he Wrolc n lrip n:port of 
SPA WAR 's shor1cominS101~1s. 

, On Novcmbc •,lli)J-fPMI Jcputy lnspcclor Oc11c JiA;lftMl""cc 
Ovcrs1gh1, con1actcdi1\ 1111111.about 1hc swtus of1hc chronology, I •••­
responded that his Division had requested revlc\V of his response to her organi7.ntion and 
were slill in the process of doing the review. However, he forwarded a copy of his 

-

sc directly to her in lhc in!Crl-sl of com-· er WJUCst. Meanwhile,. 
forwarded the SP AW Alt chronology to informing him that the 10 was 

cagcpy 11wailing It bu! lhar she \VDnlcd his review un 11ppro,•al before submitting ii to lhc 
JG Ron,1itjjjp-nade some minor changes. 

, 2005,~cfuJ99Jit1f!Pfflf 1 his findings at 
lnstruclc:d 10 not octl • • h and 
·es, hut 10 have the Lobs come to for 

11111 Hlfllllll I 111nr11' 11:rm:11 
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llllioout thclllllncclin1,,9Rtflltr cnl an email on Fobru 
several individuals to infonn them that per direction from 
no1 be the focol point for outreach to the other Rc,scarch an eve opment rotorics; 
that the cntir · ent Labor~lorie-:i was now 
controlled b ' , became upset_ p!WJ,W 
email, because she fe 11 alt e ema1 1 not meet er guid;ince and ordered,:._' Id 
lo ccscintl tho email, which hc·dld the following dny. 

On A?ril 13, 201,.,/ftt!lf!PQ1cceivcd an email rromS:tl!PltMlw 
about lhc vls11 rc1111cst s1a1us for an Individual from SPAW AR, San Diego. 1111•••­
rcspondcd and dcc,r.;1 he would like to engage; however, according lo 
mnnagcmcnt, 1mtil 1udy 11·0 · ed. no new inter.1ction with SPAW AR was 

· atcd. He also cl · · · · ' · e 

sent an 
knew of no legal or 

interaction with 

mcc fur nn "offich1l" counscllng1mo1. 
at he had overstepped his authority and to 

cnicd any inu:nl 10 convey the wrong rncssuge wid 
decided not to formali1.e Ilic coumeling.1rm1 

On April I 8, 2006 ·cm an email lo Che ' · :rm !lllll retalialion in response t · ent with the October 7, 2 . 
tlin:ctrd special study. 2-llcgcd that lie was told that he WlH 1101 going lo . 
promoted because ufthe SPA '{A 1s.ue nnd his involvement, that he wa$ fom1ally 
counseled, thnl a 180-dny hold had been plac~,I on him in the full of2005 bccuust his 
efforts were too impo~im to leave, and thaillllllllluicd to modify documcnrs 
lhat he had submillcdlllJllla1m1. 

reassignment 10111111111111111 
hichwasappro~ 

20( -rr:er:nr 
for bis perfonru111cc os 111111 
edly comac_ted '½tffh 
cwsupc~r. 

in o lnlning on intcrimlllllwithout 

(11 l) 

arc: t rnnrsuraa o::r:s:,: rttT ct:r ,. 
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'"''"" succcs5<DHJ. During CRI 's lfflNiicw with he dcnkd ha\'lng uvcr n:c11ivcd a 
request to provide an interim-

On Ducemb<:r 18, 2006,IWWl/dPI ontactcd the Depann,ent of DcfenSQ 
Inspector General 1111d filed a complaint under the lntelllgencc Commwtliy Whistleblower 
Protection Act (ICWPA), 

(b1(l) 

Ill. ~ 

We Interviewed four witnesses, Including the~11,e We also reviewed 
classified nnd unclassified documentation provided b ,,,dK 
related to the matters under investigation. 

IV. FINDINOS AND ANALYSIS 

TIiie S, United States Code, Appx., §§ 7 (a) and (c), 

This section permits an employee lo file II wbistlcblowcr complaint with the 
DoDIO. 

Title S, United States Code, Stctlon 2301 and 2302, "l'roblblted Ptr1on11tl 
Practlm," (5 U.S.C, Sections 2301 a11d 2302). 

These sections prohibit an agency from taking an adverse personnel action against 
a civilian employee hired under Title 5 (npproprialcd fund) for making a protected 
disclosure. "Protected disclosures" include infonnation that tho civilian cmployco 
reasonably believes evidence:.~. nmong other things, 11 \'iolation of law, rule, or regulation; 
gross mismanagement; gross waste of funds; or an nbuso of authority. 

Title 5, United Slates Codt, Stctlon 2301 (a)(l)(A)(I) through (11), 

I rrcr t SSJS:59(%92 CEFICI t 1 tiff 9)11 If 

T(!)P f:Us01lKf 
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Title S, Section 2302 (a)(2)(A)(I) through (xi) defines those personnel actio~ 
which, if taken, recommended, or approved, in reprisal for a protected disclosure, 
constitule "prohibited personnel pracllte$." 

These personnel actions include disciplinary or corrective action; a detail, transfer 
or reassignmenc; a perfonnance evaluation; a decision concerning pay, b(:nefil$, or award; 
or any other significant change in duties, respon~lbllities, or working conditions. 

Title S, Code or Federal Regulatiilns, Section 1169.7, 11Burden of Proof," 

A complainant asserting reprisal for whlstleblowing activity must first eslabllsh 
by a preponderance of the evidence that: I) he made a pn>tected disclosure; and 2) that 
such disclosure was a contributing factor In an adverse personnel action that he 
challenges. A complainant successfully demolllilrates,prlmafacle, reprisal when he 
eslablishes, by a preponderance of the evidence, that he made a protected di,closure and 
such disclos!U'O was a contributing factor in an adverse personnel action. 

Thereafter, the burden of persuasion shifts to the agency to show by "olear and 
convincing" evidence that ii would have taken the personnel action in the absence of the 
prol~ted disclosure. 

Title S, Code of Fedtral Regulations, Sedlon 1209.4, "Definitions," 

A "conlribuling factor" mcmis any disclosure that affec::ts an agency's decision to 
threaten, propose, take, or not take, a personnel action with respect to the individual 
making the disc::losure. 

"Cloar a11d convincing evidence" i~ that monsUJC1 or degree of prooftluit produces 
in the mind of lhe fact finder a fir:m belief as to the:: allegations sought lo bo e,tablishcd. 
It is a higher standlird than "preponderance of the evidence." 

Execullve Orde.-12674 (Apr. 12, 1989) (as mod, by E.O. 12731), 

Employees of the Department of Defense ate ·required to report "waste, fraud, 
abuse and corruption." Thii Order is obliga!ory, not optional. Civilian Appropriat~· 
Fund Personnel may file a complaint ofn,prisal with the Defense Hotline under Section 7 
of the Inspector Oeneral Act of 1978. Appcndbt 3, Title S, United States Code. 

Tbe Jote1U11ence Community Whi$deblower Protcclfon Ad of 1998, Pub. L. 
105•272, Title VII, 112 Stal. 2413 (1998), 

Authorizes any employee or conlrnctor to an executive agency, or clement or unit 
to have as its principal function the conduct of foreign Intelligence or counterl11tclligencc 
activities, who intends lo report to Congress a complain! or information with respect to 8IJ 

Jf(L&JSB !&JU GR Ci i 16&2 EBE Ultbl 
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urgcn1 concern may report lhe compla.lDI Qt information to the appropriate ln$pector 
Gcncrnl under this Act 

F,,O, 12333, United S11tts lntrlllgenee ActMtlea (Dec, ,t, 1981), 11 amended. 

9 

Activities conducted under E.O. 12333, provide the President nod the Nntionnl 
Security Council wilh the ncl.-.;ssaiy information on which 10 base decisions concerning 
the conduct and developm~nl of foreign, defense and economic policy, and the protection 
of United Stoics naeional lntcrcsls from foreign security thrc.ats. 

(bl(!) 

Interim Evalualions (10 include summary information and numeric11I ratings) shall 
be completed lo document performance during lhe cycle when the employee has been 
performing under a plan for at least 90 days and if the rater is rcassiyrn:d; an employcll is 
detailed or reassigned; or there is slgnilicant change in the employee's duties. 

(b){l) 

This policy reduces the a 

CPf for h~~~~:i~r 90 days wi 

I I I t' ll I t t I I, I JI. t f 
(h)l I) 

s; 

w.u 

(disclosure I );-roll 
on July 2S, 2005 ( sc osurc , 
(disclosure ))lp,u,1. On December 18, 2006 led 11n Intelligence Cornmunity 
Whbtlcblowcr rrolcction Acl (ICWPA} complaint with 1hc Dcp111y Inspector Ocncnil for 
Intelligence. 

The time interval bctwccE ffll3f.rs1 di~losure 10 his lasl alleged rcpri$lll 
net ion, sp«incally the denial of an interi:r iu npproximalcly thirteen (13) 
months1D40J. A period oftimc this brief pmnits the infol'llncc that the protected 
disclosu_rc~ mny hnvc been a cooiri~uting fa~t~r in, t--~nncl net ions. As 
such, this 1s nn acceptable Interval m dctcrmmmg ,r'l.1-1,.1,.11,d,sclosum; were 
contribuling factors in 1hc adverse nclions. 

Complainant mad~ num<rou• dbdosurt• ,4§1jf luring 1M, period. We do 
not addren lbne diw:tosum lndMdually b«ouie 111e lind tl11111he diil~i or lht iudMdutl dbcto1urc1 would 
1JOI aff«l lh< 11111wm• oflhe cosc. 

NI ti 146 bi :Chili 014 Cl I !CZ:£ CUC Olilll 
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Discussion 

a. Oenial of promotion, awards, and time offb ,,,.,,, 
_ Uegatio-· of the allegations covered 
11u11We reviewed n~ed 1h111 
s first nod sccond-lio~ wm1 d nve denied 

promohon nbsent his disdmurcs. -...ita, provided clear and convincing 
cvidcnc_e nod WC concwa;t"iOI!, ofm> reprisal_ pert~ining to tht.' ~coin( of 
promohon. llowevcr, M•i 1• 1.Jillcgl!d rurthcr reprisals III his complatnl to lhe 
Dcpar1mcnt of Defense Inspector Gcncml in l>cccmber 2006. lie ollcgcd 1h01 not only 
was he denied promotion but also thal he did not receive any financial or time off awards. 

We reviewed the Standnnl Funn SOs thatlMffl"!?lfflNo us ond found 
that he Ncci\·cd scvoml lime-off awurds. In Augu.~t 2004, i • ,•-• ccl!lvcd u group 
time-off award of24 hours; in June 2005, he m:eivcd an individual lime-ofhward of24 
hour,;; in October 2005 ho OOCQ uguin recl!ivcd a group time off award of 8 hours. So 
between August 2004 Pod October 2005, P I J-mon1h period, he rccciwd 56 hour~ ofti1nc 
off as award for his pcrfonnance. 

pre -~n-supcrviso111:T "" 1cstifie(!J!la• he submitted. 
Rf!~nnmc together with two other employee numcs I jfflffl u pcriommncc 
award in early 2006. Only one of those employees r~eivcd o performance award al that 
time. Perfommncc ow11rds on: di~cNtionury to the supcr,·isQr. Not every employee's 
porfonnancc is recogni~d. Performance recogn1M. i.~. g .. Dfi'om monetary aw .. rd 
time-off owords, to honorn 11w11rds. It oppcars, " .l!l!!!l.:.t..mmediulc supcrvl · 

-

felt tho dcserve~Hjjfflffillti~ award when ho subminc_d 
amc to • r ••••••• ,•us not the final detcnninmg 

authority. The nward for ·as denied together with another person's nword. 
Monugemenl hos provided avidence, lo o clear und convincing level, 1h01 the personnel 
nc~ion would have been ~okcn n~sc.,,,..rd c~~mu11ir-- is ~o 
evidence of targeted demul against ~•• H•• Add111onally .]~Iii.I, .!lJ_.IJ,ece1vcd 
scvcrnl timc•?ffnwords the previous year, lwo (rl'ililwf~ oiler the initiul disclusurc. 
Also, nppro,umatcly tlucc or four months later •m,• •• • •• ,. as "!I • • II 

fbli 1 J which lime he received 
hich could he considered an honoral')' award for 

(h)l1) J 1 • 1 , 1 , i • , , 

hig scrvicc11"44t, 

..WJ!ftyfiiwlng the agency actions for c\·ldcnce tha1 11N1t would huvc not 
givt119py n•hc spcdfk perfonnance award absent hi$ disclosures, we were 

Ill IIIII IIIFNIIIII I tlkN t 
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persuaded by lbc grnnling oflwo lhnc-offawunls and an honorary award t,JIP1!tl'ffl 
even after his disclosure. 

b. Denial ofreassignmcn1 b}'HMOIR 

I ! ~ I 1 1 • I J I I 

(b;(IJ 

Novcm er 2 0 re uccs I c amount o t me I mt an cm o 

-

for holds over 90 days wilh 
approval. 

When questioned i 1Mllf• ook steps to officially request !he 180-day hold 
from lluman llcsources, he admiucd to not having done S()tOll•l• 

Ilvidcnce developed during !he investigation accordingly proved to 11 clear and 
convincing slimd11rd lhul the personnel notion would haw bc:cn taken ubscnl the protected 
disclosure. 

'IP fl . Pi I RIIWI I llT illl 
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r.~:m During our inl'ew wi1.. he denied ha\·ing ever rccllived a request 
10 provide an interim 

Jl cnnnol he dctcnnincd wl,;lff PPP lld-1PUetr 
-

r the evaluation. The ssibilily exi$l•t It imp Ir overl~okcd. 
and c,1ucsl because ·tuled durmg our •-

• 
was rca.~signcd frorr in August 9, l006. This was \·erilkd through • 

s pcrsu1111cl rc,ords. 

,.,_,a~lcd_scmnl diITcrcnl h!dmilMllti'ily 
l011gcr J 1111111111!11!1!~1111111-io!wus also unable lo recall any 5pcdlk nunt1:s since he 

with Ins rcque:rt for intcnm-~ no 

hnd taken a difTerc111 posllton as well ond no longer had access to nny of his prior 
electronic mail ( emu ii). 11.>ioJ 

Fai_lure lo prov,... . lualion \'iolatcslllllJli\\,l.!lfillicy11m1; however, 
we do not sec motive I liilurc to provide an intcrimillllo us tu constUulc 
reprisal in response 10 rotccted disclosures. . 

Evidence developed during the invcs1igation proved lo n cleur and co11vincing 
5lo11dard that the personnel action would have been taken absent the pro1ccted disclosure. 

Ci :Ciiiiiltih itt,11 hi 61 I it.hid 632 S.h.L' 

liOP 6ll600T 
(b)(l) 

i 

eOP 8EiE?R!E1' 
(b)(l) 



13 

V. CONCLUSIONS 

The epr1ff tlcd by mnnagcmcnl demonstrated by clclll' and convincing 
cvldcnco tha' n was not reprised 11g1inst when he was d011icd promotion, 
awnrds, o.nd time off; denied rcO$$lgnmenl; denied an interim evoluotlon; and when he 
was officially counseled by manogcmcnt. These actions would have occurred absent his 
disclosures. 

Findlnzii of the Investigation by the Deputy Inspector General for lntclligcm:c 
pertaining .., f'Pffl 1llcgation pertaining to SPA WAR 's viol11tions of law will be 
provided under separale cover by tho Deputy Inspector Ocncrol for lruclllgcnc11. 

VI. RECOMMENDATION 

ovicw the administrative 
w procedures outlined i~ 
cassignmcnt Policy and the 

pcrto n ng to Interim Evah1Qtions. 

1 I II 1fllill Ill IA Q[J 181 I 1 H 1111 ' 
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ASSISTANT TO THE SECRETARY OF D~FENSE 
7200 DEFENSE PENTAGON 

WASHINGTON, DC 20301-7200 

September I 0, 2007 

MEMORANDUM FOR INSPECTOR GENERAL, DEPARTMENT OF DEFENSE 

SUBJHCT: Comments on Draft Report on Review of Access to U.S. Persons Data by the 
Space and Naval Warfare Systems Command (Project No. O2007-DINTEL· 
0106} (U) 

(U/~ Thank you for the opportunity to comment on the draft report, 
We have reviewed the subject dnlft as requested and concur with the two 
recommendations regarding research and development facilities performing work for 
DoD intelligence components. 

(U/ll"ffle) Specifically, upon publication of the final repon, we wlll 
amend DoD Regulation 5240. l-R, "Procedures Governing the Actlvitios of DoD 
Intelligence Components that Affect United States Persone," Docember 1982, to include 
research and development facilities perl'onnlng work for DoD intelligence components as 
recommended. We will also issue interim guidance on this matter to be effective until the 
regulation is amended, 

(U//.l"'eee) In 1he interim guidance and in the revision to DoD 5240. l-R, 
we intend to change the <lefinition of "intelligence actMtie11'' to "intelligence and 
intelligence•related activities!' Reseatch and development f11Cilities performing work for 
DoD intelligence components will be included in the definition of "Jntelligencc and 
intelligence-related activities." 

~··J;~(}_~~ 
William Dugan ~- · 
Acting 

T0P Brl@RE'if 
lb)( I) 

Assistant to the Secretary of Defense for 
Intelligence Oversight Comments (U) 

(b)(I) 
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Team Members 
The Depat1ment of Defense Office of the Deputy Inspector General for 
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	Background
	Backgl'ound (U) 
	ions. On December 18, 2006, t1>)t 11 submitted an h1telligence Co1 H • tection . omplaiut that contained allegations about a lack of training and intelligence oversigbt procedures af DoD research and development facilities perfonning work för intelligence components. The empioree specifically rnised concems about the perceived mishandli.ng ofU.S. persons infonnation by the Space and Naval Wa · a ·e ' C e · ' · ' develo ment fac · · 
	1(U) For a detailed discussion ofthe ICWPA process, see Appendix B. 
	2(U) A "U.S. person" is a U.S. citizen; an alien kuown by the DoD intelligence component concemed to be a penna.nent resident alien; an uninco1pornted association substantially composed ofU.S. citizens or pennanent resident aliens; a co1poratio11 incorpomted in the United Stotes, except for a coiporntion directed and controlled by a foreign govenunent or govemments. ~ DoD Regulation 5240. l-R, Definitions. 
	• Was pbotographing U.S. persons. 
	The employee also indicated that the problems migbt not be confined to SSC-SD and that similar deficiencies could be occull'ing at other DoD research and development fäcilities. 
	(U/~) Fmther, the employee alleged (b)(l) was not responsive to initiating action to investigat • associated witb SSC-SD and other DoD research and development facilities. The employee also alle ed he was re rised against för repo1iiug the need to c01Tect these deficiencies . The DoD IG Director of Civilian Reprisal review d1 no su s an ia e e allegatiou. The repoti of investigation is included as Appendix E. 
	~-) SSC-SD. The SSC-SD is one offive field activities ofSpace and Naval WariMi Systems Command (SPA WAR) that provides tactical and non-tactical infom1ation management techuology 1·equired by the Navy to co111plete its operational nlissions. The SSC-SD provides iufo1mation resources to supp01i the joint war-fighter in mission executiou and force protection. The SSC-SD designs, 
	builds, tests, fields, and supports command, control, communications, computers, intelligence, surveillance, and reconnaissance systems. In addition to work peiformed för the Navy, SSC-SD conducts research and develo ment för the Defense Intelligence Components. During 2007 -• 23 projects för the National Reconnaissance ice , an seven proJects för the National Geospatial-Intelligence Agency (NGA). Headquarters SSC-SD is located on the Point Loma peninsula in San Diego, Califörnia. 
	Objectives (U) 
	(U/,'~QUQ) The overall objective was to determine ifU.S. persons införmation was controlled in accordance with applicable laws and regulations. Specifically, we reviewed if access to the U .S. persons inform-tion b the SSC-SD is required, controlled, and reported. We also determined if took appropriate actions once informed of the allegations of potential mis an mg ofU.S. persons information. We were planning a separate review of the access to the U.S. persons information at other DoD research and developme
	P
	P
	P
	Access to U .S. Perso ns Information at DoD Research and Development Facilities (U) 
	~) We did not substantiate allegations that SSC-SD was mishandling inteffi';ence and possibly com romis· U.S. · s · ·o . fi ally through its use of •systems. We pai1ially su s an e e concetu a uot action to investigate and conect the deficiencies assocla e with SSC-SD and other DoD resear d development facilities in a timely manner. The ac · o b :vere confined to validating the need för SSC-SD to · blishing an intelligence oversight program . The actions taken to identify and conec pro ems a o er o research
	SSC-SD Access to U.S. Persons Information (U) 
	-Access(U) 
	• (b){l) -Collection (U) (h)(IJ 4 •~ (b\ \h)(l) ' .(1,)(1) 
	Imagery (U) ~/1 S~or-We found no evidence that SSC-SD was ell 1er---or ~of U.S. persons. We believe t c · · · sea1:ch and development effo11, ~-Other Imaging. We did not substantiate that SSC-SD was collecting data ~11\:.J.S. persons in Federal parks located at Point Loma, California without notice, wanant, or authority. We obse1ved that SSC-SD has a camera and antenna ~1otmted to a tower at their beadquru1ers facility. The SSC-SD uses the camera and antelllla for calibration pmposes by pointing them at sev
	The camera can be rotated 360 degrees. The video feed from the camera goes to a monitor in its laboratory. The images are not recorded and are not used to inappropriately monitor U.S. persons. 
	~-Satellite Image1·y. The SSC-SD properly obtained~1 of locations within the U.S. The ima e1 was needed in suppo1 o . and in suppo11 of exercise . 6 The image1 as nee e o et er the locafon 
	-Actions (U) 
	~/,II We padially substantiated the concern that actio~To investigate and conect the deficiencies ss other DoD research and development facilities. did not promptly assess the si ta 1011 a . ur were confined to validating the need for SSC-. D o stablishin an intelligence oversight program has not completed actions reconunen e o 1 en 1 an conec proble~ther DoD research and deve opment ac111es. We could not assess whether-actions will be effective. 
	Actions Related to SSC-SD (U) 
	7 ~/-Intelligence Ove1·sight an in\':ITigence oversight program research and '""'""''"t cir ~/-Counterintelligence Scope Polygraphs. The SSC-SD initiated action to have all appropriate personnel consent to have counterintelligence scope polygraphs. The SSC-SD initiated action tlve the counterintelligence scope polygraphs completed. As of August 2007, SSC,-D personnel successfully completed polygraph examinations. Au ad 11onal SSC-SD personnel signed consent to polygraph examination fonus but have no been ex
	• Issue interim-guidance to these research and development~ 1, 2007; 
	• Implement intelligence oversight training and an intelligence oversight plan for these research and development facilities by March 30, 2007; and 
	• Issue standard project management guidance to (b1(l) contacts for these research and development fac y 1i h 1, 2007. 
	P
	Research and Development Facilities not Included in DoD Regulation 5240.1-R (U) 
	(U) The DoD has not established procedures for control or oversight of U.S. persons information that may be obtained by research and development facilities. The DoD Regulation 5240.1-R does not include research and development facilities. There are no requirements for U.S. persons data, if collected by a research and development facility, to be safeguarded or repo11ed for intelligence oversight pmposes in accordance with DoD Regulation 5240.1-R.9 
	Contl'ol and Ovenight of Unit.ed States Pel'sons Infol'mation (U) 
	While the allegation of perceived mishandling of U.S. persons . infonnation at SSC-SD was not substantiated, SSC-SD had only recently received training for its staff on intelligence oversight requirements, including the handling 
	8 (U/~) As of July 30, 2007, this action still has not occtmed. 
	9 (U) For II detailed discussion ofDoD Regulation 5240. l ·R, see Appendix C. 
	of U.S. persons infonnation. Intelligence officials at SSC-SD told us that they had no authority to require intelligence oversight trnining to their staff because SSC-SD was not a "DoD intelligence component" as defined in DoD · Regulation 5240.1-R. 
	(U/,'fl@U@~ Intelligence officials at SSC-SD also asked, "If there were intelligence oversight violations, to which entity would we rep011 them?" The regulation does not specify how or to whom research and development facilities would report intelligence oversight violations. In November 2003, the Assistant to the Secreta1y of Defense for Intelligence Oversight [ATSD (IO)] visited SSC-SD. According to an official at SSC-SD, the ATSD (IO) stated that, because SSC-SD worked on projects fo · v -io 1s o e of th
	~-Despite this oral guidance, other intelligence officials believe that researc and development facilities such as SSC-SD are not within the parameters of DoD Regulation 5240.1-R. Officials from the NGA, and the Office of the Naval Inspector Genernl, Intelligence/Special Access Program Oversight Division confumed that research and development facilities like SSC-SD are not within the scope of the regulation. For example, one official at the NGA told us that, with respect to do-·c · age1y, intelligence overs
	P
	Recommendations and Management Comments (U) 
	(U!t1'888) We recommend the Assistant to the Secretary of Defense for Intelligence Oversight: 
	1. Amend DoD Regulation 5240.1-R, "Procedures Governing the Activities ofDoD Intelligence Components that Affect United States Persons," December 1982, to include research and development facilities performing work for DoD intelligence components; and 
	2. Issue interim guidance to include research and development facilities performing work for DoD intelligence components effective until the Regulation is amended. 
	(U,'lfiltet,e:, Management Comments. The Acting Assistant to the Secretary of Defense for Intelligence Oversight concurred with the recommendations stating that DoD Regulation 5240.1-R will be amended and interim guidance will be issued, The definition of intelligence activities to intelligence and intelligence-related activities will be changed. Research and development facilities performing work for DoD intelligence components will be included in the definition of intelligence and intelligence-related act

	Appendix A
	Appendix A. Scope and Methodology (U) 
	(U/~) We reviewed documentation dating from April 2004 through August 2007 that included backgrotmd information, test plans, project sullllllaries, e-mail conespondence, intelligence oversight reports, training and secmity records, and project "Illies. We conducted interviews with officials at the A TSD (IO), Navy IG, NRO, NGA, and SSC-SD. We detennined that it was unnecess.a1y o review multiple DoD r··c 1 and development facilities because sufficient infonnation was available at NRO and NGA regarding the n
	(U) We perfonned accordance ... ·-··' . . . this review from Janua1y 2007 through August 2007 in with !-' • • ___ • l __ ' .. I I n (h)(l l . -1ll 
	(U) Use of Compute1·-Processed Data. We did not use computer-processed data to perfonn this i"eview. 
	(U) Gove1·nment Accountability Office High-Risk Area. The Govemment Accountability Office has identified several high-risk areas in DoD. This repo11 provides coverage of the Protecting the Federal Government's Infonnation Systems and the Nation's Critical Infrastrnctiues high-risk area. 
	Prior Coverage (U) 
	P

	Appendix B
	Appendix B. Intelligence Community Whistleblower Protection Act (U) 
	(U//~) The Intelligence Community Whistleblower Protection Act (ICWPA), part of the Intelligence Authorization Act for Fiscal Year 1998, amended the Inspector General Act of 1978 to provide a means by which employees (civilian and military) of, or employees of contractors to, the four DoD intelligence agencies (the Defense Intelligence Agency, NGA, NRO, andillllll) may report to the Congress classified information about alleged wrongdo~ "urgent concern." Agency or contractor employees, who intended to submi
	(U,'l'Pe~e) The Intelligence Authorization Act for Fiscal Year 2002, enacted on December 28, 2001, amended the ICWPA process so that now, following the IG, DoD, determination regarding credibility, all complaints or information must be forwarded to the Secretary of Defense together with the determination. All other provisions of the ICWP A remain in effect. 
	(U//~) The ICWPA requires that the IG, DoD inform the agency or contractor employee of each action taken during the notification process within three days of the action. The Act provides that the employee may contact the Intelligence Committees of Congress directly, if the IG, DoD, does not forward the complaint or information to the Secretary of Defense or the employee believes that the IG, DoD, did not do so accurately. Before doing so, however, the employee must obtain and follow direction from the Secre

	Appendix C
	Appendix C. DoD Regulation 5240.1-R, "Procedures Governing the Activities of DoD Intelligence .Components that Affect United States Persons," December 1982 (U) 
	(U) DoD Regulation 5240.1-R governs the manner in which DoD intelligence components conduct intelligence activities, including research and development of electronic equipment, and oversight of intelligence activities. Procedure 1, Applicability and Scope, states that the regulation applies only to "DoD intelligence components, as defined in the Definitions Section." The definition does not include research and development facilities. 10 Therefore, any research and development facilities that may be perform
	(U) Each procedure contained in DoD Regulation 5240.1-R gov.erns the·manner in which DoD intelligence components conduct intelligence activities concerning U.S. persons. 
	• Procedure 2, Collection oflnformation about U.S. persons; Procedure 3, Retention oflnformation about U.S. persons; and Procedure 4, Dissemination of Information about U.S. persons, provide the sole authority by which DoD Intelligence Components may collect, retain and disseminate information concerning U.S. persons. 
	• Procedure 5, Electronic Surveillance; Procedure 6, Concealed Monitoring; Procedure 7, Physical Searches; Procedure 8, Searches and Examination of Mail; Procedure 9, Physical Surveillance; and Procedure 10, Undisclosed Participation in Organizations, set forth 
	10 (U) DoD intelligence components are defined as the following organizations: the National Security Agency/Central Security Service; the Defense Intelligence Agency; the offices within the Department of Defense for the collection of specialized national foreign intelligence through reconnaissance programs; the Assistant Chief of Staff for Intelligence, Army General Staff; the Office of Naval Intelligence; the . Assistant Chief of Staff, Intelligence, U. S. ~ir Force; the Army Intelligence and Security Comm
	guidelines regarding the use of certain collection techniques by DoD Intelligence Components to obtain information for foreign intelligence and counterintelligence purposes. 
	• Procedure 11, Contracting for Goods and Services; Procedure 12, Provision of Assistance to Law Enforcement Authorities; Procedure 13, Experimentation on Human Subjects for Intelligence Purposes, govern other aspects ofDoD intelligence activities. Procedure 14, Employee Conduct and Procedure 15, Identifying, Investigating, and Reporting Questionable Activities, provide for oversight of DoD intelligence activities. 
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	7 '"''"" succcs5<DHJ. During CRI 's lfflNiicw with he dcnkd ha\'lng uvcr n:c11ivcd a request to provide an interim-On Ducemb<:r 18, 2006,IWWl/dPI ontactcd the Depann,ent of DcfenSQ Inspector General 1111d filed a complaint under the lntelllgencc Commwtliy Whistleblower Protection Act (ICWPA), (b1(l) Ill. ~ We Interviewed four witnesses, Including the~11,e We also reviewed classified nnd unclassified documentation provided b ,,,dK related to the matters under investigation. IV. FINDINOS AND ANALYSIS TIiie S,
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