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INTEGRITY * EFFICIENCY* ACCOUNTABILITY* EXCELLENCE 

Mission 
Our mission is to provide independent, relevant, and timely oversight 

of the Department of Defense that supports the warfighter; promotes 

accountability, inte9rity, and efficiency; advises the Secretary of 

Defense and Congress; and informs the public. 

Vision 
Our vision is to be a model oversight organization in the Federal 

Government by leading change, speaking truth, and promoting 

ex~ellence;_a diverse organization, working together as one 

professional team, recognized as leaders in our field. 
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(U) During the audit, AFRICOM officials updated the NEO Concept Plan to 
require country-specific NEO plans only when directed by the AFRICOM 
Commander, instead of requiring NEO plans for all AFRICOM AOR 
countries. 

(U) Recommendatio·ns 
(U) We recommend that the Commander, AFRICOM develop embassy 
protection and evacuation guidance that clarifies and defines roles and 
responsibilities for AFRICOM planning in the NN environment, and · 
incorporates the increased role ofNN for NEO planning requirements and 
review emergency action plans and document and coordinate the review 
results with the Department of State. We recommend that the Director, 
Office of the Under Secretary of Defense for Policy, Special 
Operations/Low Intensity Conflict, Stability and Humanitarian Affairs 
(OSD[P] SOLIC/SHA) coordinate with Department of State to establish 
joint guidance for updating emergency action plans with critical and 

. required NN and NEO information. 

(U) Management Comme'r1ts and 
· Our Response 

(U) Comments from the Commander, AFRICOM, addressed all specifics of 
Recommendations 1.a, 1.b, and 3, and no further comments are required. 
As a result of management comments, we redirected Recommendation 2 
to the Director, OSD(P) SOLIC/SHA. Therefore, we request the Director 
provide comments on the recommendation by December 22, 2015. 
Please see the Recommendations Table on the back of this page. 
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{U} Recommendations Table 

{ U) Office of the Under Secretary of 

Defense for Policy, Special 

Operations/Low Intensity Conflict, . 

Stability and Humanitarian Affairs 

{U) Commander, U.S. Africa Command 

- -- - - -- - ------ -- -- - -

{U) No additional Comments 
Required 

(U) Recommendations 
Requiring Comment 

--

2 

1.a, 1.b, 3 

(U) Please provide Management Comments by December 22, 2015. 
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INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 
4800 MARK CENTER DRIVE 

ALEXANDRIA, VIRGINIA 22350-1500 

November 23, 2015 

(U) MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR POLICY 
COMMANDER, U.S. AFRICA COMMAND 

(U) SUBJECT: U.S. Africa Command Needs to Improve Planning and Coordination 
for the Protection and Evacuation of U.S. Embassies and U.S. Citizens 
(Report No. DODIG-2016-024) 

,\FRICOld (b)(I) EO ll,~6.•ec 14(,) OSDIJS (bill) EO 1s,1,, sec I 1(,) 

c\'"RllOL'-1 (h)(l) IO 13>21;, ,,.,-.: I -l\t1) 
• ' • ; 1 ~ 

accordance with generally accepted government auditing standards. 

(U) We considered management comments on a draft of this report when preparing the final 
report. DoD Instruction 7650.03 requires that recommendations be resolved promptly. Comments 
from the Commander, U.S. Africa Command, addressed all specifics of Recommendations·l.a, 1.b, 
and 3, ahd no further comments are required. As a result of management comments, we redirected 
Recommendation 2 to the Director, Office of the Under Secretary of Defense for Policy, Special 
Operations/Low Intensity Conflict, Stability and Humanitarian Affairs. Therefore, we request that 
the Director provide comments on Recommendation 2 by December 22, 2015. Comments provided 
on the final report must be marked and portion-marked, as appropriate, in accordance with DoD 
Manual 5200.01. 

(U) Please send a PIJF file containing your comments t Copies 
. of your comments must have the actual signature of the authorizing official for your organization. 
We cannot'accept the /Signed/ symbol in place of the actual signature. If you arrange to send 
classified comments electronically, you must send them over the SECRET Internet Protocol Router 
Network (SIPRNET). 

(U) We appreciate the courtesies extended to the staff. Please direct questions to me at 
(703) 699-7331 (DSN 312-499-7331). 

Carol N. Gorman 
Assistant Inspector General 
Readiness and Cyber Operations 
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(U) Introduction 

(U) Introduction 

(U) Objective 

(U) Our audit objective was to determine whether U.S. Africa Command's (AFRICOM) 

plans for the protection and evacuation of U.S. embassies1 and noncombatant 

U.S. citizens (U.S. citizens) within its area ofresponsibility (AOR) complfed with Federal 

and DoD evacuation policies. See Appendix for the scope and methodology and prior 

coverage related to the audit objective. 

(U) Background 

(U) The Department of State- (DOS) is responsible for the protection and evacuation of 
U.S. citizens jn a foreign country. DOS can request assistance from DoD for the 

protection of U.S. citizens and facilities and the evacuation of U.S. citizens. 

(U} DOS Protection of U.S. Citizens 

(U) DOS can take steps to protect embassy personnel and U.S. citizens if ~heir safety is at 

risk. DOS normally initiates evacuations as a result of hostile action and may also 

initiate an evacuation in response to natural or manmade disasters. The DOS Chief of 
Mission2 (COM) can implement an authorized departure of personnel. This allows for 

the voluntary departure of all family members and selected employees or an ordered 

evacuation that requires mandatory departure of all family members anq designated 

employees. If the COM believes the political or security environment has deteriorated, 

where U.S, citizens' safety is threatened, the COM can order the evacuation of 

U ;S. Government personnel and provide evacuation assistance to private U.S. citizens. 

DOS will use commercial or chartered transportation as the primary mode to evacuate 

personnel to a safe haven. DOS can also request U.S. military assistance in evacuating 

personnel if commercial or chartered transportation is inadequate, or the threat 

warrants. 

1 (U) The audit objective only included embassies; however, our review includes both embassies an·d consulates. For this 
report, the term "embassy" wlll represent either an embassy or consulate. 

> ~ The Chief of Mission, in the capacity of ambassador, is responsible for the direction, coordination, and supervision 
ot'all U.S. Government executive branch employees In the country and for embassy management, including the protection 
of U.S. citizens, property, and interest. 

OOD!G-2016-024 I 1 
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(U) Introduction 

(U} Noncombatant Evacuation Operations 

(U) In 1998, DOS and DoD established a memorandum of agreements that set roles and 

responsibilities regarding the protection and evacuation of U.S. citizens and nationals 

from threatened areas overseas. DoD conducts . Noncombatant Evacuation . 
Operations (NEO) to assist DOS ih evacuating U.S. citizens fro.m foreign nations to safe 

havens. DOS may request DoD assistance in an evacuation based on the nature of the 

threat or the lack of alternative forms of transportation. During a NEO, the C.OM is the 
senior authority for the evacuation and is ultimately responsible for the successful 

completion of the NEO and the safety o_f all evacuees. 

(U} New Normal 

-Ee, ~flUCOI\I lb) (I) EO U<2o ace l cJ(.i) OSD'JS (b) ii) IO IJ,26 ,,c I cJ(a) 

EA/ I I {ftJP) \fRICOl\l (b)(l) c0 13<2c.soc I l(e) 14(;) OSD1JS (b)(l) EO 11,2, 0 cc 14(,,) IAL) 

cs//NEl'·r:m:wer:rrotn:ttes'Sntsrnrr::re-

,lfRICOI\I ib) 11) E0 13<26 so, 14(.,) I cJ(cl OSD/JS ib) 111 E0 ll52u rec 14{ •J I 41,<I 

3 (U] DOS/DoD Memorandum of Agreement, "Protection and Evacuation of U.S. Citizens and-Nationals and Designated Other 
Persons From Threatened Areas Overseas," July 14, 1998. 

4~ \fRICOl\1 (h) (I). f() 11\Jt, sec 14(.lJ I cJ(g) OSD1JS [bl (I) Ell 13126, <cc I 4(,<J 14(,l) (Secret/ /NOFORN) 

5 (U) Joint Staff NN Global Unrest Execute Order, April 2013. (Secret] 
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(U) Introduction 

(U}AFRICOM 

~) OSD1J~ {b) (J) EO t3:i.2r:., sec I cl(gl 

(U} U.S. Embassies 

Ef 80"8) The DOS emergency action plans (EAP) state Emergency Action Committees at 

each U.S. embassy plan and prepare for cri~es by updating anti maintaining an EAP. The 

. EAP provides procedures to respond to emergencies such. as bombs, fires, .civil disorder, 

and evacuations. The committee members include subject-matter experts who provide 

the COM with guidance to prepare for and resp.and to threats, emergencies, and other 

crises. According to the EAP, the committee should consist of representatives from all 

U.S. Government agencies located at the embassy, which include the Deputy COM, 

Regional Security Officer/ and Defense Attache.a The committee also conducts 

vulnerability assessments; develops decision points and actions to take when decision 

point thresholds are met; assesses threats, dangers, or vulnerabilities; and implements 

the EAP when circumsta·nces warrant. 

• (U) Commander USAFRICOM!ltJ•MWlRJt#M (Secret) 
7 (U) The Regional Security officer is a DOS security officer responsible for embassy security. 

• (U) The Senior Defense Official/Defense Attache serves under the joint oversight of the combatant commander concerned; 
the· Director, Defense Security Cooperation Agency; and the Director, Defense Intelligence Agency. Defense Attaches are 
the COM's principal military advisers on defense matters and defense aspects of national security. 

DODIG-2D16-024 I 3 
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(U) Introduction 

(U) Review of Internal Controls 

(U) Dem Instruction 5010.40, "Managers' Internal Control Program Procedures," 
May 30, 2013, requires DoD organizations to implement a comprehensive system of 
internal controls that provides reasonable assurance that programs are operating as 

intended and to evaluate the effectiveness of the controls. \FRICO:lf (bJ (7J(FJ 

In 
addition, AFRICOM officials did not ensure required information was included in DOS 
EAPs. We will provide a copy of the report to the senior official responsible for internal 

controls in AFRICOM. 

DODIG-2016-024 14 

SECRET//Pi OF ORN 



SE€RE'ff/MOfilORN 

(U) Finding 

(U) Finding 

(U) AFRICOM Did Not Complete All NEO . 
Requirements and Ensure NIEO and NN Planning 
Was Incorporated in DOS EAPs 

(U) The AFRICOM Combatant Commander's plans for the protection and evacuation 

of U.S. embassies and U.S. citizens generally complied with Federal and DoD 

protection and evacuation polices. However, AFRICOM J3 and JS officials did not: _ 

• fi3_· .\fR]l01'1 (h](I) E!Jl3'2o,,ec 1-lfa) 141,1 USD'JS (b)(l) E011,,,,s,c 1-ll") 

·~ \FRICO,I fb) 11) EO I !S2o ,ee I -l(a) I .Jig), OSD.JS (bJ Ill. E(J 13,16 Ccc I 4(g, 

\fRICO:SI (hl{I) EO 13<1<, sac 1-1{1) 1-l(,) OSD'!S ibl(II HI IJ,'o ,,c 1-l(g) 

ooDIG-2016--021 1 s 
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(U) Finding 

(U) AFRICOM"s NN Plans Generally Complied With 

DoD Policy 

~ 
l1'D'lS (b) (11 EO 1Ji1o, m I,(.,) I l(g) 

{P8eJBj Figure. High-Risk Facilities Within AFR/COM AOR 

(U) Source: DoD OIG 

• (U) The combatant commander develops the plans in anticipation of a potential crisis. There are four levels and each level 
requires more detail. Level II describes the major forces, concepts of support, and anticipated tlmelines for completing 

the mission. 

DODIG-2016-024 I 6 

SECR:ET//PJ O F8 RPl 



SECRET//Pv9FORPv 

(U) Finding 

\FR!CO~l (b)(I) EO JJ,20.,cc 14(,i) OSDIJS (b)(I) EO 11,20 sec I I(,) I 4(s) 

,f·IU(Cl:11 (hi{I). EO 11<1o sec I 4(,1) O:iDIJS (b) (I) Ell 13'16, sec I 4(,) l 4ig) 

AlRICCl:11 (b)II) EO IJS16 "" l 4(1) oso,rs l>)(I) EO 13,20.,,, 14(,, I 4(£) 

·~ \FRICOld (b) (II EO u,20. •cc I 4(,,1, OSD'JS (bl (I). Ell 13<1<\ ,,, I .J(,1, I 4(g) 

0Sll JS (bl( I) EO IJS2c "' I 4(a) I 4(g) 

\FRIC-Oi\.l tb) ( l) EO l :Vi2l1 "'t.'1.: l '-l(al. S1 \TE (hl (II EO I ~"'1211 .S.<'~ l 4[ .. ) I -4(d) OSD1JS (b) [ l) 
•' . 

(U) AFRICOM's NEO Plan Complied With Federal and -

DoD Policies 

(lJ) AFRICOM JS officials completed the AFRICOM NEO CONPLAN in accordance with 

Federal and DoD policy.11 The Memorandum of Agreement, Joint Publication,12 and 

DoD Directive13 requires DoD to prepare and implement plans for the protection and 

evacuation of DoD noncombatants worldwide. AFRICOM JS officials created the 

11 (U) Federal and DoD NEO policy were non-descriptive and general regarding what the NED plans should include; therefore, 
we limited our analysis to general plan completeness. 

12 (U] Joint Publication 3-68, "Noncombatant Evacuation Operations,~ December 23, 2010. 

" (U] DoD Directive 3025.14, "Evacuation of U.S. Citizens and Designated Aliens from Threatened Areas Abroad," 
February 26, 2013. 

DODIG-2016-021 17 
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(U) Finding 

(U) NEO CONPLAN as the functional plan that provides the AFRICOM AOR theater 

strategic framework for NEOs as required by Federal and DoD policy. The 

NEO CONPLAN serves as a guide for the NEO planning team during crisis 

evacuation planning. 

(U) AFRICOM officials also developed a NEO CONOPS template and guide to create a 

country-specific NEO CONOPS. The template and guide provides AFRICOM officials 

with detailed descriptions of the information needed in a NEO CONOPS. For example, 

the template and guide provide the layout for including flight times and distances to the 

recommended temporary safe havens. AFRICOM officials completed NEO CONOPS for 

seven of the nine countries included in our audit See the Appendix for the nine 
 countries. ·

(FOUO) NEO CONOPS Not Developed for \fRICO,\I (b) (7)11) Doll OIG 
lhl 1l)(E) 

(FQWQ) AFRICOM officials did not develop NEO CONOPS for \r-RIC0/,1 (h)(7Jlf) DoD OIG (I,l{J)IE) as 

required by the AFRICOM NEO CONPLAN. The NEO CONPLAN required the AFRICOM 

J3/4 Directorates to prioritize, create, file, and update NEO CONOPS for all countries 

within the AFRICOM AOR. 

(U) NEO CON PLAN Was Not Updated to Account for 

NN Requirements 
\fJUC Old (h) (11 EO U<1t,, sa, I 4(.1) 14(gl Sf \l E (b) (I), EO IJ<1t <cc I 4tel. OSD/JS 1b) t I) EO I h!b I 4t,1J I ~(:I 

--\f'R[COi\l (b)(I) IO (3'.2{\sr.:c I 1(!,:J OS-D'JS (b}\I) En ]1'i.2t, sn I -{rt) l "1{g1 

....... 
( I 

1-;:-. 1 r1 '>L I-lei 

14 (U) AFRICOM NN EXORD Order 001, April 2013 •. 
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(U) Finding 

\IIUl0,11 (b)(ll EO 1312b,sce 14(:.) OSD/JS (b)(l),E013,,n,soc l 41.1) I 4(g) 

AFRIC01'1 (b){ I) Hl IJi'b. s<e 1.4(,1) OSDIJS (bl( I) EO 13>26 "' I 4(.1) l 4(g) 

O~DJJ:s (bJ(I) EO 11,21) :c;;,;i.; 14(,1-).1--1-(g) 

• OSD/JS (b) (I) EO 1,,,[), ,C I 4(,1) I l(g) 

• (U) collaborate and clearly define NN and DoD roles and responsibilities under 

the NN mission, and 

• (U) update existing interagency and department gu.idance pertaining to DoD's 

increased role under the NN mission. 

(U) DoD and DOS agreed with the recommendations and are updating existing guidance. 

Because of the GAO report's findings and recommendations, we did not review or make 

any recommendations r-elated to Federal and DoD guidance. However, we determined 

that AFRICOM should assess current requirements for embassy protection and 
evacuation plans, develop or update internal guidance to clarify and define its roles and · 

responsibilities for NN and NEO planning in the current NN threat environment, and 

15 (U) GAO Report GA0-15-219C, "DoD and State Need to Clarify DoD Roles and Responsibilities to Protect U.!,,. Personnel and 
Facilities Overseas in High-Threat Areas," March 2015. 

DODIG-2016-024 I 9 
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(U) .Finding 

(U) incorporate the increased role of the NN security environment into NEO planning 

requirements. 

(U) ManagementActions Initiated to Update 
·NEO CONPlAN 

,fe-) -\IRJ(UM (h)(I) EO n,10,,ec 14(g) SIAIE (b)\I) EO u,~o,'"c 14(~1 OSDIJ~ (~•]\I) EO 13S2i, "' 14,.,) I 4(g) 

CJSD'J, (b) (I) EO 13>2< ,,. '4{a) I 41J 

Af'RI(Q(\I (b)[l).EOJ1Slt. 'i._>1. 1--i{g) Sl.\TE (b)(l) EOU1~11 ~+'C 1.:1.(,,;/ osnJs {bl(JJ.EO [11_2{, :':i"'-- [,.1fi1-) l.c.i(;:JJ 

OSD/JS (b}( I) EO 1 't;,26 :;~,.: I ~(~I. I ~Jg) 

(FOLIO) DOS EAPs Did Not Include Essential Protection 
and Evacuation Planning Information 

(F9S9) The AFRICOM J3 and JS officials did not ensure that the nine DOS EAPs 

contained essential information that would enable DoD and DOS to protect and 

evacuate U.S. citizens. Specifically, the plans did not include planning information from 

NN plans and critical elements from the NEO CONOPS plans. 

(U) EAPs Did Not Include NN Planning Information 

-te3 O.SD/JS (b) (l ). EO I ~"'2o '-<':C I '"1(,1), l 4(g) 

. ) . 
1"i1lt) "'~ I.:!., OSl 

J 

St.:C I .:JiaJ I l(Jl 

~T~TE (bHIJ .EO lh.1:b,S~-1.' 

' ' 
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(U) Finding 

{U} EAPs Did Not Include Critical Elements From NED CONOPS 

EF8H8, The nine DOS EAPs did notinclude critical elements to support military 

operations from AFRICOM country-specific NEO CONOPS. DoD Directive 3025.14 

requires DoD to integrate protection and evacuation plans into the EAPs. AFRICOM 

officials completed NEO CON OPS for seven of the nine countries included in our audit, 

but critical information from the NEO CON OPS was not included in the EAPs. None of · 

the seven EAPs referenced military protection or evacuation information from the 

NEO CONOPS. For example, the NEO CONOPS contained DoD airlift capabilities that 
included type, range, passenger capacity, and flight times; location and ·size of response 

forces such as allied forces; and details of specific port and airfield locations in each 

country where extraction was possible. The EAPs contained none of this information. 

(FOUO) DoD and DOS lacked Joint Guidance Requiring 

DOS to Update EAPs 

,tS,, OSD,JS (b)(l),EO 13<1<;,,ec I 4(ll I 4(gl 
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(U) Finding 

(FOUO) Protection and Evacuation Guidance and 
Planning Needed to Improve DoD and DOS1s Abilities 
to Respond to Crisis 

EF9tiJ93 Without adequate protection and evacuation plans and guidance, there is an 

increased risk that DoD and DOS will not successfully protect, evacuate, and respond to 

embassy personnel and U.S. citizens in case of an emergency in the AFRICOM AOR. 

fF8H8) The goal of protection and ·evacuation planning is to reduce to a minimu.m the 

number of U.S. citizens subject to the risk of death or seizure as hostages. For AFRICOM 

to adequately address this risk, it must update plans to address the current security 

environment and incorporate DoD protection and evacuation planning information into 

DOS plans .. In addition, if the information necessary to make critical decisions is not 

readily available, delays may occur and ultimately risk the lives of U.S. citizens. 

(U) Recommendations,, Management Comments, and 
·our Response 

(U) Renumbered Recommendations 
(U) As a result of management comments, we redirected draft report Recommendation 

1.b to the Director, OSD(P) SOLIC/SHA, and renumbered it as Recommendation 2. In 

·addition, we renumbered draft report Recommendations 1.a (1), 1.a (2), and 1.c as 

Recommendations 1.a, 1.b, and 3 respectively. 

(U} Recommendation 1 
(U) We recommend that the Commander, U.S. Afrfoa Command develop embassy 

_ protection and evacuation guidance that: 

a. (U) Clarifies and defines roles and responsibilities for U.S. Africa 
Command's new normal and noncombatant evacuation operations 
planning in the current new normal threat environment. 

b. (U) Incorporates the increased role of new normal for noncombatant 
evacuation operations planning requirements. 

DODIG-2016-024 I 12 
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(U) U.S. Africa Command Comments 

~ OSD/JS (h)(I) EU 13516 so, I 4(,,) I l[g) 

(U) Our Response 
(U) The comments from the Chief of Staff addressed all specifics of the 

recommendation, and no further comments are required. 

{U} Redirected Recommendation 

(U) Finding 

(U) As a result of management comments and discussions with OSD(P) SOLIC/SHA, we 

redirected Recommendation 2 to the Director, OSD(P) SOLIC/SHA, who is in the process 

of updating the Memorandum of Agreement for Protection and Evacuation of U.S. 

Citizens with DOS. 

(U) Recommendation 2 

(U) We recommend that t~e Director, Office of the Under Secretary of Defense for 
Policy, Special Operations/Low Intensity Conflict,_ Stability and Humanitarian 
Affairs coordinate with the Department of State to establish a joint memorandum 
for updating emergency action plans within the U.S. Africa Command area of 
responsibility with critical and required new normal and noncombatant 
evacuation operations information. The agreement should identify specific 
critical elements within DoP protection and evacuation plans and Joint Staff new 
normal requirements that should be included in the emergency action plans. 

(U) U.S. Africa Command Comments 

(U) The Chief of Staff, AFRICOM, responding for the Commander, AFRICOM, _agreed, 

stating that it is not the combatant command's responsibility to coordinate with the 

Secretary-level headquarters. The Chief of Staff recommends that the_ Joint Staff 

coordinate with the Office of the Secretary of Defense and DOS. 

(U) Our Response 
. (U) Based on the Chief of Staff comments, we redirected Recommendation 2 to the 

Director OSD(P) SOLIC/SHA. We requestthatthe Director OSD(P) SOLIC/SHA provide 

comments on the final report. 
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(U) Finding 

(U) Recommendation 3 

(U) We recommend that the Commander, U.S. Africa Command review emergency 
action plans, in whole, for adequacy of supporting military operations and 
account for critical and required DoD new normal and noncombatant evacuation 
operations information. Document and coordinate the results of the reviews to 
the Department of State Chiefs of Mission. 

(U) U.S. Africa Comrnand Comments 

'ES') OSJJIJS (b) (I). EO IJ>2r, "" I !(a) I 4{gl 

(U) Our Response 

(U) The comments from the Chief of Staff addressed all specifics of the 

recommendation, and no further comments are required. 

SECRET//t,OFORH 
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(U) Appen.dix 

(U) Appendix 

{U) Scope and Methodology 

(U) We conducted this performance audit from October 2014 through September 2015 
in accordance with generally accepted government auditing standards. Those 
standards require that we plan and perform the audit to obtain sufficient, appropriate 
evidence to provide a reasonable basis for our findings and conclusions based on our 
audit objectives. We believe that the evidence obtained provides a reasonable basis for 

our findings and conclusions based on our audit objectives. 
. . 

(U) We identified 53 embassies, which included the 15 high-risk embassies in tl:ie 

AFRICOM AOR, and nonstatistically selected the following nine embassies to include in 
our audit. 

• 

• (U) 

• (U) 

• (U) 

• (U) 

• (U) 

• (U) 

• (U) 

·• (U) 

(U) AFRICOM separates its AOR into five regions: North, South, East, West, and Central. 
Therefore, we nonstatistically selected one high-risk and one non-high-risk location 
from each region except the South region because it did not have any high-risk 
embassies. The four high-risk embassies selected were DuD OIG (bi (71([), (b)l7JLfJ 
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(U) Appendix 

(U) We obtained, reviewed, and analyzed protection and evacuation-related documents 

for the nine embassies to determine whether AFRICOM's protection and ·evacuation 

plans complied with Federal and DoD protection and evacuation policy. We did not test 
and review every policy requirement or all aspects of AFRICOM's protection and 

evacuation planning. Our testing was limited to whether AFRICOM completed plans 

that complied with protection and evacuation plan requirements identified in the 

Federal and DoD policy. Specifically we reviewed: 

• (U) NEO CONPLAN for compliance with the Memorandum of Agreement, Joint 

Publication 3-68, and DoD Directive 3025.14; 

• (U) NEO CONOPS for co~pliance with the NEO CONPLAN; 

• (U) NN CON OPS for compliance with Joint Staff NN EXORD; and 

• (U) AFRICOM briefing slides provided to embassy personnel for evidence that 
AFRICOM_communicated NN to the DOS embassies. 

(U) In addition, we obtained and reviewed DOS EAPs for the nine embassies to 

determine whether the EAPs contained information from the military protection and 

evacuation plans as required by the following guidance. 

• (U) Memorandum of Agreement, "Protection and Evacuation of U.S. Citizens and 

Nationals and Designated Other Persons From Threatened Areas Overseas," 

July 14, 1998; 

• (U) Joint Publication 3-68, "Noncombatant Evacuation Operations," 

December 23, 2010; 

• (U) DoD Directive 3025.14, "Evacuation of U.S. Citizens and Designated Aliens 

from Threatened Areas Abroad," February 26, 2013; and 

• · (U) Joint Staff New Normal Global Unrest Execute Order, April 2013. 

(U) W~ interviewed personnel from the following AFRICOM Directorates. 

• (U) J2 - Intelligence and Knowledge Development; 

• (U) J3 - Operations and Cyber; 

• (U) J5 - Strategy, Plans, and Programs; and 

• (U) J7 -Joint Training, Readiness, and Exercises. 

DODIG-2016-D24 I 16 
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(U) Appendix 

(U) We also interviewed personnel from Marine Forces Europe Africa to discuss 

NN planning, the Joint Staff about the Joint Staff EX ORD, the DOS Liaison located at 

AFRICOM, and the DOS Regional Security Officer and the Defense Attache from all nine 

embassies to inquire about communication from AFRICOM regarding protection and 

evacuation planning; 

(U) We coordinated our audit efforts with GAO and DOS audit teams that were 

conducting concurrent embassy protection and evacuation-related audits. 

·(U) Us_e of Computer-Processed Data 

(U) We did not use computer-processed data to perform this audit 

(U) Prior Coverage 

(U) During the last 5 years, GAO issued one restricted report discussing DOS and DoD 

guidance pertaining to military assistance to overseas posts. 

(U) GAO 
(U) _Report No .. GA0-15-219C, "Interagency Coordination, DoD and State Need to Clarify 

DoD Roles and Responsibilities to Protect U.S. Personnel and Facilities Overseas in 

High-Threat Areas (SECRET //NOFORN)," March 2015 
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HEADQUARTERS 

UNITED STATES AFRICA COMMAND 
Office of the Chief of Staff 

UNIT299$1 
APO AE 09751•9951 

9 November 2015 

MEMORANDUM FOR ADDRESSEE DEPARTMENT OF DEFENSE INSPECTOR 
. . GENERAL (DODIG) 

SUBJECT: Response to DoDIG Audit Report: "U.S. Alrica Command Needs to Improve 
Planning and Coordination for the Protection and Evacuation of U.S. Embassies and U.S. 
Citiz:ens", (Project No. D2015-DOOORE.0008.000) ' 

I. Reference: (a) Department of Defense Inspector General, Draft Report, (S) (Project No. 
D20 I 5-DOOORE.0008.00) 

2. (U) DoDIG Recommendations: 

a. (U) We recommend that the Commander, U.S. Africa Command in cooperation and 
coordhialion with the Joint Staff, develop embassy protection a11d cv11cuation guidance that 
clarifies and defines roles and responsibilities for U.S. Africa Command's New Nonna! and 
noncombatant evacuation operations planning in the current New Nonna! threat environment. 

b. (U) Incorporate the increased role ol'New Nonnal for noncombatant evacuation 
operations planning requirements. Coordinate with the Joint Staff and Department of State to 
establish a joint memorandum for updating Emergency Action Plans within the U.S. Africa 
Command area or responsibility with critical and required New Normal and noncombatant 
evacuation operations infonnation. The agreement should identify specific critical elements 
within DoD protection and evacuation plans and required by DoD guidance that are to be 
inch1ded in the eincrgency action plans. 

USAFRICOM Response: (U) Concurs with comment. We recommend that the 
JS coordinate with OSD and DoS to establish a joint memorandum. It is not tltc 
Combatant Command's responsibility to coordinate the activities ol'Secrctary-lcvel 
headquarters. 

8ESAE;'f" Classifl11d by: POUSO (Pl 
Derived from: Mulllple SOUl'CJ!S 
Oeclasslly On: 20391020 

SECRET//~•OFOR~~ 

(U) Management Comments 

. (U) Management Comments 
1 ·- ,_ -· ·, ::-,~-"···-·-·-· ._ ,.,..: , •• ,; •.•. ,,:;.-: =~:~.· ,_.· ~.-, ···~". · .. ··,,: --~--~-:.:, ,. :·.:..:.-~_...:.....:..:~ ~-:--.. ::.:::c· .:,::· -.-· · ··::.. ·: ·: ~:·::;:: :-'···'-· .,. , ---•.:·,•.; ._;,-.: ·.-:·-.,~ .. ::, ,:,;.- :--.'. ,,..--:-. . .. -. · ·- ·.-·.·-· · - ·· • , -· • · · · ··· ·,. •· ·- -

(U) Commander, U.S. AFRICOM 

0001G-2016-024 1 m 
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Final Report 

Reference 

Renumbered draft 

Recommendations 

l.a(l) and l.a(2) as 

Recommendations 

l.a 11nd l.b 

Redirected and 

Renumbered draft 

Recommendation 

1.b as 

Recommendation 2 



8E8AET 

c. (U) Review Emergency Action Plans, in whole, f!)r adequacy of supporting military 
operations and 11cc011111 for critical and required DoD New Nonnal and noncombatant evacuation 
operations information. Document and coordin11te the rcsulls of the reviews to the Chiefs of 
Mission. 

Allaclunent(s) 

'j;,'~:t4:f 
~;~~:GSLEG 
Major General, USAF 
Chief of Staff 

I. Announcement Mcmo-D20 I 5-DOOOORE-0008 
2. GAO;IS-219-C 

2 
liiliGAli"f 
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(U) Management Comments 

(U) Commander, U.S. AFRICOM (cont} 
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(U) Classified Sources 

(U) Classified Sources 

(U) Department of Defense. Joint Staff. New Normal Global Unrest EXORD. 

April 12, 2013. Declassify on: April 31, 2023 (S) 

(U) Department of Defense. U.S. Africa Command. USAFRICOM New Normal EXORD 001. 

April 26, 2013. Declassify on: April 26, 2023 (S) 

(U) Department of Defense. U.S. Africa Command. USAFRlCOM New Normal EXORD 002. 

October 7, 2014. Declassify on: October 7, 2039 (S) 

~) \FRICmI (b) ill H) IJ52G ,cc l 4{o) OSDJlS {bi (I) EO IJ;C'o sec 14,_) 1-l(s) 

January 15, 2015. Declassify on: 

January 15, 2040 (S//NF) 

(U) Department of Defense. U.S. Africa Command. CON OPS Level II 

· WIJ.PWff March 2014. Declassify on: March 21, 2039 (S//NF) 

BP!PWlfllff 

(U) Department of Defense. U.S. Africa Command. J3. Operation Oaken Sonnet. 

December 17, 2013, Declassify on: December 17, 2038 (S//NF) 

-\fRICO~I (bi ill EO 1J,2e,"ee I 4(c) OSDJS (bl\) EU i<'lo soc 14(.1) 141:;I 

January 23, 2013. Declassify on: January 23, 2038 

(S//NF) 

(U) Government Accountability Office. Report No. GA0-1S--219C, "Interagency 

Coordination, DoD and State Need to Clarify DoD Roles and Responsibilities to Protect 

U.S. Personnel and Facilities Overseas in High-ThreatAreas." March 2015. Declassify on: 

October 20, 2039 (S//NF) 
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(U) Acr:onyms and Abbreviations 

(U) Acronyms and Abbreviations 

AFRICOM U.S. Africa Command 

AOR Area of Responsi.bility 

COM Chief of Mission 

CONOPS Concept of Operations 

CONPLAN Concept Plan 

DOS Department of State 

EAP Emergency Action Plan 

EXORD Execute Order 

GAO Government Accountability Office 

NEO Noncombatant Evacuations Operations 

NN New Normal 

OSD(P) SOLIC/SHA Office of the Under Secretary of Defense Policy, Special Operations/Low .Intensity 
Conflict, Stability and Humanitarian Affairs 

DODIG-2016-024 I 21 
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Whistleblower Protection 
U.S. DEPARTMENT OF DEFENSE 

The Whistleblower Prdtection Enhancement Act of 2012 requires 
the Inspector General to designate a Whfstleblower Protection 

. _ Ornbuclsrncm to educate agency employees about prohibitions 
on retaliation, and rights and remedies against retaliation for 

 pn1tect~d disclosures. The designated ombudsman Is the DoD Hotline 
Ditector. for more information on your rights and remedies against 

retaliation, visit www.dodlg.mil/programs/whistleblawer: 

·
··--•._ 

For . . . . more . . . information 
' 

about DoD IG 
-reports or activities, please contact us: 

Congressional Liaison 
congressional@dodig.mil; 703.604.8324 

Media Contact 
public.affairs@dodig.mil; 703.604.8324 

Monthly Update 
dodigconnect-request@listserve.com 

· Reports Mailing List 
dodig_report@listserve.com 

Twitter · 
twitter.com/DoD_IG 

DoD Hotline 
dodig.mil/hotline 
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