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December 18, 2015 

{U) Objective 
(U) To determine whether DoD developed 
sufficient cyber range capabilities to satisfy 
the demand for cyber exercises. 

{U) finding 
(U / ~ DoD is experiencing an increase 
in the demand for its cyber range 
capabilities from the Cyber Mission Force 

· and the acquisition community. However, 
capabilities and capacity at the four DoD 

. Enterprise Cyber Range Environment 
(DECRE) cyber ranges have not been fully 
developed to meet the increasing DoD 
demand. This occurred because: 

• (U / ~ U.S. Cyb er Command 
(USCYBERCOM) and DECRE cyber 
range officials had not effectively 
collaborated to define Cyber 
Environment Requirements for 
the Cyber Mission Force, and 

• (U/ ~ DECRE Senior 
Steering Group had not developed 
a comprehensive plan of action 
and milestones (POA&M) to 
prioritize and address increasing 
demands from the Cyber Mission 
Force and the acquisition 
community. 

E5/;'RHls :P8 fl/HY, As a result, the Cyber 
Mission Force teams may not achieve full 
operational capability negatively impacting 

Visit us on the web at www.dodig.mil 

E5;';'RE1s :P8 FVE'f3 theDoD operational cyber mission. In addition, new 
equipment and systems going through the acquisition process may not 
receive timely test and evaluation, which may increase acquisition 
program costs and place quality at risk. 

(U / ~ On April 17, 2015, the DECRE Requirements Working Group 
issued a report based on their assessment ofUSCYBERCOM's functional 
Cyber Environment Requirements to determine the timeframes and 
resources needed to fulfill them. Additionally, the DECRE Requirements 
Working Group will publish biannual reports reevaluating DECRE's status 
in fulfilling USCYBERCOM's Cyber Environment Requirements. Therefore, 
we are not making recommendations to USCYBERCOM and DECRE on the 
need to further collaborate on requirements. 

(U) Recommendation 
(U/ ~ We recommend that the Chairman of the DECRE Senior 
Steering Group develop and implement a comprehensive POA&M that 
would fulfill and prioritize the user requirements collected from the 
Requirements Management Process. Specifically,, this POA&M should 
address the capability and capacity needs of the DoD cyber range user 
community and de-conflict competing user requirements. In addition, the 
POA&M would address the delivery of fully developed cyber range 
capabilities and capacity to the Cyber Mission Force and the acquisition 
community in a timely manner. 

(U) Management Comments and 
Our Response 
(U/ ~ The Chairman of the DECRE Senior Steering Group agreed to 
develop and implement a POA&M and included one in his response. 
However, the POA&M only partially addressed the recommendation. 
Therefore, we request that the Chairman of the DEC RE Senior Steering 
Group provide comments on the final report by January 19, 2016. Please 
see the Recommendation Table on the next page. 
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(U) Recommendation Table 
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INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 
4800 MARK CENTER DRIVE 

ALEXANDRIA, VIRGINIA 22350-1500 

December 18, 2015 

MEMORANDUM FOR COMMANDER, U.S. STRATEGIC COMMAND 
COMMANDER, U.S. CYBER.COMMAND 
DIRECTOR, DEFENSE INFORMATION SYSTEMS AGENCY 
DIRECTOR, JOINT STAFF 
DIRECTOR, TEST RESOURCE MANAGEMENT CENTER 

SUBJECT: (U//F8H8) DoD Cyber Range Capabilities Not Fully Developed to Meet 
Increasing Demand (Report No. DODIG-2016-032) 

(U //F8ff8) We are providing this report for your review and comment. DoD is experiencing an 
increase in the demand for its cyber range capabilities from the Cyber Mission Force and the 
acquisition community. However, capabilities and capacity at the four DoD Enterprise Cyber 
Range Environment (DECRE) cyber ranges have not been fully developed to meet the increasing 
DoD demand. We conducted this audit in accordance with generally accepted government 
auditing standards. 

(U) We considered management comments on a draft of this report when preparing the final 
report. Comments from the Chairman of the DECRE Senior Steering Group partially addressed the 
recommendation. DoD Instruction 7650.03 requires that recommendations be resolved promptly. 
Therefore, we request that the Chairman of the DEC RE Senior Steering Group provide comments on 
the final report by January 19, 2016 .. Comments provided on the final report must be marked and 
portion-marked, as appropriate, in accordance with DoD Manual 5200.01. 

(U) Please send a portable document format (PDF) file containing your comments to 
DoD 01(1 (b) ((1) Copies of your comments must have the actual signature of the 
authorizing official for your organization. We cannot accept the /Signed/ symbol in place of the 
actual signature. If you arrange to send classified comments electronically, you must send them 
over the SECRET Internet Protocol Router Network (SIPRNET). 

(U) If you consider any matters to be exempt from public release, you should mark them clearly for 
Inspector General consideration. We appreciate the courtesies extended to the staff. Please direct 
questions to me at DoD OIG (b) (ii) 

Carol N. Gorman 
Assistant Inspector General 
Readiness and Cyber Operations 
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(U) Introduction 

{U) Objective 

(U) lnirnduction 

(U) Our audit objective was to determine whether DoD has developed sufficient cyber 

range capabilities! to satisfy the demand for cyber exercises. For the purposes of this 

audit, we focused on the four DoD Enterprise Cyber Range Environment (DECRE) cyber 

ranges. See Appendix A for a discussion of our scope and methodology. 

{U) Background 
(U//FQWQ) The DoD Test Resource Management Center, Cyber Range Interoperability 

Standards Working Group defines a cyber range as a designated set of capabilities to 

create the environment2 needed to conduct a cyberspace exercise. Multiple cyber 

ranges can connect to create one environment for a cyberspace exercise. 

(U) The Senate Report 112-173, June 4, 2012, that accompanied the National Defense 

Authorization Act (NDAA) for FY 2013, identified DoD's need to invest in cyber range 

capabilities. The Senate Report also stated that despite the importance of cyber range 

capabilities, comprehensive oversight and strategic planning for DoD cyber ranges did 

not exist. 

(U) The following year, the NDAA for FY 2014,3 Public Law 113-66, December 26, 2013, 

required the Secretary of Defense to establish a Principal Cyber Advisor to supervise 

cyber operations and serve as the principal advisor on military cyber forces and 

activities. In addition, the NDAA for FY 2014, stated the Principal Cyber Advisor 

would provide oversight of cyber activities related to offensive missions and oversight 

of policy and operational considerations, resources, personnel, and acquisition 

and technology. 

(U) Further, the NDAA for FY 2014, required the Secretary of Defense to review existing 

cyber ranges and adapt one or more such ranges to support the training and exercises 

of cyber units. In February 2014, the Assistant Secretary of Defense for Homeland 

Defense testified to the Senate Armed Services Committee that the DECRE governance 

body would review and oversee DoD cyberrange activities. In March 2014, the DECRE 

Governance Charter was finalized. The charter described the DECRE governance body 

1 (U) The Cyber Range Interoperability Standards Working Group defines a capability as a service, technique, or asset(s) that 
addresses a specific need. Capabilities can be integrated with other capabilities to create an environment. 

2 (U) U.S. Cyber Command defines an environment as the capability and capacity needed to accomplish either test and 
evaluation or training and exercise activities. 

3 (U) Section 932, Page 830 

DODIG-,0!6-03), It 
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(U) lntrod1tclio11 

(U) as DoD's principal forum established to unify DoD cyber range capabilities, reduce 

duplication of efforts, and optimize use of limited resources. The DECRE governance 

body is comprised of the Senior Steering Group (SSG) and separate Working Groups 

(WG). The DEC RE SSG and WGs are made up of the following voting members: U.S. 

Strategic Command; Joint Staff OS) Force Development (J7); JS Command, Control, 

Communications, and Computers (C4) Cyber Directorate (J6); Office of the Director, 

Test Resource Management Center; and the Office of the Director, Defense Information 

Systems Agency. The DECRE SSG and WGs also have 17 non-voting members. 

(U) On July 17, 2014, the Secretary of Defense designated the Assistant Secretary of 

Defense for Homeland Defense as the Principal Cyber Advisor.4 

(U) DECRE Cyber Ranges and Cyber Range Users 

(U//f9W93 The DECRE Governance Charter identifies the following four cyber ranges 

as part of the initial DECRE enterprise architecture: 1) Joint Information Operations 

Range (JIOR); Norfolk, Virginia; 2) DoD Cyber Security Range (CSR),!l'lf!'fT 
- 3) National Cyber Range (NCR), Orlando, Florida; 4) Command, Control, 

Communications, and Computers Assessment Division (C4AD), Suffolk, Virginia. 

Although other DoD-sponsored cyber ranges exist, DECRE selected these four cyber 

ranges5 to deliver unified capabilities to the joint DoD community. According to the 

"Resource Management Decisions for the FY 2014 Budget Request," April 10, 2013, DoD 

planned to invest in the four DECRE cyber ranges to increase cyber capability 

development, assessments, and training. Specifically, from FY 2014 through 2018, DoD 

budgeted an additional $172.3 million in the four ranges to support additional cyber 

events, transition NCR6 capabilities for continued DoD use, and to fund civilian billets. 

4 (U) Secretary of Defense Memorandum, "Designation of the DoD Principal Cyber Advisor," July 17, 2014. 

s (U/~ Each DECRE cyber range has a unique functional capability or the ability to develop a functional capability 
according to customer requirements. For example, JIOR's primary functional capability is a secure, accredited closed-loop 
network. DoD CS R's primary functional capability is the replication of the DoD Information Network. C4AD's primary 
functional capability is the command and control and cyber environment. NCR's functional capabilities are created and 
developed according to customer requirements. All of these functional capabilities combined together may form an 
environment for an exercise or test & evaluation event. 

6 (U/~ The Defense Advanced Research Projects Agency transferred the NCR to the Test Resource Management Center 
in FY 2012. 

DOili(; 2016-032 I z 

SECRET//NOFORN 



SECRIET//NOFORN 
(U) Introclucl.ion 

(S;';'REb TS HS1t, FYEY) The major DECRE cyber range users include the DoD Cyber 

Mission Force (CMF) and the acquisition community. The CMF uses cyber range 

environments to: 1) conduct mission rehearsals; 2) conduct test and evaluation of cyber 

capabilities; 3) train and exercise the 133 CMF teams. The acquisition community uses 

cyber ranges to conduct developmental and operational testing of systems going 

through the acquisition process. 

(U} Cyber Mission Force Teams 
(8;';'RIH5 TQ WE.A, FVEY) On March 6, 2013, USCYBERCOM issued Task Order 13-0244, 

"Establishment and Presentation of Cyber Mission Force in FY 2013," establishing the 

CMF. According to the USCYBERCOM's Task Order 13-0244, The CMF's mission is to 

defend the nation in response to foreign hostile action or imminent threats in 

cyberspace. When fully staffed, the CMF will be composed of 6,187 cyber personnel in 

133 different teams: 

• (8/;'REr. TQ WE./., Fl}EY) 13 National Mission Teams; 

• (8/;'REr. TQ WE.A, FVEY) 68 Cyber Protection Teams; 

• (S;';'REr. TS HS/., FVEY) 27 Combat Mission Teams; 

• (S;';'REri TS HSft, FVEY) 8 National Support Teams; and 

• (S;';'REri TS HS/1, FVEY) 17 Combat Support Teams. 

(S;';'REr. TQ WE.A, FVEY) According to the "Execute Order to Implement Cyberspace 

Operations Command and Control Framework," June 21, 2013, issued by the 

Chairman of the Joint Chief of Staff, the CMF is expected to achieve full operational 

capability (FOC) by the end of FY 2016.7 

(8,';'Rli!.r. +Q W8A, li'Yli!.Y) To achieve certification and FOC status, the CMF teams are 

required to participate in joint cyber exercises ( e.g. Cyber Flag, Cyber Guard, Cyber 

Knight or similar exercises) and complete other training requirements. 

7 (U/~ See section on Recent Initiatives Impacting Cyber Ranges that identifies a new FOC date of FY 2018. 
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(U) I11trorl11ciio11 

(U) Review of Internal Controls 
(U//F6t;6) DoD Instruction 5010.40, "Managers' Internal Control Program 

Procedures," May 30, 2013, requires DoD organizations to implement a comprehensive 

system of internal controls that provides reasonable assurance that programs are 

operating as intended and to evaluate the effectiveness of the controls. We found that 

DECRE cyber range capabilities and capacity were not fully developed to meet the 

i~creasing demand from the CMF and the acquisition community. However, during the 

audit timeframe, USCYBERCOM and DECRE cyber range officials collaborated to assess 

DECRE's capabilities to meet USCYBERCOM's requirements. Also, USCYBERCOM and 

DECRE are pursuing solutions to ensure there is adequate cyber range capacity to meet 

the concurrent demands from the CMFs and the acquisition community. As a result of 

USCYBERCOM and DECRE's current actions and plans, we are not identifying the 

deficiencies in this report as internal control weaknesses. 

DODIG-2016-032 I ,1 
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(U) Finding 

(U) Finding 

(U//FOUO} DoD Cyber Range Capabilities and 
Capacity Not fully Developed to Meet Increasing 
DoD Demand 
(U//F8H8) DoD is experiencing an increase in the demand for its cyber range 

capabilities from the CMF teams and the acquisition community. However, 

capabilities and capacity at the four DECRE cyber ranges have not been fully 

developed to meet the increasing DoD demand. This occurred because: 

• (U//fQWQ) USCYBERCOM and DECRE cyber range officials did not effectively 

collaborate to define Cyber Environment Requirements (CER) for the CMFs, 

and 

• (U//F8H8) DECRE Senior Steering Group did not develop a comprehensive 

plan of action and milestones (POA&M) to prioritize and address increasing 

demands from the CMF and the acquisition community. 

~S;'/REb 'f8 HS.A:, FYEY) As a result, there may not be sufficient opportunity for the 

DoD CMF teams to achieve FOC by the end of FY 2016,B which will negatively impact 

the DoD operational cyber mission. In addition, new equipment and systems going 

through the acquisition process may not receive timely test and evaluation (T&E), 

which may increase acquisition program costs and place quality at risk. 

(U/ /FOUO) CMf1s Increasing Demand for Cyber Range 
Capabilities 
(S/;'RE:b TQ Weft, fVEY) The demand for cyber range capabilities from the CMF teams is 

significantly increasing. On December 11, 2012, the Deputy's Management Action 

Group9 approved the Cyberspace Force Presentation Model, which established the 

DoD CMF. By FY 2016, the Services plan to field 133 CMF teams comprised of 6,187 

cyber warriors. The CMF teams began forming and training in March 2013. 

8 (U/~ See section on Recent Initiatives Impacting Cyber Ranges that identifies a new FOC date of fY 2018. 
9 (!;/YF\~L Hl; tt!J!i, @;ldJ, IJi!L, !!BF\, t!J!iA) Chairman of the Joint Chiefs of Staff, "Execute Order to Implement Cyberspace 

Operations Command and Control Framework," June 21, 2013. 

DODIG-2016-037 I ci 
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(U) Findin8 

(U / ;'F8H'8) The CMF teams are trained under the CMF Training Model described in 

USCYBERCOM's "Cyber Force Concept of Operations & Employment," Annex C, 

March 31, 2014. The CMF Training Model has four phases: Phase I (Feeder Training); 

Phase II (Foundation Training); Phase III (Collective Training); and Phase IV 

(Sustainment). Phase III (Collective Training) requires each CMF team to complete a 

joint cyber exercise such as Cyber Flag, Cyber Guard, Cyber Knight or similar exercises 

for certification leading to FOC. After the initial certification, CMF teams are required to 

be annually re-certified in their skills and abilities under Phase IV (Sustainment). To be 

re-certified, CMF teams are required at a minimum to complete another annual joint 

cyber exercise. 

(U//F8H'8) According to JS J7's JIOR CMF Cyber Environment Enhancement Issue 

Paper, September 2014, the requirement to annually certify and re-certify 133 teams 

will cause the number of joint cyber exercises to increase to a steady state of 

133 exercises per year in FY 2017, a 71 percent increase in training requirements from 

FY 2013. 

(U/ /FOUO) Acquisition Community,s Increasing 
Demand for Cyber Range Capabmties 
(U j/F8H'8) The increasing demand for cyber range capabilities from the acquisition 

community comes from three main sources: 1) developmental testing, 2) operational 

testing, and 3) Combatant Command cyber assessments. 

(U//F8H'8) Based on the Office of the Deputy Assistant 

Secretary Defense (DASD) for Communications, 

Command and Control, and Cyber Business (C3CB)'s 

10 (U/ ~ Office of the DASD C3CB's Data Collection, Modeling & Analysis, September 2, 2014. 

§EEIU.T//NOFORN 
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Developmental Testing 

------------------
Operational Testing 

Combatant Command 
Cyber Assessments 

Total 

5ECRE'f//N8fORN 
(U) Finding 

Table 1: (U//PBf:ffJj Projected Acquisition Community Demand for Cyber T&E 

Source: (U) Draft - Data Collection, Modeling & Analysis for DECRE Working Group Briefing, 
September 2, 2014 ~ 

(U//F8H83 Developmental testing requires cyber range capabilities to conduct 

vulnerability assessments, and operational testing uses cyber range capabilities to 

conduct tests for connectivity, risk reduction, pilot testing, and other types of tests. 

Combatant Command cyber assessments require cyber range capabilities to 

demonstrate their ability to accomplish critical missions in contested cyber 

environments. 

(U//F8l:-J8) The increasing demand for acquisition program T&E events is being driven 

by DoD Instruction 8510.01, "Risk Management Framework (RMF)11 for DoD 

Information Technology," March 12, 2014. DoD Instruction 8510.01 states that the RMF 

applies to the acquisition processes for all DoD information technology systems that 

receive, prncess, store, display, or transmit DoD information. DoD Instruction 8510.01 

requires RMF testing activities to be initiated as early as possible in the DoD acquisition 

processes to increase security and decrease cost. Because these tests are required 

earlier in the acquisition process, the amount of testing needed for DoD acquisition 

programs has increased. 

(U//FQH93 The increase in Combatant Command cyber assessments is driven by 

Congressional directives and DoD guidance. On June 25, 2002, the House of 

Representatives' Committee on Appropriations directedlZ each Combatant Command 

and Service to evaluate interoperability and information assurance during major 

11 (U) Committee on National Security Systems Instruction 4009, "National Information Assurance Glossary," April 26, 2010, 

defines the RMF as a structured approach used to oversee and manage risk for an enterprise. 

12 (U) House of Representatives, Committee on Appropriations, Report 107-532, "Report of the Committee on 

Appropriations," June 25, 2002, Title IV., "Information Assurance Testing", Page 317. 

DODIG-2016-032 I 'I 
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(U) [!inding 

(U//F8H8) exercises. On February 11, 2011, the Chairman of the Joint Chiefs of Staffs 

"Execute Order to Incorporate Realistic Cyberspace Conditions Into Major DoD 

Exercises," required Combatant Commands to incorporate realistic cyberspace 

conditions into major exercises. In accordance with these requirements, the Office of 

the Director for Operational T&E stated13 they plan to DoDOIC, th)(") 

An official from the Office of the Director for Operational T&E also 

confirmed o~,o OIG (h) (°') of Combatant Command cyber assessments from 

FY 2015 through FY 2019. 

(U //F9W9) Based on the requirement to train, certify and re-certify 133 CMF teams and 

the need to support the increase in events from the acquisition community, the DECRE 

cyber range capabilities and capacity will be exceeded and are not fully developed to 

meet this demand. 

(U//FOUO) DECRE Cyber Range Capabilities and 
Capacity Not Fully Developed 
(U//fBHBj The four DECRE cyber ranges do not have the 

capability and the capacity to meet the demand from the 

CMF and the acquisition community from FY 2015 

through •. Specifically, the DECRE Requirements 

Working Group (DRWG)14 identified several needed 

capabilities and refinements to support USCYBERCOM's 

training and exercise priorities. Also, the DECRE cyber 

ranges confirmed their need for additional capacity to meet the increasing demand from 

the CMF and the acquisition community. 

{U//FOUOj DECRE Cyber Range Capabilities Not Fully 
Developed to Support USCYBERCOM 
(U/,'F9W9) Specific capabilities are not fully developed to support USCYBERCOM's 

training and exercise priorities. For example, the DRWG's Assessment ofUSCYBERCOM 

Cyber Range Environment Requirements15 reported the need to develop more realistic 

13 (U/~ Director, Operational T&E, "Cyber Assessment Issue Paper," Submitted in FY 2014. 

14 (U/ ~ The DECRE implemented the DRWG to address and respond to requirements from th~ cyber range user 
community. 

5 1 (U/~ DECRE Requirement Report, "Assessment of USCYBERCOM Cyber Range Environment Requirements," issued 
April 17, 2015. 
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(U) Finding 

(U//FQWQ) cyber range environments including greater increased content and volume 

of traffic generation. The DRWG also stated that automated or semi-automated 

replications of opposing forces are needed to support the CMF training demand. 

Further, the DECRE cyber ranges lack the ability to create and store environment 

templates for rapid use and re-use through a common enterprise process. Lastly, the 

report stated additional functionality is required to rapidly provide, configure, and 

re-configure cyber range environments to support different scenarios for multiple 

training events in a short period of time with the ability to rapidly reset and restore the 

environment during an event. 

(U//F8t;83 NCR officials also expressed specific challenges in developing blue, red, and 

gray environments16 which were confirmed by DRWG's Assessment. Additionally, NCR 

officials confirmed that 

{U/ fFOl::JO) DECRE Cyber Range Capacity Cannot Support 
Increasing Demand 
(!s;';'fiEb 'J!Q Wls."1:1 FVEY) DECRE cyber ranges do not have sufficient capacity to satisfy 

the growing demand to train, certify, and re-certify the CMF and the acquisition 

community. To execute a joint cyber exercise, USCYBERCOM generally requires support 

from one or more of the four DECRE cyber ranges. We reviewed three Cyber Guard and 

three Cyber Flag joint cyber exercises from FY 2012 through 2014. 

(63 Of the exercises reviewed, two or more ranges provided support in five of the six 

cyber exercises. Specifically, the DECRE cyber rangest7 provided hardware, software, 

and personnel to support each joint cyber exercise. 

~ DECRE cyber range capacity is impacted by the length of a joint cyber exercise. 

According to a USCYBERCOM official, planning between USCYBERCOM, DEC RE cyber 

range officials and other participants can range from 8 to 12 months for a major joint 

cyber exercise (such as Cyber Flag, Cyber Guard, Cyber Knight or similar exercises). 

Depending on the complexity of a joint cyber exercise, planning can take as much as 18 

months until execution. For example, a USCYBERCOM official stated that Cyber Guard 

14-1 took 10 months from planning to execution. The official also stated that Cyber 

Guard 14-1, like most joint cyber exercises, required detailed planning around exercise 

16 {U) The blue environment represents the DoD Information Network and US critical infrastructures. The red environment 
represents the potential adversary's network. The gray environment represents the internet including internet traffic 
and websites. 

17 {U/ ~ C4AD did not support Cyber Guard and Cyber Flag joint cyber exercises because USCYBERCOM did not request 
C4AD's command and control capabilities until FY 2015. 
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(U) Finding 

E63 participants and their locations to develop exercise scenarios that were realistic to 

meet joint cyber exercise objectives. 

(U //F8H83 According to the Cyber Flag 15-11s After Action Report, the requirement for 

CMF collective training far exceeds the number and scope of training events 

USCYBERCOM and the Services currently deliver. The After Action Report also states 

that the current USCYBERCOM exercise environment is unstable and unreliable for 

major exercises and sustained collective training. In addition, an exercise such as Cyber 

Flag is one of the few venues where CMF teams can come together and conduct 

collective training. During informal polling of the Cyber Flag 15-1 training audience, 

observer-controllers found few teams had the opportunity to conduct collective training 

prior to Cyber Flag 15-1. Further, large-scale exercises like Cyber Flag or Cyber Guard 

are too infrequent and often lack sufficient capacity and capability to satisfy the 

growing demand for CMF training. 

(U //F8H83 With respect to the acquisition community, officials from the Office of the 

DASD for Developmental T&E stated that the length of a T&E event varies depending on 

the complexity of the event. The "T&E Management Guide," December 2012, describes 

the T&E process for testing events. Each T&E event begins with identifying critical 

issues and data requirements. Afterwards, the pre-test analysis determines specific 

aspects of the event including how to set up the test environment. Tests are then 

planned and executed to obtain sufficient data to support analysis. In the last stages of 

the T&E process, the data is analyzed to form conclusions, which help decide a proper 

course of action. If additional requirements for test data are identified, then the T&E 

process is repeated. DASD for Developmental T&E officials stated that this process can 

take anywhere from weeks to months. 

(U//F8H83 DECRE cyber range officials confirmed the lack of capacity to support the 

increasing demand from the CMF and the acquisition community. Specifically, JIOR 

officials stated that based on the increasing CMF training timeline and requirements, 

existing JIOR capacity will not be able to meet the increased demand. In addition, NCR 

officials stated the increasing demand from CMF and the acquisition community will 

outstrip their existing resources for both capability and capacity in the near future, and 

that their existing capacity will be exceeded in FY 2015 and significantly exceeded in 

FY 2016. 

rn (U/~ Cyber Flag 15-1 was executed between October 27, 2014, and November 7, 2014, at Nellis Air Force Base 

In Nevada. 
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(U/ /FOUO) lack of Collaboration and a POA&M 
(U //F8H8) Capabilities and capacity at the 

four DECRE cyber ranges have not been fully 

developed to meet the increasing DoD 

demand because of ineffective collaboration 

between USCYBERCOM and DECRE and the 

lack of a POA&M to prioritize and address 

competing demands. 

(U//FOUOJ USCYBERCOM and DECRE Cyber Range Officials 
Did Not Effectively Collaborate 
E5;';'RElb 'f8 H5!., AH5, E/,Pl, 68R, PlZb) Collaboration between USCYBERCOM and 

DECRE cyber range officials to develop USCYBERCOM's CER was ineffective. 

USCYBERCOM's CER is a document listing USCYBERCOM'.s requirements for a cyber 

range environment to conduct multiple types of events including mission rehearsals, 

Tactics, Techniques, and Procedure development, training and exercises for the CMF, 

T&E, and science and technology activities. In a June 5, 2014 e-mail, USCYBERCOM 

asked DECRE cyber range officials for input on the May 15, 2014 CER draft. 

Additionally, USCYBERCOM required input by June 11, 2014 from DECRE19 cyber range 

officials. However, only C4AD provided a response in that time frame. 

E5;'/RElb 'fQ H5A, AH5, €API, 68R, PIZb) JIOR officials.stated that they did not respond 

because they believed the intent of USCYBERCOM's input request was "to ensure the 

requirements were generally worded appropriately" and "the requirements actually 

applied to the cyber environments that the DECRE, and its members are responsible for 

maintaining and improving." Included in their input, C4AD suggested the requirements 

should be categorized to support further analysis and decrease redundancies. Also, 

C4AD officials made recommendations for three additional command and control 

requirements to be added. As a result, comments from only one of the DECRE cyber 

ranges were included in the August 8, 2014 release of the CER. 

(U//F8H8) Previous collaboration between USCYBERCOM and DECRE cyber range 

officials for joint cyber exercises from FY 2012 through 2014 resulted in coordinated 

capabilities. For example, from FY 2012 through 2014, USCYBERCOM and DECRE cyber 

range officials participated in regular planning conferences to define exercise 

19 (U/ ~ DECRE was established in March 2014, three months from when USCYBERCOM first requested official input 
from the DECRE cyber ranges about the May 2015 draft of the CER. 
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(U //F8ff8} requirements for Cyber Guard, Cyber Flag or similar exercises. As a result, 

DECRE cyber range officials developed cyber range capabilities for each joint cyber 

exercises (See Appendix B for joint cyber exercises from FY 2012 through 2014). 

Understanding USCYBERCOM's functional capability and capacity requirements earlier 

may have enabled the DECRE cyber range officials to start developing their capabilities 

sooner and to better plan for the increasing demand. The importance of the 

USCYBERCOM's CER called for a greater need to identify, plan and develop the 

requirements ahead of time in coordination with the DECRE cyber range officials. 

(U//F8W83 During our audit, USCYBERCOM and DRWG began to fully collaborate and 

analyze USCYBERCOM's August 2014 version of the CER. The DRWG developed 

Requests for Information to help build USCYBERCOM's network and supporting 

infrastructure. The DRWG coordinated with USCYBERCOM's subject matter experts in 

late January 2015 to ensure agreed understanding of the requirements so DECRE could 

request additional resources. 

(U//1ZQWQ3 As of April 17, 2015, the DRWG issued a report based on their assessment of 

USCYBERCOM's functional CER and responses from USCYBERCOM on DECRE's 

Requests for Information. The report categorized the requirements and assessed which 

requirements could be fulfilled now, which could be developed in a relatively short 

period, and which would require substantial new resources to develop. The DECRE 

Chairman sent the report to USCYBERCOM initiating discussion on how to proceed with 

fulfilling USCYBERCOM's CER. Finally, the DRWG plans to develop biannual follow-up 

reports reevaluating the status of the DEC RE cyber ranges in developing their 

capabilities to meet USCYBERCOM's CER. We commend USCYBERCOM and DECRE for 

taking these actions and therefore, we are not making recommendations to 

USCYBERCOM and DECRE on the need to further collaborate on requirements. 

{U/ fFOf:JOJ DECRE Started Initiatives But Lacks 
Comprehensive POA&M 

Per OSD IS (b)( I) I -Ha) 
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Figure 1: (U//F'Bf581 DECRE Requirements Management Process 

Source: (U/~ DECRE Senior Steering Group Briefing, November 19, 2014 ~ 

Pc, OSD JS (b) (I) I ...J(,ll 
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(U//F8H83 Despite these initiatives, DECRE does not have a comprehensive plan of 

action to prioritize increasing demands from the CMF and the acquisition community. 

According to a DECRE official, the RMP is a part of the formalized plan to address the 

increasing demand from multiple DoD communities. Additionally, the results of the 

Evaluation of Alternatives will help DECRE officials identify and address cyber range 

capability and capacity gaps. However, the RMP does not specifically explain how 

DECRE will prioritize and meet user needs. The Evaluation of Alternatives may address 

how to prioritize cyber range capabilities and capacity, but as of August 2015, the final 

report had not been issued. 

P¢r OSO lS (bl (11 t -H~I 

(U/ /FOUO) DoD Cyber Mission and Acquisition Events 
May Be Negatively Impacted 
(S;';'R:Eb 'f8 Y.,:SA, FI/EY) Without the fully developed cyber range capabilities and 

capacity to meet the increasing DoD CMF and acquisition program demands, the CMF 

teams may not be able to complete certification events leading to FOC by FY 2016 

(see Recent Initiatives Impacting Cyber Ranges) and acquisition events may be 

negatively impacted. 

(6;'/R:lsl:s 'FQ H6A, FVEY3 If the CMFs do not attain FOC, then USCYBERCOM's mission to 

protect the DoD Information Network, provide support to combatant commands, and to 

defend our nation, may be negatively impacted. 

(U //F6t-J6~ The lack of fully developed cyber range capabilities may also hinder timely 

test and evaluation for new equipment and systems going through the acquisition 

process, which may increase acquisition program costs and place quality at risk. The 

purpose of increased acquisition program testing is to identify cybersecurity 

weaknesses as early as possible in the acquisition process. This will allow for 

acquisition decisions to be made earlier in the process preventing acquisition decision 

delays. In addition, early testing identification will allow for improved mitigation of 

cybersecurity weaknesses avoiding costly redesigns which usually happen later in the 
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(U //F8M8) acquisition process. Further, mitigating cybersecurity weaknesses earlier 

will reduce exploitation risk. DoD OIG (h) (7)1E) 

According to the Director for Operational T&E, the cybersecurity 

weaknesses could have been identified earlier in the acquisition process avoiding costly 

redesigns and acquisition decision delays caused by the mitigation of the cybersecurity 

weaknesses and retesting of the acquisition program. 

(U) Recent Initiatives Impacting Cyber Ranges 
(U//F9W93 The CMF teams are now expected to achieve FOC by FY 2018. According to 

the Honorable Eric Rosenbach's testimony before the U.S. Senate Committee on Armed 

Services, Subcommittee on Emerging Threats and Capabilities on April 14, 2015, 

Mr. Rosenbach stated that once fully manned, trained, and equipped in FY 2018, these 

133 teams will execute their missions with nearly 6, 200 military and civilian personnel. 

(U//F9W93 The DECRE SSG's ability to prioritize cyber range capabilities will be 

impacted by the appointments of the Executive Agents for Training and T&E. According 

to the NDAA for FY 2015,21 the Secretary of Defense, in consultation with the Principal 

Cyber Advisor, shall designate senior DoD officials to act as the Executive Agents for 

Training and T&E. The Training Executive Agent and T&E Executive Agent will be 

responsible for establishing the priorities for cyber ranges to meet Department 

objectives and ensure the cyber ranges meet requirements specified by USCYBERCOM, 

the training community, and the research, development, testing, and evaluation 

community. In addition, these Executive Agents will influence DECRE's cyber range 

investment strategies and funding of DECRE cyber range capabilities for the training 

and T&E communities. As of October 2015, the Secretary of Defense has not designated· 

appointees for the Training Executive Agent and T&E Executive Agent positions. 

21 (U) Public Law 113-291, "Carl Levin and Howard P. 'Buck' McKeon NDAA for FY 2015," December 19, 2014. 
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Our Response 

(U) Chairman of the DECRE SSG Comments 

(U) Finding 

(U//J?Q\.JQ) The Chairman, DECRE SSG, disagreed with the Finding stating specifically 

that he disagreed "with the content and context of the report along with the 

interpretation of the scope of the DECRE governance charter." The Chairman also 

provided line-by-line comments on the draft report to be considered as part of his 

official response. Please see Appendix C for his comments and our responses. 

(U/;'F8H8) In his response, the Chairman stated that DECRE has implemented effective 

business processes since its stand up in March 2014 and that its working groups have 

had excellent participation from multiple DoD stakeholders. He also stated the DECRE 

charter had only been signed six months prior to the start of the audit and that, since 

that time, sub-working groups have been assigned to address gaps and shortfalls. 

(U/;'F8H8) The Chairman reiterated that DECRE cyber ranges have "met every 

capability development, test, training, readiness, or mission rehearsal event 

requirement brought to the DECRE ranges - no one has been turned away." He 

provided a list of the entities in which DECRE has collaborated with to include, the 

Deputy Secretary of Defense for Developmental Test and Evaluation, the Under 

Secretary of Defense for AT&L, Office of the Secretary of Defense for Policy, 

among others. 

(U//F8H8) The Chairman stated that the report's premise was that "collaboration 

between USCYBERCOM and DECRE was ineffective when in fact, collaboration and 

active participation was occurring across the Department." The Chairman specifically 

addressed the CMF requirement, stating that the CMF training needs cannot be met by 

the cyber ranges alone but require facilities, curriculum, and scenario capabilities as 

identified in the USCYBERCOM Persistent Training Environment vision. The Chairman 

added that DECRE requirements for those needs were provided to the DoD higher level 

cyber investment governance boards but that the DECRE requirements had not been 

funded to date. The Chairman offered that collaboration must go beyond USCYBERCOM 

and DECRE to meet CMF training requirements and that funding must be provided. 

(U/;'P8tf8) The Chairman stated that, as directed and funded by the Deputy Secretary 

of Defense, USCYBERCOM and the Joint Staff achieved an initial PTE capability 

in FY 2015 and USCYBERCOM had collaborated with the Joint Staff Suffolk facility to 

meet the near term CMF training needs. Further, the Chairman added that, although 

DECRE has identified and provided FY 2016 and FY 2017 resource issues, "funding 
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(U//F8H8) necessary to meet the DECRE validated requirements has not been 

identified or allocated." 

(U //F8H8) The Chairman requested that the information he provided in response to 

the draft report be used to update the report, to include acknowledging the additional 

stakeholders who can influence DoD capabilities. Lastly, the Chairman requested that a 

comment adjudication session be conducted before the final report is published. 

(U) Our Response 

(U//F8l-J8) Although the Chairman, DECRE SSG, disagreed with the Finding's content 

and context, he reiterated the primary message of our audit report, which is that with 

the increase in the demand for cyber range capabilities, there may not be sufficient 

opportunity for the DoD CMF teams to timely achieve FOC or that new equipment and 

systems may not receive timely test and evaluation. For example, the Chairman stated 

that DECRE requirements for the CMF teams have been submitted but have not been 

funded to date and that although DECRE submitted FY 2016 and FY 2017 validated 

requirements that the "funding necessary to meet those requirements had not been 

identified or allocated." We acknowledge that the lack of funding directly impacts the 

ability for DECRE to meet the increasing DoD demand for cyber range capabilities and 

capacity from the CMF teams and the acquisition community. 

(U//F8H8) With respect to the DECRE governance charter, the information we include 

in the report comes directly from the March 2014 charter. The charter states that the 

DECRE SSG and its separate WGs are D
0

0D's principal forum established to unify DoD 

cyber range capabilities, reduce duplication of efforts, and optimize use oflimited 

resources. Accordingly, in the report, we acknowledged that DECRE implemented the 

DRWG to address and respond to requirements from the cyber range user community. 

We further stated that the DRWG identified several needed capabilities and refinements 

to support USCYBERCOM's training and exercise priorities. 

(U/,'F8l-J8) Regarding DECRE fulfilling requirements, we stated that DECRE cyber range 

officials met the CMF training needs with sufficiently developed capabilities for 

USCYBERCOM's joint cyber exercises from FY 2012 through 2014. 

(U//F8l-JQ) With respect to collaboration, our initial discussion spoke to the lack of 

collaboration between USCYBERCOM and DECRE during the development of 

USCYBERCOM's CER. However, we credit USCYBERCOM and DECRE for collaborating to 

clearly define USCYBERCOM's CER as of April 2015. Because USCYBERCOM and DECRE 

took those actions during the audit, we did not issue a recommendation to 

USCYBERCOM and DECRE concerning collaboration. In fact, we commend 

USCYBERCOM and DECRE in the report. 
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(U//F8H83 We conducted a comment adjudication session with the Chairman on 

October 9, 2015, and discussed technical changes to the report in response to his 

comments. As a result of that meeting, we made certain revisions to the report that are 

included in Appendix C. 

(U) USCYBERCOM Comments 

(U //FOW03 Although not required to comment, the Chief of Staff, USCYBERCOM agreed 

that USCYBERCOM and DECRE cyber range officials had not effectively collaborated to 

define Cyber Environment Requirements for the CMF. 

(U} Recommendation0 Management Comments and 
Our Response 

(U} Recommendation 

(U//FQQ'QJ We recommend the Chairman of the DoD Enterprise Cyber Range 

Environment Senior Steering Group develop and implement a comprehensive 

plan of action and milestones that would fulfill and prioritize the user 

requirements collected from the Requirements Management Process. 

Specifically, this plan of action and milestones should address the capability and 

capacity needs of the DoD cyber range user community and de-conflict competing 

user requirements. In addition, the plan of action and milestones would address 

the delivery offully developed cyber range capabilities and capacity to the Cyber 

Mission Force and the acquisition community in a timely manner. 

(U) Chairman of the DECRE Senior Steering Group Comments 

(U//FOW03 The Chairman, DECRE SSG agreed to develop a POA&M and included one in 

his response. The Chairman's POA&M is a one-page pictorial timeline of DECRE's 

collaboration with USCYBERCOM to define the Cyber Environment Requirements and 

DECRE's efforts to obtain funding through the Program Objective Memorandum cycle 

for FY 2017 and 2018. The POA&M also identifies short and long-term cyber range 

capability gaps that DECRE plans to develop from FY 2017 through 2021. 

(U) Our Response 

(U//FSHS) Comments from the Chairman only partially addressed the intent of the 

recommendation. We commend the Chairman for developing a POA&M. However, the 

POA&M does not address the full intent of the recommendation. Specifically, the 

Chairman did not identify how the DECRE SSG plans to prioritize and de-conflict user 

requirements collected from the Requirements Management Process to address 
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(U //F8{o;'8) capability and capacity needs of the DoD cyber range user community. In 

addition, the Chairman did not establish specific milestones addressing the delivery of 

fully developed cyber range capabilities and capacity to the CMF and the acquisition 

community. Therefore, we ask that the Chairman provide additional comments in 

response to the final report. 
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(U) Appendix A 

(U) Scope and Methodology 
(U) We conducted this performance audit from April 2014 through August 2015 in 

accordance with generally accepted government auditing standards. Those standards 

require that we plan and perform the audit to obtain sufficient, appropriate evidence to 

provide a reasonable basis for our findings and conclusions based on our audit 

objectives. We believe that the evidence obtained provides a reasonable basis for our 

findings and conclusions based on our audit objectives. 

(U) To determine whether DoD had developed sufficient cyber range capabilities to 

satisfy the demand for cyber exercises, we interviewed officials and reviewed policies 

and procedures from the following organizations: 

• (U) U.S. Strategic Command 

• (U) USCYBERCOM 

• (U) Office of the USD for Policy; DASD for Cyber Policy 

• (U) Office of the USD for AT&L; DASD for Developmental T&E 

• (U) Office of the Director of Operational T&E 

• (U) Office of the USD for AT&L; DASD for C3CB 

• (U) Army Cyber Command 

• (U) Fleet Cyber Command 

(U) Additionally, we interviewed personnel and reviewed policies and procedures from 

the four DECRE cyber ranges: DoD CSR, JIOR, C4AD, and NCR to determine: 

• (U) processes to conduct joint cyber exercises; 

• (U) their overall roles and responsibilities; 

• (U) unique cyber range capabilities; 
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• (U) challenges and concerns; and 

• (U) budgeting and funding processes for capability development and conducting 

joint cyber exercises. 

(U//F888) We obtained and analyzed DoD Cyber Range assessments and reports to 

support conclusions made about the four DECRE cyber ranges' ability to meet the 

demands of the user community. 

(U//F888) We determined whether DECRE cyber range capabilities were sufficient to 

meet USCYBERCOM's capability needs during Cyber Flag and Cyber Guard exercises for 

FY's 2012 through 2014. In addition, we determined what capability each DECRE cyber 

range provided Cyber Flag and Cyber Guard from FY's 2012 through 2014. Specifically, 

we analyzed Interconnection Security Agreements and After-Action Reports to verify 

and confirm what capability each cyber range provided. 

EB/;'REb 'f8 85/r, !t85, Et'tN, 8BR, NZb) We also reviewed the following USCYBERCOM 

guidance to determine whether USCYBERCOM had included input from the DECRE 

cyber ranges on USCYBERCOM's CER: 

• (5/;'REb 'f8 85A, !t85, Et'tfi, 8BR, NZb) USCYBERCOM "Cyber Environment 

Requirements", Initial Release 1-Draft, May 15, 2014, Version 0.2 

• (5/;'REb 'F9 SSA, ltW5, EMl, 8BR, NZb) USCYBERCOM "Cyber Environment 

Requirements", Initial Release 1, August 8, 2014, Version 0.5 

{U) Use of Computer-Processed Data 
(U / ~ We did not use computer-processed data for this report. 

{U) Prior Coverage 
(U) During the last 5 years, the Government Accountability Office (GAO) and the 

Department of Defense Inspector General (DoD IG) issued three reports related to DoD 

cyber range capabilities. Unrestricted GAO reports can be accessed at 

http://www/gao.gov. DoD IG reports can be accessed at 

http: //www.dodig.mil/pubs /index.cfm. 
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(U) GAO 

(U) Report No. GA0-11-75, "Defense Department Cyber Efforts: DoD Faces Challenges In 

Its Cyber Activities," July 2011 

(U) Report No. GA0-11-421, "Defense Department Cyber Efforts: More Detailed 

Guidance Needed to Ensure Military Services Develop Appropriate Cyberspace 

Capabilities," May 2011 

(U) DoD 0/G 

E5;'/NF) Report No. DODIG-2015-117, "U.S. Cyber Command and Military Services Need 

to Reassess Processes for Fielding Cyber Mission Force Teams," April 30, 2015 
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(U) Appendix B 

(U/ /FOUO} DECRE Cyber Range Officials Sufficiently 
Developed Capabmties for USCYBERCOM's Joint Cyber 
Exercises from fY 2012-2014 
(U//F8"H8~ From FY 2012 through 2014, DECRE cyber range officials sufficiently 

developed cyber range capabilities to satisfy USCYBERCOM's requirements for joint 

cyber exercises. For joint cyber exercises in which USCYBERCOM requested capabilities 

from the DEC RE cyber ranges, two or more of the DEC RE cyber ranges provided 

capabilities for five out of six joint cyber exercises. Additonally, three of the four DEC RE 

cyber ranges supported USCYBERCOM's annual joint cyber exercises by providing 

hardware, software, or personnel support. The fourth cyber range, C4AD, did not 

participate in USCYBERCOM's joint cyber exercises from FY 2012 through 2014, 

because USCYBERCOM did not request C4AD's command.and control capabilities until 

FY 2015 (Table 2). 

(U / ~ Table 2. Cyb er range capability support provided for joint cyber exercises 

(U) Cyber Flag 12-1 

(U) Cyber Flag 13-1 

(U) Cyber Flag 14-1 X 

L-----------·-----

X X 

---+------+---------~-·---

X 

X ··· 1 

X 

X 

U//f'f!l+t& 
------------·---------~ 
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(U) Appendix C 

(U/ /FOUO) Additional Comments on the Report and 
Our Response 
(U/,'F8"83 The Chairman of the DECRE SSG provided 26 additional comments on the 

draft report as part of his official response. We added reference numbers IG-1 through 

IG-26 for reference purposes on the right side of his comments. See Page 34. A 

summary of the Chairman's comments by reference number and our response follows. 

(U) Management Comments on the Definition of a Cyber Range 

(U//F8"8~ Comment IG-1: The Chairman recommended we replace the "cyber range" 

definition used in the report with the description identified in the memorandum from 

the Under Secretary of Defense for AT&L, "Acquisition Oversight and Integration of 

Department of Defense Cyber Range Infrastructure," May 8, 2015. The memorandum 

describes a cyber range as the "DoD cyberspace range infrastructure supporting T&E, 

training, exercises, experimentation, mission rehearsals, science and technology, and 

research and development." 

(U) Our Response 

(U//F8W8) During the audit, DECRE cyber range officials provided the definition from 

the DoD Test Resource Management Center, Cyber Range Interoperability Standards 

Working Group, which defines a "cyber range" as a designated set of capabilities to 

create the environment needed to conduct a cyberspace exercise. The memorandum 

from the Under Secretary of Defense for AT&L, "Acquisition Oversight and Integration 

of Department of Defense Cyber Range Infrastructure," May 8, 2015, describes the 

missions that cyber ranges will support. However, the memorandum does not define a 

cyber range. Therefore, we did not revise the report. 

(U) Management Comments on DECRE's Background 

(U//F8W8) Comment IG-2: The Chairman recommended we add the following 

information to our report: "In response to the Fiscal Year 2011 NDAA, Section 933, the 

Department established the Cyber Investment Management Board to facilitate 

alignment of Department cyber activities across science and technology, requirements, 

acquisition, development, T&E, and sustainment. As an advisory board to key senior 

level Department decision-making bodies, the Cyber Investment Management Board 

serves to ensure cyber investments are effectively planned, executed, and coordinated 

across the Department." 
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(U) Our Response 

(U//F8l-J8) Our report referred to the fact that as early as the NOAA for FY 2013, 

Congress identified the need to invest in cyber range capabilities. The Chairman's 

comment addressed a timeframe before the NOAA for FY 2013 and confirmed the 

identified need. Therefore, we did not revise the report. 

(U) Management Comments on DECRE's Background 

(U//F8H8) Comment IG-3: The Chairman recommended we add that the DECRE 

governance construct was formed as a result of an October 2012 Deputy's Management 

Action Group that recognized resource challenges and shortfalls to cyber range 

efficiency and effectiveness across DoD. The Chairman explained that adding the 

information would show that internal DoD stakeholders were aware of the need to 

synchronize and potentially integrate joint cyber range capabilities to support growing 

cyber training and test requirements throughout DoD. 

(U) Our Response 

(U//F8l-J8) Our report identifies that according to Senate Report 112-173, June 4, 2012, 

DoD identified the need to invest in cyber range capabilities. Therefore, we did not 

revise the report. 

(U) Management Comments on DECRE's Responsibilities 

(U//FQHQ) Comment IG-4: The Chairman recommended we delete the statement "In 

February 2014, the Assistant Secretary of Defense for Homeland Defense testified to the 

Senate Armed Services Committee that the DECRE governance body would review and 

oversee DoD cyber range activities." He stated that the testimony was Mr. Rosenbach's 

prepared statement and was included in his responses to Chairman Levin before the 

hearing. The original question, "From your position as DASD for Cyber Policy, how do 

you expect the Department will implement the NDAA legislation?" and Mr. Rosenbach's 

response was: 

(U//FQl-JQ) "The Department is working to establish the DECRE 

governance body to oversee Cyber Range issues. DECRE is 

currently working on establishing a persistent test and training 

environment intended to meet the demand of the CMF teams that 

are being fielded by providing on demand environments for 

training in both offensive and defensive cyberspace operations. 

The Department is also conducting an assessment to determine if 

we have the required cyber range capacity and capability to 
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(U //F8H8) support CMF. This assessment is expected to be 

completed by October 2014." 

(U/;'P€1H€1) The Chairman stated that at the time of this response the DECRE signatories 

were still working on the roles and responsibilities of the DECRE. The finalized charter 

states: 

(U//F8H8) "DECRE SSG ... shall serve as the principal forum 

within the Department of Defense to inform, coordinate, and 

resolve DECRE requirements regarding the emulation of the 

cyberspace domain. This governance construct will synchronize 

efforts to promote effective and efficient utilization of secure, 

operationally realistic, and technically representative replications 

of the cyberspace domain." 

[UJ Our Response 

(U//F8H8) The context of our statement in the report was to emphasize that DECRE 

would review and oversee DoD cyber range activities as required by NOAA FY 2014. · 

With respect to DECRE's responsibilities, our statement that the DECRE governance 

body was established to unify DoD cyber range capabilities, reduce duplication of 

efforts, and optimize use oflimited resources aligns with the Chairman's comment and 

is in accordance with the DECRE Governance Charter. Therefore, we did not revise 

the report. 

(U) Management Comments on DECRE's Governance Contruct 

(U//F8H8) Comment IG-5: The Chairman recommended we add "construct and its" 

between governance and charter in the background of the report to provide clarity to 

the organization's constraints. 

(U) Our Response 

(U//F8{xJ8) To meet plain language requirements, we used the term "body" instead of 

"construct." Therefore, w~ did not revise the report. 

[UJ Management Comments on DECRE's Responsibilities 

(U//F8{xJ8) Comments IG-6 and IG-19: The Chairman recommended we add " ... and 

optimize use of limited resources" and "Ranges and organizations are responsible for 

their respective budgets and event scheduling processes, independent of this 

governance construct" to provide the limitations of the DECRE. 
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(U) Our Response 

(U//FQHQ) We revised the final report to include " ... and optimize use oflimited 

resources." Adding that the ranges and organization are responsible for their respective 
' 

budgets and events scheduling is unnecessary because in the report background we 

discuss DoD's budgeting for the four cyber ranges from FY 2014 through 2016. See 

Page 2. 

(U) Management Comments on DECRE .Governance Construct and Members 

(U//FQHQ) Comments IG-7 and IG-8: The Chairman recommended we identify the 

voting and non-voting members and specific working groups to show DECRE's 

organization construct and members. 

(U) Our Response 

(Uj/FQH83 We revised the report to identify that DECRE also has non-voting members. 

In addition, we added that all members are part of DECRE's Senior Steering Group and 

separate Working Groups. See Page 2. 

(U} Management Comments on DoD Cyberspace Stakeholders and 
Their Responsibilities 

(U//FQHS) Comments IG-9 and IG-10: The Chairman recommended we add 

information on the roles and responsibilities and alignment of DoD cyberspace 

stakeholders as established in the memorandum from the Deputy Secretary of Defense, 

"Guidance Regarding Cyberspace Roles, Responsibilities, Functions, and Governance 

within the Department of Defense," June 9, 2014, and the memorandum from the Under 

Secretary of Defense for AT&L, "Coordination Request on Assignment ofT&E and 

Training Cyber Range Focal Point," November 24, 2014. 

(U) Our Response 

(U//F8M8~ The scope or'the audit was DoD's ability to develop cyber range capabilities 

to conduct joint cyber exercises. Specifically, we focused on the four DECRE cyber 

ranges. As stated in the report, the DECRE's.mission is to provide a collective strategy 

and forum to unify DoD cyber range capabilities, mitigate duplication of effort, and 

optimize use oflimited resources according to the DECRE Governance Charter. 

Therefore, we did not revise the report. 

(U) Management Comments on the Updated FOC Year 

(U//F8M8~ Comments IG-11, IG-12, IG-13, IG-16, IG-18, and IG-21: The Chairman 

recommended updating the FOC date for the CMF teams to FY 2018 in reference to the 
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(U) Appendix C 

(U //FBHB) Mission Analysis for Cyber Operations of DoD, submitted in compliance 

with the reporting requirement contained in the FY 2014 NDAA, Section 933(d), Public 

Law 113-66, August 21, 2014. 

(U) Our Response 

(U//F8H8) We revised the report to indicate the new FOC date in the "Recent 

Initiatives Impacting Cyber Ranges" section by referencing the Honorable Eric 

Rosenbach's testimony before the U.S. Senate Committee on Armed Services, 

Subcommittee on Emerging Threats and Capabilities on April 14, 2015. Mr. Rosenbach 

stated that once fully manned, trained, and equipped in FY 2018, 133 Cyber Mission 

Force teams would execute their missions with nearly 6, 200 military and civilian 

personnel. See Page 15. 

(UJ Management Comments on the CMF Teams 

(U//F8H8) Comments IG-11, IG-16, and IG-21: The Chairman recommended we add 

USCYBERCOM's Task Order 15-0124, "Establishment and Presentation of CMF teams in 

FY 2015 and FY 2016," which tasks the service cyber components to execute building 

the CMF teams within FY 2015 and FY 2016 and applies key tasks. 

(U) Our Response 

(U//F8H8) We disagree that the report should include the,service cyber components' 

responsibility to build the CMF teams, because the report's focus is the development of 

cyber range capabilities for joint cyber exercises. USCYBERCOM executes these joint 

cyber exercises for CMF teams to complete for certification leading to FOC. Therefore, 

we did not revise the report. 

(U) Management Comments on Review of Internal Controls 

(U//l+QWQ3 Comment IG-14: The Chairman recommended we add that the "DRWG 

developed 7 categories and 40 sub-categories to ensure assessments were properly 

aligned with the capabilities of the four DECRE cyber ranges" from the DECRE 

Requirements Report. 

(U) Our Response 

(U//l+QWQ3 We acknowledge that DECRE developed 7 categories and 40 sub-categories 

to understand, assess, and manage USCYBERCOM's Cyber Environment Requirements 

in the DECRE Requirements Report. However, we disagree that this information should 

be included in the report, because we confirmed that USCYBERCOM and DECRE cyber 

range officials collaborated to assess DECRE's capabilities to meet USCYBERCOM's 

requirements. Also, USCYBERCOM and DECRE are pursuing solutions to ensure there is 
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(U) Appendix C 

(U //F8H8) adequate cyber range capacity to meet the concurrent demands from the 

CMFs and the acquisition community. Therefore, we did not revise the report. 

(UJ Management Comments on Fulfilled Requirements 

(U//F9H'9) Comments IG-15, IG-20, IG-22, and IG-24: The Chairman stated, "To date the 

DECRE ranges have met every capability development, test, training, readiness, or 

mission rehearsal event requirement brought to the DECRE ranges" and "no one has 

been turned away." 

(U) Our Response 

(U//F9W9) We agree with the Chairman and identified that DECRE cyber range officials 

sufficiently developed cyber range capabilities to satisfy USCYBERCOM's requirements 

for joint cyber exercises from FY 2012 through 2014 (See Appendix B). Therefore, we 

did not revise the report. 

(U) Management Comments on DECRE's Responsibilities 

(U//F9W9) Comment IG-17: The Chairman recommended we add the various 

responsibilities of the DECRE Working Group, Senior Steering Group, and the Chairman 

according to the DECRE Governance Charter to thoroughly explain all of 

DECRE's responsibilities. 

(U) Our Response 

(U //F8H8) We stated in the report that the DEC RE governance body was comprised of 

the Senior Steering Group and separate Working Groups. In addition, we list the voting 

members and identify the number of non-voting members in the DECRE Senior Steering 

Group and Working Groups. Therefore, we did not revise the report. 

(U) Management Comments on Unfunded Requirements 

(U//F9H'9) Comment IG-23: The Chairman stated that despite DECRE's efforts to 

submit requirements to the Cyber Coordination Team and the AT&L chaired Cyber 

Investment Management Board, DECRE's requirements have not been funded to date. 

As a result, the CMF training needs cannot be met by collaboration between 

USCYBERCOM and DECRE alone or a collaboration that involves either DECRE or cyber 

ranges at large. 

(U) Our Response 

(U//F9H'9) We agree with the Chairman. In the report we stated, "We acknowledge 

that the lack of funding directly impacts the ability for DECRE to meet the increasing 
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(U) Appendix C 

(U//F8W8} DoD demand for cyber range capabilities and capacity from the CMF teams 

and the acquisition community." Therefore, we did not revise the report. 

(U) Management Comments on the DRWG Report 

(U //F8W8} Comment IG-25: The Chairman recommended stating that the DRWG issued 

a report about their assessment of USCYBERCOM's Cyber Environment Requirements to 

distinguish this assessment from other DRWG reports. 

(U) Our Response 

(U//F8W83 In the report, we stated "The DECRE Requirements Working Group issued a 

report based on their assessment of USCYBERCOM's functional Cyber Environment 

Requirements." Therefore, we did not revise the report. 

(U) Management Comments on the Report 

(U//F8W8} Comment IG-26: The Chairman stated that comments IG-1 through IG-25 

apply to the remainder of the report. 

(UJ Our Response 

(U//F8W8} Please see our responses for comments IG-1 through IG-25. 
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MEMORANDUM FOR PROGRAM DIRECTOR, READINESS AND CYBER OPERATONS 
INSPECTOR GENERAL 

SUBJECT: Response to Department of Defense Inspector General Report 
(Project No. D2014-DOOORB-0159.000) 

I. Purpose: Provide the response from the Department of Defense Enterprise Cyber Range 
Environment Senior Steering Group (DoD DECRE SSG) Chairperson to subject report as 
requested. I disagree with the content and context of the report along with the interpretation of 
the scope of the DECRE governance charter. The scope of the charter is inaccurately 
aggrandized. I do agree with the recommendation for a plan of action and milestones (POA&M) 
and have included one in my response. Additionally, DECRE Program Objective Memorandum 
(POM) 16 CMF training requirements, DECRE POM 17 issues, updated references, and a 
comment resolution matrix (CRM} are provided. 

2. Facts: 

a. The DECRE body has organized and implemented effective business processes in 
the short time since standup in March 2014. Additionally, the DECRE SSG and 
supporting working groups have had, and continue to have, excellent participation 
from multiple DoD stakeholders as a testament to the value of the organization. 

b. 'The DECRE organization has delivered aligned POM inputs to meet known 
requirements for both FY 16 and 17. DECRE ranges have met every capability 
development, test, training, readiness, or mission rehearsal event requirement 
brought to the DECRE ranges no,one has been turned away. 

c. The DECRE organization has continued to evolve since standup to meet the needs 
of the Department. The DECRE charter had only been signed six (6) months prior 
to the inspection. Sub-working groups assigned to address gaps and short-falls 
have now been established and arc delivering decision quality products. 

d. The DECRE ranges support the full range of cybcr and infonnntion operations 
(10) capability development, training, and readiness events. Training events go 
beyond the report referenced cyber mission forces (CMF) training to include 
combatant commands, joint task force, and component headquarters and staff, to 
Services, and agency CMF and non-CMF training, exercise, and readiness events. 
Again, DECRE ranges have turned no one away to date. With that, the 
collaboration discussed in the report goes beyond U.S. Cyber Command 
(CYBERCOM) and DECRE and includes the Services, the Director of 
Operationql Test and Evaluation, DepSecDeffor Developmental Test and 
Evaluation, the OoD Chief lnfonnntion Officer, the Office of the Under Secretary 
of Defense for Acquisition, Technology and Logistics (AT&L), the Defense 
lnfonnation Systems Agency, the Office of the Secretary of Defense for Policy, 
the Office of Cost Assessment and Program Evaluation, and U.S. Strategic 
Command, all of whom participate in DECRE activities. 
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e. The premise of this report is that collaboration between CYBERCOM and 
DECRE was ineffective when in foci, collaboration and active participation is 
occurring across the Department. Specifically to the CMF requirement, the 
training needs of the CMf cannot be met by cyber ranges alone but require 
additional facilities, assessment, connectivity, curriculum, and scenario 
capabilities as identified in the CYBERCOM persistent training environment 
(PTE) vision. Regarding DECRE requirements for meeting the CMF training 
needs specifically, DECRE provided those requirements to both of the DoD 
higher level cyber investment governance boards; Cybcr Coordination Team 
(CCT) and the AT &L chaired Cyber Investment Management Board (CIMB). 
The DECRE requirements have not been funded to date. Therefore, CMF training 
needs cannot be met by CYBERCOM and DECRE collaboration alone, or for that 
matter, a collaboration effort that only includes either DECRE or cyber ranges at 
large. Business processes that align and integrate DECRE activities and outputs 
must be implemented across DOD, and funding must be provided. 

f. As directed and funded by DcpSecDcfto meet the CMF training demand, 
CYBERCOM in partnership with the Joint Staff has achieved an initial PTE · 
capability in FY 15 through the development and installation of a more capable 
Simulated Training and Exercise Platform (STEP II) at the Joint Staff Suffolk 
facility, with CMF access provided by the Joint Information Operations Range 
(JIOR). Together, the J IOR (a DECRE range) and the CYBERCOM developed 
capability (STEP II, n non-DECRE capability) have collaborated to meet the near 
term CMF training needs, until FY 16 and 17 funding is identified andlor 
allocated through the greater resourcing processes and forums of the Department. 

g. With the scope ofDECRE being limited to the four(4) enterprise ranges in the 
signed governance charter, DECRE is dependent on the newly established roles, 
responsibilities, and relationships (i.e., AT&L Cyber Range Focal Point) to 
integrate and align other requirements as necessary to meet the demands of 
cyberspace capability development, training, and readiness. To date, although 
DECRE has identified and provided FY 16 and 17 resource issues, funding 
necessary to meet the DECRE validated requirements has not been identified or 
allocated. 

3. Recommendations: 

a. Utilize the information provided in this paper, attachments, and the CRM to 
update the report. 

b. Acknowledge the additional stakeholders who have influence in achieving DoD 
capability as DECRE is only one party among many that can affect this desired 
outcome. 

c. With a topic this complex, conduct a comment adjudication session and final 
report review with the DECRE SSG Chairperson before publishing a final report. 

UNCLASSIFIED// F8R 8FFl@l.a, t,'813 8Pll5Y 

2 

~EERET//NOFORN 
(U) \Vl;111;1gement Com,ncnl:; 

(U) Chairman of the DECRE Senior Steering 
Group (cont'd) 

SECRE'f//NOFORN 

DODIG 2016-032 I J2 



UNCLASSIFIED/I fl8R 8flfll@ltltl5 1;81! 8Pl15 i 

4. For additional i~fonnntion OWfflWe r:rr, do not ,11:r:r to contnct me at the 
number below or my pomt of contact, hank you for 
the opportunity to both comment II :tt t:1 t, I tllt' I I 1111111 i11 

DoD 01(, (b) (hl 

Chninnnn 
DoD E~nge Environment 
Phone:--

CONCUR: NON-CONCUR: _X_ 

Attachments: 
DECREPOA&M 
DECRE POM 16 PTE Strategy 
DECRE FY 17 Issues Summary 
AO CRM DoD Cyber Range Capabilities Not Fully Developed to Meet Increasing Demand 
Integrated Cyber Range Investment Strategy 
Cyber Range AQ Oversight FP Memo -Signed - 8 May I 5 
C3CB FP-Coord Rcquest_24Novl4-Slgned 
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Commtnt Resolution Matrix for Plann•r-ltnl Revi•w ofth• (WIFBl'A) DoD Cvh<,r R.~ng• Capabilifirn Not Full,· D•veloptd to Mttt Increasing Demand 

COMJ\IF.1'1 TYPES: 
CRITICAL: A critical comment indicates non-conc11rrence with the doc11ment 11ntil the comment is satisfactorily resoil'ed. 
SlTBST A.'\1IVE: A substantive comment is provided beca11se a section in the document appears co be or is potentially 11nnecessary. incon·ect, mis­

leading. confi1S1ng. or inconsistent with other sections. A substantive comment not resolved co11ld result in a critical comment. 
Additional~v. multiple substantive comments could res11lt ma critical comment and non-cert\fication of the document. 

ADMINISTR<\ TIVE: 
i'\/A: 

RESOLUTIONS: 

An administrative comment addresses what appears 10 be a typographical.fomiat. or grammatical error. 
Sot Assessed. 

CO:'IICUR/INCORPORA TED: .-1 comment chat was agreed to and incorporated in the te>:t of the document consistent with the input. 
DO !'.OT CO!'.CL"R: A comment that was not agreed to and was not mcorporared m the docwnenl. 
PARTIAL CO:'IICVRRENCE: A comment that was agreed to in part and some of the comment has been incorporated in the document. 
i'\OTED: A comment that was detennined co have merit, b11t considered either 100 derailed or premature to be included m the doc­

ument at this time. Ocher incorporated change~· may have made che comment 1mnecessary: 

Com I I :•nt ORG/POC Pg# I I Line I Type I Comments Pan,# # CISIA l IG-# 

DoD Cyt,,,r Range Capabilities :'iol Fully Dn-.loped to Meet Increasing Demand 
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UNCLASSIFIED/ }P8R 8PPIBMII eel!! 81fll¥ 
Replace the following: The DoD T ,-st Resourc.: :\fanagomcnt C.,ntcr. Cybcr 
Range Inter-operability Standards \Vorking Group defm~ a -C)·ber rangl.!'-- as a 
designated :!Cl of capabilities to create the em·ironmcnC needed to conduct a 
cyberspace c."crcisc. 

\l1th the following: The Under SECDEF memo dated 8 May 2015 on 
Acquisition oversight and integration of DoO Cyber range Infrastructure 
in it defines 'cyber ranges• as Do0 cyberspace range infrastructure 
supporting T&E, training, exorcises, experimentation, mission rehearsals, 
science and technology and research and development. 

Justification: : In 8 May 2015 the Under SECDEF released a memo on 
Acquisition oversight and integration of DoD Cyber range Infrastructure 
In it defines 'cyber ranges" as OoD cyberspace range infrastructure 
supporting T&E, training, exorcises, experimentation, mission rehearsals, 
science and technology and research and development. 

Reforoncc: 

1. Under SECDEF memo dated 8 May 2015 on Acquisition oversight 
and integration of OoD Cyber range Infrastructure 

Recon,mendation: Recommend adding the following before "The Senate 
Report 112-173, June 4, 2012, that accompanied the National Defense 
Authorization Act (NOAA) for FY 2013, identified OoD's need to Invest in 
cyber range capabilities." 

Justification: 

"In response to the Rscal Year 2011 NOAA, Section 933, the Depart-
ment established the Cyber Investment Management Board to facilitate 
angnment of Department cyber activities across science and technology 
(S&T), requirements, acquisition, development, test and evaluation 
(T&E), and sUSlainment. As an advisory board to key senior level De-
partment decision-making bodies, the CIMB serves to ensure cyber 
investments are effectively planned, executed, and coordinated across 
the Department. 

Reference: 

The Senate Report 112-173, June 4, 2012, that accompanied the Na· 
tional Defense Authorization Act (NOAA) for FY 2013 
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Rec:ommendation: Recommend adding the OECRE governance construct 
was formed as a result of an Oct 2012 DMAG that recognized resource 
challenges and shortfalls to cyber range efficiency and effectiveness 
across the Do0. 

Justification: 

3 
DECRESSG 

1 3 l s To show that the internal DOD stakeholders where indeed aware of the TC-~3 Chairman 
need to synchronize and potentially integrate joint cyber range capabili-
ties to support growing cyber training and test requirements throughout 
the Do0. 

Reference 
DECRE JSAP routing document 
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If, 1- H 11-1 '1111111 IUli ilWI' 
Recommendation: remove this this statement as this statement does not 
represent the official roles and responslbilltles of the DECRE and provid-
ed prior to the DECRE Governance construct being fully established. 

Justilicalion: 

To darify this was the nomination of Mr. Eric Rosenbach to be Assistant 
Secretary of Defense for Homeland Defense, before the Senate Armed 
Services Committee on TUESDAY, FEBRUARY 25, 2014. Mr. Rosenbach 
prepared responses to Chairman Levin priOr to the hearing. The original 
question "From your position as DASO for Cyber Policy, how do you 
expect the Department will implement the NDAA legislationr and Mr. 
Rosenbachs response was "Answer. The Department is working to es-
tablish the DOD Enterprise Cyber Range Environment (DECRE) govern-
ance body to oversee Cyber Range issues. DECRE Is currently working 
on establishing a persistent test and training environment intended to 
meet the demand of the Cyber Mission Force teams that are being field-
ed by providing on demand environments for training in both offensive 
and defensive cyberspace operations. The Department is also conduct-
ing an assessment to determine if we have the required cyber range 
capacity and capability ~o support Cyber Mission Force training. This 
assessment is expected to be cornple~ by October 2014." 

At the time of this response the DECRE signatories were still working on 
the roles and responsibilities of the DECRE. The finalized charter states, 
"DECRE SSG .• shall serve as the principal forum within the Department 
of Defense to inform, coordinate, and resolve DECRE requirements 
regarding the emulation of the cyberspace domain. This governance 
construct wlfl synchronize efforts to promote effective and efficient 
utilization of secure, operatiOnally reatistlc, and technically representa-
tive repllcatiOns of the cyberspace domain.· 

Reference: S. HRG. 113~11, NOMINATIONS BEFORE THE SENATE 
ARMED SERVICES COMMITTEE, SECONDSESSION, 113™ CONGRESS 
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Rec:ommendation: recommend adding "construct and its" between gov-
emance and charter 

5 
DECRESSG 

:? 1 l s rc~s Chairman Justirtcation: to provide clarity to the organizations constraints. 

Reference: DECRE Otarter 

Recommend: Adding after" ... and optimize use of limited resources.- -Rang-
cs and organizations arc rl.'!<.-ponsiblc for their n."'Spcctivc budgl!ts. and event 

DECRESSG · , scheduling procc~s. indL-pt.-ndent of this govcmancx: construct .. IG-6 
6 Chairman - 1 I s 

Ju.,lification: This;,. provide the limilation.< oflhc DECRE Re,ised on page 2 

Rererenco: DECRE Charter 
Recommend: recommend adding after "The DECRE governance body 
is made up of the following voting members", "for the DECRE SSG and 

DECRESSG the 06/GSlS WG", [G-7 
7 Chairman ~ 1 l s 

Justif1C1tion: This will prm·ide the oiganization construct DECRE · R"'ised on page 2 

Reren,nce: DECRE Charter 
Recommendation: add the foDowing sentence after "Defense Infer-
mation Systems Agency." "DECRE is also comprised of 17 non-voting 
members: Headquarters, US Army; Headquarters, US Marine Corps; 
Headquarters, US Navy; Headquarters, US Air Force; National Guard 
Bureau; Office of the Director, Operational Test and Evaluation 
(DOT&E); Office of the Under Secretary of Defense for Personnel and 
Readiness; Office of the Under Secretary of Defense for Policy 
(OUSD(P)); Office of the Under Secretary of Defense, Intelligence 
(OUSD(I)); Office of the Director, Cost Assessment and Program Evalu-

IG-8 
8 

DECRESSG 
:? ' ' s ation ( CAPE); Office of the Deputy Assistant Secretary of Defense for 

Chairman - - Developmental Test and Evaluation (DOT&E); Office of the Deputy 
Assistant Secretary of Defense for C3 and Cyber (DASO C3CB); Joint 

R.-ised on paia:• 2 

Staff Operations Directorate (JJ); National Security Agency (NSA); DoD 
Chief Information Office (DoD CIO); United States Cyber Command 
(USCC); United States Special Operations Command (USSOCOM)" 

Justification: This will show the completeness and makeup of the 
DECRE members. 

Refon,nco: DECRE Charter 
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Rttommend: adding the following sentence after, • Defense Information 
System; Agency.•. On 9 Jun 2014, DEPSECDEF memo on Guidance 
Regarding Cyberspace Roles, Responsibilities, Functions, and Govern-
ance within the Department of Defense which provided darify the roles, 
responsibilities, and relationships for cyberspace matters in the Depart-
ment; to streamline seemingly overlapping duties concerning infor-

DECRESSG matlon technology (IT) networks and cyber; and, to provide guidance on 
9 : ~ : s establishing a single governance structure for cyberspace going forward. IG-9 Chainnan -

Justification: This will show the other Do0 Cyberspace stakeholders and 
their roles and responsibilities. 

Refon,ncr: g Jun 2014, DEPSECOEF memo on Guidance Regarding 0(-
berspace Roles, Responsibilities, Functions, and Governance within the 
Department of Defense 
Rttommend: adding the following sentence, ·on 24 Nov 2014, a memo 
was issued from the office of the Under SECOEF on coordination request 

i on assignment of test and evaluation and training cyber range focal 
point. This memo designates the DASD C3CB the role of the 'cyber 

I focal point" which was agreed upon by the attendees at the Sept 24, 
2014 cyber investment management board. This also defines key func-

10 DECRESSG ~ ~ : s tions the cyber range focal point will perform.• IG-10 
Chairman -

Justificalion: This will show the DoD Cyberspace stakeholder and its 
alignment to the DECRE.. 

Rcrcrrn«: On 24 Nov 2014, Under SECDEF memo on coordination re-
quest on assignment of test and evaluation and training cyber range 
focal POint 
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DECRESSG 

3 ' I :'i Chairman -

DECRESSG 
12 3 ' I :,; 

Chainnnn -

L' . / i'liilli! lil,lil,lilililijlM!i, liilili!I liilllil~ 

Replace the Second paragraph of page 3: 

\\11h 111t following: 
Further per the Mission Analysis for Cyber Operations of Department of 
Defense, Submitted In compliance with the reportlng requirement con-
talned In the Fiscal Year 2014 National Defense Authorization Act section 
933(d), Public Law 113-66. Once fully manned, trained, and equipped In 
FY 2018, these 133 teams comprising the CMF wlll execute the three 
primary mJssions with appro:,:imately 6,200 military and civffian person· 
nel. 

"(U) USCYBERCOM Taskord lS-0124 establishment and presentation of 
cyber mlsston force (CMF) teams In fiscal year (FY) 2015 and FY 2016" 
(U//FOUO) This order tasks service cyber components to execute build· 
Ing the CMF teams within fy1S and fy16 and applies key tasks. 

Rrff'rencr:. 
l. MISSion Analysls for Cyter Operations of Department of Defense, 

Submitted In compUance with the reporting requirement contained 
in tile Fiscal Year 2014 National Defense Authorization Act section 
933( d), Public Law 113-66 

2. DoD Cyber strategy website at 
http://www.defense.gov/news[spedal·reports/04l5_cyber-strategy 

3. Statement for the record on 1'1 Apr 2015, before the Senate Arms 
Sel"llices, Subcommittee on Emerging threats and capabilities 

4 "(U) USCYBERCOM Taskord 15-012<1 
Cnmmenl: Hon. Eire Rosenbach, Assistant Secretary for Homeland De--
fense and Global Security and Principal Cyber Advisor to the Secretary of 
Defense made a statement for the record on 14 Apr 2015, before the 
Senate Arms Services, Subcommittee on Emerging threats and capabill· 
ttes, and Deputy USCC U Gen McLaughlin appeared with him, In refer· 
ence to the DoD's EvoMng Cyber Strategy and the future cyber work· 
force and CMPs, • •.. Once fully manned, trained, and equipped in Rscal 
Year 2018, these 133 teams wUI execute USCYBERCOM's three primary 
mission with nearly 6,200 military and civilian personnel.• 

Rrrc-rrni:r: 
1. Statement for the record on 1<1 Apr20l5, before the Senate Arms 

Services, Subcommittee on Emerging threats and capabilities 
! OoD Cyber strategy website: htt11:l£www.def!:!J:,i: gov£newslsogi;Jal· 

"'nnm:/0415 
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DECRESSG 

3 3 l s 
Chainnan 

l 
DEC..RESSG ' 14 

Chairman 
3 4 - s 

1S 
DECRESSG 

4 3 l s 
Chairman 

16 
DECRESSG 4 s ' s 

Chainnan 

UNCLASSIFIED/ /Pelt M'Ple!ll!!tJ lHH! 9!~ 
Comment: It should be noted that this process can take 2 years as iden-
tiffed In the Hon. Eire Rosenbach, Assistant Secretary for Homeland 
Defense and Global Security and Principal Cyber Advisor to the Secretary 
of Defense made a statement for the record on 14 Apr 2015, before the 
Senate Arms Services, subcommittee on Emerging threats and capabi6-
ties 

Rcrcn-ncc-: 
1. Statement for the record on 14 Apr 2015, before the Senate Arms 

Services Subcommittee on Emeraina threats and caoabllities 
Comm rnt: DRWG developed 7 categories and 40 sub-categories to 
ensure assessments where properly aligned with the _capabilities of the 4 
DECRE ranges. 

Reference: DECRE Reciuirernents Report 
Comment: as of yet there has been no significant demand that has not 
been s1mnorted. 
Commrnt.s: refer to One item 11 

Reference:. 
1. Mission Analysis for Cyber Operations of Department of Defense, 

SUbmitted in compliance with the reporting requirement contained 
in the Fiscal Year 2014 National Defense Authorization Act section 
933(d), Public Law 113-66 

2. DoD Cyber strategy website at 
http://www.defense.gov/news/spedal-reports/0415_cyber-strategy 

3. Statement for the record on 14 Apr 2015, before the Senate Arms 
Services, Subcommittee.on Emerging threats and capabilities 

4. CU) USCYBERCOM Taskord 15-0124 
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Comment.<: 
Per the DECRE Charter: 

Responsibilities 
a. The DECRE WG will meet monthly, or less frequently at the discretion 
of the Chairman, and serve as the intermediary coordinating body for 
review, recommendation, proposed requirements, and potential resolu-
tion of issues. Proposed requirements and issues that cannot be re-
solved at this level or issues appropriate for FO/GAJ/S'fS decision will be 
forwarded to the 55G for resolution. The 55G will be informed of issues 
resolved at the WG level. 
b. llie DECRE SSG will meet quarterly or less frequently at the discretion 
of the Chairman and serve as the executive coordinating body for the 
review, recommendation, and potential resolution of proposed require-
ments and issues. Issues that cannot be resolved at this level will be 
forwarded to the appropriate authority for mitigation/resolution. 

DECRESSG c. The DECRE Governance Chairman is responsible for providing an 
l7 

Chairman 
i 4 I s executive summary of meetings and proposed requirements under re- IG-17 

view to the DECRE governance membership. 
d. Ranges and organiZations (as identified in paragraph 3) are responsi-
ble for their respective budgets and event scheduling processes, inde-
pendent of this governance construct. DECRE members win update the 
governance membership on any scheduling or shortfalls that preclude 
accomplishment of the functions identified in this charter. 

The DECRE Chairman will provide updates and in progress reviews as 
necessary to other DoD and Joint Staff management boards, such as the 
O,ber Investment Management Board, Deputy's Management Action 
Group, or a Joint Chiefs of Staff Tank session. 

Ju,itirlCllion: 
To ensure thoroughness of all DECRE responsibilities. 

Refc~n«: 
DECRE Charter 
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4 5 ' s 

Chairman -

22 
DECRESSG 

7 3 I s 
Chairman 

23 
DECRESSG s I 2-6 s Chairman 

u DECRESSG 8 3 1 s Chairman 

If, - - l"lilll lillTHi ..... llliiii lillll,U 
Comment: refer to line item 11 

Refon.'nce: 
1. Mission Malysis for Cyber Operations of Department of Defense, 

Submitted in compliance with the reporting requirement contained 
in the Fiscal Year 2014 National Defense Authorization Act section 
933( d), Pubfic Law 113-66 

2. DoD Cyber strategy website at 
http://www.defense.gov/news/special-reports/041S_cyber-strategy 

3. Statement for the record on 14 Apr 2015, before the Senate Arms 
Services, Subcommittee on Emerging threats and capabilities 

4_ (U) USCYBERCOM Taskord 15-0124 
Comment: 
To date the DECRE ranges have met every capability development, test, 
training, readiness, or mission rehearsal event requirement brought to 
the DECRE ranoes - no one has been turned awav. 
Comment: 
DECRE provided the requirements identified in the DECRE assessment of 
USCC requirements to both of the Department's hirer level Cyber In-
vestment governance boards; Cyber coordination Team (CCT) and the 
AT&!. chaired Cyber Investment Management Board (CIMB). The DECRE 
requirements have not been funded to date. Therefore, CMF training 

. needs cannot be met by CYBERCOM and DECRE coUaboration alone, or 
for that matter, a collaboration effort that only Includes either DECRE or 
cyber ranges at large. 

RC!'rerenu: 
DECRE Issue paper 
JIOR Issue paper 
C4AD Issue rumer 
Commmt: 
To date the DECRE ranges have met every capability development, test, 
training, readiness, or mission rehearsal event requirement brought to 
the DECRE ranaes- no one has been turned aw:w. 
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UNCLASSIFIED/ /118R 811111811.1!1!, '88!8 81H11¥ 
Replace lhe following:" DECRE Requirements Working Group issued a 
report' 

\\1th !he following: "DECRE requirement report, assessment of USCC 
cyber range environment requirements" or "DECRE requirements report 
of USCC range requlrements" 

25 
DECRESSG 

i 6 I s IG-25 Chairman Ju.<iification: to ensure clarity and consistency with the pubrished doc-
uments and to not be confused with other reports the DRWG are devel-
oping. 

Reference: 

DECRE requirement report, assessment of USCC cyber range environ-
ment requlrements, dated 17 April 2015. 

DECRESSG 
Comment: 

26 
Chairman 

10-15 - - s Throughout the remainder of the document, pervious comments made IG-26 
in fine items 1 -25 would be applicable. 
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Reply to: 
USCYBERCOM/CoS 

IJNCLASSIF11lD/:r8R 81Tl81hL tJ!lB 8!iLY 

DEPARTMENT OF DEFENSE 
UNITED STATES CYBER COMMAND 

98CQ SAVAGE ROAD, SUITE 64 77 
FORT GEORGI: G. MEADE, IIARYIAND 207~b 

9800 SA V AOE RD, STE 6477 
FORT GEORGE G. MEADE, MAR YLANO 20755 

SEP 2 8 2015 

MEMORANDUM FOR'l'HE DEPARTMENT Of OEJlEJ•JSE INSPECTOR GENERAi. 

Subject: (ll/~ Response lo OoO Cyber Range Capabilitk-s Not Fully Developed to Meet 
Tncn:nsfng Demand Report 

I. (U/~ USCYBERCOM agrees with the finding that U.S. Cybcr Command 
(USCYBERCOM) and DoD Enterprise Cyber Range Envimnment (DECJlli) cyber range 
officials had not effectively collaborutcd to define Cybcr Environment Rt'(luircm~nls for the 
Cybcr Mission Force. This finding was accurate al the Lime the audit was cumlucted urn! 
USCYBERCOM is pleased to note the f>epunn1en1 of Defense Inspector General has considered 
the issue "resolved" a.~ described in their report. 

2. (U/~ USCYBERCOM defers to Joint Slaff J7 to address the rccommemlalion that 1h~ 
Chninnan of the DECRE Senior Steering Group "Develop and implcmcnl a comprehensive 
POA&M lhul would fllllill and prioritize lhe user r~'quirements coltcc1cd from the Requirements 
Managemenl Process." 

~ 'lbc USCYBERCOM POC for this nction is 

Copy lo: 
Commander, United Slates Strah:gic Command 

IJNCLASSll1IED//l'81t OITl@l:'tls t;filP. 81U!. 

(U) U mmand 
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SiEERE'f//NOFORN 
(U) Sources of Classified lnfonnation 

(U) Sources of Classified_ Information 

(U) The documents listed below are sources used to support information within 

this report. 

Source 1: 

Source 2: 

Source 3: 

Source 4: 

Source 5: 

Source 6: 

Source 7: 

(S,c/REh 'fB MSA, AMS, €AN, 68ft, NZh) USCYBERCOM Cyber 
Environment Requirements, Initial Release 1 
Derived From: Multiple sources; dated 20140808 
Declassify On: 20361001 

(S;';'RKb 'F8 HS!r, FVEY) Cyber Guard 14 JIOR Interconnection 
Security Agreement 
Classified By: 

Per ( \ BERC 0:\1 (b) P) IO L'S( ~ 

J lOb l,t!f DoD 01(1 (b) (<,) 

Derived From: Multiple Sources 
Declassify On: 20340424 

Classified By: Multiple Sources 
Declassify On: 20380410 

(5/;'REb 'F8 HS/r, F¥EY) USCYBERCOM Task Order 13-0244, 
"Establishment and Presentation of Cyber Mission Force Teams 
in FY 2013"; dated 20130306 
Declassify On: 20380306 

(&;';'J;!:Ek TQ Q:&A, FYEY) Cyber Force Concept of Operations & 
Employment 
Classified By: Per (\BER( 0:\1 (hHl) 10 llS( ~ nub Pi;:r 

DoD Ol(J lb) (I,) 

Derived from: USCYBERCOM Security Classification Guide; dated 
20111011, and National Security Agency/Central Security 
Service Policy Manual 1-52; dated 20130930 
Declassify On: 20390601 

(S;';'REh 'F8 HSft, FVEY) Cyber Flag Architecture Integrating 
Kinetic and Cyber Capabilities 
Classified By: lli3!i'Z:lffr 
Derived From: Multiple Sources (CMF SCG; dated 20131126 and 
NSA/CSSM 1-52; dated 20140514) 
Declassify On: 20390801 

(S;';'REh 'fB HSA, ftHS, EftN, NZh, 68ft) Execute Order to 
Implement Cyberspace Operations Command and Control 
Framework 
Classified By: DoD OIG (b) ((1) ; dated 20130621 
Declassify On: 20380622 

DODIC-2016-032 i 4 7 
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Source 8: 

Source 9: 

Source 10: 

Source 11: 

Source 12: 

Source 13: 

Source 14: 

Source 15: 

Source 16: 

SECRE'f//NOFORN 
(U) Sources of Cla!;sificd Information 

(S;'/R:EJ'5 lf8 HS/r, F¥EY) Cyber Force Concept of Operations and 
Employment, Annex C 
Classified by: Pl.'r C YBER( O~I (bH 1) JO USC * Hoh Per 

DoD OIG (h) (11) 

Derived from: USCYBERCOM Security Classification Guide; 
dated 20121116 
Declassify On: 20381106 

(~''NF) P~rOSD IS (hJ(I) 1-Hn) 
I I 

Derived from: Multiple Sources; dated 20140815 
Declassify on: 20381120 

Classified By: Multiple Sources; dated 20140902 
Declassify On: 20390818 

(S;';'R:H lf8 HSA, FVEY) Cyber Flag 15-1 After-Action Report 
Derived from: USCYBERCOM Security Classification Guide; dated 
20131011, and National Security Agency/Central Security 
Service CNE Classification Guide; dated 20100301 
Declassify On: 20400518 

(S;';'R:EJ'5 lf8 HSA, /rHS, 8/rN, El8R:, HZJ'5) USCYBERCOM 
Per C'a DER( O~I (h) I~) 10 

Environment Requirements, Initial Release 1- DRAFT US( * !lob Pt!r DoD OIG 

-Input) 
lb)((,) 

Derived From: Multiple Sources 
Declassify On: 20361001 

.. 

(S;';'R:EJ'5 lf8 HSA, /rHS, 8/rH, El8R:, HZJ'5) USCYBERCOM Cyber 
Environment Requirements, Initial Release - DRAFT 
Derived From; Multiple Sources 
Declassify On: 20361001 

(S//R:EJ'5 lf8 HS/r, frHS, 8/rN, El8R:, PfZJ'5) Cyber Guard 13-1 After­
Action Report 
Derived From: USCYBERCOM SCG 
Declassify On: 20390812 

(S I ''HF) P~r OSD IS (b) (I) I --Ha) 

I 
Classified By: Multiple Sources 
Declassify For: Manual Review 

(S;';'R:H 'FS HSA, P/EY) Cyber Flag 13-1 JIOR Interconnection 
Security Agreement 
Derived From: Multiple Sources 
Declassify On: 20320911 

SECRE'f//NOFORN 
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Source 17: 

Source 18: 

Source 19: 

SEER.ET//NOFOR.N 
(U) Sources of Classified Information 

(S;';'REh 'f(") l"J9A, FVEY) Cyber Flag 14-1 JIOR Interconnection 
Security Agreement 
Classified 

P<..'r('l BERCO\I (h)(l) Ju 
By l SC * I lOh Per DoD OIG lb) 

Derived From: 
I 

Multiple Sources 
Declassify On: 20330912 

(S;';'REh 'ft') l"J9A, FVE'l) Cyber Guard 13-1 JIOR Interconnection 
Security Agreement 
Classified 

Pe, (\DER( 0\1 
By: 

(b} (1) JO liS( * 
1 lllb P<..'r DoD OIG tb) (h) 

Derived From: Multiple Sources 
Declassify On: 20330611 

Derived From: Multiple Sources 
Declassify On: 20350312 

SE€RE'f//N8FBRN 
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SEEftlE'f//NOFOftN 
(UJ Acrnnyrns and Abbreviations 

(U) Acronyms and Abbr~yiations_ 
AT&L Acquisition, Technology, and Logistics 

CBA Capability Based Assessment 

C4AD Command, Control, Communications, and Computers Assessment Division 

C3CB Communications, Command and Control, and Cyber Business 

CER Cyber Environment Requirements 

CMF Cyber Mission Force 

DoD CSR DoD Cyber Security Range 

DECRE DoD Enterprise Cyber Range Environment 

DRWG DoD Enterprise Cyber Range Environment Requirements Working Group 

DASO Deputy Assistant Secretary of Defense 

EOA Evaluation of Alternatives 

FOC Full Operational Capability 

JIOR Joint Information Operations Range 

JS Joint Staff 

NCR National Cyber Range 

NOAA National Defense Authorization Act 

PTE Persistent Training Environment 

POA&M Plan of Action and Milestones 

RMP Requirements Management Process 

RMF Risk Management Framework 

T&E Test and Evaluation 

USD Under Secretary of Defense 

USCYBERCOM U.S. Cyber Command 

SECRfff//NOFORN 
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Whistleblower Protection 
U.S. DEPARTMENT OF DEFENSE 

The Whistleblower Protection Enhancement Act of 2012 requires 

the Inspector General to designate a Whistleblower Protection 

Ombudsman to educate agency employees about prohibitions 

on retaliation, and rights and remedies against retaliation for 

protected disclosures. The designated ombudsman is the DoD Hotline 

Director. For more information on your rights and remedies against 

retaliation, visit www.dodig.mil/programs/whistleblower. 

For more information about DoD IG 
reports or activities, please contact us: 

Congressional Liaison 
congressional@dodig.mil; 703.604.8324 

Media Contact 
public.affairs@dodig.mil; 703.604.8324 

Monthly Update 
dodigconnect-request@listserve.com 

Reports Mailing List 
dodig_report@listserve.com 

Twitter 
twitter.com/DoD _IG 

DoD Hotline 
dodig.mil/hotline 
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