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SECURITY SERVICE 

SUBJECT: Audit Report on Stock Management at the National 
Security Agency (Report No. 90-052) 

This is our final repo rt on the Audi t o f Stock Management at 
the Natio nal Security Agency (the Agency). The audit was made 
from August 1988 through May 1989 and includeg reviews of records 
and financial statements related to stock management. The over
all objective was to determi ne if the Agency's stock management 
functions were performed in an efficient and effective manner. 
Specific audit objectives i ncluded evaluating stockage justifica
tions, inventory controls, issue and turn-in procedures, finan
cial management, and the adequacy of applicable internal con-
trols. We reviewed u s tifications for the ex ansion of the 
Agency's As of 
Sept ember , , t e~e approximate y , · ine items , 
valued a t appr oxima t ely - million, in stock a t the Agency and 
i ts f i eld sites. 

We concluded that suppl y operations at the Agency d i d not 
impact adversely on operational effecti veness . Parts needed t o 
repair and main t ain Agency equipment were availabl e when needed. 
Stock management procedures in effect at Agency~ s i tes were 
effective in the management and co n t rol of the - million of 
i nventories on hand . However, improvements were needed in the 
management and control of supplies maintained in t he Stock Fund 
and at Agency elements located at the Agency ' s Headquarters com
plex. We also determined that Stock Fund cash bal ances were not 
effectively managed. Regarding the Agency's plans to expand 
over seas support facili ties, it i s our opinion that sufficient 
justifications had not been prepared. The results o f the audi t 
are summarized in the following paragraphs, and the details, 
audit recommendations, and management comments are in Part II of 
this report. · 

Management oversight and internal controls o ver inventories 
maintained at the Agency Headquarters were not sufficient. Con
sequently, ~ Agency had an unnecessary i nvestment in stock 
~ed at - million and i n expired stock on hand valued at 
11111 million. I n addition, inventory adjustments were not 
researched and reported to management by responsible personnel. 
We recommended establ i shment and implementation of procedures to 
improve stock management at the Stock Fund and at user organiza
tions . We also recommended consolidation of inventories and 
establishment of internal controls to ensure that access to stock 
is limited and that all invent ory adjustments are researched and 
reported (page 3 ) . 
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The Agency had maintained excess stock fund cash on hand 
during 4 of the last 5 years. The excess cash was generated 
because the surcharge added to Stock Fund sales exceeded actual 
expenses . We recommended that the Agency establish procedures to 
perform monthly reviews of Stock Fund cash , recompute and adjust 
the surcharge , and return llifl million excess cash to the Defense 
Logistics Agency (page 19) . 

Agency had not performed a sufficient analysis of 
benefits to be d erived from the lanned expansion of the 

As a result, the 
Agency s p anne million through FY 1995 were 
not justified. We recommended e Agency postpone its decision 
to expand the facilities until additional supporting 
documentation is developed (page 25) . 

The audit i dentified material internal control weaknesses as 
defined by Public Law 97-255, Off ice of Management and Budget 
Circular A- 123, and DoD Directive 5010. 38 . controls were not 
established or effective to prevent unnecessary accumulation of 
stock and cash, to manage shelf-life items, and to safeguard 
inventories. Recommendat ions A. l . , A . 2 . , A. 5 ., A. a., A. 9 . , 
A. lo., A.12., A.13 . , A.14 . , and B . l . i n this report , if 
implemented, wi ll correct the weaknesses . We recommended that 
the Agency report the problems in its annual assurance statement . 

A draft of this report was provided to the National 
Security Agency on October 31, 1989 . Comments on the draft 
repor t were received on February 5 , 1990. Management conunents 
are summarized in Par t II of the report af ter each finding. A 
complete text of management comments is included in Appendix A. 

The Agency agreed with Recommendations A. l ., A. 2 . , A. 3 . , 
A. 4., A. 6., A. 7 . , A . 8 . , A. 11 ., A. 12. , A.14 ., A.ls., B.l. , a n d 
C. Planned corrective actions for these recommendations comply 
with the provisions of DoD Directive 7650 . 3. However, estimated 
completion dates for the actions in Recommendations A. 6 . and 
A. ll. are not sufficiently responsive for the reasons cited in 
Part II of this repor t . The Agency did not provide a date when 
the actions undertaken in response to Recommendation A.12 . would 
be completed . 

The Agency disagreed with fully implementing Recommenda
tio ns A. 5 . and A. 9 . regarding the consolidation of bench stocks 
and the monitoring of bench stock management . For the reasons 
provided in Part II of the report, we feel that those recommenda
tions are still warranted . The Agency a l so fel t that limiting 
access to bench stocks, as proposed in Recommendation A. 10., 
would not be cost-effective . We maintain that this recommenda
tion should be i mplemented for the reasons discussed in Part II 
of t his r eport . 
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The Agency disagreed with Recommendation A.13. to use 
receiving reports and issue documents to research inventory dis
crepancies because of the problems inherent i n maintaining hard 
copy files of issue documents. However, the Agency indicated 
that it would increase its automated filing capability of issue 
documents through implementation of bar coding procedures . We 
feel this action satisfies the i nten t of the recommendation. 

The Agency also disagreed with Recommendation B.2. to return 
excess cash to the Defense Logistics Agency. The Agency felt 
that because of abnormally high accounts payable, re t urning 
excess cash would not be appropriate . The Agency i ndica ted it 
was making a forceful effort to reduce its accounts payable, 
which would cause its cash balance to be reduced to appropriate 
levels . Specific actions and completion time frames were not 
provided. We feel that Recommendation B. 2. is still valid for 
the reasons discussed in Part II of t his report. 

The Agency disagreed with the amount of monetary benefits 
resulting from Recommendation c . We believe that the benefits 
are still valid for the reasons discussed i n Part II of the 
report . Therefore, we ask that management recons i der its posi
tion on the estimated monetary benefits of lllmillion, identified 
in Appendix B, and provide comments in response to this final 
report. Potential monetary benefi ts are subject to resolution in 
the event of nonconcurrence or failure to comment. 

DoD Directive 7650.3 requires that all audit recommendations 
be resolved within 6 months of the date of the final report . 
Accordingly, comments on Recommendat ions A.S., A. 6., A. 9 . , A. l o., 
A. 11 . , A. 12 ., A. 13. , B.2 . , and the monetary benefits pertaining 
to Recommendation c . , as discussed in the paragraphs above, 
should be provided within 60 days of the date of this memorandum . 

The courtesies and cooperation extended to t he audit staff 
are appreciated. Audit team members are l isted in Appendix D. 
If you have an uestions pertainl n to this audit l ease con-
tact or 
111111. Copies o t 1s report are 
iT'sted i n Appendix E. 

R. Jones 
Deputy t Inspector General 

Auditing 

Enclosure 

cc: 
Director, De fense Logistics Agency 
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STOCK MANAGEMENT AT TBE NATIONAL SECURITY AGENCY 

PART I - INTRODUCTION 

Background 

The National Security Agency (the Agency) is responsible for 
signals intelligence, communications security, and computer 
security in the DoD. To support the Agency• s logistics 
requi rements, a retail division of the Defense Stock Fund was 
established at the Agency in 1968 . The Stock F und maintains an 
inve ntory of parts and supplies that are issued to users when 
needed. The Installations and Logistics Organization is 
responsible for managing the Stock Fund . Policies and procedures 
for per forming supply functions at t he Agency were established in 
Agency Manual 60-1, "NSA/CSS Logistics Manual," dated July 1988. 

Agency elements that operate repair and main tenance facilities 
are author i2ed to establish a bench stock of supplies . Bench 
stock consists of items that , because of repetitive consumption , 
are moved from the supply warehouse to their point of use i n 
advance of actual need . Agency Manual 60-1 requires bench stock 
to be controlled by Agency elements. 

Objectives and Scope 

The objective o f the audit was to determine if the stock 
management function was being performed in an efficient and 
effective manner . As of September 30 , 1988 there were 
approximately 200 , 000 line items , valued at about immim million, 
i n stock at the Agency. We focused on an evaluati~ stockage 
j ustif i catio ns , inventory controls , stock issue and turn- in 
procedures , financial management, and applicable internal 
controls . We also reviewed a proP.osal to expand overseas support 
facilities at an estimated cost otilfl million. 

We used statistical sampling during our reviews of stockage 
justification and controls over Stock Fund and bench stock 
inventories. We tested Stock Fund usage and inventory controls 
b r d mly selecting a stratified sample of 150 items (valued at 

) from the 37 , 365 line items {valued at 'ftffl mill i on) in 

'iplip
ck 

) 
Fund on October 5 , 1988. In review1.ng bench stock 

items we used a stratified sample of 337 items (valued at 
randornl~ elected from the 76,946 bench stock line 

1 ems valued at · · million). Items included in our sample 
were stocked at o f the 40 ac tivi ties with bench stock . 
Activities reviewed were randomly selected . We also used 
statistical sampling to evaluate stock management at field sites. 
A sample of 320 items (valued :ftWPf a t 'S~t-Jr•) was selected from the 
83,596 items (valued at million) a t the field s ites. 
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We also used statistical sampling to evaluate the management of 

!StJlfMshelf- li fe > items. We randomly selected 90 ite~alued at 
of the 1,126 shelf-life items (valued at 1111111 million) 

as o May 3, 1989 . The 1,126 shelf-life i terns were included in 
the 37 ,365 total line items i n the Stock Fund. 

Our evaluation of t he S tock Fund and bench stock samples included 
analyses of stock usage recorded in the Age ncy's automated 
inventory management system for a period starting 
2 years prior to the date we se~2fe ~ur samples. In addition, 
we reviewed Stock Fund financial statements for FY 1985 through 
FY 1989 (as of April 30 , 1989}. We interviewed Agency Stock Fund 
customers and Agency officials responsibl e for stock 
management. The records at one of the n i ne activities selected 
for revi ew, the Maintenance Management Di visi on, were not in 
condit ion to be audited. 

,,r,-

We made the audit from August 1988 through May 1989 and examined 
controls and procedures that existed as of September 1988. 
Material internal control weaknesses over the control and 
management of inventories were identified. This economy and 
efficiency audi t was made in accordance with auditing standards 
issued by the Comptroller General of the United States as 
implemented by the Inspector General , DoD , and accordingly, 
included such tests o f internal controls as were considered 
necessary. A list of the activities visited or contacted during 
the audit is included as Appendix C. 

Prior Audit Coverage 

The Office of the Assistant Inspector General for Auditing issued 
Repor t No. 88-080, "Management of Smal l Computers at the Nat i onal 
Security Agency,tt on February 1 , 1988 . The report indicat ed that 
reviews of bench stock for small computers had not been performed 
to determine if t he stock was still needed . The Agency concurred 
with the recommendation to conduct annual usage reviews of its 
small computer bench stock inventories and implemented corrective 
action. We identified similar conditions regardi ng the 
performance of usage reviews for other bench stock items during 
this audit, and these conditions are included i n this audit as 
repeat findings. 

There has been no General Accounting Off ice coverage of S tock 
Management within the last 5 years . 

2 
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PART II - FINDINGS AND RECOMMENDATIONS 

A. Supply Management 

FINDING 

Stock maintained to support the National Security Agency ( the 
Agency} operations was not sufficiently managed or adequately 
controlled. Logistical procedures relating to initial stockage, 
retention, and inventory controls either had not been establ ished 
o r were not properly implemented. Of the· 'ftM million in stock 
maintained at the Agency Headquarters, we projected that. stock 
valued at §t1fflf mi ll ion was unneeded and that stock va lued at 
- mi llion was no longer usable because its shelf life had 
expired. In addition, stock was vulnerable to l oss~ 

DISCUSSION OF DETAILS 

Background . The Materiel Management Office of the 
Installation and Logistics Organi2ation is responsibl e for 
managing the Agency ' s Stock Fund. Policies and procedures 
governing the operations of the Stock Fund are contained in 
Agency Manual 60-1 < the Manual). Parts and supplies needed to 
support Agency operations are stocked by the Stock Fund and 
issued to users when needed. Items are stocked to supper t 
repetitive demands and to maintain insurance items . The Manual 
defines insurance items as •tthose which may be required even 
though there is no predictable demand, but prudence dictates that 
a nominal quantity be stocked 1 because the item is essential to 
t he mission and the order ship time precludes satisfying the 
requirement as a one-time buy." The Manual also states that 
Agency Stock Fund users are responsible for validating and 
periodically substantiating the need for the continued stockage 
of items stocked at their request . These periodic reviews should 
be performed in collaboration with personnel f rorn the Materiel 
Management Office . As of October 5, 1988 , 37 ,365 items, valued 
at approximately 'f:18@ million, were stocked in the Stock Fund . 

The Agency ' s repair and maintenance activities are also 
authorized to maintain their .own stock of supplies (bench 
stock) . Bench stock consists of items that, because of 
repetitive consumpt ion, are moved f r om the supply warehouse to 
t he poi nt of use in advance of actual needs . Bench stock is 
under the direct control of the user organization and is paid for 
by the user upon receipt. Within the Agency, the Engineering 
Office o f the Telecommunications and Computer Services 
Organization~ the Production and Control Off ice of the 
Information Security Qrganization , and the Facilities Engineering 
Office of the Installations and Logistics Organization maintai ned 
bench stock . Wi t hin these three offices, 39 activities stocked 
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76 ,946 line items worth approximately :lt!tW million. Another 
activity, a division of the Facilities Engineering Office , also 
maintained bench stock , but had not established a record of the 
number and value of the items it stocked. 

Agen7y field sites are also authorized to stock supplies and 
repair parts to support operations . Both repetitive demand and 
i nsur a nee i terns are stocked by the sites. Stock management and 
accountability is the responsibility of logistics personnel at 
the individual sites . Inventory records are maintained centra lly 
by t he Installation and Logistics Organization in its automated 
Field Support System data base . As of October 24 , 1988, 

0 A ency field sites were stocking 83,596 items valued at 
mill i on. In total, Agency activit ies managed approximately 
mill ion of stock . •

We audited s uppl y operations at the Stock Fund; 9 of t h e 40 
activities that maintained bench stock , and 3 of the 10 field 
sites. 

Stock Management. We concluded that stock operati ons were 
successful in providing parts needed to maintain Agency systems 
at a high level of operational effectiveness . In addition , we 
concluded that stock maintained by Agency field sites was 
properly managed and controlled . However, we noted that 
improvements were needed i n the management and control of Stock 
Fund and bench stock items . We found that unneeded stock was on 
hand and on order , that i nventories were not adequately 
controlled , and that one activity was not maintaining records for 
the bench stock under its control . Details on these conditions 
are contained i n the following paragraphs . 

Stock Fund Items . Approximately Ill mill i on of the 
demand and insurance items included in the Stock Fund did not 
warrant continued stockage. To determine if continued stockage 
was warranted, we randomly selected 150 of the 37 , 365 line items 
in the Stock Fund i nventory as of October 5, 1988, and analy2ed 
each i tern I s ut ilization. An analysis of our sample disclosed 
t hat 115 of the 150 items were stocked to meet repetit i ve demands 
and that the rema i ning 35 i tems were stocked as insurance 
items . Of the mill i on of stock included i n the Stock Fund, 
we ~ected t 

f1tfll at JMWP mi llion represented demand-based stock 
and - million represented insurance stock . 

One of the criteria that the Materiel Management Office is to use 
to determine if demand items are excess is to identify items t hat 
have not bad usage i n the prior 2 years. I n our sample , 31 of 
the 115 demand items had no usage in the last 2 years. Further, 
7 of these 31 items had no usage for nearly 4 years . we provided 
our results to stock managers and customers , and they confirmed 
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that t hese items were no longer needed. We projected that 
approximately 1111 million of the demand-based stock on hand 
was unneeded. In addition to the i terns that had no u sage , 
19 items in our sample had stockage levels in excess of 2 years' 
usage. We projected t ha t an additional 1111 million of stock on 
hand was excess to requi r ements . 

Of the 35 insurance items included in our sample, 10 were not 
needed by Agency customers. We based this conclusion on 
discussions with the customers who had originated t he 
requirements . In 8 of the 10 cases, the equipment supported by 
t he i terns was no longer in use at the Agency . We provided 
managers with the results of our analysis, and they iil:leed with 
our conclusion 1111 for all 10 items. We projected t hat · mi llion 
of the million of stock held as insurance 1 ems was 
unneeded. 

The method used to de termine initial l evel s of stockage 
contributed to the accumulation of unneeded or excess items in 
the Stock Fund. Materiel Management Office personnel placed too 
much re liance on the customers' usage estimates . We talked to 
the customers who i ni tiated requests and found that, in most 
cases, customers overestimated us age. Stock managers were 
reluctant to use t heir log istical j udgment in setting more 
realistic requirements, because t hey did not want to affect the 
ope rational readiness of the reques t ing organizations . 

Before our audit, the Agency had not performed periodic 
revalidations of requirements and usage to identify unneeded or 
excess stock. Action needed to identify unneeded or excess stock 
had not been initiated because the Agency did not have t he 
capability to electronically reques t d i sposit ion i nstructions 
from the appropriate DoD i nven tory manager for items no longer 
needed. Consequently, items identified as excess were sent to 
the Defense Reutilization and Marketing Office (DR.MO). Because 
t he Agency does not receive credit fo r items disposed of through 
the DRMO, there was no incentive 

1£~?.'3' 
to identify and dispose of 

unneeded stock. If the Agency's system was modified to 
a l low disposition instructions tolf requested electronically, 
Agency personnel would have an i ncen tive to identify and dispose 
of excess items for credit. We believe unneeded items should be 
identified and reported fo r utilization by other DoD Components. 
Dur i ng our audi t, Mater iel Management Office personnel initiated 
action to ident ify and report unneeded i t ems. 

Bench Stock Items . Approximately - million of the 
illlltl million of bench stock maintained by consumer organizations 
dicT"'not warrant cont inued stockage. To review stockage of bench 
stock items, we statistically selected 9 activities and 337 line 
i t ems for review. Of the 337 items we sampled, 184 were stocked 
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by consumer organizations as insurance items , a practice contrary 
to the provisions of Agency Manual 60-1. The Manual states that 
" i nsurance items may be r equ ired because they are mission 
essential even though there is no predictable demand . " Because 
these i terns had no predictable demand, they did not meet the 
daily or weekly consumption criteria established for bench 
stock . Therefore, we considered the i tems unneeded. We 
projected that items in bench stock inventory valued at 
approximately IIIJ million were not j us tified . 

We provided the results of our analysis to the Agency, and 
managers agreed that they no longer needed 73 of the 184 line 
items we identified. Managers wanted to retain the 111 remaining 
items to protect against system outages if parts failed . 
However , managers were unable to provide specific justification 
for retaining t hese parts. Centrally stocking insurance items in 
the Stock Fund, rather than in bench stock , would not seriously 
affect operational readiness. Parts could be issued when needed, 
and consumer funds would not be expended to carry the i tems in 
bench stock inventory. Also, if placed i n the Stock Fund the 
items would be available for issue to all Agency activities, 
s hould a need arise. 

Our analysis of the usage o f the bench stock i tems that met 
stockage criteria disclosed tha t excessive quantities were on 
hand for 15 of the 153 items . A summa ry of our analysis was 
provided to the ill Agency during our audit . We pro j ected that 
approximately million of stock was excess and should be 
turned in to t he Stock Fund . We considered an item to be excess 
if more than a 2-year supply of the item was available. In an 
extreme case, one activi ty stocked an item costing St11$M, which 
was used approximately 14 times per month . The act1. vi ty had 
9,234 of t hese items on hand, a 54-year excess supply . 

To determine if the unneeded or excess parts i ncluded i n bench 
stock could be used by other Agency activities, we 
Fund and bench stock usage information in the i~ 

reviewed Stock 
and the 

Maintenance Support system data bases. Of theTTms listed 
in the data bases, 55 had been used during the last 2 years by 
other Agency activit ies . We projected that 2,914 line items, 
valued at approximately !itVWW million, could ha11e been used by 

rf
other 

rint iti
Agenc

es 
y activities if the parts had been available in the 

Stock Fund. We also determined that the Agency had additional 
on o rder for S of the 199 items. we project ed that 

million of unneeded stock was on order. 

Because review procedures had not been es tablished, unneeded or 
excess bench stock was not identi fied. Therefore, managers were 
not reviewing stock usage data to determine if there was a 
continuing need for the item and if stockage levels were 
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appropriate . Only one of the nine activities reviewed utilized a 
parts usage report . The accumulation of unneeded or excess bench 
stock could also be attributed to the lack of central responsi 
bility fo r monitoring bench stock items. Stock was mana9ed by 
the individual activit ies . Internal controls over bench stock 
inventories could be improved if each Agency element monitored 
its individual ac tivit i es to ensure that they review usage 
records on an annual basis and justify the continued stockage of 
i terns with minimal or no use. Systemic problems could also be 
more readily identified and corrected . 

The Office of the Assistant Inspector General for Audi t ing 
Report No. 88- 080, "Management of Small Computers at the National 
Security Agency," February 1, 1988, identified problems with the 
Engineering Office of the Telecommunications Organization ' s 
management of its bench stock of repair parts fo r small 
computers. We met with management personnel fr om the Engineering 
Office to determine if the corrective actions taken in response 
to the audit were applied to all of its bench stock. Managemen t 
said that the correct ive actions were taken for the smal l 
computer bench stock only. If management of bench stock 
inventories had been centrally monitored, the recommendations in 
the report regarding small computer bench stock could have been 
applied throughout the Telecommunica tions Organizat i on prior to 
our audit. 

Shelf- Life Items . Policies and procedures for 
management of shelf-life items are contained in OoD I nstruction 
4140 . 27, "Identification , Control, and Ut ilization of Shelf-Life 
Items ," dated June 4, 1984. Shelf-life items at the Agency 
consisted primarily of printing and photographic supplies and 
chemicals . To determine if shelf-life items were being 
effectively managed, we statistically selected a sample of 90 of 
the 1,126 shelf-life items included in the inventory as of May 3, 
1989 . We provided a detailed listing of our sample results to 
the Agency at the completion of our field work . We found that 
the i nventories for 26 of the 90 shelf- life items sampled 
contained stock with expired shelf-life. We projected that 
1111 million of !fffM million of stock being controll ed as shelf 
l'ire items had expired . 

We were unable to determine the dates of expiration for 22 of the 
90 items in our sample, because the manufacturers did not 
indicate the expiration dates on the packaging . Because 
expiration dates were not included on t he packaging, warehouse 
personnel could not tell whether or not they had received expired 
stock . Similar l y, customers could not tell whether they had been 
issued stock that was no longer usable . Expiration dates were 
not shown on packaging because contracts issued by the Agency did 
not require the manufacturers to indicate the expi ration dates. 
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We did not include the 22 items without expiration dates in our 
projection of the amount of expired stock on hand. 

Warehouse personnel we1:e not issuing the oldest stock first. 
Consequentl y, o l der stock remained in storage longer , increasing 
the chance that it would expire before issuance. This condition 
occurred because stock with different expiration dates was not 
segregated. Of the 90 items we s4mpled , 1 9 had various 
expiration dates, but were not separated. Further, there were no 
establ ished procedures to identify and rotate stock . Aging 
reports were not prepared and distributed to stock managers and 
warehouse personnel. These aging reports would have alerted 
logistics personnel of stock that was approaching its expiration 
date, and the stock could have been issued to Agency customer s or 
returned to the DoD supply system for reutilization . 

The expiration dates entered in the jl@lilJMij data base were wrong 
or missing for 42 of the 90 items we sampled . The expiration 
dates in the IA~W!ifj were incorrect because they were computed 
by adding the items useful life to the date t he item was 
received rather t han adding the useful life to the date of 
manufacture . The date received was used because dates of 
manufacture frequently were not indicated on the packaging . 
Without accurate information i n t he the Materiel 
Management Office could not adequately manage stock that was 
approaching its expiration date. 

Of the 90 items we sampled, 14 were being controlled as 
shelf- life items even though they were nonper ishable items . 
These items included lead pencils, pads of paper, and magnetic 

heads. We projected that the value of these items was 
million. Controlling nonperishable items wasted resources 

• could have been better utilized to control and manage 
perishable goods . 

Stock Control . We inventoried the Stock Fund and bench 
stock i terns i ncluded in our sample and compared our results · to 
the balances reflected on accountable records . A detailed list 
of our sample results was provided to the Agency at the c onclu
sion of our f ield work . We found tha t 51 of the 150 Stock Fund 
balances and 103 of the 337 bench stock ,balances were inaccurate . 
We projected that 14 , 666 of the 37,365 Stock Fund item bal ances 
were inaccurate , and 19 , 101 of the 76 ,946 bench stock balances 
were i naccurate. ftfPf We also projected that the combined inventory 
balances of 1 million were overstated by - mill ion and 
understated by - mill.ion . Materiel Management Office 
personnel were aware of inaccuracies in Stock Fund inventory 
balances, as evidenced by the 9,695 line items that exper i enced 
inventory adjustments during FY 1988 . Personnel within the 
two organizations that maintained bench stock included in our 
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audit were not aware of the extent of the inventory 
discrepancies. We identified management and control weaknesses 
over inventories that needed improvement at all activities we 
audited. 

Stock Fund Inventory Controls. The Materiel Management 
Office had established procedures for r esearching inventory d is
crepancies that caused bal ances to be adjusted . Research into 
causes for adjustments is the responsibility of the Off i ce's 
Stock Accounting Branch . Generally, only adjustments with values 
exceeding 1111 were researched . An Inventory Adjustment Register 
was prepar'eciior each discrepancy showing t he quantity and value 
of the adjustment and the cause of the discrepancy . Stock 
Accounting Branch reports indicated that (during FY 1988) 
1,161 of 9,695 inventory adjustments r equired research . 
Documenta tion for only 282 of the 1,161 inventory adjustments was 
available . We found that 85 of the 282 ad justments were caused 
by stock relocation discrepancies. Further, rev iews of warehouse 
operations disclosed that there were no formal procedures or 
f orms for warehouse personnel to use to repor t stock that had 
been r elocated . We observed that when warehouse personnel 
relocated stock, t he relocation was r ecorded on pieces of scrap 
paper rather than on the stock r elocation forms that were 
available . The scrap paper had to be used by clerical personnel 
to update the records. We believe t hat some of the scrap paper 
was lost and that the use of scrap paper instead of the formal 
stock relocation forms was a major cause of t he inaccurate stock 
locations . Because stock locations were inaccurate, invento ry 
discrepancies occurred, unnecessary research was required, and 
time was wasted locating stock . 

Improvements were needed in t he way discrepancies were 
researched . When an Inventory Adjustment Reg iste r was p r oduced, 
t he Stoel< Accounting Branch o f the Mater iel Management Office 
conducted research to identify the cause of the discrepancy . 
Each completed Register lists the item being researched, the 
item's transaction history, and t he conclusion based on the 
resear ch conducted. Personnel were providing conclusions without 
conducting sufficient research . The personnel who researched 
discr~"ncies placed too much dependence on information i n t he 
1Qfliiib1i file of tra nsaction his tory . Personnel were not 
reconc1lng discrepancies to hard copy documentation and were not 
r eviewing actual receiv ing reports and issue documents to resolve 
discrepancies. 

Not all discrepancies over were researched. In FY 1986, the 
Chief of Supply Management decided that research into 154 
discrepancies remaining a t the end of the year ~ould be 
imp r act ical because research would delay initiation of the 
FY 1987 inventory program. As a result, the cost of all 

1111 
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discrepancies was combined and written off the records without 
further research . At the end of FY 1987, a complete wall-to-wall 
inventory of the Stock Fund was completed . Research to determine 
the reasons for discrepancies was not conducted by Stock 
Accounting Branch personnel . The results of the inventory were 
accepted as accurate because management recognized that records 
were incomplete and that discrepancies could not be completely 
researched . During FY 1988, summary reports indicated that 
310 cyclic adjustments were researched . We reconciled this 
figure to the Inventory Adjustment Registers and concluded that 
124 ( 40 percent ) of the adjustments had not been researched as 
reported . Stock Accounting Branch personnel confirmed that the 
FY 1988 discrepancies were inaccurately reported as researched . 
We considered the lack of research on all required discrepancies 
a material internal control weakness. 

Sufficient information on the causes and extent of inventory 
adjustments was not provided to senior managers within the 
Materiel Management Office. Inventory Adjustment Registers are 
provided to management on a monthly basis . Management pe r sonnel 
reviewed the causes a nd conclusions annotated on the repor t to 
identify any human , procedural, or system errors that could be 
corrected . conclusions in the Inventory Adjustment Registers 
were generalized and, therefore, were not useful in identifying 
the specific problems that caused the discrepancies . We believe 
that the conclusions given for d i screpancies contributed to 
inaccurate stock records because they did not provide managers 
sufficient details that could be used to spot trends and identify 
areas requiring corrective action. In addition, summary reports 
were not prepared on the causes of the adjustments . 
Consequently, management was further restrained from identifying 
areas that needed strengthening. 

Two reports, the Inventory Report and the Cyclic Inventory 
Financial Statistics Report, that summarized the numbe r and value 
of inventory adjustments did not provide sufficient information . 
A complete summary of adjustments to Stock Fund balances 
including both units and value was not p rov i ded . The Inventory 
Report for FY 1988 gave information on the number of items 
counted as part of cyclic inventories and the number of adjust
ments with a value of more than llil• The total value of the 
adjustments was not shown on the Inventor y Report . The Cyclic 
Inventory Financial Statistics Report inc luded only the number 
and val ue of adjustments that did not require research . A com
plete assessment of the extent of al l i nventory adjustments could 
be obtained only by combining the information on the two reports 
with the value of the adjustments not reported on the Inventory 
Report . A repor t reflecting the number and value of i nventory 
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adjustments would serve not only as a performance indicator, but 
also as a tool for identifying and resolving probl ems in specific 
areas. 

Bench Stock Inventory Control s. Internal control s had 
not been established to ensure proper accountability over bench 
stock . Procedures had not been established to require activities 
to per form cyclic inventories . Consequently, inventories were 
not performed in all activities. One manager stated that 3 years 
had passed since an inventory had been conducted in his 
activity . Some activities performed spot counts when items were 
issued, and if discrepancies were noted, adjus t ed the inventory 
records to agree with the physical counts . However , activities 
did not research why the adjustments were necessary. Further, 
managers were not provided reports summarizing inventory 
adjustments . 

Access to bench stock was unrestricted. In addition to repairing 
items, maintenance technicians were allowed to access areas where 
items were stocked, to issue parts, and to update the parts data 
base. Maintenance technicians were allowed access to stock in 
seven of t he nine activities we audited. In three of t he 
seven activities, the technicians were responsible for updating 
t he parts data base. Allowing technicians to control all key 
aspects of a transaction is a material internal control 
weakness . Separation of duties would reduce the risk of errors 
and the potential for fraud, waste, or abuse. 

Considering the number of activities with bench stock and the 
number of items stocked, controlling access to these items was a 
major problem. For example, there were 31 activities within the 
Telecommunications and Computer Services Organization that 
stocked 53 , 330 line i terns worth approximately 'ftM million. 
Plans had been approved to combi ne 10 of the 31 activities into 
one central location . This action will r esult in the 

Ill consolidation of 8,044 line items worth approximately 
million . The remaining 45 , 286 line items are stocked by the 

remaining 21 activities in 26 locations in the basement and on 
three floors at the Agency ' s Headquarters building. We believe 
further consolidations are possible. For example, two activities 
were located in the same room of the· basement . These activities 
stocked 7"~ and 2,545 line items respec tively with an overall 
value of · million. Also, there were two activities located 
on the th1 r floor . One activity stocked 1,283 l ine i terns and 
one activity stocked 1,945 line items with an overall value of 
1111 million. consolidation of these and other activities would 
a'!!ow better control of stocked items . 

Additional l y, a consolidation of inventories could be 
accomplished within the Maintenance Management Division (the 
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Division) of the Installations and Logistics Organization . The 
Division has full or artial maintenance responsibility for 

uildings and posts. This 
responsibility rests Division personnel assigned to 
9 maintenance s hops. Stec is stored in maintenance shops, 
miscellaneous storerooms , and mechanical or electrical cores 
(equipment locations) . We visited 17 locations where stock was 
stored and concluded that stock could be consolidated, because 
items stocked to s upport a particular shop were stored in 
multiple locations . For example, electrical parts were stored in 
five separate areas, and heat i ng, ventilation, and air 
condi tioning parts were stored in four separate areas. Parts 
consolidation would improve stock management and establish 
greater visibil i ty and accountabi lity for the stock. 

-

Lack of Accountable Records . We were unable to audit supply 
operations of the Maintenance Management Division because it did 
not maintain any accountable records. Inventory a nd usage 
records for the Division 's bench stock had no t been estab
lished. The majority of the bench stock had been transferred to 
the Divi sion from the General Services Administration (GSA) in 
October 1986 when the Agency assumed the building maintenance 
function. In one area where bench stock was stored , we counted 
25 skids of various e l ectr i cal supplies, 10 s kids of lights , and 
10 skids of ai r filters. Division personnel admitted that they 
had no idea of what stock was on hand. Because of this lack of 
i nternal controls, the stock within the Ma i ntenance Management 
Office was susceptible to waste , abuse, and loss . 

Internal Control Weaknesses. The internal control 
weaknesses discussed in the preceding paragraphs are mater ial and 
warrant d isclosure in the Agency's annual assurance statement to 
the Secre tary of Defense on the adequacy of material management 
controls. These weaknesses were not included in the annual 
assurance letters to the Agency ' s Di rector submitted by the 
Deputy Director for Telecommunications and the Deputy Director 
f o r Installat ions and Logistics . We asked all the activities 
rev iewed f or a copy o f thei r Internal Management Control Risk 
Assessments. Managers had prepared risk assessments at all the 
act ivi ties, but the assessments did not i dentify any of the 
inadequacies disclosed by our audit. 

RECOMMENDATIONS FOR CORRECTIVE ACTION 

We recommend that the Director, National Security Agency/Chief , 
Central security service: 

1 . Revise Agency Manual 60- 1 , "NSA/CSS Logisti cs Manual .. to 
require : 
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a. The Materiel Management Office to review customer 
Stock Fund requirements annually. The review process should 
include the supported activities' justifications of the continued 
need to stock the item; 

b. Organizations maintaining bench stock to perform · 
annual usage reviews and to justify the need to stock items with 
minimal or no usage; 

c. Organizations maintaining bench stock to conduct 
annual physical inventories. 

2 . Require Stock Fund customers to provide complete 
justifications for placing new requirements in the system as 
mandated by Agency Manual 60-1 . 

3. Perform a one-time review of the usage of all Stock Fund 
and bench stock items and : 

a. revalidate the need to continue to stock each item; 

b. turn in unneeded bench stock to the Agency Stock 
Fund and unneeded Stock Fund items to the DoD supply system; and 

c. cancel pending orders of items identified as 
unneeded. If orders cannot be canceled before receipt, place the 
items into the Stock Fund. 

4 . Transfer the Stock Fund items identified as excess 
during the audit to the DoD supply system. 

5. Establish responsibility within the Engineering Off ice 
of the Telecommunications and Computer Services Organization and 
the Facilities Engineering Office of the Installat i on and 
Logis tics Organization to monitor bench stock management. 

6. Transfer excess bench stock identified d uring the audit 
to other users or turn in the excess to the Agency Stock Fund . 

7 . Perform a one-time review of all items coded as 
perishable and: 

a . verify the need to control them as shelf-life 
items; 

b . determine the expiration dates of all shelf-life 
items; 

c. label the packaging of shelf-life items that do not 
show expiration dates; 
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d. update the jQ@t41Wtid data base; and 

e. issue shelf-life items approaching expiration or 
turn in the items to the DoD supply system for reutilization. 

8. Develop written policies and procedures on the 
management of shelf-l ife items to include: 

a. preparation of monthly shelf-life aging schedules 
to be distributed to stock managers and warehouse personnel; 

b. procurement requests to include a requirement that 
expiration dates appear on packaging: and 

c. issuance of shelf-life items on a fi rs t -in-first
out basis, as required by DoD Instruction 4140.27 , 
"Identification, Control, and Utilization of Shelf- Life Items." 

9. Consolidate the number of inventory locations maintained 
by the Engi neering Office of the Telecommunications and Computer 
Services Organization and the Facilities Engineering Off ice of 
the Installation and Logistics Organization. 

10 . Limit access to bench stock to personnel responsible 
for performing stock management duties . 

11 . Perform a one-time inventory of bench stock, research 
all discrepancies, and adjust or establish accountable records as 
necessary. 

12 . Establish procedures and forms for warehouse personnel 
to use to update stock location records when stock i s rel ocated . 

13 . Ose receiving reports and issue documents as well as 
the automated stock records to reconcile al l inventory 
discrepancies requiring research. 

14 . Develop management reports that provide an overview of 
adjustments to Stock Fund inventory records to include the total 
number and value of all adjustments ·and -summaries of the research 
of adjustments . 

15. Report the deficiencies in the management and control 
of Stock Fund and bench stock inventories as a material control 
weakness in the Agency's annual assurance statement .to the 
Secretary of Defense, and track the deficiencies as required by 
DoD Directive 5010 . 38. 
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MANAGEMENT COMMENTS 

The Agency agreed with Recommendation A.l . to update NSA/CSS 
Logistics Manual 60-1 to require annual reviews of customers' 
stock requirements. The Manual will a lso require organizations 
maintaining bench stock to conduct annual physical inventories 
and annual usage reviews . The Manua l was scheduled for revision 
by April 30 , 1990 . 

Regarding Recommendation A.2 ., the Agency stated that procedural 
changes were implemented within the i nventory management branch 
to ensure t hat stock request forms are properly completed . The 
Agency now requires the review of the forms by both the stock 
manager and the section supervisor. 

Responding to Recommendation A.3 ., the Agency i ndicated that a 
review has been initiated of all items with no usage in a 2- year 
period. Approximately 4,000 line i terns valued at illill million 
have been deleted f r orn the Stock Fund i nvento ry. ~ unneeded 
supplies were turned over to the Defense Marketing and 
Reutilization Office. 

Regarding Recommendation A. 4., the Agency i ndicated that 53 of 
the 97 items identified as unneeded have been excessed, and the 
remaining 44 will be excessed by February 16, 1990. 

The Agency provided a two-part response to Recommendation A.5. 
The Agency indicated that the Installation and Logistics 
Organization plans to establish a new section to consolidate and 
establish control of its bench stock records . However, the 
Telecommunications and Computer Services Organization felt that 
additional oversight or monitoring will not be necessary a fter 
other recommended corrective actions are implemented . 

Regarding Recommenda tion A.6., the Agency indicated that a team 
will be established to conduct physical i nventories, to identify 
materials , and then t o select items for conti nued storage or 
disposal . An October 1992 completion date was anticipated . 

Responding to Recommendation A. 7., t he Agency indicated that 
management of shelf- life items had been improved . A one-time 
review of all shelf- life i t ems was completed in September 1989 to 
ensure their proper coding . Also , shelf-life 
reviewed for expiration, and items worth 
excessed. A System Change Request was submi 

~~~1Jiltl1 items were being 
had been 

te o modify the 
automated data processing system. Act ions were scheduled for 
completion by March 1, 1990. 

Regarding Recommendation A. 8 ., the Agency indicated that actions 
are underway to develop written policies and procedures for 
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managing shelf-life items. Contract clauses are being developed, 
and contracts now require expiration dates to appear on all 
packages. Written procedures will be prepared by May 1, 1990. 

Responding to Recommendation A.9., the Agency stated the 
Installation and Logistics Organization is taking steps to 
consolidate its inventory by October 1992. However, because the 
systems supported by the Telecommunications and Computer Service 
Organization are widely dispersed and the bench stock needed to 
support them must be located as close as possible, further 
consolidation was not possible. 

The Agency disagreed with Recommendation A.10. to limit access to 
bench stock to personnel responsible for performing stock 
management du t ies. Maintenance personnel must continue to have 
direct access to bench stock on an around-the-clock basis. The 
Agency cannot afford to dedicate limited personnel resources to a 
single functional responsibility, particularly in a shift 
operation. 

The Agency agreed with Recommendation A. 11. to perform a one-time 
inventory of bench stock, t o research all discrepancies, and to 
adjust or establish accountable records, as necessary. The 
inventory will be completed by October 1992. 

The Agency concurred with Recommendation A.12., and noted that 
when the Material Tracking System (MTS) is on line, all stock 
relocations except turn-ins will be done by a warehouse person 
scanning the bar coded locations. Stock relocations will be more 
timely and accurate since all relocations will be recorded by bar 
coding scanners rather than by handwritten or typed relocation 
forms . 

The Agency nonconcurred with Recommendation A.13. and stated that 
receiving reports are used as a standard procedure in helping to 
resolve inventory discrepancies requiring research. Issue 
documents will not be used because of the resources required to 
maintain files of issue documents. A decision has been made to 
automate these records through bar coding. The researchers can 
use the automated data to investigate .discrepancies. 

The Agency concurred with Recommendation A.14. and stated that 
three reports that reflect inventory results for management are 
now in place. 

The Agency agreed with Recommendation A.15., and indicated that 
t he deficiencies in the management and control of Stock Fund and 
bench stock inventories has been reported by the Director to the 
Secretary of Defense in the FY 1989 Annual Statement of 
Assurance. All corrective actions will be tracked to ensure that 
the deficiencies are corrected. 
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AUDIT RESPONSE TO MANAGEMENT COMMENTS 

Regarding management's response to Recommendation A.5., the 
implementation of other recommended, corrective actions does not 
negate the requirement to monitor bench stock. Our discussion on 
pages 6 and 7 of the finding supports the need for monitoring. 
Therefore, we ask that management reconsider its response to this 
recommendation. 

Regarding the Agency's response to Recommendation A.6., a 
completion date of 1992 is inappropriate for the disposition of 
items specifically identified during the audit. Also, the 1992 
completion date conflicts with the annual inventories and usage 
reviews that are being initiated in response to Recommendation 
A.l. Therefore, we request that management reconsider its time 
frame for completing the recommended action. 

Regarding the Telecommunications and Computer Services 
Organization disagreement on the further consolidation of bench 
stock - inventory locations, we maintain that Recommendation A.9. 
is feasible. As noted in the report, inventories belonging to 
various activities were located in the same room or on the same 
floor. Consolidating these stocks at one location per floor 
would not adversely impact on the availability of the repair 
items to maintenance personnel. We request that management 
reconsider its response to this recommendation. 

Recommendation A.10. to limit access to bench stock to specific 
personnel is a needed internal control. Designation of a 
specific individual per shift would meet the intent of our 
recommendation. Therefore, we request that management reconsider 
its response. 

The Agency's response to Recommendation A . 11 . , to complete a 
one-time inventory of bench stock by October 1992, is 
inconsistent with the response to Recommendation A.l. to perform 
annual inventories. For inventories to be effective, counts must 
be completed and discrepancies must be reconciled within a 
reasonable time frame. More than 2 years to complete an 
inventory is an unreasonable time · frame . We request that 
management reconsider its time frame for completing the 
inventory. 

Although management nonconcurred with Recommendation A.13., its 
alternative action to use automated files of issue documents to 
research inventory discrepancies satisfies the intent of the 
recommendation. Therefore, no further response is required. 
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B. Financial Management 

FINDING 

The National Security Agency (the Agency) Stock Fund had excess 
cash on hand for 4 of the last 5 years. These excesses occurred · 
because the surcharge that was added to sales exceeded actual 
expenditures, generating excess cash. The excess cash decreased 
the Agency's incentive to closely control cash and to restrict 
unnecessary accumulation of inventories. 

DISCUSSION OF DETAILS 

Background. Stock Funds were established within DoD under 
o.s.c., title 10, sec. 2208 to finance inventories of supplies. 
A Stock Fund operates as a revolving fund by acquiring 
inventories with funds provided at inception or received from 
sales to customers. consumer appropriations, for example, 
Operation and Maintenance, benefit from the operation of a Stock 
Fund by not having to finance inventories of supplies. The 
Agency's Stock Fund operation began in October 1968 with an 
initial cash balance of '§!twtli· After more than 20 years of 
operations, the cash ba ance grew to :we million as of 
April 30, 1989. The Agency's Stock Fund is part of the Defense 
Stock Fund controlled by the Defense Logistics Agency. 

The Agency finances Stock Fund purchases to replenish its 
inventory through sales to the Agency customers. The customers' 
Operation and Maintenance account is charged for purchases, and 
Stock Fund cash is increased by a corresponding amount. Each 
item in the Stock Fund has an actual cost used to record 
obligations, accounts payable, and disbursements. However, when 
an item is sold, a surcharge is added to the actual cost to 
recover operating expenses such as inventory losses and 
transportation . The Stock Fund does not add a surcharge to items 
obtained from the Government activities, because a surcharge has 
already been added by the selling activity. The actual cost plus 
the surcharge is referred to as the standard unit price. 

SA: (b)(3) the Agency's automated inventory data management 
system, calculates a standard unit price by averaging an item's 
actual cost plus the surcharge with the "old" standard unit price 
after each purchase. 

Cash Reserve. Agency Regulation 111-30, "NSA Division of 
the Defense Stock Fund," assigns the Director, Finance and 
Accounting, the responsibility for establishing and maintaining 
procedures that will ensure a working cash balance compatible 
with both regulatory and realistic requirements. Specific 
guidance on the amount of cash reser~e required is not addressed 
in Agency or DoD regulations. Discussions with personnel at the 
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Off-ice of the Deputy Comptroller (Management Systems) and the 
Defense Logistics Agency's Revolving Fund Budget Division 
disclosed that a cash reserve equivalent to 11 days of Stock Fund 
disbursements has been the accepted standard within DoD. The 
cash reserve of 11 days is computed by dividing annual cumulative 
disbursements by 360 days and multiplying by 11 . The Agency was 
not using an 11-day reserve to compute a normal operating cash 
reserve nor was it reviewing cash balances on a monthly basis . 
The table below shows that the Agency had excess cash balances 
for 4 out of the last 5 years. 

Fiscal Year 

1985 
1986 
1987 
1988 
1989 

±.I 

Cash on Hand Normal Cash .. !/ 

Excess Cash 

Excess (Shortage) 

!/ Cumulative disbursements divided by 360 and mul t i plied by 11 

2/ As of April 30 , 1989 

On May 2, 1988 , the Agency's Comptroller concurred in an in-house 
recornmendat ion that an 11- day cash reserve be considered the 
normal cash operating level for the Stock Fund. The Comptroller 
also concurred in a recommendation that the Stock Fund Branch of 
the Finance Office review the Stock Fund cas h balance at the end 
of each month and compare it with the recommended 11- day 
reserve . However, the Chief of the Stock Fund Branch did not 
implement this decision . The Branch Chief claimed to be unaware 
that the Comptroller had agreed to the 11-day cash operating 
level and the monthly cash reviews . Memorandums documenting the 
decision on the 11- day cash reserve had been prepared and 
distributed to the Stock Fund Branch, but the Agency regulations 
had not been revised. A monthly analysis of cash would have 
alerted Agency management to an excess or s hortage of cash, 
allowing for corrective actions, such as returning excess cash to 
the Defense Logistics Agency (DLA) and adjusting the surcharge, 
to prevent future buildups of cash. 

Excessive Surcharge. There was excess cash on hand because 
the Agency's surcharge exceeded actual expenditures . The Stock 
Fund overcharged fo r items obtained from commercial sources . The 
Agency added a 3-percent surcharge to commercially acquired stock 
to cover inventory losses (2.8 percent) and transportation 
expenses ( . 2 percent}. However, the Agency had arbitrarily 
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arrived at these percentages without analyzing the actual 
expenses being incurred. Our audit disclosed that both 
percentages were excessive. 

We compared the surcharge for inventory losses with the expenses 
for actual i nventory losses incurred from October 1, 1985, 
through April 30, 1989. As shown in the table below, the 
surcharge added to the cost of Stock Fund purchases was higher 
than needed to reimburse the Stock Fund for inventory losses. 

Inventory Loss Surcharge Analys i s 

Fiscal Year ! / 
Difference Surcharge Net Losses (Gains) 

1985 
1986 
1987 
1988 
1989 

y 

±/ Includes returns without credit 

~ As of April 30, 1989 

We also compar ed the transportation surcharge applied 
( . 2 percent) with actual transportation expenses from October 1 , 
1985 , through April 30 , 1989 . The table below shows that the 
surcharge was higher than needed to reimburse the Stock Fund for 
transportation expenses. 

Transportation Surcharge Analysis 

Fiscal Year 

1985 
1986 
1987 
1988 
1989* 

*As of April 30, 1989 

Surcharge Expense Difference 

To determine the amount of surcharge to cover actual expenses in 
FY 1989 (as of April 30, 1989) we divided the inventory loss and 
transportation expense by purchases at cost . We determined that 
a .9 percent surcharge ( . 8 percent for inventory losses and 
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.1 percent for transportation) would have adequately covered 
actual expenses. During our audit, DLA requested that the Agency 
analyze the appropriateness of its surcharge. As a result of 
that analysis, the Agency's Office of Budget and Programs 
recommended that a surcharge rate of 1.5 percent be adopted for 
FY 1990. 

The primary difference between the Agency's recommended surcharge 
of 1. 5 percent and our recommended surcharge of . 9 percent was 
that our analysis considered materiel returns from users without 
credit, but the Agency's did not. The Defense Logistics Agency 
Accounting and Finance Manual requires that materiel returns 
without credit be included in the surcharge computation. The 
Agency excluded returns without credit because it felt that 
returns were inordinately high and could have caused the 
surcharge to be understated. We believe that returns should be 
included. We also believe that if the recommendations for 
improvements in stock management contained in Finding A are 
implemented , the amount of returns without credit will decrease, 
because consumer organizations will not be purchasing unneeded 
stock. Without a decrease in the surcharge on i terns purchased 
from commercial sources, the Stock Fund will continue to generate 
excess profits. 

RECOMMENDATIONS FOR CORRECTIVE ACTION 

we recommend that the Director, National Security Agency/Chief, 
Central Security Service: 

1 . Revise Agency Regulation 111-30 to require: 

a. a cash reserve equal to 11 days of Stock Fund 
disbursements (using a 360-day year); 

b. a monthly review of Stock Fund financial statements 
comparing cash on hand with the normal 11-day reserve to 
determine if cash balances require adjustment; and 

c. an annual review of the surcharge with adjustments 
as necessary to approximate actual . inventory losses ( including 
materiel returns without credit) and transportation expenses. 

2. Return cash in excess of 11 days' disbursements to the 
Defense Logistics Agency. 

MANAGEMENT COMMENTS 

The Agency agreed in principle with the finding. Responding to 
Recommendation B.l., the Agency stated that Part V, Chapter II of 
its Resource Management Manual now requires a monthly 
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determination as to ' the appropriateness of cash balances. The 
Manual will be changed to include a statement that an annual 
review of the surcharge will be performed and that necessary 
adjustments will be made. 

The Agency disagreed with Recommendation B. 2 . to return excess 
cash to the Defense Logistics Agency. The Agency stated that an 
appraisal of t he Stock Fund cash on hand determined that the high 
accounts payable situation is abnormal and temporary due to 
organizational, data processing, and personnel requirements. A 
forceful effort to reduce accounts payable to more reasonable 
levels and thereby reduce the cash position was underway . The 
appraisal of t he cash balance in the context of total assets and 
liabilities indicated that returning excess cash to the Defense 
Logistics Agency was inappropriate. 

AUDIT RESPONSE TO MANAGEMENT COMMENTS 

We agree that the accounts payable balance of million as of 
April 30, Ill 1989, was higher than the Agenc~esired 30-day 
balance of million. We do not agree that this situation is 
t m orary . The accounts payable balance has ranged from 

million to 1111m million!'1tween April 30, 1988, and 
u ry 31, 1990. 'ATso, if the · million in excess cash as 

of April 30, 19~had been used to 1guidate accounts payable to 
the desired llllllil million level, there would have been 
11\11 million excess cash remaining. Consequently, we feel that 
cash can be returned to the Defense Logistics Agency. We ask 
that management reconsider its response to Recommendation B. 2. 
To be fully responsive, provide further details regarding the 
efforts to reduce accounts payable to include specific actions 
planned or taken with milestone dates and reductions achieved. 

11111 
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c . Support Facilities 

FINDING 

The National Security Agency (the Agency) has not~ufficientl 
·ustified a need for the planned expansion of its 

. The Agency had not con uc e a cos 
an ene it ana ysis o the proposal, and workload studies 
referenced in the justification documentation prepared by the 
Telecommunications and Computer Services Organization were not 
adequately performed. Further, an benefits derived since the 
establishment of the interim 
~ have not been evaluate by responsible personne l . 
~ t he Agency had plans that may result in the 
unnecessary expenditure of llilmillion on the expansion through FY 
1995. 

DISCOSSION OF DETAILS 

Background. The Teleconununications and Computer Services 
Organization (the Computer Services Organization) provides 
ma i ntenance support to all telecommun i cations and computer-based 
systems operated by the Agency at its Headquarters and field 
activities. Overseas sites that do not have logistics support 
and on- site repair depend on CONUS repair and return procedures 
to fix certain failed parts (e.g., circuit boards, radio 
receivers, and computer disk drives). The field sites send their 
broken par ts to the Repair and Return Branch, which sends the 
parts t o various activities of the computer Services Organization 
at Agency Headquarters for repair. After repair, the parts are 
returned to the f ield sites . 

The Computer Services Organization proposes to expand the 
overseas facilities to increase the types of equipment 
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~ported. The expected cost of the expansion over 5 years is 
lllfllillion. The overseas facilities will service au tomatic data 
processing, collection, and communications equipment, using the 
same procedures in place for small computers. 

In add ition to expanding the 1111 overseas facilit i es, the 
Computer Services Organization p~s to consolidate 10 of its 
headquarters' activities into a Signals Intelligence (SIGI NT) 
Service Cente r . Repair personnel will be consolidated into 
one centralized work area in an effort to reduce repair and 
return ( turnaround time and ualit control and 
securit . 

Circular 25-5 Process. Approval for both proposals is being 
accomplished in accordance wi th Agency Circular 25-5. 
Circular 25-5 establishes a management review process, which uses 
procedures designed for systems acquisition management . 
Initially proposed separately , the two proposals were 
consolidated in a Program Management Plan ( the Plan) dated 
February 21, 1989 . The Plan is being coordinated with Agency 
activities. After the Plan has been coordinated, it will be 
reviewed by senior Agency managers who will approve, redirect, or 
disapprove the proposals. 

Results of Audit. We reviewed the Program Management Plan 
documentation. We also visited the •SN®li 

field sites . Based on our rev iew 
o ocumentat1on an our v1s1ts overseas, we concluded that more 
detailed information is needed before management can make an 
i nformed decision regarding the expansions. We also concluded 
that significant benefits have not been achieved by the 
establishment of t he SA: (b)(3) 

Program Management Plan. The proposal to expand the 
overseas facilities implied a more in-depth analysis than the 
analysis that was performed. The Program Management Plan 
references a 1-year study of all repair items sent to Agency 
Headquarters from the field. The proposal notes that 95 percent 
of the items returned is removable ~arts versus complete units . 
Consequently, the Pl an implies that there is sufficient work load 
to support the expansion. The use of t he term "1-year study" 
denotes a higher level of effort than we found had been 
performed. When we requested information on the study , 
responsible personnel stated that they had performed only a 
cursory review of shipping documents. Statistics had not been 
developed or analyzed on the specific number and type of parts 
returned , returned parts had not been segregated by field site, 
turnaround times had not been calculated, and funding requested 
to establish increased capabilit ies at the Support Facilities was 
not supported . 
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We reviewed the work records of the Agency's SA: (b)(3) field 
sites and £ound that Bad Aibling, West Germany, had returned 
136 parts and Menwith Hill, United Kingdom, had returned 
176 parts to Agency Headquarters in FY 1988. These numbers 
represented the increased work load that will be absorbed by the 
overseas facilities after implementation of the expansion 
proposal. The combined FY 1988 total of 312 parts equates to 
onl 1 25 t ansactions per workday. Since these sites represent 

Agency or9ani2ations in Europe, sufficient work 
may not e available to justify the expansion. 

Additionally, data were not available to support the funding 
t d for the overseas facilities. The Plan calls for 

in procurement funds and 1§~ff@'9!1! in Operation and 
a enance funds to be spent each year7om FY 1991 through 

FY 1995. However, a spend i ng profi l e for the overseas faci l ities 
was not availabl e, a l though one had been prepared for the SIGINT 
Service Center. Responsibl e personne l stated that specific 
funding information could not be provided because they d i d not 
know what they would be buying i n the future . For example, the 
proposal stated that the overseas facilities will be stocked with 
"selective .. removable parts for immediate shipment t:o the field 
when a failure occurs. However, a l ist of 1'selective" parts to 
be stocked was not available. Responsible personnel felt that 
since the stockage would not occur until FY 1991, they could not 
identify in the proposal items to be stocked. Also, personnel 
who prepared the Plan stated that, due to technology advances, 
any requirements identified would be obsolete by FY 1991 . We 
believe that 2 years is not an unreasonable time to plan for 
required support based on current responsibi l ities, trends, and 
needs. 

Responsible personnel also stated that the number of parts 
maintained at the field sites will decrease . However , at the 
time of the audit , the personnel were not aware of what parts and 
how many were stocked at the various site locations or what parts 
and how many would be decreased. We believe that obtaining 
information on the type and number of parts stocked and the 
number that will decrease at the field sites is necessary before 
requesting funding and project approval. 

Cost and Benefit Analysis. The proposal states that the 
proposed e~pansion will reduce miss ion loss caused ~y 
out-of-service equipment as well as reduce lengthy repair 
times . Statistical analyses identifying the number of equipment 
failures that were awaiting replacement parts had not been 
prepared . Further , the number of days the equipment was out of 
service had not been computed. We found no evidence to indicate 
that expansion would significantly improve operational 
readiness. The field sites keep a substantial stock of 
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replacement parts on ha'nd. Therefore, loss of mission time due 
to out-of-service equipment awaiting par t s is minimal. 
Furthermore, significant reductions in turnaround time may not be 
achievable. Specific reductions in turnaround time had not been 
identified in the ro osal. However, the i nitial documentation 
for the pr~pared in June 1986, noted 
that the esta 1s ment o t e Facility would reduce turnaround 
t i me from 10 months to 1 to 2 months. Our eval uation of repair 
parts, sent from .Menwi th Hill and Bad Aibling to the Agency's 
Headquarters during FY 1988 , disclosed that turnaround time was 
5 mont hs and not 10 mont hs. Consequently , the potential maximum 
gain achievable in turnaround time is only 3 or 4 months as 
opposed to 8 or 9 mont hs. The decreased t urnaround time can be 
attributed to actions, taken by the Computer Services 
Organization. For instance, repair backlogs awaiting processing 
were eliminated, and the number of vendor contracts were 
significantly reduced to make coordinat ion of repair work 
eas ier. However, reducing the time it takes to r estock. an i tern 
has no impact on system availability and, therefore, may not 
j ustify the expansion. 

Benefits from Overseas Operations . The Computer Ser vices 
Organization had not performed cost and benefit analyses to 
evaluate the results attained from the overseas operations. We 
performed a limited audit of the overseas operations and 
concluded that significant benefits had not been achieved. 
Although equipment tur naround times between the Agency and the 
sites were shorter, no s i gnif icant cost or o erational benefits 
were identified. Although the I had been 
operational for 2 years, t e sites are st1 maintaining 
substantial i nventories of small computer -rts. For example , 
111 small computer replacement parts worth were held a t 
Bad Aibl i ng. Personnel at the Bad Aibling ie site knew of no 
plans to reduce t he inventories. We concluded that improvements 
in operat ional readiness had not resulted. Although analysis of 
the failure rates of small computers at the s i tes we visited had 
not been performed, maintenance personnel at the sites did not 
consider the number of failures to be significant . 

The work load is small . Our audit of 
that were maintaine showed that only 731 parts were 

from supported activit ies for repl acement during the 
period ended in January 1 989. Of the 731 items, 

280 were received fro~ through January 1989 , after 
the Facility moved ~ Although, the work load 
increased dur ing that 4-month period, we attributed the growth to 
the additional number of acti vities supported . Even with the 
added work load , the s t atistics indicated only 3 .3 3 parts 
received per workday. The Computer Services Organizat ion needs 
to perform an analysis of the overseas operations to see if cos t 
and operational benefits have been achieved . 
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RECOMMENDATIONS FOR CORRECTIVE ACTION 

We recommend that the Director, National Security Agency/Chief, 
Central Secur it the decision to expand the 

until sufficient 
eve ope . e ec1.s1.on s ould be based on an 

analysis by the Telecommunications and Computer Serv i ces 
Organization of the cost and operat ional benefi t s expected to be 
achieved by the expansion . Additionally, the Telecommunications 
and Computer Services Organization should perform an analysis of 
the cost and operational benefits that the interim facilities 
have achieved since their inception. 

MANAGEMENT COMMENTS 

The Agency concurred and recorntnendations and 
stated that because c l imate all reposed 
expansions to the have 
been canceled. If e1 er o ered for 
expansion in the future, financial as well as 
operational analyses will be conducted. The Agency indicated 
t hat the monetary benefits attributed to t his action were 
- million rather than the million indicated in the 
report. The reply stated that 

:err, 
the proposed expansion to these 

facilities had already been decreased to - milli on before the 
audit. 

AUDIT RESPONSE TO MANAGEMENT COMMENTS 

During the staffing of this report, managers within the 
Telecommunications and Computer Services Organization indicated 
to us that the proposed expansion cost had been reduced to 
- million. However, documentation supporting the reduction 
was not provided. Therefore, we did not adjust the cost figures 
in the draft report. After receipt of the Agency's comments on 
the draf. t documentation indicating that the funding was reduced 
to the million level was provided. The reduction was made 
on May , 1989 , which was 1 month after we had issued a 
memorandum to the Agency on April 20, 1989, indicating our 
i nitial concerns regarding the cost of the expansion. Since the 
action was taken after we notified the Agency of our audit 
conclusions, we feel that the amount of monetary benefits claimed 
is appropriate. 
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NATIONAL SECURITY AGENCY 
CENTRAL SECUR ITY SERVICE 

FORT GEORGE G ,..~OE MARYi.ANO 20755· 6000 

Serial : N-006-90 

fl JAlt ~~o 

• , ,:,.111r.,.._ . . . ' . . 
~ ~ . -. 
~ : . ' 

MEMORANDUM FOR THE DIRECTOR. READINESS AND OPERATIONAL SUPPORT, 
OFFICE OF THE DOD IG 

SUBJECT: Draft Audit Report on Stock Management at the National 
Security Agency (P r oject No. S!K-0072 ) 

Attached are NSA's comments 
31 October 19 8 9. If you have 
information. please c ontact 

Encl : 
a/s 
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Section A. Supply Management 

fINDING: Stock maintained to support NSA operations was not 
sufficiently managed or adequately controlled . 

CONCUR: Although we concur with the finding and are making 
ever. ffort tn11ifflirove stock management. it shou ld be noted that 
the · · and · projected figures are st r icl ty project ions and 
true 1gures are not at this time known . 

RECOMMENDATION 1: Revise Agency Manual 60-1, "NSA/CSS Logistics 
Manual " to require: 

a. The Materiel Management Office to review customer Stock 
Fund requirements annually. The review process should include the 
supported activities ' justification of the continued need to stock 
the item; 

b. Organizations maintaining bench stock to perform annual 
usage reviews and justify the need to stock i tems with minimal o r 
no usage; 

c. Organizations maintaining bench stock to conduct annual 
physical inventories. 

CONCUR . The NSA/CSS Logistics Manual will be updated by 30 
April 1990 to incorporate this recommendation as follows: 

a. Part II, Chapter 6- 5. Para b . 3 will be changed t o 
read: (The Office of Materiel Management is responsible for). 
"Reviewing customer stock requirements annually through an 
automated or manual process that includes validation of 
justification from users for the need of continued stockage in 
order to prevent accumulation o f excessive invento ry. ' 

b. Part 11, Chapter 11-1, Para b(4) will be changed to 
read "Organizations maintaining bench stock must conduct both 
annual physical inventories and annual usage reviews . Items 
reviewed that do not meet t he criteria for continued stockage will 
be returned to the Stock Fund or excessed through appropriate 
channels." 

RECOMMENDATION 2. Require Stock Fund custome~s to provide 
complete j~stifications for placing new requiremen~s in the system 
as mandated by Agency Manual 60-1. 

CONC~R . In March 19 89, procedural changes we~e implemented 
within the inventory management branch to insure that the NSA Form 
J5737 is properly compleced before new 1tems are placed into the 
NSA Stock Fund . We now requi re the review of the J5737 by both 
the stock manager and the section supervisor for completeness. 

RECOMMENDATION 3. Perform a one-time rev i ew of the usage of all 
Stock Fund and bench stock items and: 
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a , Revalidate the need to continue to stock each item ; 

b, turn in unneeded bench stock to the Agency Stock Fund 
and unneeded Stock Fund items to the DoD supply system; and 

c. cancel pending orders of items identified as unneeded . 
If orders cannot be cancelled before rece ipt , place the items inco 
the Stock Fund. 

CONCUR. A review has been initiated of a ll items with no 
usage in a t wo-year period. To date we have : 

-reduced the audit projection of iilll million in 
unneeded demand-based supplies by Ill milli~ 69%). 

-deleted approximately 4,000 line i tems from the Stock 
Fund inventory . 

- the ifllll million in unneeded supplies were turned over 
to the Defense Marketing and Reutilization Office (DRMO). 

Our review is scheduled for completion in July 199 0 . 

RECOMMENDATION 4. Transfer the Stock Fund items identified as 
excess during the audit to the DoD supply system. 

CONCUR . The DOD IG team identified 97 items that should be 
disposed of immediately and excessed to the DoD supply system. 
Fifty -three of the items have been excessed; the remaining wil l be 
excessed to the DRMO by 16 February 1990. 

RECOMMENDATION s. Establ ish responsibility within the Engineering 
Office of the Telecommunications and Compter Services Organization 
and the Facilities Engineeri ng Office of the Installation and 
Logistics Organization t o monitor bench stock management -

Because this recommendation is addressed to two 
Organizations, we are supplying two answers: 

The Installation and Logistics Organization concurs 
with the recommendation and plans to · establish a new section to 
consolidate and establish control of their bench stock records. 

The Telecommunications and Computer Services 
Organization nonconcurs with the recommendation and will continue 
to hold appropriate managers responsib l e for managing bench 
SLock. Additional oversight or monitoring will not be necessary 
after appropriate corrective actions recom.~ended in other portic~s 
of the report are implemented . 

RECOMMENDATION 6. Transfer excess bench stock identified dur i ng 
the audit to other users or turn in the excess to the Agency Stec~ 
Fund. 
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CONCUR. A team of Installation and Logistics Subject Matter 
Experts will be established t o conduct physical inventor i es . 
identify materials, and then select items for continued storage or 
disposal. An October 1992 complet ion date is anticipated . 

RECOMMENDATION 7. Perform a one-time rev iew of all items coded as 
perishable and: 

a. verify the need to control them as shelf-life items ; 

b . determine the expiration dates of all shelf- life items; 

c. label the packaging of shelf-life i tems that do not show 
expira~ion dates; 

d. Update the 'SfltlP>tiP data base ; and 

e. issue shelf- l ife items approaching expiration or turn in 
the items to the DoD supply system for reutilization. 

CONCUR. Management of shelf-life items have been improved 
with the following actions : 

a. A one-time review was completed in September 1989 
of all shelf-life items to insure t heir proper coding as a 
perishable item that requires control. 

b . It wi ll be difficult to determine the manufacturing 
date of shelf-life items already in the stock s ystem. The 
difficulty is with the inability to test shelf-life i tems for 
remaining life, and the lack of a manufacturing date to determine 
a remaining shelf-life. Act ion has been taken to correct the 
deficiencies noted in this report. Shelf-life items are currently 
being reviewed for expiration, and of the Ill million potential 
identified by the report , 11111 has been excessed to date. A 
system Change Request ( a m'et'h'o'o of modifying our ADP system to 
pick up a new function) was submitted to prov ide for locating 
multiple shelf-life items into one location with i ndividual 
tracking of the remaining shelf-liSMMi ife . Completion for this action 
is scheduled for 1 March 1990 . will be updated at that 
time. 

RECOMMENDATION 8. Develop written policies and procedures on the 
management of shelf-life items to include: 

a. preparation of monthly shelf-life aging schedules to be 
distributed to stock managers and warehouse personnel ; 

b. procurement requests to include a requ irement that 
expiration dates appear on packaging; and 

c. issuance of shelf-life items on a first- i~-f irst-out 
basis, as required by DoD Instruction 4140.27, "Identification, 
Control, and Utilization of Shelf-Li fe items . " 
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CONCUR. Actions are underway to implement the above 
recommendation. Contract clauses are being developed for 
shelf-life items, and procurement requests/award documents require 
expiration dates to appear on all packages which will ensure 
material is marked with required information as well as making 
Receiving personnel more aware of an item with an expiration 
date. Written procedures will be p~epared by 1 May 1990. 

RECOMMENDATION 9. Consolidate the number of inventory locations 
maintained by the Engineering Office of the Telecommunications and 
Computer Services Organization and the Facilities Engineering 
Office of the Installation and Logistics Organization. 

This recommendation is addressed to two Organizations, and 
we have two answers. The Installation and Logistics Organization 
concurs in the recommendation and is taking steps to consolidate 
their inventory. October 1992 is the anticipated completion date. 
The Telecommunications and Computer Services Organization 
nonconcurs in the recommendation. As stated in the draft audit 
report, ten locations will be consolidated in the SIGINT Service 
Center; however, the systems supported by the Telecommunications 
and Computer Service Organization are widely dispersed, and the 
bench stock needed to support them must be located as close to 
them as possible. 

RECOMMENDATION 10. Limit access to bench stock to personnel 
responsible for performing stock management duties. 

NONCONCUR. Maintenance personnel must continue to have 
direct access to bench stock on an around-the-clock basis. We 
cannot afford to dedicate limited personnel resources to a single 
functional responsibility, particularly in a shift operation. 

RECOMMENDATION 11. Perform a one-time inventory of bench stock, 
research all discrepancies, and adjust or establish accountable 
records as necessary. 

CONCUR. It is anticipated an inventory will be completed of 
bench stock by October 1992. At this time, plans are for 
Benchside Inventory Control System (BIC) terminals to be located 
in each storeroom to ensure accountability and usage records are 
maintained for use in annual reviews and j ustification 
documentation. 

RECOMMENDATION 12. Establish procedures and forms for warehouse 
personnel to use to update stock location records when stock is 
relocated. 
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CONCUR. Two forms for stock relocations are used. These 

are §~ forms accepted by the Data Entry Clerk for entry into 
the I data base. Instances as reported in the audit of 
scraps o paper being ~sed for recording stock relocations were 
isolated. When ~he Material Tracking System (MTS) comes on line. 
all stock relocations except turn-ins will be done by the 
warehouseman scanning the bar coded locations with a handheld 
Transaction Mana~ er All Transaction Managers will be uploaded 
daily into the t§ 4WUi data base . Stock relocations wil l be more 
cimely and accurate since all locations vill be scanned rather 
than handwritten or typed. An SOP for working with the MTS will 
be written as it becomes operational. 

RECOMMENDATION 13 . Use receiving reports and issue documents as 
well as the automated stock records to reconcile all inventory 
discrepancies requiring research . 

NONCONClJR. Receiving reports are used as a standard 
procedure to help resolve inventory discrepancies requiring 
research. This point wi ll be reemphasized to researchers . 
Automated stock records are a pr i mary source for researching stock 
discrepancies and has 1§~f+!4'M been a standard practice before and since 
the implementation. of H<:>weve: , 1§f!WN retain~ on-line 
records for only s1x mont s, at which time t e record(s) 1s 
converted to microfiche. The microfiche records are used to 
perform research from the last inventory that was completed. 
Issue documents will not be used because of the resources required 
to maintain those files. A decision has been made to automate 
this activity through bar coding. A stock item will be tracked 
through every step of handling until i t i s de l ivered to the 
customer. The customer's identification will be entered into the 
system as the last step. The researchers can use that data to 
investigate discrepancies . 

RECOMMENDATION 14. Develop management reports that provide an 
overview of adjustments to Stock Fund inventory records to include 
the total number and value of all adjustments and summaries of the 
research of adjustments . 

CONCUR. Three reports that reflect information for 
management are now in place . The first reporting mechanism. the 
Inventory Adjustment Report, addresses those stock discrepancies 
that require research with appropriate comments. The second 
report is an annual report ref l ecting alJ items counted. It is 
broken down into categories of icems with perfect counts merely to 
show the inventory, items with small discrepancies not requiring 
research and disc r epancies requiring research. All refusals f or 
filling a customer 's order are depicted by what, where, and the 
reason for the refusal. A third report is prepared monthly and 
shows all inventory postings to the record . regardless if the 
posting is a mirror of the record or if discrepanc i es exist . 

RECOMMENDATION 15. Report the deficiencies in the management and 
control of Stock Fund and bench stock i nventories as a material 
control weakness in the Agency ' s annual assurance statement to the 
Secretary of Defense and track the deficiencies as required by DoD 
Directive 5010.38. 
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CONCUR. The deficiencies in the management and control of 
stock fund and bench stock inventories has been reported by the 
Director to the secretary of Defense in the FY89 Annual Statement 
of Assurance. All corrective actions will be tracked to ensure 
that the deficiencies are corrected. 

Section B. Financial Management 

FINDING: NSA had excess cash on hand for 4 of the last 5 years. 

Concur in principle. Excess cash described in the audit 
report is a temporary situation, and will be corrected. 

RECOMMENDATION B.l. Revise Agency Regulation 111-30 to require: 

a. A cash reserve equal to 11 days of Stock Fund 
disbursements (using a 360-day year); 

b. a monthly review of Stock Fund financial statements 
comparing cash on hand with the normal 11-day reserve to determine 
if cash balances require adjustment; and 

CONCUR. NSA/CSS Regulation 111-30 has been superseded by the 
NSA/CSS Resources Management Manual 111-5, Part V, Chapter 11 
(copy attached). Paragraph 110007, Responsibilities, satisfies 
the requirements of this recorrunendation. 

c. an annual review of the surcharge with adjustments as 
necessary to approximate actual inventory losses (including 
materiel returns without credit) and transportation expenses. 

CONCUR. The RMM will be changed to include a statement that all 
annual rev~ew of the surcharge will be conducted. Adjustments as 
necessary will be made in accordance with the provisions of the 
"Accounting and Finance Manual," Defense Logistics Manua l 7000.1, 
Chapter 12, Section 8. 

RECOMMENDATION B.2 . Return cash in excess of 11 days' 
disbursements to the Defense Logistics Agency. 

NONCONCUR. ln accordance with the Resources Management Manua l 
(RMM), the Stock Fund cash balance is reviewed at the end of each 
month and an analysis made of the accounts payable account to 
determine needed cash levels. NSA has completed an appraisal of 
stock fund cash on hand and determined that the currently high 
accounts payable situation is abnormal and temporary due to 
organizational, data processing, and personnel requirements. NSA 
is making a forceful ef for t to reduce the accounts payable to a 
more reasonable level and thereby reducing the current cash 
position to a more normal level. The appraisal of NSA ' s cash 
balance in the context of total assets and liabilities indicates 
that returning the current excess cash to the Defense Logistics 
Agency at this time is inappropriate. 
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section c. support Facilities 

FINDING: NSA has not suffici 
planned expansion of its 

CONCUR . It should be not ed, however, that the audi tors were 
advised that the p r oposed fiflsion to these facilities had 
already been decreased to · · prior to the audit, and that the 
figure of Ill was no longer accurate. 

RECOMMENDATION. The Director, National Security Agency/Chief, 
1 ecision t o expand the 

until suff ic i ent 
1n ormation eve ope . e ec1s1on should be based on an 
analysis by the Telecommunications and computer services 
Organization of the cost and operational benefits expected to be 
achieved by the expansion Additionally, the Telecommunications 
and Computer Services Organization should perform an analysis of 
the cost and operationa l benefits that the interim facilities have 
achieved since their incept ion. 

CONCUR. proposed expansions 
to the have been 
cancelle . t e facilities may be 
readdressed separately in the future . If either of them are 
readdressed, complete f i nancial as well as operational analyses 
will be conducted. As stated above, the propos~ ansion to 
these facilities had alre~ been decreased to 111111 prior to the 
audit, and the figure of 1111 was no longer accurate. 

APPENDIX A 
Pa ge 8 of 8 38 

POR OFFICIAL QSE ONLY 



FOR OFFICIAL USE ONLY 

SUMMARY OF POTENTIAL MONETARY AND OTHER 
BENEFITS RESULTING FROM AUDIT 

Recommendation 
Reference 

A. l ., A.2. 

A. 3. 

A.4. 

A. 5 . 

A.6. 

Description of Benefit 

I nternal Controls . 
Identify unneeded 
items and i nventory 
discrepancies. 

Economy and Efficiency. 
Unneeded items will be 
available for issue to 
other National Security 
Agency (NSA) activities, 
and acquisi tions may be 
tions may be canceled. 

Economy and Effic i ency. 
Unneeded items will be 
available for i ssue. 

Internal Controls. 
Managers wi ll have 
better oversight of 
stock. 

Economy and Effic i ency. 
unneeded items will be 
available for use 
by other Agency 
activities. 

Economy and Efficiency. 
Perishable items will 
be used pr i or to t he i r 
expiration date. 

39 

Amount and/or 
Type of Benefit 

Cost Avoi dance. 
Amount undetermined. 
Audi t identif i ed s t ock 
on hand that i s 
unneeded, but could 
not forecast future 
expenditures for 
unneeded items . 

One-time cost avoid
ance of 1111 mi llion . 
Program ~ent 31055G 

Cost Avoidance. 
Amount undetermined. 
Audit identified 
unneeded stock , but 
could not determine i f 
it ems were needed by 
other DoD Component s. 

Nonmonetary. 

One-time cost avoid
ance of ill million. 
Program ~ment 31055G 

cost Avoidance. Amount 
undetermined. Audit 
identified items 
approaching expira
tion, but c ould not 
dete rmi ne if 
uti l i zation was 
possible . 
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SUMMARY OF POTENTIAL MONETARY AND OTHER 
BENEFITS RESULTING FROM AUDIT (CONTINUED) 

Amount 
Type of Benefit Recommendation Description of Benefit 

Internal Controls. 
Managers will have 
improved oversight 
of perishable items. 

A. 8. 

A.9., A.10 

A.11. 

A.12. 

A.13. 

A.14. 

A.15. 
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Internal Controls. 
Access to inventory 
will be limited and 
improved control and 
oversight will result. 

Economy and Efficiency. 
Inventory records will 
be accurate. 

Internal ContrQls. 
Stock locations records
will be accurate. 

 

Internal Controls. 
Specific causes of 
inventory discrepancies 
will be identified. 

Internal Controls. 
Managers will have 
improved oversight of 
inventory adjustments. 

Compliance with 
regulation or laws. 
Managers will recognize 
the significance of 
the control weaknesses 
identified during the 
audit. 
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Nonmonetary 

Nonmonetary. 

Nonmonetary. 

Cost Avoidance. 
Amount undetermined. 
Additional items will 
not be ordered 

Nonmonetary. 

Nonmonetary. 

Nonmonetary. 
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SUMMARY OF POTENTIAL MONETARY AND OTHER 
BENEFITS RESULTING FROM AUDIT (CONTINOED ) 

Amount 
Type of Benefi t Recommendation Descr i pt ion of Benefit 

Internal Controls. 
Managers will effec
tively manage cash and
the surcharge rate 
will reflect actual 
expense. 

 

B . 1 . 

B. 2. 

c. 

Compliance with 
regulation or laws. 
Cash in excess of 
requirements will be 
returned to the parent 
Stock Fund. 

Economy and Efficiency 
Managers will be able 
to base their decision 
on valid statistical 
data . Savings will 
occur if the facilities 
are not expanded . 
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Nonmonetary . 

Nonmonetary. 

One-timel!st avoid
ance of · million . 
Program E ement 
31055G. 
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ACTlVITIES VISITED OR CONTACTED 

Office of the Secretary of Defense 

Comptrol l er of the Department of Defense , Washington, DC 

Defense Agencies 

Headqua rters , National Security Agency, Fort George G. Meade, MO 
Headquarters, Defense Logistics Agency , Cameron Station, 

Alexandria, VA 

a 1 ing, es 
Menwith Hill Station, Harrogate, Onited 
Yakima Research Station, Yakima, WA 
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AUDIT TEAM MEMBERS 
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FINAL REPORT DISTRIBUTION 

Office of the Secretary of Defense 

Assistant Secretary of Defense (Command, Control, Communications 
and Intelligence) 

Assistant Secretary of Defense (Production and Logistics) 
Assistant Secretary of Defense (Public Affairs) 
Comptroller of the Department of Defense 
Assistant to the Secretary of Defense (Intelligence Oversight) 
Assistant to the Secretary of Defense (Intelligence Policy) 

Defense Activities 

Director , Defense Logistics Agency 
Director, National Security Agency/Chief, Central Security 

Service 

Non-DoD Activities 

Office of Management and Budget 
General Accounting Office , 

NSIAD Technical Information Center 

Congressional Committees: 

Senate Subcommittee on Defense, Committee on 
Appropriations 

Senate Committee on Armed Services 
Senate Committee on Governmental Affairs 
Senate Ranking Minority Member, Committee on Armed Services 
Senate Select Committee on Intelligence 
House Committee on Appropriations 
House Subcommittee on Defense, Committee on Appropriations 
House Ranking Minority Member, Committee on Appropriations 
House Committee on Armed Services 
House Committee on Government Operations 
House Subcommittee on Legislation and National Security, 

Committee on Government Operations 
House Permanent Select Committee on Intelligence 
House Subcommittee on Oversight and Evaluation, 

Permanent Select Committee on Intelligence 
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