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MEMORANDUM FOR DIRECTOR. NATIONAL SECURlTY AGENCY 

SUBJECT: (l}) Evaluation of the Dissemination of DoD Intelligence Information to the Library 
of National Intelligence by the NSA (Repon No. DoDIG-2014-085) 

(tJ) We are providing this report for your infonnation and use. We considered 
management comments on a draft of this repor1 when preparing the final report. DoD Directive 
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Security Agency were responsive. The National Security Agency will submit corrective action 
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(U) Executive Summary of DoDIG Repon· No.

DoD/G-2014-085

IUI Wh W Did 
j 

(U/ �) The evaluation's objective was
to determine how much progress the
National Security Agency (NSA) has made
in disseminating intelligence information to
the Library of National Intelligence (LNI).
Specifically, our objective was to: (1) 
Determine the extent to which the NSA
disseminates analytic products to the LNI;
and (2) Determine the extent to which the 
NSA has become more aware of the LNI and 
LNl-related training. 
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IU1 Wh t W l=®n 

(U//� We found that the NSA is 
ng Intelligence information to

the Office of the Director of National
Intelligence (ODNI) as required by the 
Intelligence Community Directive
(ICD) 203, "Analytic Standards" and ICD 
206, "Sourcing Requirements for 
Disseminated Products." The NSA's
dissemination of intelligence information to
the LN I is a routine and autonomous
business practice. However, the NSA does
not maintain necessary administrative and
operational procedures detailing the 
management and technical implementation
of NSA/LNI dissemination practices. 
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(U) Visit us on the web at www.dodig.mil

(U//� The NSA does not formally document its administrative 
and operational procedures describing the management and technical 
processes of NSA/LNI dissemination procedures. The existence of an 
NSA/LNI Standard Operaling Procedure (SOP) would provide a 
mechanism to communicate current and future expectations for 
effective sharing of intelligence information. 

(U/ �) The NSA lacks a LNI Memorandum of Understanding 
(MOU) between the NSA and the ODNI for LNI Phase A and B suppo1t, 
as NSA/CSS Policy 1·43 requires. We also found that no Inter-Agency 
Support Agreement (ISA) exists between the NSA and the ODNl or a 
completed DD rorm 1144 for LNI Phase C reimbursable support, as 
required by DoD Instruction 4000.19 and NSA/CSS Policy 1-38. 

(U//� The NSA did not receive guidance from the National 
Intelligence University Chancellor regarding general information 
sharing training, as required by ICD 501, "Discovery and Dissemination 
or Retrieval of Information within the Intelligence Community (IC)." 
We also found that the NSA has not developed training specific for 
using the LNJ. However, NSi\'s NSA (hU "\) 

conducted several ''workforce awareness" events that 
promoted use of the LNI by NSA analyst.c;. 

(U) What W Recomm nd

(U//� We recommend that a written SOP be established detailing 
how NSA intelligence information is disseminated to the LNI; create an 
LNI Memorandum of Understanding, Inter-Agency Support Agreement 
or DD Form 1144 with the ODNI; make LNI workforce awareness 
materials more available; and determine if LNl training for NSA 
analysts should be mandatory. 
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(U//�) Comments from NSA's Signals Intelligence Directorate were responsive to 

the recommendations. 'The Signals Intelligence Directorate agreed with the 

recommendations; howeve;r they requested transfer of recommendations 8.1, B.2, and 

C.l to the Associate Directorate for Policy and Records, the Technology Directorate, and

the Associate Directorate lfor Educations and Training. NSA will submit corrective

action plans with target completion dates, as requested (See Appendix E,

"Management Comments.") We accept management's request to transfer the

recommendations and consider 
' 

it responsive. We request NSA 'provide the corrective

action plan and target completion date within 30 days of this report.



National Security Agency A.l, 8.1, 8.2, C.1

{U) 
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(U) Introduction
I 

(U) The evaluation's objective was to determine what progress the National Security

Agency (NSA) has· made in 'disseminating inttilligcnce-related inform.ition to the Library

of National Intelligence (LNI); specifically: (1) Determine the extent to which the NSA

disseminated analytic prqducts to the LNI consistent with Intelligence Community

Directive (ICD) 203, Section 0.4.1 and !CD 206, Section D.6, and (2) Determine the

extent to which the NSA provided training consistent with ICD 501, Section G.1.b,

"Discovery and Dissemination or Retrieval of Information within the Intelligence

Community." 1 

(U) In 2007, the Director of National lntel)igence (DNI) signed two directives to improve

the discovery of and access to intelligence information, as well as the collaboration

capabilities of the lntellige,nce Community {IC). On June 21, 2007, the DNI authorized

ICD 203, which established the requirement that all disseminated products be retained

as- a document of record and maintained within the LNI, when the LNI is operational.

On October 17, 2007, the 'DNJ signed ICD 206, which further required that a copy of

fully-sourced versions of e�ery disseminated analytic product be submitted to the LNI.

(U) While ICDs 203 and 206 specifically required submitting disseminated analytic

intelligence to the LNI, th� DNI issued further guidance for IC information sharing and

collaboration. On January 21, 2009, the DNI signed the ICD 501, which directs IC

elements to "ensure tha� new information technology (IT) systems or significant

changes to existing IT sys�ems provide the capability for discovery, dissemination, and

retrieval of informatl_on collected or analysis produced through automated means." ICD

501 directs changes in fOlicies, procedures, behavior, culture, and technology to

support the new model of information sharing.

1(U) ICD 206 defines Disseminated Analytic Products as Intelligence analysis intended to convey au1horltatlve agency, 
bureau, office, center, de_partment, ,or IC analytic )udgmenh th�t are offioally distributed 10 consumers outside the 
producing iC element. 

(Report No. DoDIG-2014-085) I 1 
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(U) ICD 501 further requires the IC to develop, in consultation with IC elements and

subject to DNI approval. a series of IC integrated implementation plans detailing the

roles and responsibilities of the DNI and the IC elements regarding information sharing.

\' I DFl')Un 
. 

(U/ /�) The LNI was �eveloped as part of the ODNl's larger effort to build a more 

collaborative IC, improv� information sharing. and modernize the IC's business 

practices. The LNI is desighed to be a central repository for all of the !C's disseminated 

intelligence reports, and to store the reports' metadata. The LNI is an IC repository 

where users can discover and retrieve information or find the sources associated wi�h 

the intelligence products. l,NJ development and ingest is a process completed in phases. 

Two phases are complete/:!, another phase is presently in progress, and four phases 

have yet to be planned. P�ase A involved TS//HCS/SCI/Sl-G/TK disseminated analytic 

products and Phase B involved disseminated intelligence reports. Analytic products 

identified as "sensitive disseminated reports" and requiring increased security 

protection are currently being addressed in Phase C. Phases 0-G will include non­

textual intelligence, information . databases, un-disseminated analytic products, and raw 

data. The LNI is populated through four methods: a (secure script) File Transfer 

Protocol (FTP) feed, a Rich Site Summary (RSS) code, Hyper Text Markup Language 

(HTML) feed, and manual submissions. (See Appendix C for a detailed outline of the 

dissemination process). 

(U //�)The ODNI lntel,ligence Communily Information Sharing Executive (IC ISE) is 

responsible for the LNl's financial and program management support, while the Central 

Intelligence Agency (CIA) provides operational support. A Memorandum of Agreement 

(MOA) between the ODNI IC ISE and the CIA stipulates that the ODNI IC ISE will 

reimburse the CIA for funds it uses to operate and maintain the LNI. 

(U/ /�) The LNl is accessible through a user interface at Ol>NI thJ11) 
a

Federated Search Service application, or the Intelligence Community Data Layer. 

General-user access to the. LNI does not require a specific "user" profile. IC members 

with JWICS acceS!:i can search the LNI once they are authenticated by an IC Public Key 

Infrastructure Certificate. ·A Mission Need Profile must be approved to access HCS, $1-

GAMMA, and ORCON information. According to the IC ISE, as of May 2, 2013,ffP1i!HPN! 

users accessed the LNI at least once. 

(Report No. DoDIG-2014-085) I 2 
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(U//�) ICD 501, sec.tion G.2.c, required the NSA to develop and provide an 
implementation strategy t9 the re ISE. This strategy included a specific, appropriately­
resourced plan to meet tpe ICD 501 objectives. The NSA created a phased plan to 
disseminate and make its �ntelligence information discoverable and retrievable by the 
IC. The focus areas and th� phased approach included the following stages: 

,.!'.��se A: Diss��n�te�nJlyti� pr.9��c� (up to TS//Sl·G/TK/HCS) 
Phase B: Disseminated Intelligence Reports 
Phase C: Sensitive disseminate� analytic products and Intelligence reports 
Phase D: Non-textual dissemin�ted products 
Phase E: Databases that may inform analysis 

1 Phase F: Undisseminated ana1Jt1c products
Phase G: Information Collected 
(U) Source: NSA's ICD 501 lmp(ementation Plan Vl.4.1

(U//�) 

(U//�) We reviewed the ICD 501 Implementation Strategy Template that the NSA 
submitted and was approved by the ODNI. The NSA implementation strategy, of 
October 15, 2009, is a "planning iteration" document guiding how the agency would 
address Phases A through' C, as previously discussed. We found that the plan met the 
strategic planning requirei:nents of the JCD 501. 

(Report No. DoDIG-2014-085) I 3 
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(l 1// , ,lJ 1� Meclianics of NSA/LNI Dissemination 

(U//�) N�.\ Ol>NI 1h11 lJ 

-

fS,S'RB/:s 119 el§:1, R'B19 Talile 2: Description of Signals Intelligence (SIG/NT) Reports 
Provided to LNJ 

Product Line Purpose 

(U) EGRAMs

(U) EGRAMs

GAMMA and ORCON

(Uf� 

(U)TACREPs

(U) CRITICs

(U) Executive Reports

(E-Series) 

NS,\ ODNI lh)(\) 

J_t:!L 

NS:\ <>1>1':I (hl(q 

(U/� 

(U/� 

(§//�� _!�!I.Si, fle'!IV) &MfOMNM!MStRWN
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(U) N.S,\ OONI (h)(l) 

(U) Source: NSA

(U//�) ODNl's IC ISE 1:1ersonnel confirmed how the NSA populates the LNI and that 

the NSA proactively contributes to LNI development. They explained that NSA's 

information-sharing perso)1nel contribute to metadata standard development, which 

increases future report disi;overability and retrieval. We reviewed the NSA's LNI ingest 

record and found that sinc;e August 2008, NSA submitted products 

to the LNI. 

fe;S'�Et Jie1 K.1, nsm9 Table 3: Historical SIG/NT Reports Disseminated by the NSA 
to the LNI 

Product Line Number of Subm1�s,ons 

EGRAMs 

EGRAMs • GAMMA and ORCO� 

TACREPs 

CRITICs 

Unspecified 

Total 

(U) Source�NI, as of July 12, 2p13

(U//�) To verify tha� the NSA disseminated intelligence reports to the LNJ, we 

selected and reviewed a judgmental sample of reports disseminated to the LNI between 

calendar years 2010 and �012. Table 4 shows that the majority of SlGINT reports we 

reviewed were in the LNI. 

(R<tport No. DoOIG-2014-085) I 5 
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(U) Source: NSA and LNI, as of �uly 12, 2013

("6//Reb 'r9 &'S:4, Fl'Bl� 

(6//IUils T8 \Hist., fJ}ls'fj According to ODNI representatives,lllllHN of NSA's reports 
are successfully posted to ihe LNJ. Between November 2007 and May 2013,­
- NSA reports fajted to populate the LNI. NSA personnel manually correct and 
resubmit the rejected repprts. Currently, NSA's LNI ingest rate is -- LNI 
representatives verified that NSA personnel regularly review LNI receipt logs for failed 
submissions, and correct .Ind resubmit them. LNI representatives told us that failures 
can be attributed to duP,licate document submission, format errors (for example, 
metadata irregularities), invalid dates, and not providing required information. 

'.

I St�nd rd 0QPr�t4� Proc d re 

(U//�) As outlined. in Appendix D, we reviewed directives that govern 
dissemination of intelligence information. Apart from the referenced ODNI !CDs, we did 
not find any policies relatipg to LNI dissemination. NSA's NSA (h}I\) 

confirmed that NSA's 
information-sharing directives do not address the LNI population. For example, the 
NSA has not established, a� either the information technology enterprise or operational 
level, standard NSA/LNI dissemination policy. Consequently, few personnel who are 
not part of know how the NSA disseminates intelligence reports to the 
LNI. 

(R�port No. DoDIG-2014-085) I 6 
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(U} R commendc1tions, Man emen Comments, 

nd n ,. �oc;pon51e 

(U//F84;&) A.1 We recommend that - representatives coordinate on 
creating Standard Operating Procedures (SOP) for the LNI. The ODNI implementation 
directives do not require tbat IC elements �evelop separate LNI policies. The SOP must 
address the NSA resources required for the L.NI dissemination, describe the roles and 
responsibilities for NSA p�rsonnel and how NSA report repositories interface with the 
LNI. and provide continuiiy of operations procedures. The SOP should also include a 
breakdown of coordinatio;n protocols for the NSA and the ODNI IC ISE office, detail 
NSA/ODNI working group participation and procedures, data evaluation verification 
and validation, risk management, and information flow modeling. The SOP will ensure 
that the technical, operational, and manpower responsibilities for the LNI population 
remain constant, yet flexible. 

{U) NSA Comments 

(U//�) The NSA's concurred with the finding 
and recommendation as written. A corrective action plan and target completion date 
will be provided at a later date. 

(U) Our Response

(U//F84;&) The NSA was, responsive to all specifics of the recommendation and no
additional comments are needed. We request NSA provide the corrective action plan
and target completion date within 30 days of this report.

(R�port No. DoDIG-2014-085) I 7 
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(U//�) NS\ OONI 1h11 \) 

(U\ N A/ 

(U//�) We found tha,'t the lllhas no MOU with ODNI for LNI Phase A and B 
support. According'. to NSA/CSS Policy 1-43, "Memoranda · of 
Understanding / Memoranpa of Agreement," NSA/CSS elements shall enter into MOU's 
for documenting terms anti conditions of unique business arrangements whereby the 
agency supports or is suptjorted by an external organization and said support does not 
require financial reimburs�ment. The NSA/CSS Policy 1-43 identifies the coordination, 
review, and approval proc�sses that serve as the internal vetting process for supporting 
external agencies. An NSA/LNI Phase A and B support MOU should have been provided 
documenting how the NS� supports the LNI and the ODNI Intelligence Community 
Information Sharing Execµtive (IC ISE). As a result, vested NSA elements may be 
unaware of or approved tlte service provided to the outside agency. For example, an 
MOU concerning NSA support to the LNI should, at a minimum, be staffed through the 
Signals Intelligence Dire�torate, the Technology Directorate, and the Information 
Assurance . Directorate. The NSA Office of the General Counsel should review NSA MO Us 
for legal sufficiency. The NSA Office of Policy and Recor.ds coordinates all NSA MOUs 
and assists with developing and staffing an MOU to ensure that all stakeholders are 
aware of the service and stlpport the NSA is providing. 

(Report No. DoDIG-2014-085) I 8 
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or nn J:nrryl 144

�S//tlf) We also found that the flllacks an Inter-Service Agreement (ISA) with the 

ODNI, as required by DoO Instruction 4000.19, "Support Agreements," and NSA/CSS 

Policy, 1-38, "Inter-Service and Intra-Government,d Support." These policies require 

the NSA to use an ISA wlienever inter-agency support includes fund reimbursement. 

Similar to the review and 

coordination process of an MOU, vested NSA elements also approve ISAs and DD Form 

1144s. For example, the Office of Policy and Records ensures that the ISA and DD Form 

1144 are staffed through tile appropriate offices to include the General Counsel, Senior 

Procurement/ Acquisition Executives, and the Comptroller Office. Resources might be 

unavailable to pay for the NSA's Phase C future support if an ISA and/or DD Form 1144 

are not completed in accoi;dance with DoD Instruction 4000.19 and NSA/CSS Policy 1-

38. Phase C IT support dj:!rives from a long-term agency-wide IT enterprise support

contract. Additionally, because . Senior Procurement/Acquisition Executives may not

have reviewed the ISAs an� DD Form 1144s, compliance with Defense and Non-Defense

Federal Acquisition Reg4lation related to contractor personnel may have been

improperly verified. The NSA Comptroller is required to ensure that resources for all

active ISAs are allocated in,the NSA/CSS budget. NSA lh)( I) S,\ I -1t,) (h)l l) 

(R�port No. DoDIG-2014-085) I 9 
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(U) Recomn,endations, Management Cornments,

nrl () 11"' Rpc;r,onse

(U //�) B.1 We recommend that the Deputy /Chief, 
- coordinate with the Chief. Office of Policy and Records, to address LNI MOU
requirements in NSA/CSS l?olicy 1-43.

(U) NSA Comments

(U / /�) The NSA's NSA lhJI\J non-concurred as action
lead, however concurred as contributor, and will transfer to the Chief, Office of Policy
and Records for resolutio�. A corrective action plan and target completion date will be
provided at a later date.

(U) Our Response

(U //�) The NSA was, responsive to all specifics of the recommendation and no
additional comments are needed. We agree with the request to transfer the
recommendation to the Cl\ief, Office of Policy and Records for resolution. We request
NSA provide the corrective action plan and target completion date within 30 days of
this report.

(U //�) B.2 We further recommend that the Deputy /Chief, NSA (hi(\) 

- coordinate with the Chief, Office of Policy and Records, to address Inter­
Agency Service Agreemept and DD Form 1144 requirements in DoD Instruction
4000.19 and NSA/CSS Poli)'.:y 1-38 for the LNI support.

(U) NSA Comments
NS,\ (h)I q (U//fi&liJ@) The NSA's non-concurred as action

lead, however will transftr the recommendation to the Technology Directorate for
resolution. A corrective action plan and target completion date will be provided at a
later date.

(U) Our Response

(U//�) The NSA was; responsive to all specifics of the recommendation and no
additional comments are needed. We agree with the request to transfer the
recommendation to the Technology Directorate for resolution. We request NSA provide
the corrective action plan and target completion date within 30 days of this report.

(Re;port No. DoDIG-2014-085) I 10 
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(U / fFOl:JO) Ftnding C: Review Information
Sharing/LNI ljraining Program 

' 

(U //�) We found th t the NSA � has received no guidance from the National 
Intelligence University lhancellor (NIU) regarding general information-sharing 
training, as ICD 501 required. We also found that the NSA has not developed training 
specific to LNI. However, NSA's NS,\ (hll \) 

has conducted several "wqrkforce awareness" events related to the LNI for increasing 
the number of NSA analysts who use the LNI. 

I 

OJ\ Tr i"liPa Pro�rary, 

(U//�) ICD 501, paragraph G.1.b, directed that the NIU Chancellor coordinate with 
the IC elements to develop broad IC information-sharing training. ICD 501 does not 
address LNI training or o(her workforce awareness efforts. Training representatives 
from the NSA National Cryptologic School, responsible for training NSA analysts, told us 
that they had not received . direction or coordinated with the NIU for either ICD 501. 
information-sharing trainihg or LNl-specific training. As a result, the NSA has no formal 
training for the LNI. Despite the Ja�k of direction from the NIU and no specific LNI 
training, NSA's NS\ lh)(\J conducted several LNI workforce 
awareness activities. These activities include educating and informing NSA users about 
LNl's mission and capability, distributing LNI Fact Sheets at briefings, having an article 
published in the NSA's internal newsletter SID Today, briefings for NSA analytic 
components, and an inforn;iational brief at an agency dissemination conference. 

.

(U//�) We asked durlbg our interviews with NSA analysts, who since August 2010 
have regularly used the LNI, whether they had received any LNl-specific training. We 
found that some users wete unaware of the LNI's mission and services, and that many 
users were only somewh�t familiar or totally unfamiliar with LNl's capabilities. But 
other NSA users said the bNI was an important intelligence resource and repository. A 
small number of analysts reported that they received training on using the LNI and its 
mission and services. The NSA/LNI users explained that the lack of either a formal or 
informal training progrart1 Jeft users unaware of the LNI capabilities. (See Appendix B 
for our interview results.) 

(R�'port No. DoDIG-2014-085) I 11 

5EERBT;'/N81'0RN 



(U) Recommendations, Management Comments. 
.,r1 nqr �o onse

'

(�//�) C.1 We recorr(mend that the Deputy /Chief, NSA th)(\J 

- coordinate with the!Chief of Staff from NSA's Associate Director of Education and
Training to make LNI worlfforce awareness information more available to NSA analysts
and trainees at the Nationc1l Cryptologic School and determine whether mandatory LNJ
training for analysts is nee(led.

(U) NSA Comments

(U//�) The NSA's lllnon-concurred as action lead, however will transfer the
recommendation Associat� Director of Education and Training for resolution. A
correction action plan and target completion date will be provided at a later date.

(U) Our Response

(U//�) The NSA was responsive to all specifics of the recommendation and no 
additional comments are'. needed. We agree with the request to transfer the 
recommendation to the As�ociate Director of Education and Training for resolution. We
request NSA provide the corrective action plan and target completion date within 30 
days of this report. 

.
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(U//�) The evaluatiop's objective was to determine what progress the NSA has 
made to disseminate intelligence-related information to the LNI; specifically: (1) The 
extent to which the NSA h;:is disseminated analytic products to the LNI, consistent with 
ICO 203, Section D.4.1 and ICD 206, Section D.6, and (2) The extent that the NSA has 
provided training, consiste,nt with ICD SO 1 Section G.1.b. 

fl I\ 5,­

(U//�) This project was initially announced as an audit: however, due to scope 
limitations, we conducte� this project as an evaluation in accordance with Quality 
Standards for Inspection ;tnd Evaluation that the Council of the Inspectors General on 
Integrity and Efficiency issued. Those standards require that we plan and perform the 
evaluation to obtain sufficient, appropriate evidence to provide a reasonable basis for 
our findings and conclusi9ns based on our evaluation objectives. We believe that the 
evidence obtained provld�s a reasonable basis for. our findings and conclusions based 
on our evaluation objectives. This evaluation generally covers, but is not limited to, the 
NSA's dissemination of intelligence information to the LNI from 2010 through 2013. 
We reviewed SIGINT intelJigence reports disseminated to the LNI since November 19, 
20101 relevant DoD, ODN), and NSA policies or procedures regarding dissemination, 
information sharing, and 4issemination-related training and curricula. (See Appendix D 
for a listing of authorities.),' 

(U//�) We interviewed officials from the Government Accountability Office, Office 
of the Under Secretary of Defense for Intelligence, Office of the Director of National 
Intelligence, the lntellige11ce Community Information Sharing Executive, and the LNI 
librarian. We interviewedtNSA employees from its 

Office of Policy and 
Records. As part of our methodology, we interviewed a judgmental selection of 
NSA/LNl users. We ident,ified these users based on a listing that the IC ISE provided, 
which gave us their nan}es, email addresses, and the number of times each user 
accessed the LNJ. 

(U//�) We tested, as appropriate, given our evaluation scope and objectives, 
selected reports, records, procedures, and practices to obtain reasonable assurance that 
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(U //�) the NSA management complied with Intelligence Community Directives and 

NSA regulations that, in our judgment, could have a material effect on our evaluation's 

results. 

( 1 rn..,o m ilni .1tion 

(U //�) The evaluation's scope was limited, in part, to the analysis of documents 

related to the NSA's submission of intelligence information to the LNI. The LNI operates 

through an MOA between the ODNI and the CIA. The MOA addresses the roles, 

responsibilities, procedure:.s, and relationship between the ODNI and CIA regarding the 

mission support and infrastructure services that the CIA and ODNl provide. The DoD IC 

functions as a user and contributor of intelligence information, which limits the 

oversight capabilities of the DoD IG specific to the LNI operation. As such, the 

evaluation team coordinated with the IC Inspector General to interview ODNI subject­

matter experts and obtaint information specific to the DoD IC enterprise. From these 

measures, we believe the 1evaluation objectives were accomplished, and that in total, 

sufficient, appropriate, and relevant evidence exists to support our observations and 

recommend.ations. 

(ll\ U<;P '>f Con,� 'r'ter-Proci>csiecl O�t4 

(U) We did not use computier-processed data for this evaluation.

' 

(U) Prior Cov�r ijP

(U//�) No prior evaluations have been conducted on the NSA's dissemination of 

intelligence information to the LNI. 
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(U) Appendix'.B

11 U If" on,j J..J PP$Ult 

(U//�) As part of our methodology, we interviewed a judgmental selection og 
NSA/LNI users. We identified these users from an NSA/LNI user list that the ODNJ JC 

ISE provided, which supp}ied their email addresses and the number of LNI sessions 

each NSA/LNI user had as pf May 2, 2013. 

(U) l How often do you access the Library of Na!•onal lntelltgence? 
Occasionally 
Monthly 
Weekly 
Daily 
Never

(U) 2 How important ts the library of Nat1on.il lntelltgence to fulfilling your 1ntelhgence
gathering requirements? 
Somewhat Important 
No Opinion / Not Sure
Mostly Important 
Very Important
Not Important

(U) 3 How fam11tar are you with th(> m1,;sion and sPrvtees provided by the L1brarv of National
Intelligence?
Somewhat Familiar
No Opinion/ Not Sure
Mostly Familiar 

41% 
14%: 

5% 
18%_1 _
23% I 

14% 
32% 
27% 
14%,
14% 

32% I 

9% I 
32% I ---

V�ry Familiar __ __ • 
Not Familiar 

0% 
I 27� 

(U) 4 Overall, how would yo·u rate your expenenct-s using rhe library of National lntelhgence? 
Somewhat Negative_ 
No Opinion / Not Sure 
Mostl Positive 
Very Positive 
Negative 

5% 
---2-3� 

45% 
21% I
0% 

(U) S Have you ever rece1ve,j training related to tht> m1)s1on, serv1ct'S, or how ro u,e !ht' library
of N,u,onal lntelhgence7 
Yes
No 

(Report No. DoDIG-2014-085) I 15 
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(U) Appendix !C

(U) NSA/LNI Dissemination Pro esses

(U) Source: NSA

(U//-;;:,v;:,) EGRAM Report Flow

(U//�) 

(U//fi8tl8) Product Line: EGRAM 
I
I

(BNAEL i8 WSP:; li\lE'J) The EGRAM Product Line contains NSA I
SIGINT Products that meet LNI Phase A criteria. These ,
products are classified up to TOP SECRcf//SI/TK//NF.
Processing of these documents occurs NSA (hH \) I

1. (U/� NS\ (h)(\J 

2. (U/� NS\ (h)( \j 

3. (U/�

a. (U/� NS•\ Ch)(\) 

b. (U//� NS\ ChH \J 

4. (U/� NS,\ (hi( lJ 

5. (U/�

6. (U/� NS\ lhlt \) 

II

(U//ffHHj) P.roduct Line: EGRAM - GAMMA and ORCON !

f@,VREL if@ t;!lh, F'e'EY) The EGRAM - GAMMA and ORCON
Product Line contains NSA SIGINT Product (for example
EGRAMs) that meets LNI Phase B criteria. These products are
classified up to TOP SECRET//SI-GAMMA/TK//OC/NF. 1

.essing of these documents ur
1111 . -1

(for example GAMMA and ORCON) 
documents.

J 

1 1
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(U) Source: NSA

(U//�) 

SE€R£'f//N8F8RN 

(U//f'f!lf!lf!J) Product Line: TACREP 
I 

(i//REL +8 W�P:; F\'lii¥) The TACREP product line contains 

Tactical Reports, 

1

NS,\ (h)I \) 

1. (U/� NS\ th)l l) 

2. (U/� NS,\ th)ll) 

3. (U/� NS.\ fhH l) 

4. (U/� �s, 1h1tl1 

(U//':'::.'..:'::.) CRITIC Report Flow 

(U/� Product Line: CRITIC 

• (U/� The CRITIC Product Line contains high-precedence reports NS•\ th)l l) 

CRITICs are prepared and released in accordance with United States Signals Intelligence Directive 
(USSID) guidance. MW\N 
(U) Source: NSA

'<�iii '(U) 

NS,\ lh)(\) 

(Re,port No. DoDIG-2014-085) I 17 
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(U) Appendix iD

(U) Table of Aut�orities

(U/� 0MB Memorandum, Improving the Management and Use of lnteragency Acquisitions, 
June 6, 2008. 

J 

1 • J
I (U) DoD Instruction 4000.19, Support Agreements, April 25, 2013. I

(U) ICD 203, Analytic Standards; June 21, 2007.

I 
1 (U) ICD 206, Sourcing Requirements for Disseminated Analytic Products, October 17, 2007. I 

(U) ICD 501, Discovery and !Dissemination or Retrieval of Information within the Intelligence
jCommunity, January 21, 2009 ..
 

(U) NSA/CSS Policy 1-38, lnterservice and lntragovernmental Support, July 2, 2010 I 
I (U) NSA/CSS Policy 1-43, Men;ioranda of Understanding / Memoranda of Agreement, March 16, 

2009 

I 

(U) NSA/CSS Policy 11-1, lnforr�ation Sharing, March 28, 2012

(U/�) 

(U) "" (hi{\) 

NS\ (hll lJ 
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(U) Appendix iE

(Ul Managementt Comments 

1 •., 1 ,•,1111 , ..... _ .... ____ _ 

SIGNALS INTELLIGENCE 

OIRECTOf�ATI:!: 

memorandum 

1 .. : .11111, 201 l 

'JI 1. 1),.1, ... 1111,·111 •-< nl'l,1, ... , 1r,,,n1 IJu.111, w, o,·11�rn1 11c;i 

S\JBJ: il' / ........ , �,c, t<l ... l)Unttt' Iii lhl' l>rnh Uc!I) ll i tt1•por1 nn ( )J!;!;(!OllOOIIOI\ OJ N:-:ii\ 
hlf,,trn.tllt'I\ 10 1hr l.ihri(rv nr l\:;trnn,11 lnl<'llip.1'11r(• 

(l11 Thr prnprt84' 111 th" rn, mow,utum I� 1u JJru\id,• tilt• [l,,p1u1mc•nc ur fkftmKc 11>,,I)) 
lnRJ,...., cur 01'11rrnl (IU) rpmmC'n16 <'II tmdillR'> :111rl 1t·c1,111m,-ccd111i11ns i,1t-n1ifird in 11 11· 
tiUbJL'<'I dt,111 1..-porl. 

ll'/ /� Tho: DuD l('\>1,,nc111lled .,n e,.llun11011 \o llu1.-11ni11e µ1<111u·,-� NSI\ lt1111 muck 
111 il11,,.cinin111i111( in1c·tl1�·1u <' 1nf11rmrHfo11 10 chr l,1bruf" of l•fo11Q11.ll l11te!h1;,·11c.:. I Ju J7 
M11t1" JU l-1, l)oD UISlll'r. fl d!illl Ile rcu••tl 11111 (I r., ,1l11nllf>ll ur tlic· l)j.._-.r,nh,.111011 11f l)nl) 
ln1rlliwm·<· lnfommUtlll:lO the Librru, ul :-;,,llnm,t lmdlil(cm:e hy 1hc �SA. fhi, ni n ' 

ni Jr " u ,, 1s for rf'mc-tli,11in11 bv the SIC:IN I' ll1wr1 wntr·'i. 
R<!l·u111tnrnrh111rm� 1\ I. JI. I. Ii;!, 110d t:. lOUc-um•c1 

wn 111111 A I h11\\M, r nnn ccHt•'\11,t"fl ,1N •• �--,;o,, h,u1 fl,r R.J 
r,i with lht t<'r·,,mmrnd,111011• ulld hndfl\.14h "" «1111,u; lw"c\c:1, 

'ill> n:qu, "-'• 1ranf'h r o( H.J. fi.d. ;,rnl l. I h• ll1t• t\.,.�,unh� Utr�ctor..1tr tor l"\1hcv Jtnd 
l<t-l'Ol'fl• 11i11. 11,,. 'tn.·tmology DiITrtOl'll,l 1TD1. one 1he ,\,,siM.11111' Durr h,r.,tr r.,r 
.. �,hlCOUhtl t\. Tn\Huur, (tlOF:T-,. l\.'"1Jk'4. ln"rly SU) ,nu N-c'k CiH\hr-m.,uon "' lllt d.l)J}Jtlfl•i.11r 
NSl\/t'SS 1111iu11 l,·nd� 

--

µ,io1 Ill fi11.,1l '"I""' 1111hl1<,,11n11 N�,\ \\111 �ubm11 r.1rrf'1 ciw ,u tw11 
p1.tJn, \\-ith hu�· \ 1. vmplt·cion d.un., AC\ IT<}ll<"fi.tf'ti 

NS:\ (h)I\) 

D,·111,11- Chid of S111rr for 
fllGIXT P11lin· :,1111 C,111xir,tt1· lss11l•,, 

I· nc •· ., 1-

I ,I I \' ,111. 11---------

.

-
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VflCI.A8SlFIEOUU?S: CSSISltl )IOI flf1llf 

NSA/CSS OFFICE OF INSPECTOR GENERAL 

(U) Interim RHponae to tho Department of Defen&e (DoD) Inspector Gentral (IG) Draft 
Report on Dl111mln1tlbn of NSA Information lo the Library of Natlonal lntelllg1nce 
(D2013-D1NT02-0130) 

SUBJECT (U/� s:Cl lnler,m R•tP<lnMI to the o,aft Ropun OoD 10 Roport on O.aserr11n3\,on cl 
NSA 111rorma11c,n to inc ubrary of Na1ianer lntelh91111C11 (02013-0INT(),l-0130) 

(U/� SID 1s 1equit&0,to prov do m1111ag11n18flt CQrrect,ve action, for lhe subJe<.1 draft OoO IG 
IOIIOfl 111 (JCCOIOl)Jl()O v,tt1 'Do0 0 rcc11vc 1650 3, •fol•aw·up Ganeril! Accounti<>g Off,ce Doll Inspector 
General. and Internal Aud1I Reports" IG-11357-12 Coo1dl11111ing Off cv 011n1pVcto1 Oene,111 Re1;1Q1ts ·• 
!he OoD IG wll ov1fllll\O the '1l8n1Qumc:nt 1oapon1c 111\d dolorm,no "'helhet changa• lo u l1nd111g, 
conclus'On 01 recommend�! on can bo supported 

AcUon LudJ Commentt and Feedback Target 
�· Comptetton Date 

1 I A. 1111111 . IUI RECOMMENDATION A,1: (U�TBO. 
LJ We rucxmmemJ mat 

1epteser1101rves 
coowu,ere or, c1eetw1g S11mdwrt Operatmg 
Pror.rirlttros l()l 1/111 LNI f/10 SUP mvst acldr�s 11,,, 
NS/o t9$0wcei. 1evu,r11tJ lor 1/111 (Ni d,ssemina1io11 
doseribo !ho ,o/011 and respomibli11ios fo1 NSA 
fJfltllUtlllllJ fJJIO l1ow NSA •t1/)0ll IUIIO/>'lo11&S 
mter1aw wllh rho LNI. ofld p,ovido contilluily of , 
opotlll/0/1111rocod11ras 1/1<1 SOP Sllould otsa 
lllcll/00 a OroaACIO'NII ol (1()()/C/lllllllOfl ptcxoeols IOI 
Ille NSA tllld I/lo OON/ IC ISi; off/CO <lolil/1 
NSAIODNI warlony !/<Uu/1 µ1m,c,p1111or1 arl(I 
1)/0CWJIIII!:. dHlfl 8Va/uutio11 VIJIIIICOII0/1 at11.I 
w1tld,1tltm 1,sk ms,11101.1me111 em, l11/om1tJtiOJ1 now 
t110</(J/nlfJ TM SOP w,11 t1t1SVllJ 11"11 1/111 rei:llmi:al. 
opcrat,0110.1 uod mt1r11xx•,vr rcspo11sibillt,'Os fw 1//o 
I.NI rJ0/111/atlot, romai11 G01161t111r y&I n1nr1bl11, 

IUI 
(Uf� 

SlDRo.p; 
D11Gurt1 w,tn the linol'lg a11d 

reco'Tlrneidallon :is written 

'W Carracttvn AclJau ewn;
( tililiWQf A comtc:t on act1011 pr�n 11nd larg�t 
�umr>'et.o, dl'lll! 

, (ll/�POC NS.A: (b)(J) ' •• 
• 066-2760 1

lJNCLASSll"l&O/ Jllllllll"ll .. ""Slll•z•11•:S-S!IIISIISll'OOIIIS:lbdllfd 
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UNCLASSlf'tB0/,. en Ci •• COIL WC o.:c: 

(U/�TBO 
op111ylCl111d. 

COO!dl/lfllfJ 

IUI SJQ 8\a,tt: 
(Ul'Sinf IOO·COOIMti IIS acuon l&ad; 
noweve< concur 11s conl'l!>UIOI Recommend I lranlifer of 1ecomrne11datt0n to Ch,Ff Office Qf 

I Polley and �eco1da l0< ruulul on 

1 101 B•Uon1l1; 
(U/�OJ tho 011,ce o! Po�cy all!l �ecords 
own, 1h41 NSA/CSS MOU/MOA procan ;is 

desctibed in Pol c 1-43 R11con11T1end thO 
I 

11/ld the Tocnnology Dirl!Clora1e (TD), 
aio110 w,tn ony otl'IO, oquKOl>fo Atokoh61®ro. to1110 
oa key contribc.lling por1neni. as applico!lle <11 lhra 
ettor1 

tul couastive Aplipn eJeo: 
tll� A cor,eohon 11ct1on plan ond target 
\,Ut1t..,CCl1un I.Idle nUI UI:! µ1uv1UW csl" tcs\01 IJdltt, 
oend ng teaa egroamont 

;U/�POC. NS1\. (b)(J) 
968·2760 
101 RECOMMENQAIIQN B.2; 1u1� TBD 
(� wo tt111nor rocommo,ld ,.no, ma 
Dop11ry/Clr1ol Q�fflltltii 
coo,it,11010 1wr1, mo i.:hio( om�o or 1'0/IC)' anu 
RC!COlds ro nddross 11110,.Agc11cy So,woo 
ltf11Hm1t11/ 1111d DO form 1144 ,eqwem8tlls m 
DoD ,nst111C1/0tt -400/1. 19. 19 and NSAICSS Policy 
1-38 ft.If Int, LNt .Wf)µtJII 

tu I §ID B.•l{f,fJ,tt' 
(U/ ii( -• ion-COllQllt• n ac1,on te11d 
Rlll:Omm1!fld uansfor ot recommon:tat,0110 lD fo, 
tlllO'UhGf1 

D.reclO'nte-

received money lrom 
111cc10 10 develop the LNt Pnase c sotu1ion 

tor "ISA 

J)NCLA8SJJ'IK0/ /IIH IFJll!b& bH ®Ima 
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I 

µJrCLA$Sl:t-1£D/,lr8R OFJl'IEtllm VH &Rt\ 

IVl Cou:,ctcye AcelOQ PIIQi 
(Ul#i8WpA � ICl!on plan il"l<I IAIQl!I 
«>mo-ei.on dat. w, l oe DrOVldlJ1) m 1111m 4111 
pe"ling NSA teao agreement 

tU/.lli8Wt POC NSJ\: (b)(3) 
�211!.() _ 

Cl 111111 I IUI RECQMMENPAJtON C,1; tUI� rao
l 1/lililiills,IQj Wtt r11r.001me�d IMI n11 011pU1ylC11111t. 

coord,natcl 
Nrtn 1 111 • ta Iron, N "f. A11sornlP 
0i<ttC10•8h, of Educ&110111111d Tr111111ny IU lflltkO LNI 
Norkforco awaranr,s ,n!ormat,nn :av.ulAbfo to NSA 
Analy&ts a'ld ,,a noes at the Na1ronill Crypturcg,c 
School aolll cJ11111rrm11U wt111111v1 ll'llmda10,y LNr 
tta,nl,ig ICY 81lillY$11\ '5 llel!d&d 

tUIJEiWi ffl1on-co•1CU'II 89 OCIIOn Hllld 
I Rll()Ofn)1111no 1rg,1•f0t 01 1tc:orr-monda�on co 1,01: T 
I IOI' resolution. 

i !VI R1tlo11at1; 
i (UI� The NlltiO<'III lnte!IQltfl�e unov11r�1ly , I (NIUJ ,s reapo1W1blef01 eatabt�h1no tru1n,11g for all 
I JC ukn•,v141• •• a.L..tlW 11• tCOOOI OuwU 11,b, 

I Uv�11AOC'I' 
1ra1mng 1111111lablia!lad 

h,U,.lfl
11
lln
1h

"'
ou
n 

.5�� 
tbnucnotu 

fl(Ovide 8!0W'l Bag ... 1,01\t IIP()II •eq-1 and IIJ 
puo,,ih SlDToany u'tlOft tu,....... NSA u•<'' 

' IIWlt'elleS-' 
ll 
; lU�l>OC NSA: (b)(3) 
l IIOt!-27110 

!JMCLASSl1'1&0/ / I SA SFlif 131 I I I I SIi AN I I' 
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CRITIC Critical IC Report 
CIA Central Intelligence Agency 
DIA Defense Intelligence ency 
ONI Director for National Intelligence 

EGRAM Electrigram 
E·Serles Executiv� Series 

ELINT 
IC 

ICD 

NSA Natlonal,Security Agency 
NGA National (Geospatial-lntelli ence A ency 

ODNI Office ofithe Director of National lntelh ence 

TACREP Tactical . eport 
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INTEGRITY * EtFICIENCY * ACCOUNTABILITY * EXCELLENCE 
I 

I Mission 
Our mission i� to provide independent, relevant, and timely 
oversight of tlie Department that: supports the warfighter; 
promotes acco'pntability, Integrity, and efficiency; advises the 

Secretary of �efense and Congress; and informs the public. 

Vision 
Our vision is to'be a model oversight organization in the federal 
government bY,leading change, speaking truth, and promoting 
excellence; a Jiverse organization, working together as one 

profession_al 
I 

team, recognized as leaders in our field. 
' 

•• ·I· •••••••••••••••••••••••••••••

HOTLINE 
1.8�0.424.9098 • www.dodig.mil/hotline 
•••••••••••••••••••••••••••••••••• 

I 

I 
i 

For more information aboµt whistleblower protection. please see the inside back cover. 

I 
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