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(U) Results in Brief

;,,,‘t- (U//i508) Evaluation of the Dissemination of Dol Intelligence

U Information to the Librarvy of National Intelligence by the National

’H Security Agency

(U) August 13, 201

(U) Executive Summary of DoDIG Report No.
DoDIG-2014-085

ik

(U/#888) The evaluation’s objective was
to determine how much progress the

National Security Agency (NSA) has made |

in disseminating intelligence information to
the Library of National Intelligence (LNI).
Specifically, our objective was to: (1)
Determine the extent to which the NSA
disseminates analytic products to the LNI;

and (2) Determine the extent to which the

NSA has become more aware ofthe LNJ and
LNI-related training,

ol

(U//&8¥84 We found that the NSA is
disseminating intelligence information to
the Office of the Director of National
Intelligence (ODNI) as required by the
Intelligence Community Directive
(ICD) 203, “Analytic Standards” and ICD
206, “Sourcing Requirements for

Disseminated Products.” The NSA's

dissemination of intelligence information to
the LNI is a routine and autonomous
business practice. However, the NSA does
not maintain necessary administrative and
operational procedures detailing the
management and technical implementation
of NSA/LNI dissemination practices.

(U) Visit us on the web at www.dodig.mil

(U/ /#6883 The NSA does not formally document its administrative
and operational procedures describing the management and technical
processes of NSA/LN! dissemination procedures. The existence of an
NSA/LNI Standard Operating Procedure (SOP) would provide a
mechanism to communicate current and future expectations for
effective sharing of intelligence information.

(U//&888) The NSA lacks a LNI Memorandum of Understanding
(MOU) between the NSA and the ODNI for I.NI Phase A and B support,
as NSA/CSS Policy 1-43 requires. We also found that no Inter-Agency
Support Agreement (ISA) exists between the NSA and the ODNI or a
completed DD Form 1144 for LNI Phase C reimbursable support, as
required by DoD Instruction 4000.19 and NSA/CSS Policy 1-38.

(U//&8E84 The NSA did not receive guidance from the National
Intelligence University Chancellor regarding general information
sharing training, as required by ICD 501, “Discovery and Dissemination
or Retrieval of Information within the intelligence Community (I1C).”
We also found that the NSA has not developed training specific for
using the LN]. However, NSA's RN
I conducted sceveral “workforce awareness” events that
promoted use of the LNI by NSA analysts.

(U/ /#6883 We recommend that a written SO be established detailing
how NSA intelligence information is disseminated to the LNI; create an
L.N! Memorandum of Understanding, Inter-Agency Support Agreement
or DD Form 1144 with the ODNI; make LNI workforce awareness
materials more available; and determine if LNI training for NSA
analysts should be mandatory.
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(U) Results in Brief

(U//0C08) Evaluation of the Dissemination of DoD Intelligence
Information to the Library of National Intelligence by the National
Security Agency

omments and Our Responst

(U//#8¥8) Comments from NSA’s Signals Intelligence Directorate were responsive to
the recommendations. The Signals Intelligence Directorate agreed with the
recommendations; however they requested transfer of recommendations B.1, B.2, and
C.1 to the Associate Directorate for Policy and Records, the Technology Directorate, and
the Associate Directorate for Educations and Training. NSA will submit corrective
action plans with target completion dates, as requested (See Appendix E,
“Management Comments.”) We accept management’s request lo transfer the
recommendations and consider it responsive. We request NSA provide the corrective
action plan and target completion date within 30 days of this report.
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(U) Introduction

(U) Objectivi

(U) The evaluation’s objective was to determine what progress the National Security
Agency (NSA) has made in disseminating intelligence-related information to the Library
of National Intelligence (LNI); specifically: (1) Determine the extent to which the NSA
disseminated analytic products to the LNI consistent with Intelligence Community
Directive (ICD) 203, Section D.4.1 and ICD 206, Section D.6, and (2) Determine the
extent to which the NSA provided training consistent with ICD 501, Section G.1.b,
“Discovery and Dissemination or Retrieval of Information within the Intelligence

» oy

Community.

(U) In 2007, the Director of National Intelligence (DNI) signed two directives to improve
the discovery of and access to intelligence information, as well as the collaboration
capabilities of the Intelligence Community (IC). On June 21, 2007, the DNI authorized
1CD 203, which established the requirement that all disseminated products be retained
as-a document of record and maintained within the LNI, when the LNI is operational.
On October 17, 2007, the DNI signed ICD 206, which further required that a copy of
fully-sourced versions of every disseminated analytic product be submitted to the LNI.

(U) While ICDs 203 and 206 specifically required submitting disseminated analytic
intelligence to the LNI, the DNI issued further guidance for IC information sharing and
collaboration. On January 21, 2009, the DNI signed the ICD 501, which directs IC
elements to “ensure that new information technology (IT) systems or significant
changes to existing IT systems provide the capability for discovery, dissemination, and
retrieval of information collected or analysis produced through automated means.” 1CD
501 directs changes in policies, procedures, behavior, culture, and technology to
support the new model of information sharing.

'{U) ICO 206 defines Disseminated Analytic Products as intelligence anaiysis intended to convey autharitative agency,
bureau, office, center, department, or IC analytic judgments that are offically distributed to consumers outside the
producing IC element.

(Report No. DoDIG-2014-085) | 1
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(U) ICD 501 further requires the IC to develop, in consultation with IC elements and
subject to DNI approval, a series of IC integrated implementation plans detailing the
roles and responsibilities of the DNl and the 1C elements regarding information sharing.

Tl
)

(U//#e¥8) The LNI was developed as part of the ODNI's larger effort to build a more
collaborative IC, improve information sharing, and modernize the IC's business
practices. The LNI is designed to be a central repository for all of the IC's disseminated
intelligence reports, and to store the reports’ metadata. The LNI is an IC repository
where users can discover and retrieve information or find the sources associated with
the intelligence products. LNI development and ingest is a process completed in phases.
Two phases are completed, another phase is presently in progress, and four phases
have yet to be planned. Phase A involved TS//HCS/SCI/SI-G/TK disseminated analytic
products and Phase B involved disseminated intelligence reports. Analytic products
identified as “sensitive disseminated reports” and requiring increased security
protection are currently being addressed in Phase C. Phases D-G will include non-
textual intelligence, information databases, un-disseminated analytic products, and raw
data. The LNI is populated through four methods: a (secure script) File Transfer
Protocol (FTP) feed, a Rich Site Summary (RSS) code, Hyper Text Markup Language
(HTML) feed, and manual submissions. (See Appendix C for a detailed outline of the
dissemination process).

(U//E8H6) The ODNI Intelligence Community Information Sharing Executive (IC ISE) is
responsible for the LNI’s financial and program management support, while the Central
Intelligence Agency (CIA) provides operational support. A Memorandum of Agreement
(MOA) between the ODN] IC ISE and the CIA stipulates that the ODNI IC ISE will
reimburse the CIA for funds it uses to operate and maintain the LNI.

(U//Pe¥8) The LNI is accessible through a user interface at RECEINSGEG -
Federated Search Service application, or the Intelligence Community Data Layer.
General-user access to the LNI does not require a specific “user” profile. 1C members
with JWICS access can seairch the LNI once they are authenticated by an IC Public Key
Infrastructure Certificate. ‘A Mission Need Profile must be approved to access HCS, SI-
GAMMA, and ORCON information. According to the IC ISE, as of May 2, 2013, RN
users accessed the LNI at least once.

(Report No. DoDIG-2014-085) | 2
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(U//#888) ICD 501, section G.2.c, required the NSA to develop and provide an
implementation strategy to the IC ISE. This strategy included a specific, appropriately-
resourced plan to meet the ICD 501 objectives. The NSA created a phased plan to
disseminate and make its intelligence information discoverable and retrievable by the
IC. The focus areas and the phased approach included the following stages:

‘Ui‘%i Table 1: Librai‘ oi National Intelliaence Imilementation Phases

_Phase A: Disseminated analytic products (up to TS//SI-G/TK/HCS) [
Phase B: Disseminated Intelligence Reports
Phase C: Sensitive dlsseminated analytic products and Intelligence reports
Phase D: Non-textual disseminated products
Phase E: Databases that may inform analysis
Phase F: Undisseminated analytic products
Phase G: Information Collected
(U) Source: NSA’s ICD 501 implementation Plan V1.4.1

(U//68)

(U//#8¥8) We reviewed the ICD 501 Implementation Strategy Template that the NSA
submitted and was approved by the ODNI. The NSA implementation strategy, of
October 15, 2009, is a “planning iteration” document guiding how the agency would
address Phases A through C, as previously discussed. We found that the plan met the
strategic planning requirements of the iCD 501.

(Report No. DoDIG-2014-085) | 3
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(54 RELFC- B 534 Table 2: Description of Signals Intelligence (SIGINT) Reports

Provided to LNI

Product Line

Purpose

(U) EGRAMSs

(U) EGRAMS
GAMMA and ORCON

(U) TACREPs

{U) CRITICs

(U) Executive Reports

(E-Series)

INSA S ODNIE(b1(3)
(D)

Ela
; ~

' ||

]
[}

INSA: ODNI: (b)(3)

<
§

NSA: ODNI: (b)(3)

i

I!

&Qﬁ&-ie-usn—m - -

AU/ /e0wd)
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W) NSA:; ODNI: (b)(1) Scc LA(c): (b)(3)
[ S - e s |
[N e e |
E [ [ (— ] VE——

) S

(U) Source: NSA

(RO
(U//Fe¥€) ODN!'s IC ISE personnel confirmed how the NSA populates the LNI and that
the NSA proactively contributes to LNI development. They explained that NSA's
information-sharing personnel contribute to metadata standard development, which
increases future report discoverability and retrieval. We reviewed the NSA's LNI ingest
record and found that since August 2008, NSA submitted jEEstiit products
to the LNI.

5 bRl e Ebrkigite) Table 3: Historical SIGINT Reports Disseminated by the NSA
to the LNI

Product Line Number of Submissions

(35, OBRL (LI

EGRAMSs s o): (b} 3)
EGRAMs - GAMMA and ORCON
TACREPs -
CRITICs

Unspecified

Total

(U) Source: LN}, as of July 12, 2013

(U//#8¥8) To verify that the NSA disseminated intelligence reports to the LNI, we
selected and reviewed a judgmental sample of reports disseminated to the LNI between
calendar years 2010 and 2012. Table 4 shows that the majority of SIGINT reports we
reviewed were in the LNI.

(Report No. DoDIG-2014-085) | 5
SREREHANGEO RN



SR ERE T O R

44 Table 4: LNI Submission by Calendar Year
Number of Submitted Number of Reports Number of Reports NOT

Fiscal Year
Reports by Topic Reviewed Submitted to LNI
NSA: (b)(3); ODNI: (b)(1) Sce 1.4(c); (b)(3)

FY 2010
FY 2011
FY 2012

Total

(U) Source: NSA and LN, as of July 12, 2013

B 1sA reports failed to populate the LNI. NSA personnel manually correct and

NSA:(B)(R): ODNI: (b) LNI

representatives verified that NSA personnel regularly review LNI receiptlogs for failed

resubmit the rejected reports. Currently, NSA’s LNI ingest rate is

submissions, and correct and resubmit them. LNI representatives told us that failures
can be attributed to duplicate document submission, format errors (for example,
metadatairregularities),invalid dates, and not providing required information.

\ ]
i1 NCOA S ™ ¢ 1
(U) NSA/LN naa : Jo ]V

(U//#¥6¥8) As outlined in Appendix D, we reviewed directives that govern
dissemination of intelligence information. Apart from the referenced ODNI ICDs, we did

not find any policies relating to LNI dissemination. NSA’s
I corfirmed that NSA'

information-sharing directives do not address the LNI population. For example, the
NSA has not established, at either the information technology enterprise or operational
level, standard NSA/LN! dissemination policy. Consequently, few personnel who are
not part of NS know how the NSA disseminates intelligence reports to the
LNI.

(Report No. DoDIG-2014-085) | 6
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(U//F€¥®) A.1 We recommend that representatives coordinate on
creating Standard Operating Procedures (SOP) for the LN1. The ODNI implementation
directives do not require that IC elements develop separate LNI policies. The SOP must
address the NSA resources required for the .NI dissemination, describe the roles and
responsibilities for NSA personnel and how NSA report repositories interface with the
LNI, and provide continuiiy of operations procedures. The SOP should also include a
breakdown of coordination protocols for the NSA and the ODNI IC ISE office, detail
NSA/ODN! working group participation and procedures, data evaluation verification
and validation, risk management, and information flow modeling. The SOP will ensure
that the technical, operational, and manpower responsibilities for the LNI population
remain constant, yet flexible.

(U) NSA Comments

(U//#688) The NSA's concurred with the finding

and recommendation as written. A corrective action plan and target completion date
will be provided at a later date.

(U) Our Response

(U//¥e88) The NSA was responsive to all specifics of the recommendation and no
additional comments are needed. We request NSA provide the corrective action plan
and target completion date within 30 days of this report.

(Report No. DoDIG-2014-085) | 7
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(U//#646) Finding B:

(U//P6¥8)

C £\

LN Memorandum of Understanding

(U//P&¥8) We found that the [{ifhas no MOU with ODNI for LNI Phase A and B
support. According to  NSA/CSS  Policy 1-43, “Memoranda - of
Understanding / Memoranda of Agreement,” NSA/CSS elements shall enter into MOU'’s
for documenting terms and conditions of unique business arrangements whereby the
agency supports or is supported by an external organization and said support does not
require financial reimbursement. The NSA/CSS Policy 1-43 identifies the coordination,
review, and approval processes that serve as the internal vetting process for supporting
external agencies. An NSA/LNI Phase A and B support MOU should have been provided
documenting how the NSA supports the LNI and the ODNI Intelligence Community
Information Sharing Executive (IC ISE). As a result, vested NSA elements may be
unaware of or approved the service provided to the outside agency. For example, an
MOU concerning NSA support to the LNI should, at a minimum, be staffed through the
Signals Intelligence Directorate, the Technology Directorate, and the Information
Assurance Directorate. The NSA Office of the General Counsel should review NSA MOUs
for legal sufficiency. The NSA Office of Policy and Records coordinates all NSA MOUs
and assists with developing and staffing an MOU to ensure that all stakeholders are
aware of the service and support the NSA is providing.

(Report No. DoDIG-2014-085) | 8
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(U) Inter-s>ervice .'i‘\;f'-‘!"‘ nent L ]

t57*dH We also found that the Iacks an Inter-Service Agreement (ISA) with the
ODN], as required by DoD Instruction 4000.19, “Support Agreements,” and NSA/CSS
Policy, 1-38, “Inter-Service and Intra-Governmental Support.” These policies require

the NSA to use an ISA whenever inter-agency support includes fund reimbursement.

NSA: (B)(1) Sec I4(€): (bH3)

Similar to the review and

coordination process of an MOU, vested NSA elements also approve 1SAs and DD Form
1144s. For example, the Office of Policy and Records ensures thatthe 1SA and DD Form
1144 are staffed through the appropriate offices to include the General Counsel, Senior
Procurement/Acquisition Executives, and the Comptroller Office. Resources might be
unavailable to pay for the NSA’s Phase C future support if an ISA and/or DD Form 1144
are not completed in accordance with DoD Instruction 4000.19 and NSA/CSS Policy 1-
38. Phase C IT support derives from a long-term agency-wide IT enterprise support
contract. Additionally, because Senior Procurement/Acquisition Executives may not
have reviewed the 1SAs and DD Form 1144s,compliance with Defense and Non-Defense
Federal Acquisition Regulation related to contractor personnel may have been
improperly verified. The NSA Comptroller is required to ensure that resources for all

active 1SAs are allocated in the NSA/CSS budget.

(Report No. DoD1G-2014-085) | 9
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(U//#e48) B.1 We recommend that the Deputy/Chief,

I coordinate with the Chief, Office of Policy and Records, to address LNI MOU
requirements in NSA/CSS Policy 1-43.

(U) NSA Comments
(U//¥&¥8) The NSA's non-concurred as action
lead, however concurred as contributor, and will transfer to the Chief, Office of Policy
and Records for resolution. A corrective action plan and target completion date will be
provided at a later date.

(U) Our Response

(U//#e¥8) The NSA was responsive to all specifics of the recommendation and no
additional comments are needed. We agree with the request to transfer the
recommendation to the Chief, Office of Policy and Records for resolution. We request
NSA provide the corrective action plan and target completion date within 30 days of
this report.

(U//Fe48) B2 We further recommend that the Deputy/Chief,
B coo:dinate with the Chief, Office of Policy and Records, to address Inter-
Agency Service Agreement and DD Form 1144 requirements in DoD Instruction
4000.19 and NSA/CSS Policy 1-38 for the LNI support.

(U) NSA Comments
(U//#e88) The NSA’s non-concurred as action

lead, however will transfer the recommendation to the Technology Directorate for
resolution. A corrective action plan and target completion date will be provided at a
later date.

(U) Our Response

(U//#@¥8) The NSA was responsive to all specifics of the recommendation and no
additional comments are needed. We agree with the request to transfer the
recommendation to the Technology Directorate for resolution. We request NSA provide
the corrective action plan and target completion date within 30 days of this report.

(Report No. DoDIG-2014-085) | 10
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(U/ 86 Finding C: Review Information
Sharing/LNI Training Program
t

(U//#888) We found that the NSA has received no guidance from the National
Intelligence University Cihancellor (NIU) regarding general information-sharing
training, as ICD 501 required. We also found that the NSA has not developed training
specific to LNI. However, NSA’s
has conducted several “warkforce awareness” events related to the LNI for increasing
the number of NSA analysts who use the LNL.

Jini

(U//868¥6) ICD 501, paragraph G.1.b, directed that the NIU Chancellor coordinate with
the IC elements to develop broad IC information-sharing training. ICD 501 does not
address LNI training or other workforce awareness efforts. Training representatives
from the NSA National Cryptologic School, responsible for training NSA analysts, told us
that they had not received direction or coordinated with the NIU for either ICD 501
information-sharing training or LNI-specific training. As a result, the NSA has no formal
training for the LNI. Despite the lack of direction from the NIU and no specific LNI
training, NSA's conducted several LNI workforce
awareness activities. These activities include educating and informing NSA users about
LNI’s mission and capability, distributing LNI Fact Sheets at briefings, having an article
published in the NSA’s internal newsletter SID Today, briefings for NSA analytic
components, and an informational brief at an agency dissemination conference.

(U//%888) We asked during our interviews with NSA analysts, who since August 2010
have regularly used the LNI, whether they had received any LNI-specific training. We
found that some users were unaware of the LNI's mission and services, and that many
users were only somewhat familiar or totally unfamiliar with LNI’s capabilities. But
other NSA users said the LNI was an important intelligence resource and repository. A
small number of analysts reported that they received training on using the LNI and its
mission and services. The NSA/LNI users explained that the lack of either a formal or
informal training program left users unaware of the LNI capabilities. (See Appendix B
for ourinterview results.)

(Report No. DoDIG-2014-085) | 11
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(U//F€¥8) C.1 We recommend that the Deputy/Chief,
- coordinate with the!Chief of Staff from NSA's Associate Director of Education and
Training to make LNI workforce awareness information more available to NSA analysts
and trainees at the National Cryptologic School and determine whether mandatory LNI
training for analysts is needed.

(U) NSA Comments

(U//¥€¥8) The NSA's [iffJnon-concurred as action lead, however will transfer the
recommendation Associate Director of Education and Training for resolution. A
correction action plan and target completion date will be provided at a later date.

(U) Our Response

(U//#¥@88) The NSA was responsive to all specifics of the recommendation and no
additional comments are needed. We agree with the request to transfer the
recommendation to the Associate Director of Education and Training for resolution. We
request NSA provide the corrective action plan and target completion date within 30
days of this report.

(Report No. DoDIG-2014-085) | 12
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(U) Appendix A
(U) Obj

(U//#8%8) The evaluation’s objective was to determine what progress the NSA has
made to disseminate intelligence-related information to the LNI; specifically: (1) The
extent to which the NSA has disseminated analytic products to the LNI, consistent with
ICD 203, Section D.4.1 and ICD 206, Section D.6, and (2) The extent that the NSA has
provided training, consistent with ICD 501 Section G.1.b.

ope and Methoaology

(U//#e88) This project was initially announced as an audit; however, due to scope
limitations, we conducted this project as an evaluation in accordance with Quality
Standards for Inspection and Evaluation that the Council of the Inspectors General on
Integrity and Efficiency issued. Those standards require that we plan and perform the
evaluation to obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our evaluation objectives. We believe that the
evidence obtained provides a reasonable basis for our findings and conclusions based
on our evaluation objectives. This evaluation generally covers, but is not limited to, the
NSA’s dissemination of intelligence information to the LNI from 2010 through 2013.
We reviewed SIGINT intelligence reports disseminated to the LNI since November 19,
2010, relevant DoD, ODNI, and NSA policies or procedures regarding dissemination,
information sharing, and dissemination-related training and curricula. (See Appendix D
for a listing of authorities.)

(U//&6¥8) We interviewed officials from the Government Accountability Office, Office
of the Under Secretary of Defense for Intelligence, Office of the Director of National
Intelligence, the Intelligence Community Information Sharing Executive, and the LNI

librarian. We interviewed!NSA employees from its FEEaENGEGGEE
A O of Policy and

Records. As part of our methodology, we interviewed a judgmental selection of
NSA/LNI users. We identified these users based on a listing that the IC ISE provided,
which gave us their nanies, email addresses, and the number of times each user
accessed the LNI.

(U//F888) We tested, as appropriate, given our evaluation scope and objectives,

selected reports, records, procedures, and practices to obtain reasonable assurance that
(Report No. DoDIG-2014-085) | 13
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(U//#e¥8) the NSA management complied with Intelligence Community Directives and
NSA regulations that, in our judgment, could have a material effect on our evaluation’s
results.

(U} Scope Limitation

(U//Fe¥8) The evaluation’s scope was limited, in part, to the analysis of documents
related to the NSA’s submission of intelligenceinformation to the LNI. The LNI operates
through an MOA between the ODNI and the CIA. The MOA addresses the roles,
responsibilities, procedures, and relationship between the ODNI and CIA regarding the
mission support and infrastructure services that the CIA and ODNI provide. The DoD [C
functions as a user and contributor of intelligence information, which limits the
oversight capabilities of the DoD IG specific to the LN] operation. As such, the
evaluation team coordinated with the IC Inspector General to interview ODNI subject-
matter experts and obtain information specific to the DoD IC enterprise. From these
measures, we believe the evaluation objectives were accomplished, and that in total,
sufficient, appropriate, and relevant evidence exists to support our observations and
recommend ations.

(U) Use of Computer-Processed Data

(U) We did not use computer-processed data for this evaluation.

(U) Prior Coverag

(U//#¥84¥8) No prior evaluations have been conducted on the NSA’s dissemination of
intelligence information to the LNI.

(Report No. DoDIG-2014-085) | 14
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(U) Appendix B

(U) Interview Results

(U//#888) As part of our methodology, we interviewed a judgmental selection olm
NSA/LNI users. We identified these users from an NSA/LNI user list that the ODNI IC
ISE provided, which supplied their email addresses and the number of LNI sessions
each NSA/LNI user had as of May 2, 2013.

{U) 1. How often do you access the Library of Nayonal Intelligence

Occasionally 41%
Monthly 14%
Weekly 5%
Daily ~ __3 - 18%
Never ) 23% |

(U) 2. How important 1s the tibrary of National Intelligence to fulfilling your intelligence
gathering requirements

Somewhat important 14%
No Opinion / Not Sure . 32%
Mostly Important 27%
Very Important y 14% |
Not Important ] 14%

(U) 3. How familiar are you w/ith the mission and services provided by the Library of National

Intelligence

Somewhat Familiar 32%
No Opinion / Not Sure 9% |
Mostly Familiar : ' 32% |
Very Familiar 0% !
Not Familiar — ) -27%J
Somewhat Negative 4 5%
No Opinion / Not Sure 3%
Mostly Positive i 45%
Very Positive e - 27%
Negative H 0%

(U) S. Have you ever received training related to the mission, services, or how to use the Library

of Nationa! Intelligence

Yes 5%
No ' 95%

(Report No. DoDIG-2014-085) | 15
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(U) Appendix C

(U//r<vS) EGRAM Report Flow
| (U//#6¥8) Product Line: EGRAM

INSA: (b)(3)

(EAREETFO5Mm-RuE%) The EGRAM Product Line contains NSA i
SIGINT Products that meet LNl Phase A criteria. These
products are classified up to TOP SECRET//SI/TK//NF.
Processing of these documents occurs SAHREN

|
|

1. (u/Aeve) BT )

5 (/Ko L ——

O ]
b o) T

4. (U/m INSA: (b}t 3}

S. (U/m INSA: (b)(3)

(U//¥©¥8) Product Line: EGRAM - GAMMA and ORCON

(U//FGUO) (EliREe -FO=EGhe fyE¥) The EGRAM - GAMMA and ORCON |
Product Line contains NSA SIGINT Product (for example
EGRAMs) that meets LNI Phase B criteria. These products are
classified up to TOP SECRET//SI-GAMMA/TK//OC/NF.

Processing of these documents occurs SR ERSIIEG ’
Al B BN I 0 S
I (for example GAMMA and ORCON)

| documents.

(U) Source: NSA

(Report No. DoDIG-2014-085) | 16
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(U//CZLT) EGRAM Report Flow
(U//Fom8) | (u//r@®®) Product Line: TACREP |

(S REE=FO=Eky=ER¥) The TACREP product line contains
Tactical Reports, faaSEY

(/v

MEpen ‘
res S —
=

o (u//eove) LN

(U//reu8)

(V) Source: NSA
(U//-CCZ) CRITIC Report Flow

(U/ @883 Product Line: CRITIC

+ (U/®¥8) The CRITIC Product Line contains high-precedence reports BB

CRITICs are prepared and released in accordance with United States Signals Intelligence Directive

ussD) uidnce. N A I

(U) Source: NSA

(Report No. DoDIG-2014-085) | 17
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(U) Appendix D

(U) Table of Authoritie
A O M R e M T A e

(U/ /e @@ OMB Memorandum, Improving the Management and Use of interagency Acquisitions,
June 6, 2008.

(U) DoD Instruction 4000.19, SL:pport Agreements, April 25, 2013.

(U) ICD 203, Analytic Standards; June 21, 2007.

(V) ICD 206, Sourcing Requirements for Disseminated Analytic Products, October 17, 2007.

(U) ICD 501, Discovery and Dissemination or Retrieval of Information within the Intelligence -
Community, January 21, 2009. .

(U) NSA/CSS Policy 1-38, Interservice and Intragovernmental Support, July 2, 2010

(U) NSA/CSS Policy 1-43, Memoranda of Understanding / Memoranda of Agreement, March 16,
2009

(U) NSA/CSS Policy 11-1, Information Sharing, March 28, 2012 |
(U e,
Bhtwe —=0 _—__=——— — = ="l

(Report No. DoDIG-2014-085) | 18
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(U) Appendix E

(U) Management Comments

(AR ERESNIRI NN ]
SIGNALS INTELLIGENCE
DIRECTORATE
memorandum

1t 2017

PFROM  Sagnals imeligeénce Direetatiste (510
FOL Deparment of Detebise (TP losgsettn Ceneeal 961

SUBD: iU/ wimmtes) SIO (enponvy o te Dralt 12000 (G Kepnr an Eassenination o NSA
Intorrraniog: to the labrdey of Nabional Intelligenre

(L) The puypose at this pemorandunt s peovisde Uie Deprriment of Detense §000))
Inspedtor General {(1G) comments on tndings and recummandations idenifivd i the
sithject dralt report.

11/ /immitem The Dof) 13 condncted an evaluanon to detetmine progress NSA lus inade
m disseminaing inchigesce infurmation to the bibrany of Xational Intethgence. e 27
Macch 2014, DoD s a dralt (G repsst inled Evaliation of 1he Dissorginaton of at)

Inelligence mformauon!te the Libraty of Natonal Intellipence by the NSA . The reppnt
enificd fo ; fidauans for remediation by the SIGINT Direct frnte’s
Recotnrmendavions A 1, 3.1, 4.2, and L. concurved

n& action lead tor recommendaion A 1 however non eammnyed as action lead e B
B2 and C.1. SID concdrs with the recommendatiois and findings ns wiittens however,
SIb requeste transter of Bo 1 B2, osd G e the Ausstane Ditectorute for Policy and
Records I, the Technalogy Directorate (TD), and the Assotinle Ditettorate for

I Ehotion & Trwrong (PET). reapectively. SID will seek confirmation of the apprapriate
NSA/USS notion leads grion 1o fimad report publicaion. NSA will xubmin earrective ainon
plans with turgel complition daten, an teguestod

(U) The SIL consolidited mterm cesponse o adtan hod o i meinonamdaen

NSA: (b))

cputy Chivel of ST for
SIGINT Palicy and Camparate tssales

LT AT §

§50 ) ASSE G ) et

(Report No. DoDIG-2014-085) | 19
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“"Cl ASSIFIED/ Al il bbb ol bk

NSAICSS OFFICE OF INSPECTOR GENERAL

(U) Interim Response to the Department of Defense (DoD) Inspector General (IG) Draft
Report on Dissemination of NSA information to the Library of Nationa! Intefligence
(D2013-DINT02.0130)

SUBIECT (U/4=Biidy SID Interim Responsa to the Oraft Repar: DoD IG Report on Disseminaton of
NSA Information to tne Library of National Infelhgence (D2013-CINTC2-0130)

(Uiméra@ SI0 s 1equited lo provide managemgnt orrective achions for the subyect draft DoD IG
report in arcordarco veth DeD Decctive 7680 3, *Fobow-up Generai Accounting Ofhica Dol) Inspactor
General. and Internal Audh Reports ~1G-11352-12. “Coardinating Office of inspaclor Gener sl Repats
the DoD IG wi ovaluate lhe manegoment rosponsc and dolermine whether changos to s inding,
conclus:on or recommendaton tan bo supported

RecA  Action Lead | [ "~ Comments and Foodback Target |

, 4l | Completion Date |
Al NSA; (b)) {U) RECOMMENDATION A 1; (L Swe TB0.

| | {WUr We raconmend 1hat |

{ 19p1aseMalives

coordinale on cresivr) Stundard Operating | '

Procedures tos the LNL the SOP st adGress tn |
NSA resources cequited lor the LNy disserminalion
doscribe the ro'us and responsibiites for NSA
persungl ang how NSA repuit 1positultes
nnerlace with the LNL. and provide conlinuity ol
oporahons procedutes Tha SOP should also
mnchrde 4 breskdown of coordunstion pretocols for

|| the NSA and the ODNI IC tSt: ofiico, dotan
NSAODN! wivking geoub particpation ond
procediies. date evaHuation venfication amt
valtation. nsk managament ami information flow
tiextenny) The SOP will ensure thal the techiical.

| operationor and manpover respoasibititos for the
LN population amain constant ye! Nexbile,

[:H
" urs ‘w:tn the finaing and
recommendation as wrillen

(W) Consctiva Action Plan; |
(L+iQM@y-A-correct-orractor plan and target
rompation date Fglbe 1voiades at o 2 ?
- M NS AL (b)(3)
- 066-2780 ]

UHC LASSIFIED/ /SN rrenieeewNey

(Report No. DoDIG-2014-085) | 20
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UNCLASSIFIRD/ MR ey e ny s gy vy

(Ve TBD

th the

oputy/Chued.
Couranmte
Wil wel, Office of Folicy and Records (o

address LN MO requiresnients m NSA/CSS
Policy 1-43

(L), 9ID Re ;
-CONLurg &S aclion tead

nowever concyr ns contabutor Recammand
‘ransler of recommendation to Chief Office of
Poncy snd Recowds tor resonstion

{U) Rationale;

{U/i=@4@) DJ. the Office of Pehcy anf Records
owne the NSA/CSS MOU/MOA process as
described in Polcv 1-43 Raconwmend the

8nd the Technology Direclorate (YD),

1 along with any oiho: ogurabio atakohoisora, serve

| as key contnbuling pariners. as applicaba n this
atfon

[}

{ 1) Corractive Actipn Plan:
{UMOBO) A correclan aclion plan and largel
wunpielivn dale nitl Ue puvided al o iator Jale,
vending lead syraemont

{Unsewe POC TR '

B' 2 = NSAz (b))

{U} RECOMMENDATION.B.2;
' 010 thal the

OV Tt oT ThTOTIMm
DoouryClaT NS S
coordinate with the Cliol, Ot Foncy and

Recards (0 ndoross inir-Agancy Servie

| | Agresment snd DO Formi 7144 requirgments in
DoD instruction 4000.19.19 and NSA/CSS Policy
1-38 10r thee LN Suppoit

9682760 '
(Ulage) TRD |

Re, 1
(Ulmﬂwn‘cuncum 48 uclion 'ead

Recommend ransforotrecommendaton 10 TD o
rOR0WHIoN

{U) Rationale:
. (Uinses® Tne Tochnology Drectoat D

received meney from
d iiCCIO 1o dovelop the |.NI Phase C sslution
| lor NSA

UNCLASSIFIED/ MR roanttmrh 00 ey
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NSA: (i)

SECHEFp O FERN:

UNCLASSIPIED/ A «oh el b D =My

-]

Ly/mS@» A comechion BCLON plan and laspet
comotahon OAD ‘mil 2 Droviges Gl b 1ater date
pendng NSA leag egreement

O " slANS A (D)(3) .

1' 568.2760
! {U) RECOMMENDATION C.1:

| /i VWO rar.ommend that the [laputy/Crial,
contdinate
with | -nial of Sitall from NSA'® Aasocnle

Diractorate of Fducetion and Trautng to make LNt
worklorca awaranass infurmalion aviniano (o NSA
analysts arid hances at the Nalional Cryplulcgic
Schaai an2 determine whetner inandatary LN
{taining for analysts 18 needed

icews JHn-concurs as action tead
Recommend-tronsfor-vtrecommaondation fo ADE Y
for resofuton

(V) Rationaie;

11)/A=%i The Nations! Intellgence LUnweraiy
{NIU} 18 responsibie for estabiwhing trsinng for atl
1C ulmnoids aa slated v ICDZO1T s Tliln

traing s establaned | shou implementied
Uvougn ADET In the

provide Biown Bag ssesons ugon equest and
puoish SiDTocay sriees 1o rase NSA use:

L awateness
W Lo INSA: (b)(3)
|| 986-2760

_UNCLASSI FITD/ abR G5 Gl vol &6 0y

(L/Se® 18D
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(U) Acronyms and Abbreviations

(V)

CRITIC

Critical IC Report

CIA

Central Intelligence Agency

DIA

Defense Intelligence Agency

DNi

Director for National Intelligence

EGRAM

Electrigram

E-Serles

Executive Series

ELINT

Electronic Intelligence

IC

Intelligence Community

1CO

Intelligence Community Directive

ICIG

IC ISE

Intelligence Community Inspector General

Intelligence Community Information Sharing Executive

LNI

Library of National Intelligence

NSA

National Security Agency

NGA

National Geospatial-Intelligence Agency

ODNI

Office of:the Director of National Inteihgence

ORCON

Originator Controlled

SIGINT

Signals Intelligence

TACREP

Tactical ﬁeport

v
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INTEGRITY w EFFICIENCY * ACCOUNTABILITY * EXCELLENCE

Mission
Qur mission is. to provide independent, relevant, and timely
oversight of the Department that: supports the warfighter;
promotes accountability, integrity, and efficiency; advises the
Secretary of Defense and Congress; and informs the public.

Vision
Our vision is to be amodel oversight organization in the federal
government byt leading change, speaking truth, and promoting
excellence; a diverse organization, working together as one
professional team, recognized as leaders in our field.

Fraud, Waste and Abuse

HOTLINE

1.800.424.9098 « www.dodig.mil/hotline

...’..............................

!

For more information about whistleblower protection, please see the inside back cover.
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4800 Mark Center Drive
Alexandria, VA 22350-1500
www.dodig.mil
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