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INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 

4800 MARK CENTER DRIVE 


ALEXANDRIA , VIRGINIA 22350-1500 


A R 0 4 201 
MEMORANDUM FOR ACTING DEPUTY SECRETARY OF DEI<'ENSE 

DIRECTOR, JOINT IMPROVISED EXPLOSIVE DEVICE QEFEAT 
ORGANIZATION 

SUBJECT: 	 (U) Investigation ofHotline Allegation of aQuestionable Intelligence 
Activity Concerning the Joint Improvised Explosive Device Defeat Organization 
(JIEDDO), Counter-IED Operations/Intdligencc Integration Center (COIC) 

(U) We are providing this report for your infomiation and action. We conducted an 
investigation in response to an anonymous DoD IG Hotline allegation that the foint IED Defeat 
Organization (JIEDDO), Counter-IED Operations/Intelligence Integration Center (COIC) 
illegally or inappropriately collected information about U.S. persons. 

(U) We substantiated an allegation that JIEDDO collected U.S. person infonnation. We 
considered comments from the Acting Deputy Secretary of Defense and the Director, .TTEDDO, 
in preparing the final report. The Acting Deputy Secretary of Defense determined there was no 
requirement to designate JIEDDO as a Defense Intelligence Component, non-concurred with our 
recommendation to suspend the JIEDDO's current intelligence collection activities pending 
clarification of JIEDDO's collection authorities, and was generally responsive to all other 
recommendations. Our responses to management comments are found on pages 14-73 of the 
report. We respectfully request that the Acting Deputy Secretary of Defense and the Director, 
.JJEDDO, provide comments to this final report, a·s appropriate. See Recommendations Table at 
page iv. 

(U) We appreciate the courtesies extended to the staff. We look forward to evaluating the 
organization in the future . Please direct your questions and commen1·s to me at (703) 882lfll 
DSN499lll 

. Thomas 
Dc1 ut spector General 

or Intelligence and Special 
Program Assessments 



(U) T H IS PAG E INT E NT IONALLY LE FT BL AN K 
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( I) 

(U//~)We conducted an investigation in 
response to a DoD Hotline allegation that the 
Joint Improvised Explosive Device Defeat 
Organization (JIEDDO) Counter-Improvised 
Explosive Device Operations/Intelligence 
Integration Center (COIC) illegally or 
inappropriately collected information about U.S. 
persons. 

(U/~We substantiated an allegation that 
JIEDDO collected U.S. person information. 

(U/ /~) We found that )J EDDO: 

o (U/~Leadership directed analysts 
to intentionally collect open-source data on U.S. 
companies violating DoD 5240.1-R; 

• (U//~) Collected on U.S. persons to 
support hostage rescue violating DoD 5240.1-R; 

• (U/ ~) Collected on a former U. S. 
Marine Reservist and legal U.S. residents 
violating DoD 5240.1-R; 

o (U//~) Collected telephonically from 
Afghan farmers in Afghanistan using alias and 
unauthorized/uncoordinated cover as a U.S. 
university student violating DHE-M 3301.002 
"Defense Human Intelligence (HU MINT) 
Enterprise Manual;" and 

• (U//~) We referred seven Issues for 
appropriate acrion. 

(U/~We recomm end tlrnt the Deputy Secretary of Defense: 

1. 	(U/~) Determine if JIEDDO should be designated a DoD 
intelligence component and incorporated into DoD 5240.1-R and Do DD 
2000.19E; 

2. 	 (ll/~Approve Do DD 2000.19E to refl ect JIEDDO's authorized 
intelligence function s. roles and responsibilities. and ass ign an 
executive agent for JIEDDO's ex ternal intelligence overs ight; 

3. 	 (U//~)Direct JIEDDO lo partidpate only in tasks tlirectly 
related to its spec:ified counter-IED mission; 

4. 	 (U/~ Determine whether JIEDDO's mission evolution from 
"defeat the network" to "attack the network" is in accordance with 
DoDD 2000.19E; and 

S. 	 (U/~)Create an internal In spector General position for JIEDDO to 
oversee the organization's intelligence oversight program. 

(U//~)We recommend that the Direc tor, JI ED DO: 

6. 	 (U/~)Cease coll ection activities pending OSD authorization; 

7. 	 (U//oP9W) Authorize the COIC to fill the existing Deputy General 
Counsel for Operations and Intelligence billet; 

8. 	(U / ~Rev iew hardcopy and softcopy holdings for U.S. persons 
information, and delete or ret in in accordance with DoD 5240.1 -R; 

9. 	 (U//~) Review internal procedures and legal opinions to ensure 
that co llecting on U.S. persons is in accordance with Title 10 U.S.C, EO 
12333, DoD 5240.01 series, and other app licable poli ics and 
instructions; and 

10. (U //~)Tailor JIEDDO's intelligence oversight training. 

(U/~) We considered comment~ from the Acting Deputy 'ecretary of 
Defense and th Director, JIEDDO in preparing the fi nal report. Th e Acting 
Depu ty Secretary of Defense determi ned there was no requi rement to designate 
JIEDDO as a Defense lntellig nee Component, non- oncurred with suspending 
the JIEDDO's current inte lligence collection activiti es, but dire ·tcd the Under 
Secreta ry of Deh1se for lntclligenct:: lo es tablish gui<l ance concerning JIEDDO's 
co llection authorities. The r sidual management omments w re genera lly 
responsive. We remain concerned about the ambiguity of )I EDDO's current 
miss ion, au thorities and compliance v1i th DoD 5240.1- R. We look fo rward to 
revie\~ ing the Under Secretary of Defen se for Int lligence's clarifying guidance 
to JI ED DO. 
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Recommendations Table 

! Recommendations Requiring T No additional Comments ,
Management i . 

1 Comment , Required ' 
Recommendations A.3, A.4, A.S 

Where a given recommendation was made in response to more than one finding, the 


multiple recommendations are listed within parentheses to designate their status as a 


group. 


(A.1; E.1) Recommendations A.1 and E.1 are identical. 


(A.2; D.1; E.2) Recommendations A.2, D.1, and E.2 are identical. 


(A.5; B.1; C.1; D.2) Recommendations A.5, B.1, C.1, and D.2 are identical. 


(A.7; 8.2; C.2; 0.3) Recommendations A.7, B.2, C.2, and D.3 are identical. 


(A.8; 8.3; C.3) Recommendations A.8., B.3, and C.3 are identical. 


(A.10; B.4; C.4; 0.4) Recommendations A.10, B.4, C.4, and D.4 are identical. 
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Distrul'oMtion: 

DoD Organizations 

Deputy Secretary ofDefense 
Under Secretary ofDefense for Intelligence 
Under Secreta1y ofDefense for Policy 
Director, Defense Intelligence Agency 
Inspector General, Defense Intelligence Agency 
Director, joint JED Defeat Organization 

IVon-DoD Organizations 

Inspector General, Director ofNational lnl'el/igence 
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(U) Introduction 

(U) Objective 

(U/~)We conducted this investigation in response to a May 2, 2012, DoD IG Hotline allegation 

of unauthorized collection of information on U.S. persons by the Joint lmprnvised. Explosive Device 

Defeat Organization (JIEDDO) Counter-IED Operations/Intelligence Integration Center (COIC), 

hereafter referred to as the "COIC." This investigation's objective was to determine if the COIC 

followed appropriate laws, regulations, and procedures on collecting, processing, storing, and 

disseminating U.S. persons information. 

(U) Back round 

(U/~)In February 2006, DoD Directive (DoDD) 2000.19E, "Joint Improvised Explosive Device 

Defeat Organization (JIEDDO)," established JI ED DO as a joint entity and jointly-manned DoD 

activity. Its mission was to "focus (lead, advocate. coordinate) all DoD actions in support of the 

combatant commanders' an<l their r espective Joint Task Forces' efforts to defeat Improvised 

Explosive Devices (JED) as weapons ofstrategic influence." As reported by the Government 

Accountability Office (GAO), ]JEDDO was directed to identify, assess, and fund initiatives that 

provide specific counter-IED solutions. The JIEDDO director was authorized to approve joint IED 

defeat initiatives valued up to $25 million per initiative and make recommendations to the Deputy 

Secretary of Defense (DEPSECDEF) for initiatives valued over $25 million. The Secretary uf Defense 

assigned the Secretary of the Army as the Executive Agent for JIEDDO's administration function 

while maintaining JIEDDO's operational functions at the Office of the Secretary of Defense 

(OSD)-level; with the Director, /JEDDO, reporting directly to the Deputy Secretary of Defense. 

DoDD 2000.19E assigned the Director, JIEDDO, the intelligence-related task to "Establish a joint 

Common Operational Picture and Joint Common Intelligence Picture of the !ED system in the Global 

War on Terrorism." 

JlEDDO (hll6C<lill7llC)­(U//~) COIC, reported that in an effort to increase t he Department's and the 

supported combatant command's (COCOM) awareness and understanding of the enemy networks 

supporting the !ED problems, General Montgomery Meigs, U.S. Army (retired), JIEDDO's former 

director, established the Counter-IED Operational Integration Center (COIC) in 2006. An 

August 22, 2007, JIEDDO memorcindum, subject: "Establishment of the Counter-IEO Operational 

Integration Center (COIC)," COIC Response to Efficiency Study said that: 

DODIG-2014-055 11 
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the Director, Joint Improvised Explosive Device Defeat Organization (JIEDDO), in 

coordination with the Deputy Secretary of Defense and Vice Chairman of the Joint 

Chiefs of Staff, approved the establishment of the Counter-TED Operational 

Integration ~enter (COIC) .... on 17 March 2006. The formal activation of the COIC as 

an organization was effective 1 August 2006. 

In February 2011, the COIC was renamed the Counter-IED Operations/Intelligence Integration 


Center (COIC) and became JIEDDO's sole intelligence component. 


(U//~) The COIC was created after DoDD 2000.19E was written; therefore, it did not articulate 

the COIC's authorities, roles, and responsibilities. However, JIEDDO Instruction 5240.01 stated that 

the COIC's mission was to support: 

. all Combatant Commands, the JIEDDO Counter-JED Operations/Intelligence 

[Integration] Center (COIC) harnesses, masses, and fuses information, analysis, 

technology, interagency, (sic) collaboration, and training support to enable more 

precise attacks to defeat networks which employ IEDs. Be prepared to provide 

analytical support and enemy network information to other Government 

Organizations and Coalition partners. 

(U//F8H83 The JIEDDO Organization and Function Guide (JOFG), of January 21, 2011~ gave the 

following mission guidance to the COIC: 

(U) COIC 1 -- In direct support of all Combatant Commanders and the JIEDDO, 

support and sustain an autonomous operations integration center with analytical, 

technology, and training support capabilities and sustain an integrated operations 

and intelligence picture of all data resulting from the collection, analysis, and 

dissemination of information related to the activities and capabilities ofviolent 

extremist networks globally [in order to] enable tactical, operational and strategic 

planning and operations. 

(U) core 2 -- Create and sustain partnerships and leverage the capabilities of the 

intelligence community and inter-agency [in order to] benefit from their intelligence 

collection strategies and their exploitation, analysis, and dissemination of 

information related to the activities of violent extremist networks globally. 

(U/ ~) core leadership provided an overview brief on July 16, 2012, which stated the COIC 

was not authorized to conduct intelligence collection missions. The leadership further said that the 

COIC had no authority to collect information on U.S. persons and must adhere to 

Executive Order 12333 and DOD Regulation 5240.1-R. In a memorandum dated, August 09, 2012, 

DODIG-2014-055 I 2. 
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the Vice Director, JIEDDO, responded to a DoD IG data call stating that neither "JIEDDO nor the COIC 

collects information on U.S. persons." 

(U//~) A COIC senior leader said the COIC created the Open Source Analysis Augmentation 

Center (OSAAC) to review and research newspapers and other publicly-available data to support 

JIEDDO requirements. In the senior leader's opinion, publicly-available data relating to JIEDDO's 

mission could be used, even if it were open-source data on U.S. persons. Another senior leader said 

the OSAAC prc;wided open-source support to JIEDDO's counter-JED mission and the OSAAC created 

40-50 open-source analytical products per month. Senior analysts at the OSAAC stated their open 

source research did not consist of intelligence collection because it was open source and because 

the OSAAC did not label its products as "intelligence." The DoD Office of General Counsel said that 

other than a JIEDDO General Counsel's legal opinion, of December 4, 2012, the DoD Office ofGeneral 

Counsel did not know of any other legal opinion about establishing the CO!C's OSAAC. 

(U/ ~) Finally, J JEDDO responded to a 2012 Office of the Secretary of Defense Cost Analysis 

Program Evaluation study that stated the COIC was organized into six divisions (Operations, 

Net-Centric Innovation, Mission Integration, Mission Support, Training Integration, and Operations 

Research/Systems Analysis) under the Command Group. The COIC required personnel strength 

totaled 1,359 individuals (12 military, 46 government, and 1,301contractors.) 

(U) We conducted this investigation from June 2012 to January 2013, in accordance with the 

Council of the Inspectors General on Integrity and Efficiency Quality Standards for Inspection and 

Evaluation. We focused on whether the COIC collected information about U.S. personst. Our 

investigation encompassed over 40 interviews of subject-matter experts, including JIEDDO 

Headquarters and COIC government and contract personnel, and officials from the Under Secretary 

of Defense fo r Intelligence (OUSD(I)) . 

1 (U) Accord ing to DoD 5240.1-R, the te rm " United States person" means: 
A United States ci t izen; An alien known by the DoD intell igence component concerned to be a permanent resid ent alien; An 
unincorporated association substantia lly composed of United States citizens or permanent resident aliens; 
A corporat ion incorporated in t he Uhited Sta tes, except for a corporation directed and controlled by a foreign government or 
governments. A corporation or corporate subsidiary incorporated abroad, even if partia lly or wholly owned by a corporation 
incorporated in the United States, is not aUnited States person. Aperson or organization outside the United States shall be 
presumed not to be a United States person unless specific information to the contrary is obtained. An alien in the United Sta tes shall 
be presumed not to be a United States person unless specific information to the contrary is obtained. A perma nent resident alien is 
a fore ign national lawfully admitted into the Uni ted States for permanent residence. 
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(U) Finding A: The COIC·Improperly Collected 
Information on U.S. Persons 

(U//F8~8) Our investigation substantiated the allegation that COIC personnel improperly collected 

information about U.S. persons. At the direction ofCOIC and JIEDDO leadership, analysts collected 

information on U.S. companies and their CEOs, U.S. hostages held by foreign extremists, and specific 

U.S. persons. In addition, COIC analysts improperly collected intelligence using aliases and 

uncoordinated cover. As a result, COIC leadership and analysts actions violated, or were 

inconsistent with, Executive Order 12333, "United States Intelligence Activities"; DoD 5240.1-R, 

"Procedures Governing the Activities of DOD Intelligence Components That Affect United States 

Persons"; and DoD Joint IED Defeat Organization Instruction 5240.01, "JIEDDO Intelligence 

Oversight"; as well as DoDD S-5200.37 "Management and Execut ion of Defense Human Intelligence 

(HUMINT);" and DHE-M 3301.002 "Defense Human Intelligence (HUMINT) Enterprise Manual, 

Volume II: Collection Operations." 

e 
(U/~)Contract analysts at the COIC, at the direction of IEDDO (h)(6), (b)(7)(C) 

JIEDDO (h)(fi). (h)l7)(C) , JIEDDO, and othe r senior JI ED DO and COIC leadership, intentionally collected 

open-source data on the following U.S. companies: J FDDO (h)(7)(A) 

. The collection 

occurred from 2011 through 2012, and JIEDDO (b)(6) (b)(7)(C) began his endorsement not later than 

August 2012. One senior government analyst expressed concerns about t he collection to COIC 

leadership and the COIC Intelligence Oversight Officer. But the analyst was told byr£WU'!W! 
J EDllO (h)(6). (b)(7)(C) : that lltJt1'!Mf'f' wanted this information 

collected and that the analyst "should do it." When the analyst refusect,t£ililW!' " removed him 

from the FATIMA Group2 project The senior analyst said he believed he was removed to protect 

him, and not as a way to reta liate against him. According to a COIC senior analyst, the Defense 

Inte lligence Agency conducted a deep-dive study into the FATIMA Group and found no illicit 

activities. rl~Brft' said that as of August 2012, JIEDDO ha d no t estab lished a t erro r ism nexus 
1with the FATI MA Group. The analysts' collectio n of the data, and the on.le rs from ri1' '

1''P" and 

other senior leaders, violated DoD 5240.1-R because no "reasonable beli ef' was established that 

2 (U/~ The FATI MA Group Is a Pakistani conglomera te based in Lahore, Pakistan, t hat manufactures calcium ammon ium 
nitrate, which is "cooked down" to Ammonium Nitrate and used by terrori 'ts and insurgent groups in Afghanistan as an explosive 
material in Improvised Explosive Devi ces (I EDs). According to mult iple subject matter experts at JI ED DO, up to 80% of the IEDs used 
in attacks on Coalition Fo rces In Afghanistan were made using Ammoniu m Nit ra te that originated as FATIMA Gro up ca lcium 

ammoniu m nit rate fe rti lizer. 
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these U.S entities were associated with the Counter IED threat or with terrorist-sponsored or illicit 

organizations. 

(U//~) According to a COIC analyst from the COIC Threat Development Cell. t&1
•

111•1W'f''9' 
directed thatthe COIC collect information on U.S. companies that did business with FATIMA 

Fertilizer (a fertilizer subsidiary of the FATIMA Group) to determine wh ich U.S. companies could be 

approached to request support in pressuring the FATIMA Group. Another senior COIC analyst said 

ram•It12JWf'19' pressured the CO!C to collect information about U.S. companies that were affiliated 

with the FATIMA Group and that the analyst felt pressure from ;i#Jil'f' to investigate these U.S. 

businesses. The analyst senl a July 13, 2012, email to the COIC's Intelligence Oversight officer 

regarding the CO I C's authority to collect and retain information about U.S. businesses associated 

with the FATIMA Group. According to the email chain, as of July 31, 2012, the Intelligence 

Oversight officer had not responded to the question. The analyst said the Intelligence Oversight 

officer later gave a verbal response that JEDDO (bX6) (bX7)(C 
I 

request could not be supported due to a lack 

of derogatory information associated with the U.S. entities. 

(U//~ In August 2012,rm•1
•
1•'W!Wf''P' told his senior staff that he wanted to examine U.S. 

companies who provided equipment or funding to the PATIMA Group. According to an August 

1, 2012, email response from J EDDO (b)(6) (b)(7)(C) 

understood that JIEDDO (b)(6) (b)(7)(C) 

between Fatima Group and U.S. companies and any observable terrorist activity. K'NJift!W' told 

senior JIEDDO officials that because JIEDDO had not established a terroris111 nexus with FATIMA, 

CIA may not accept the request. , re plied to II 
r£fl• that the information JIEDDO leadership sought was similar to a mergers and acquisition 

analysis and represented action a company would take if it was interested in buying FATIMA. II 
Mlil said that the information would give a full profile with whom the FATIMA Group conducted 

business, beyond U.S. companies and interests. r£\1il'%'' said the information would obviously 

· contain an abundant amount of financial and investor data that would illuminate with whom 

rAT! MA interacted, and would, if all preceded smoothly, give JIEDDO options for potential 

direct/indi rect actions that could be leveraged t hrough JIEDDO's Whole-of-Government4 partners 

and [government] allies. 

JIEDDO (b)(1), 14(C), (b)(6) (b)l7)(C) 

3 (U) Dunn & Bradstreet is a public company that licenses Information on businesses and corpora tions fo r use in credit decisions, 
bus iness-to-business marke1ing, and supply ch~ in management. Dunn & llradstreet maintains lnformr1tlon on more than 220 million 

companies worldwide. 

4 {U) JIEDDO maintains partnerships with government accncies, non -governmental organizations, nation al laboratories, in\crn~tlon al 

partners. and others to synchronizf' their counter-threat network capabilit ies and act ions. 
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(U//~) A member of JIED DO's Homemade Explosives Task Force said that in about September 

2012, JI ED DO began receiving information about U.S. companies which did business with the 

FATIMA Group, how much stock the U.S. companies had in the FATIMA Group, and the FATIMA 
1Group's plans to expand in to the United States. The member said thatl1' '1''Wl@l'PJ" planned to meet 

with financial institutions that conducted business with the FATIMA Group, but that the 

appropriate mernber(s) of the interagency team, with embedded support from JI ED DO liaisons, did 

most engagements. The member said that, other than the biographies of those persons the JIEDDO 

Director was meeting with, the Homemade Explosives Task Force did not store any data on U.S. 

persons. However, we discovered a point paper tha t contained data regard ing several U.S. 

companies. The undated Homemade Explosives Task Force-produced "WHOLE of INDUSTRY" 

paper stated: 

The September 2012 Non-Attritable [sic] negative article on fatirnas will have some 

unintended consequences. Gov't to Gov't contact about Fatima is not working, we 

need to utilize corporate and industry association partnerships to gain the pos itive 

effects on the battlefield. 

The paper furth er stated : " /\.II of this information can be captured on open source, business 

information links and then converted into intellig n ewe can use to leverage our negotiations with 

FATIMA Group and Pakistan." Among areas to be pursued for discussion, th' paper also stated: 

"Identify all assets and companies, parent company, subsidiaries, joint ventures, and other 

relationships, etc. Check for legitimate nature and for any connections to suspect firms, business 

leaders/ management, forei n partnerships (Germany, Denmark, US, UAE, 1<51\, etc.) ." The paper 

rurlher stated: 

' (U) seeCIJi:j•{•ilil• Interview~ ction 
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Based on CONSUL Report, Fatima reported they were 'building m1 past engagement 

witht!!fl!t!tH!8!@'. Fatima continues to work on developing fertilizer formulations that 

boost agricultural efficiency and are more difficult to convert into explosive use'­

what do we know about 111f'1'1''$R efforts and work with Fatima Group? Did they 

submit for the BAA6 that JIEDDO published recently? 

The paper added: 

FATIMA has existing relationships with numerous western organizations, including 
JIEDDO (h)(7)(A) anctil• 
JIEDDO (h)(7)(A) (who have a long term partnership), but the JEDDO (b)(7)(A) 

has been assigned as 'Market Maker' for FATIMA in order to facilitate their t rading 

on the over-the-counter (OTC) market in the USA. The Homemade Explosives 

Community of Seniors7 stated in yesterday's VTC [Video Teleconference] that 

applying pressure to these parlner companies is a possible course of action. By 

approaching these partner companies ·- and their shareholders -- and making them 

aware that they are associated with a company whose product is being 

misappropriated causing 10840 casualties in 2011 alone, I•ATIMA may be 

encouraged to become more cooperative ... 

In discussing Pakistani chrornate8 mining, the paper stated: "The majority of these deposits are 

mined according to lease with the government of Pakistan and controlled primarily by a company 
JEDDO (IJ)(7)(A) 

company called 

called . This company in turn is 00% owned by an American mining 
JIEODO (IJ)(7)(A) 

(U//~ According to a COIC senior official, the COJC began using the Dunn & Bradstreet 

EDDO (b)(7)(A) September 2012, as part of its general intelligence analysis contrac t with the 

COIC, used a web crawler9 called Halogen to mine open-source internet data to examine business 

information. The business information included the names of company leadership and the types of 

services the companies provided for businesses working with the FATIMA Group. t£ilJiR" said 

the Halogen tool works much better at examining company relationships. The 1-l alogen Team 

produced an undated briefing entitled, "Fatima Group U.S. Company Associations," which listed 
JtEDDO{j))(7)(A) -- - - -- - - - - -------­

, and described the core expertise, 

6 {U) A JIED DO nrond /\gcncy /\nnouncement (B/\A) is a competitive solicit;:ition procedure used to obtain proposals fo r basic and 

appli ed research. 
7 (U/~ Every six weeks, Dire~to r, JI EDDO, chairs a VTC meeting with senior leade rs from the interagency members, including 
Department of Commerce, Department ofTreasury, Department of Justice, Intelligence Community Agencies, and others. 
' (U) Chromate is used in the manufacture of stainless steel 
9 {U) A computer program that automatica lly and 5ystematlca!ly retrieves web pages fo1 use uy search engl 11 e1 
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(U//~ According to the DoD Office of General Counsel, other than a JIEDDO General Counsel 

legal opinion of December 4, 2012, the DoD Office of General Counsel was unaware of any law, 

policy, or legal opinion specifically regarding JlEDDO's authorities to engage and influence U.S. 

persons' (as defined in DoD 5240.01-R) foreign investments or tTade for the purpose of coercing a 

foreign business to alter the production standard of itc; legitimate product<; sold outside the United 

States. 

) Colle ti n n U er on H s H s 
(U//~ Contract analysts and government supervisors in the COIC's Special Operations Task 

Force collected information about named U.S. persons held captive by extremists. According to 

COIC officials, U.S. person data -- analyzed and amplified by Special Operations Task Force analyst<> ­

- was used to support operations to rescue or recover the U.S. hostages. DoD 5240.1-R, paragraph 

C2.3.11, allowed information to be collected about U.S. persons held hostage by international 

terrorist organizations. Paragraph C2.3 stated that a DoD intelligence component may collect the 

information only if it were necessary to conduct a function assigned to the collecting component. 

JI ED DO had no hostage rescue mission to collect information about these U.S. persons and therefore 

violated DoD 5240.1-R. 

(U) According to press repol'ts, on June 17, 2011, a named U.S. person, who was a Marine Corps 

Reserve lance corporal, was arrested near the Pentagon in Arlington National Cemetery while 

carrying suspected bomb-making materials and pro-al Qaida literature. A COIC analyst said that on 

( II 0 

to bombs." The analyst said that a COIC law enforcement liaison had already retrieved the U.S. 

person's social security number and given it to COIC analysts to be researched. This domestic 

collection on U.S. persons violated DoD 5240.1-R because domestic collection fell outside JIEDDO's 

jurisdiction and the foreign Intelligence function assigned to the COIC. 

c 
JEDDO (h)( 1). 1 4(c) E~ I I I ' PIF) 
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(U) A May 31, 2011, press report stated the following: 

The FBI began to investigate Alwan in September 2009 ... Alwan allegedly was part 

of the insurgency from 2003 until May 2006, when he was arrested by Iraqi 

authorities. Although both Alwan and Hammadi were arrested by Iraq security 

forces in 2006, they were allowed to enter the United States as refugees in April and 

July 2009, respectively. 

(U) According to Title 10 United States Code, Section 371: 

a. 	 The Secretary of Defense may, in accordance with other applicable Jaw, provide to 

Federal, State, or local Jaw enforcement officials any information collected during 

the normal course of military training or operations that may he relevant to a 

violation of any Federal or State law within the jurisdiction of such officials. 

b. 	 The Secretary of Defense shall ensure, to the extent consistent with national 

security, that intelligence information held by the DoD and r Jevant to drug 

interdiction or other civilian law enforcement matters is provided promptly to 

appropriate civilian Jaw enforcement officials. 

(U//~) JIEDDO supports the Do} and the FBI. According to Chapter 18, Title 10, U.S. Code, 

JIEDDO can support civilian Jaw enforcement, through USNORTHCOM, on matters within the 

purv iew of The Military Cooperation with Civilian Law Enforcement Agencies Act of 1981. A 

senior COIC official said that the COIC assisted law enforcement agencies 11ormally und er the 

nexus of forensics for an !ED event. However, according to the COIC officials, legal reviews are 

DODIG-2014-055 I9 

5ECRET//N0FORN 



5EERE'.f//N8F0RN 

not normally done on products provided to support law enforcement; the Intelligence Oversight 


officer does the review. Additionally, products released to third-party agencies do not always go 

through an IO review and people may not understand the requirement or procedure for adding 


groups to the "addressee line." 


(U/~) Another senior JIEDDO official said that JI EDDO indirectly supports Law 


Enforcement (LE) because the [Homemade Explosive] (HME) Task Force Jed a weekly VTC 


roundtable, which included members of the LE community. This senior )JEDDO official said the 


HME Task Force's role was to "play matchmal<er," connecting organizations with data or 


intelligence with the organizations that could best use that data or intelligence. A senior 


. JIEDDO official said t hat as an example of the HME Task Force's "matchmaker" role, it put the 

International Security Assis tance Force (ISAF) in contact with organizations responsible for 

border security in Afghanistan. Citing another example of "matchmaking", this senior JIEDDO 

official said that the I-IME Task Force linked British personnel, who were focused on the Taliban, 

with the appropriate U.S. agency. A USD(I) representative said he was unaware of any JIEDDO 

authority to assist law enforcement, and another USD(I) representative said ]JEDDO is not 

authorized to assist law enforcement, but USD(I) knows JIEDDO does, in fact, provide such 

assistance. 

(U) Regarding DoD intelligence support to civilian law enforcement agencies, JIEDDOI 5240.01 


provided the following guidance: 


4g. When a request for support to a civilian law enforcement agency involves the 

provision of (foreign intelligence] Fl or [counterintelligence) Cl support, it is 

considered an inte lligence activi ty, subject to IO and is processed in accordance with 

Procedure 12 of (DoD Regulation 5240.1-R] and DoDD 5525.5 [DoD Cooperation 

with Civilian Law Enforcement Officials]. When the requested DoD intelligence 

component capability support to civilian law enforcement agencies does not involve 

FI or CI, it must be processed in accordance with [Do DD 5525.5) and be approved by 

the Secretary of Defense or his delegate. 

n n n r ct 

We found that J EDOO (b){6) (l>)(7)(G) ­(U//~ 

collected information by te lephone from Afghan farmers in Afghanistan by using both a not ional 

a lias and an unauthurlzed and uncoordinated notional cover as an American university student. 
JIEDDO (h)(o) (h)(7)(C) was who, in addition to working as a contract analyst for the COIC 

OSAAC, also worked, and continues to work, JEDDO (b)(6) , (b){7)(C) 
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JIEDDO (1>)(6), (h)(7)(C) . She said that in 2009 an OSAAC co-worker, whose name she could not recall, 

requested that she telephone farmers in Kandahar, Afghanistan, and ask about their crops and 

opinions on the Coalition war effort in that country. said the co-worker suggested 

that she tell the formers that she was a U.S. college student doing research for a paper. 
JIEDDO (h)(fi), (1>)(7)(C) said she was uncomfortable making the phone calls, and after two days, refused to 

continue. JIEDDO (1>)(6) (h)(7)(C) 

IEDDO (1>)(6) (h)(l}(C) said the co-worker no longer worked for 

OSAAC. The uncoordinated collection, using an alias and university cover, was not consistent with 

DHE-M 3301.002 "Defonse Human Intelligence (HUM INT) Enterprise Manual, Volume II: Collection 

Operations," chapter 1, paragraph 2, which required that "appropriately trained and certified 

individuals are the only personnel authorized to conduct HU MI NT JO operations beyond tactical 

questioning. Therefore, the collection violated Do DD S-5200.37 "Management and Execution of 

Defense Human Intelligence (HUMINT)" enclosure 2, paragraph 3 h, which stated that Defense 

HU MINT Executors will "Require personnel conducting HUMINT activities to be trained in 

accordance with core common tradecraft standards, established in consultation with the Defense 

HU MINT Manager, USJFCOM, and the National HU MINT Manager in accordance with 

[DoD Instruction 3305.1 5, "DoD Human Intelligence (HUMJNT) Training," February 25, 2008), and 

consistent with [Director of National Intelligence, Intelligence Community Directive Number 304, 

"Human Intelligence," March 6, 2008)." 

(U) The COIC's Collection of Information U ilizing 

ace oo /T it r d U e of Aliases 
EDDO (1>)(1) , 1 4(c), (1>)(6) (h)(7)(C)

(~) 

JEDDO (1>)(1) 1 4(c) 

10 (U) Joint Publication 1-02 defines Human Inte lligence or HUMINT as: "A category of in telligence derived from Information 
co llected and provided by human 1ources." 
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JIEDDO (1>)(1) , 1 4(c) 

JEDDO (I>)( 1 ), 1 4(c) 

c;" n 

(U/ ~) Our investigation substantiated the allegation that the COIC improperly collected 

information about U.S. persons without proper authority. In addition, COIC analysts improperly 

collected intelligence using aliases and uncoordinated cover. These actions violated, or were 

inconsistent with, Executive Order 12333, "United States Intelligence Activities"; DoD 5240.1-R, 

"Procedures Governing the Activities of DOD Intelligence Components That Affect United States 

Persons"; and DoD Joint IED Defeat Organization Instruction 5240.01, "JI ED DO Intelligence 

Oversight"; as well as Do DD S-5200.37 "Management and Execution of Defense I luman Intelligence 

(HU MINT)" and DHE-M 3301.002 "Defense Human Intelligence (HUM INT) Enterprise Manual, 

Volume II: Collection Ope1·ations." 
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(U) Recommendations, Man g m .nt Co m t , nd ff 

e s 
A.1. (U//P8ff8~ Determine whether the Joint Improvised Explosive Device Defeat 

Organization should be designated a DoD intelligence component, much like the 

intelligence elements of the Services and the senior intelligence offices of the combatant 

commands. Ifso designated, approve appropriate authorization for incorporation into 

DoD 5240.1-R and DoDD 2000.19E within 120 days. Ifnot designated, direct the Joint 

Improvised Explosive Device Defeat Organization to cease all intelligence collection 

activities. 

( II) 1\cli11g Depuly SeC!'l'ICl lV of De/en\C Comnwnls 

(U//F9"H93 The Acting Deputy Secretary of Defense non-concurred with this recommendation and 

provided the following four-part comment: 

a. "Under the authorities in SO USC§ 3038 and E.O. 12333 § 1.10 (k), SECDEF may use such 
elements of the Department of Defense as may be appropriate for the execution of 
intelligence functions. In DoDD 2000.19E, SECDEF assigned intelligence functions to JIEDDO 
along with the authority to structure the organization to carry out those functions. Director, 
JIEDDO, in turn, assigned those authorities to COIC via internal JIEDDO policy documented 
in the JIEDDO Organization and Functions Guide." 

b. "JIEDDO's COIC, a subordinate staff component, does carry out intelligence activities as 
part of its mission and, as such, already meets the definition of a Defense Intelligence 
Component (DIC) under paragraph DLl.1.8.16 of DoD 5240.1-R. It is, therefore, already 
subject to the provisions governing intelligence oversight." 

c. "JIEDDO as an organizational entity should not be designated a DIC as recommended. 

JIEDDO in and of itself is not an intelligence organization and Director, JIEDDO, does not 
require the additional authority granted by DoD 5240.;I.-R to the Head of a named DIC." 

d. "In accordance with its responsibilities articulated in DoDD 2000.19E, paragraph 6.3.1., 
USO (l) will ensure that JIEDDO understands which specific collection authorities it has 
alre~dy and which will require additional approvals." 

{I/) Our /)ec;pome 

(U//FQHQ) The Acting DEPSECDEF comments are partially responsive. Howeve r, we r emain 

concerned aboutJIEDDO's compliance with the provisions of paragraph Cl.1.1., APPLICABILITY 

AND SCOPE. of DoD 5240.1-R--specifically, that a DoD intelligence component's "[a]uthority to 

employ such techniques [Procedures 1 through 10] shall be limited to that necessary to perform 

functions assigned to the DoD intelligence component concerned," pending the reissuance of Do DD 

2000.19E. 
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(U) In considering complia nce with DoD 5240.01-R, we note that paragraph 4 of Do DD 2000.19E 

describes the JIEDDO mission as follows: 

"The JIEDDO shall focus (lead, advocate, coordinate) all Department of Defense 

actions in support of the Combatant Commanders' and their respective Joint 

Task Forces' efforts to defeat the Improvised Explosive Devices as a weapon of 

strategic influe nce." 

(U) In addition, paragraph 6.2 of DODD 2000.19E assigns the Director, JI EDDO, certain 

responsibilities and functions including: 

"Establish a Joint Common Operational Picture and .Joint Common Intelligence Picture of 
the !ED system in the Global War on Terrorism;" (paragraph 6.2 .7.) 

"Collect and analyze data from the field to assess the effectiveness of current 

intelligence support for Combatant Commanders and their sta ffs ;" (paragraph 6.2 .15.) 

"[D]evelop and track responses to priority intelligence requirements;" (paragraph 

6.2.15.) 

"[I]n coordination with the ope rationa l chain of command, develop new intelligence 
support and in telligence requirernent·s ;igainst IED threats to ens ure the Combatant 

Commanders' needs are met." (pa ragraph 6.2.1 5.) 

(U/~) The j IEDDO mission statement does not appear to necess itate the inte ntion al collection 

on U.S. persons usin g Pro edures 2 through 4 of DoD 5240.1-R. We foun d wide pread confusion 

among the JIEDDO s taff, in cl uding both junior and senior personnel, on its a uthority to collect on 

U.S. persons. Most troubling was the COJC's statements in his Initia l fo rmal briefing 

to the DoD JG team and in s11bsequ e11t cornmun ication with the DoD IG that t he COIC lacked 

intelligence collecllon authority, did not co llect in t llige nce, and was nol authorized to collect 

intelligence on U.S. persons. 

(U//~) Furthermore, even if the intentional collect ion on U.S. persons was within JI EDD O's and 

t he COIC's mission funct ions, as articulat ed in paragraphs 4, 6.2.7, and 6.2.15., we found that the 

COIC was performing collection activities t hat fe ll outside these mission fun ctions. 

(U//~) We ma intain t hat the current DoDD 2000.19E does not clearly defi ne the inte lligence 

collect ion a uthorities and functions t hat the Secretary of Defense assigned to JI ED DO and that the 

functions that the Director, )JEDDO, delegated to t he JI ED DO CO IC were pred icated on implied 

a uthorities. We based our conclusion on the fo ll owing: 
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EDDO il>X6), ibX?KC)(U/~) According to two USD(l) officials, in January 2010, 
JIEDDO (1>)16). (1>)(7)(C) , expressed concerns to USD(I) 

about authorities related to JI ED DO CO IC's intelligence functions. 

(U//~) On July 16, 2012, therift\i°"IRM!'; JIEDDO COIC, briefed the DoD IG 

team that "JIEDDO-COJC has no authoriti es to conrluct intelligence collection 

missio11s and JIEDDO has no authorities to collect on U.S. Persons and must adhere 

to applicable USG and DOD Directives [EO 12333 and DoD 521W.l]." 

(U//~ On August 09, 2012, therl1'1S.'$'591, JIEDDO, responded to a DoD IG 

data call stating that neither "JiEDDO nor the COIC colle .ts information on U.S. 

persons." 

(U//~ A JIEDDO legal opinion, elated December 1l, 2012, stated that in October 

2012, the JIEDDO 11>)(6) (1>)(7)1C) 

questioned the scope ofJIEDDO's mission and the JIEDDO COie's authority to c;ollecl 

open source intelligence, and the JIEDDO COIC's authority to collect information on 

U.S. persons. 

(U //~Representatives of the Office of the Assistant Secretary of Defense for 

Intelligence Oversight ATSD (IO) m::iintain th at DoDD 2000.19 E granted JIEDDO the 

authority to conduct intelligence activiti es (although specifi c tasks and authorities 

could not be articulated). According to a senior ATSD (1 0) representative, no 

charter doctrine existed for JIEDDO COIC, and j I EDDO may be operating under the 

implied authority to collect intelligence. This senior ATSD (10) representative 

suggested that we [DoD IG] check with the joint Staff and the Office of the Deputy 

Secretary of Defense for JIEDDO's [intelligence] authorities. 

A senior Under Secretary of Defense for Intelligence representative explained that 

the Under Secreta ry of Defe nse ror Intelligence never re olved JI EDDO's sµeci fi c 

intelligence collection au thor ities, but acknowledged that JI ED DO was conducting 

inte ll igence activities. 

Therefore, we underscore the Acting Deputy Secretary of Defense's dire tion to the Under Secretary 

of Defense for Intelligence to provide clarifying guidance on the cop f JI EDDO's intelligence 

collection authorities pending its reorgan ization and the repub lication of oDD 2000.19E. We 

request a copy of the Under Secretary ofDefense for Intelligence's guidance upon issuance. 
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11/) 1>11·1'1 fl)f' JIFf)J 11J 

(U/~)Although not required, the Oirector, JIEDDO, offered com1mmts on the 

Recommendation A. l, addressed to the Acting Dc~puty Secretary of Defense. The Director stated 

that JIEDDO COJC has sufficient intelligence-related legal authorities to carry out its current mission 

to "defeat the IED system," even though it is no t formally designated as a Defense Intelligence 

Component (DIC) under DOD 5240.1 ·R. However, the Director further s tated that JIEDDO will 

prepare a detailed mission statement for its intelligence operations as its future overall mission 

changes. The Director, JIEDDO, also provided comments to Finding A. (See Appendix C for Director, 

JIEDDO, comments and our response.) 

fl/} 0111· N1•\'f1t•11,·1· 

(U/~) The comments of the Director, JIEDDO, were not responsive. We did not find 

. irrefutable evidence of JIEDDO's specific collection authority to intentionally conduct human, signal, 

or open source inte lligence activities. At the time oft he collection activiti es highlighted in this 

report, JIEDDO COJC conduded that JIEDDO lacked the authority to collect on U.S. persons and did 

not conduct collection activities. We maintain that JI EDDO's use of non-doctrinal words such as 

"harnessing" and "fusing" of information, in lieu of intelligence collection, contributed to confusion 

about JIEDDO's inte lligence authorities and made JIEDDDO COJC vulnerable to conducting activities 

that may have violated DoDD 5240.l · R. The forthcoming rewrite of JI ED DO's mission and the 

Under Secretary of Defense for Intelligence's (USD(I)) clarification of JI EDDO'S in telligence 

collection authorities should provide the necessary clarity on JI EDDO's inte lligence author ities, 

mission, and functions. 

A.2. (U//F8H8' We recommend that the Deputy Secretary of Defense approve DoDD 


2000.19E to reflect the folnt Improvised Explosive Device Defeat Organization Counter-JED 


Operations/ Intelligence Integration Center's authorized intelligence functions, roles, and 


responsibilities, and assign an executive agent for JIEDDO's external intelligence oversight. 


I ) t/11.J fl ·11"(\ ',,,,II '/)r/r· 1 /I I 'II'• 

(U/ ~)The Act ing Deputy Secretary of Defense partia lly concurred with this recommendation 

and provided comments that DoDD 2000.19E would be updated as JIED DO is reo rganized and 

transitioned per the Deputy Management Action Group's decision memo of September 6, 2013. The 

Acting Deputy Secretary of Defense recommended 180-day suspense, from concept approval, for 

the update DoDD 2000.19E vice the 120 days stated in Recommendation Al. 

I 111 j , /1 , / I/ 

(U/ fF0'ije) The Acting Deputy Secretary of Defense's comments were parti ally responsive. The 


Acting Deputy Secretary of Defense concurred with updating Do DD 2000.19E, but recommended a 
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suspense of 180 days from the approval of JJEDDO's reorganization concept. We concur with the 

180-day suspense. The Acting Deputy Secretary of Defense was no t responsive to assigning an 

executive agent for JIEDDO'S external intelligence oversight. We believe that it is critical to assign 

an executive agent for intelligence to an external DoD organization capable of integrating JIEDDO's 

intelligence activities into its intelligence oversight program. We respectfully request that the 

Acting Depu ty Secretary of Defense reconsider this part of the recommendation and provide 

comments to the final report. 

(fl) /)fr, ;'fOJ //f:"f.Jllfl t'c11111n1·11t · 

(U//~) Although not required, the Director, JIEDDO, offered comm ents on Recommendation 

A.2, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation 

will be accomplished in the next update to DoDD 2000.l 9E. 

( ll) Our 11 '.'i/!"fl i 

The comments of the Director, JIEDDO, were responsive and require no further action. 

A.3. (U/ ff6'1ffl') We recommend that the Deputy Secretary of Defense direct the Joint 

Improvised Explosive Device Defeat Organization to participate only in tasks directly related 

to its counter-JED mission. 

(fl} \1'(///,C( 111 
1
/1/Jf\' ''IT 'lttr\' 'I/ {Jl'ft'/)\'r' { 1/111/WI/{ 

(UI~) The Acting Deputy Secretary of Defense partially concurred wi th this recommendation, 

commenting that "this recommendation was valid for activities carried out under the current 

charter." The Act ing Deputy Secretary of Defense added that the mission scope may be affected by 

the issuing of an updated chartering directive, as described in Hecommendation A2, regarding 

JIEDDO's new mission sets fo r the follbw-on organization. 

(II) Our /?1'"/1011 .,, 

(U//~) The Acting Deputy Secretary of Defense's comments were responsive in stating that 

"this recommendation was valid for activities carried out under the JIEDDO's current charter" and 

therefore requires no further action. 

'' 11 nn · · ,, 11rnnr 1 1 '" ,,.,, ,. 

(U//~) Al though not required, the Director, JI ED DO, offered comments on Re commendation 

A.3, addressed to the Deputy Secretary of Defense. The Director stated that JI EDDO adheres to 

activiti es within the scope of its current authoriti es, subject to continuous oversight by senior 

leadership, and the JIEDDO Office of General Counsel. The Director also stated that this will change 

as JIEDDO's mission evolves. 
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I II) Our Rl'•;flPll\1 

The comments of the Director, JIEDDO, were not responsive. We concluded that JIEDDO's current 

intelligence authorities were not clearly defined in Do DD 2000.19E, the J IEDDO leade1;ship differed 

on its understanding of JI EDDO's intelligence collection authorities, and the J IEDDO's General 

Cour~sel for Operations and Intelligence was not always consulted prior to fulfllling JlEDDO's 

requests for support or intelligence activities. Nevertheless, we believe Recommendation A.3, will 

be accomplished by the USO (I)'s clarification of jlElJDO'S intelligence collectio11 authorities and the 

inclusion of JIEDDO's intelligence mission, authorities, and functions in the revised Do DD 2000.19E. 

A.4. (U//~) We recommend that the Deputy Secretary of Defense determine whether the 

Joint Improvised Explosive Device Defeat Organization's mission evolution from "defeat the 

network" to "attack the network" is in accordance with DoDD 2000.19E. 

(ff) 4l (///// /)1 1/ll'n lt'c I ti/\' 11/ n, fl'll\L' ( !//)///(/I/. 

(U//~) The Acting Deputy Secretary of Defense concurred with this recommendation and 

provided comments. The Acting Deputy Secretary of Defense stated that this recommendation will 

be reflected in the reissuing of a chartering directive, as described in comments to 

Recommendation A2, addressing the new mission sets for the follow-on organization. 

If/) 0111 I< '\/1111/" 

The Acting Deputy Secretary of Defense's comments were responsive and require no further action. 

I//) IJ1n·1 Ult I ff:'/ /)t) ('1)1/1 1/11'//(' 

(U//~) Although not required, the Director, JIEDDO, offered comments on Recommendation 

A.4, addressed to the Deputy Secretary of Defense. The Director stated that JIEDDO's mission 

evolved fully within the scope of JI EDDO's authorities under DODD 2000.19E and applicable law. 

Future chartering documents will provide greater detail on specific intelligence missions. The 

Director, JIEDDO, also provided comments to Finding A. (See Appendix C for Director, JIEDDO, 

comments and our response.) 

(/fl {)/•f 1(1 1jlU/I I 

(U//~) The comments of the Director, JIEDDO, were not responsive. We conclude that 

JIEDDO's mission has evolved beyond its original charter in conducting activities not related to its 

original counter-JED mission. We base this conclusion on the fact that JI EDDO's mission has 

evolved from "defeat the network" to "attack the network," the expanding of JIEDDO's counter-lED 

focus from only Afghanistan to worldwide, JIEDDO's support to domestic law enforcement, and 

JIEDDO's HU MINT, SIGINT, and OSINT collection activities. 
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A.5 (U//F8t:f8) We recommend that the Deputy Secretary of Defense create an internal 

Inspector General for JIEDDO to oversee the organization's intelligence oversight program. 

(fll .lt ti11,11 {)1·1111/1• (,. ('/' '(1/f ·11 01'/:'ll 

(U/~)The Acting Deputy Secretary of Defense concurred with this recommendation and 

provided comments that reissuing the JIEDDO chartering directive will be used to clarify both the 

role of a JIEDDO JG and IG's relationship to a more senior IG in an appropriate defense component 

regarding Intelligence Oversight responsibilities. 

(If) IJi/'l'l'ltJf jlh'fl/J() 

(U/~)Although not required, the Director, JIEDDO, offered comments to Recommendation 

A.5, addressed to the Deputy Secretary of Defense. The Director stated t hat this recommendation 

will be accomplished. 

(l/j()ll/ fi't'S/Jlll/''r• 

(U//~) The comments of the Acting Deputy Secretary of Defense and the Director, JlEDDO, 

were responsive and require no further action. 

A.6. (U//~) We recommend that the Director, JIEDDO, cease intelligence collection 
activities, pending Office of the Secretary of Defense authorization. 

(U} D/1'1.!<101. }!UJIW. Lorn111e11rs 

(U//~) The Director, JIEDDO, non-concurred with this recommendation and commented that 

such action would needlessly deprive the warfighter of critical support regarding the IED threat in 

Afghanistan and elsewhere. The Director, JIEDDO, commented that JIEDDO COIC is used for foreign 

intelligence activities and the COIC's information and intelligence collection activities support 

JIEDDO's key mission--to defeat the IED system. 

{fl) 011r l«•s111J1Vil' C:n111nwr1/\' 

(U//~) The comments of the Director, JIEDDO, were not responsive to our recommendation. 

DoDD 2000.19E does not clearly define JIEDDO's intelligence collection · uthorit ies or functions that 

the Office of the Secretary ofDefense assigned to JI ED DO. /\s stated in o r response to 

Recommendation A.1, JIEDDO leadership continued to have conflicting opinions concerning 

JIEDDO's intelligence collection authority and activities. We believe that the Acting DEPSECDEF's 

comments regarding Recommendation A.1--that the USO (I) will ensure that JIEDDO understands 

its current collection authorities and limitations--will satisfy th is recom111endation. However, until 

the USD(I) provides JIEDDO guidance on what collection authorities and limitations JIEDDO 

currently has, we remain concerned about Jl EDDO conducting activi t ies that fall outside the scope 

of its or iginal charter. 
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A.7. (U//F9tf9J We recommend that the Director, JIEDDO, authorize the COIC a full time 

Deputy General Counsel for Operations and Intelligence billet. 


(/I}/ /I ('f'fllf, ff I/)/ If} 1 11111111 '/If' 

(U//~) The Director, JIEDDO, concurred with this recommendation and cornmented that the 

position was to be filled in Ja nuary 2014. 

(Tl) 011,. l<1 ')j}()J/ • 

(U//~) The comments of the Director, JIEDDO, were responsive and require no further action. 

Based on follow-on communication from JIEDDO, the previous General Counsel for Operations and 

Intelligence did return to JIEDDO in January 2014, but is currently filling the position of the Deputy 

General Counsel, JrEDDO. 

A.8. (U//fi*JQ) We recommend that the Director, JIEDDO, review hardcopy and softcopy 

holdings for U.S. persons information, and delete or retain in accordance with DoD 5240.1-R, 

Chapter 3. 

(/))I /11//(/,I/ /l/f'nt ((J/ l/ljf'!/t 

(U//~) The Director, JIEDDO, concurred with this recommendation and provided the following 

comments that "this revi ew is part of the ongoing Intelligence Oversight program. JIEDDO 

published JIEDDO Instruction 5240.1 in January 2012 which reviewed our procedures and opinions 

for compliance." JIEDDO COIC is close to finalizing a SOP on intelligence oversight and handling of 

information concerning US persons, led by the intelligence oversight officer and closely coordinated 

with the General Counsel's office. 

(IJ) 0111 Nc 1'>"/)()/l\'e 

(U/~)The commen ts of the Director, JI EDDO, were responsive. We request JI ED DO complete 

the review no later than 30 days from the date of this report, staff its intelligence oversight SOP 

through the Office of the Assistant Secretary of Defense for Intelligence Oversight, and provide the 

results to the DoD IG. 

A.9. (U/ ~)We recommend that the Director, }JEDDO, review internal procedures and 

current legal opinions to ensure that collecting information about U.S. persons is in 

accordance with Title 10 United States Code, Executive Order 12333, DoD Directive 5240.01, 

DoD 5240.1-R, and other applicable policies and instructions. 

1f} f /lilt' '111 Ill f )/II/ "1 1 

(U/f'FE*I'&) The Di rector, JJEDDO, concurred with this recommendation and s tated that JIEDDO 

Instruction 5240.1, published in January 2012, provided the procedures and opinions for 
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compliance. The Director also stated that JIEDDO COIC is finalizing a SOP on intelligence oversight 

and handling of information concerning U.S. persons, led by the intelligence oversight officer and 
closely coordinated with the General Counsel's office. 

(U) 011r Respo11se 

(U//~ The comments of the Director, JIEDDO, were partially responsive. The Director, 

JIEDDO, addressed finalizing JIEDDO's internal procedures, but did not address reviewing its 

current legal opinions. As stated in this report, legal opinions in the COIC were embellished with 

the organization's hist01y and failed the due-diligence process in addressing the intelligence 

oversight activities to be conducted by the COIC analyst in responding to a request for support. As 

cited in a 2011, Headquarters, U.S. Army Reserve Command 15-6 investigation, the legal opinion 

that the JIEDDO's General Cou,nsel provided addressed the fiscal law and funding issues associated 

with the support to be given, but did not address any possible issues regarding operations, 

intelligence training, and intelligence oversight. We request that JIEDDO review its current legal 

opinions to ensure they are current and prepared in accordance with applicable intelligence-related 

governing authorities. We believe that the Acting DEPSECDEF's comment-· that the USD (I) will 

ensure that JIEDDO understands its current collection authorities and our response to 

Recommendation A.1--will assist JIEDDO in satisfying this recommendation. 

A.10. (U/jfeffe) We recommend that the Director, JIEDDO, tailor JIEDDO's intelligence 

oversight training to fit the COIC's unique mission and activities. 

{ U) Mannpemen r Comments 

(U/~) The Director, JIEDDO, concurred with this recommendation and commented that 

JIEDDO tailored its training as part ofJIEDDO Instruction 5240.1 in January 2012 and continues to 

refine the training to ensure compliance. 

(U) Our Rest onsc 

(U//~) The comments of the Director, JIEDDO, were responsive and require no further action. 

*These recommendations are also applicable to Finding B, "The COlC Improperly Retained 

Information on U.S. Persons," Finding C, "The COJC Improperly Disseminated Information 

on U. S. Person," or Finding D, "The COIC lacked Effective Intelligence Oversight." 
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(U) Finding B: The COIC Improperly Retained 
Information on U.S. Persons 

(U/~)Our investigation revealed that the COJC improperly retained information about U.S. 

persons. The COIC failed to consistently conduct collectabi1ity and retention reviews on U.S. 

persons information in the COIC's holdings and U.S. persons information collected by COIC analysts 

was not compartmentalized on the occasions when a collectability and retention review was 

completed. The COJC did not comply with the 90-day retention timeframe because of poor 

intelligence oversight reviews. Finally, the COIC also lacked a systematic means for purging U.S. 

persons information that was inappropriate for retention. 

(U/~)As a result, COIC analysts collected and retained U.S. telephone numbers or FVEY11 

numbers within the COIC's Palantir12 database. In addition, COlC analysts collected and retained 

information on U.S. persons in support oflaw enforcement activities. Requests for U.S. persons 

information and intelligence products that contained U.S. persons information were reportedly not 

always vetted through the COIC's General Counsel for Intelligence, as JIEDDOI 5240.1 required. 

Finally, U.S. persons information was retained past the 90-day timeframe in violation of DoD 

5240.1-R, "Procedures Gov~rning the Activities of DOD Intelligence Components That Affect United 

States Persons" and DoD joint JED Defeat Organization Instruction, JIEDDOI 5240.01, "JIEDDO 

Intelligence Oversight." 

(U) According to JIEDDOl 5240.01, enclosure 3.4c. If the information was incidentally collected 

(that is, not intentionally accessed or received), it should be revie\·ved to ensure that it could have 

been intentionally collected under [DoD 5240.1-R] Procedure 2, or may otherwise be retained in 

accordance with [DoD 5240.1 -H] Procedure 3. DoD intelligence component personnel may 

temporarily retain all collected information on US persons for up to 90 days solely to review and 

determine if it was properly collected and therefore may be permanently retained. This temporary 

retention period begins the moment that a DoD intelligence component employee receives or 

retrieves US person information in the course of his or her official duties, with the intent of 

determining whether the information should be used in a report, a data base, or in some other 

manner that constitutes an affirmative intent to use or retain the information. 

11 (U) Five Eyes - International lntellinence sharing network that includes the U.S., Australia, Canada, New Zealand, ~nd the United 
Kingdom 
11 

(U) Palantir is a web base tool that allows for data in tegration, search and discovery, knowledge management, and collaboration 
of information and message traffic throughout the Intelligence community 
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(U) Proce and a uardi ·Unit at. · Person 

In or 
(U) According to DoD JIEDDOI 5240.01, DoD intelligence component personnel may temporarily 

retain all collected information on U.S. persons for up to 90 days, solely to review and determine if 

it was properly collected and therefore may be permanently retained. This temporary retention 

period begins the moment DoD intelligence component employees receive or retrieve U.S. person 

information in the course of their official duties, with the intent of determining whether the 

information should be used in a report, a data base, or in some other manner that constitutes an 

affirmative intent to use or retain the information. 

(U) All information received or retrieved by DoD intelligence components or personnel subject to 

this instruction, which is temporarily retained while pending a collectability determination for 

permanent retention, shall be segregated from other U.S. person information for which a 

collectability determination has been made authorizing permanent retention, and all U.S. person 

information temporarily retained pending a permanent retention collectability determination shall 

be regularly reviewed periodically, not to exceed a 90-day period, to ensure that U.S. person 

information is not improperly retained. However, we found no "segregated area" to hold U.S. 

person information that is awaiting a determination. 

(U) All JIEDDO records or do.cuments (regardless of format), produced, retained, or disseminated 

by DoD intelligence components or personnel subject to this instruction that contain U.S. person 

identifying data, shall be clearly marked "CONTAINS U.S. PERSON INFORMATION", "THIS REPORT 

CONTAINS U.S. PERSON IDENTITY INFORMATION", "USPERSON", etc., as appropriate. 

er n nfor 
(U//~) According to a COJC analyst, U.S. persons information was maintained on emails within 

the Network Integration Division (NID) and JIEDDO's purpose for collecting or retaining this 

information was to support RFls (request for information)/RFSs (request for support). A COIC 

analyst said that when analysts have U.S. persons data, they "tuck it to the side." If analysts have 

any questio ns, they go to the Intelligence Oversight officer. He sa id that m1a lysts purged the data 

from their computers, but the Network Integration Division (NID) manages the storing and purging 

of U.S. persons' data on its computer systems. The COIC analyst was not ware of the specific NID 

procedures for purging data from the systems. When COIC personnel w re informed of the DoD JG 

investigation, they re-examined their U.S. persons holdings to ensure they were comfortable that 

they had not retained U.S. persons' data past the 90/180 day marks. In a memorandum, 

"Preliminary Inquiry - Reported DoD IG Intelligence Oversight Violation,'' dated June 29, 201 2, t he 
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COIC self-reported potential intelligence oversight issues. This document revealed that the COIC 

had inappropriately retain ed the following U.S. persons information: 

JIEDDO (b)(1 ), 1 4(c) 

JIEDDO (b)(1), I 4(c) 

IEODO (b)(l), 1 4(c) 

-
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(U) According to JIEDDOI 5240.01, all information received or retrieved by DoD intelligence 

components or personnel subject to this instruction, which is temporarily retained while pending a 

collectability determination for permanent retention, shall be segregated from other U.S. person 

information for which a collectability determination has been made authorizing permanent 

retention. All U.S. person information temporarily retained pending a permanent retention 

collectability determination shall be regularly reviewed periodically, not to exceed a 90-day period, 

to ensure that U.S. person information is not improperly retained. However, we did not find any 

evidence that U.S. persons information collected by COIC analysts was compartmentalized while a 

collectability and retention review was completed. Also, COIC lacked a systematic means for 

purging U.S. persons information that was inappropriately collected or not eligible for retention. 

lusi 
·	(U/~)As a result of our investigation, we concluded that the COIC improperly retained 

information about U.S. persons. The COIC failed to consistently conduct collectability and retention 

reviews on U.S. persons information within the COIC's holdings. U.S. persons information collected 

by COIC analysts was not compartmentalized on the occasions when a collectability and retention 

review was completed. The COIC did not comply with the 90 day retention timeframe and also 

lacked a systematic means for purging U.S. persons information that was not eligible for retention. 

(U) ec mmendations, Man g e me . , an Our 
R s ons 
B.1. (U//t"eti&) We recommend that the Deputy Secretary of Defense create an internal 

Inspector General for JIEDDO to oversee the organization's intelligence oversight program. 

( U} !lcti11.c1 !Jep11l)' St·< 1etwv of Dej('!nse 

(U//~)The Acting Deputy Secretary of Defense concurred with this recommendation and 

stated that reissuing of the JIEDDO chartering directive will be used to clarify both the role of a 

JIEDDO JG and I G's relationship to a more senior IG in an appropriate defense component regarding 

to Intelligence Oversight responsibilities. 

{If) l)ir 1 l'f-01 j!l-'f)()(J 

(U//~) Although not required, the Director, JIEDDO, offered comments to Recommendation 

A.5, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation 

will be accomplished. The Director, JIEDDO also provided comments to Finding B. (See Appendix C 

for Director, JIEDDO comments and our response.) 
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{II) {) 111 (.! ' / 11 •I) • 

(U / ~) The comments of the Acting Deputy Secretary of Defense and the Director, JIEDDO, 

were responsive and requin~ no further action. 

B.2. (U//'fetf&) We recommend that the Director, ]JEDDO, authorize the COIC a fun time 
Deputy General Counsel for Operations and Intelligence billet. 

{II} /lirnn 11r 111:nno. f'n 11u1w11 r•: 

(U//~) The Director, JI EDDO, concurred with this recommendation and commented that the 

position was to be filled in January 2014. 

{U) 011r'f 1 111111\''' 

(U//~ The comments of the Director, JIEDDO, were responsive and require no further action. 

Based on follow-on communication from JIEDDO, the previous General Counsel for Operations and 

Intelligence did return to JIEDDO in January 2014, but is currently filling the position of the Deputy 

General Counsel, JIEDDO. 

B.3. (U// F8tf8) We recommend that the Director, JIEDDO, review hardcopy and softcopy 

holdings for U.S. persons information, and delete or retain in accordance with DoD 5240.1-R, 

Chapter 3. 

( {/) ,\f u11u.rwn11 11 t ( ,'u111111t •11f' 

(U/~)The Director, JIEDDO, concurred with tl.1is recommendation and provided the following 

comments that "this review is part of the ongoing Intelligence Oversight program. JIEDDO 

published JIEDDO Instruction 5240.1 in January 2012 which reviewed our procedures and opinions 

for compliance." JI ED DO COJC is dose to finalizing a Standard Operating Procedure (SOP) on 

intelligence oversight and handling of information concerning US persons, led by the intelligence 

oversight officer and closely coordinated with the Genera l Counsel's office. 

(/J}()//f {\· · ~/llJ/I I ' 

(U /~)The comments of the Director, JI EDDO, were responsive. We request that JIEDDO 

complete the review no later than 30 days from the date of this report, staff its intelligence 

oversight SOP through the Office of the Assistant Secretary of Defense for Intelligence Oversight, 

and provide the results to the DoD IG. 

8.4. (U//~)We recommend that the Director, JIEDDO, tailor JIEDDO's intelligence 

oversight training to fit the COIC's unique mission and activities. 
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(I I) 1ht11111,111'1111 ·11I r ·111111111•11f".\ 

(U//~) The Director, JJEDDO, concurred with this recommendation and commented that 

JIEDDO tailored its training as part ofJIEDDO Instruction 5240.1 in January 2012 and continues to 

refine the training to ensure compliance. 

(U) f 111r N '\/) 1Jf1'£' 

(U//~) The comments of the Director, JIEDDO, were responsive and require no further action. 

*These recommendations are also applicable to Finding A, "The COIC Improperly Collected 

information on U.S. Persons," Finding C, "The COIC Improperly Disseminated Information 

on U.S. Person," or Finding D, "The COIC l,acked Effective Intelligence Oversight." 
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(U) Finding C: The COIC Improperly Disseminated 
Information on U.S. Persons 

(U//f'QYQ~ Our investigation revealed that the COIC improperly disseminated information about 

U.S. persons by releasing produces that contained U.S. persons information without proper "U.S. 

persons" markings. The COIC failed to properly marl< these products because, according to a COIC 

analyst, such dissemination occurred so infrequently. Additionally, COIC intelligence products that 

contained U.S. persons information did not always go through the COIC's intelligence oversight 

review prior to dissemination, as required by JIEDDOI 5240.1. 

(U//~) As a result, the COIC violated DoD 5240.1-R, "Procedures Governing the Activities of 

DOD Intelligence Components That Affect United States Persons"; and DoD Joint IED Defeat 

Organization Instruction, JIEDDOI 5240.01, "JIEDDO Intelligence Oversight." Furthermore, 

products that contained U.S. persons information that did not undergo an intelligence oversight 

review were not minimized by replacing identity information with "USPER", or U.S. Person. 

(U) Regarding the dissemination of information about U.S. persons, JI ED DOI 5240.01 provided the 

following guidance: 

Enclosure 3.4f, Prior to dissemination, all JIEDDO intelllgence products will be 

reviewed to determine whether the US person identity i11formatio11 is necessary for 

the use of or the understanding of the product. This review is called the 

MINIMIZATION process. Where the US person identity information is not necessary 

to understand the product, the identity information wi ll be MINIMIZED by replacing 

it with "a US person"; "USPER", "a US hydroelectric corporation", "a Colorado social 

club," etc., as appropriate. 

(U/~)An undated COIC briefing, "F tima Group U.S. Company Associations," contained the 

marking: "(U) This product contains U.S. Persons data, which has been incorporated consistent 

with a ll applicable Jaws, dir ctives and policies." The subject briefing included data on the 

following U.S. companies a11d some key personnel: .llEDDO (b)(7)(A) 

to each U.S. person identity is not followed by the required marking to clearly indicate that the 

information is considered U.S. person information. 
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(U//~ A COIC OSAAC briefing of June 6, 2012, "(U) An Open Source Analysis of lslamist 

Bosnian Violent Extremist Networks," did not contain any markings indicating the briefing 
JEDDO (h)(6). (h)(7) contained U.S. persons infornrntion. The subject briefing contained inform ation on c 

JIEDOO (b)(6) (Ill( 7)(C) a U.S. citizen . This briefing also contained 

information on the following U.S. citizens .JIEDDO (h)(fi) (l>)(7)(C) 

(a permanent U.S. resident);lfll 
JIEDOO (1>)(6) (IJ)(l)(C) (U.S. citizen); JIEDDO (b)(6), (b)(7)(C) 

J rooo (h)(fi) 11>>r7HC) cu.s. citizen); M)fl'bHi!f2' (U.S. citizen); and til'l7'1Wf" 
JIEDDO (1>)(6) (ll)(7)(C) (U.S. citizen). 

(U//~In addition to the documented evidence above, a senior COIC analyst said he could not 

remember a product being released with a U.S. persons label, because it ccurs so infrequently. 

Another COIC analyst said he was not aware of any special labeling or handling of U.S. persons' data. 

Finally, a COIC offkial said the COIC has a Multi-Intelligence Core13 , which handles 200+ intelligence 

feeds coming into the COIC. This senior official acknowledged U.S. persons' data is maintained on 

the HUB (Multi-Core Database] and is not (periodically] reviewed or deleted. 

n ion 

(U//~)Our investigation revealed that the COIC did not comply with properly marking 

products lhat contained U.S. persons informalion. As a resul t, COIC improperly disseminated 

information about U.S. persons by releasing products that contained U.S. persons information 

without proper "U.S. persons" markings. 

(U) R omm nd tion , n Com nt , nd 0 

C.1. (U/ / f'8WQ) We recommend that the Deputy Secretary of Defense create an Internal 

Inspector General for JIEDDO to oversee the organization's intelligence oversight program. 

If J} Ar·t1111• l efHl'I ' ~l''T ' 1 1/' I ' 11/ n.. ,,. I ' 

(U//~The Acting Dep uty Secretary of Defense concurred with this recommendation anti 

provided comments that reissuing the JI ED DO chartering directive wi ll be used to clarify both the 

ro le of a JIE DDO IG a nd !G's relationship to a more senior JG in an a ppropriate dcfen compon nt 

regarding Intelligence Oversight responsibi li ties. 

' (U/~ The Multl· lntell igence Core (MIC) is the COIC server t hat hand les the 200+ Intelligence feeds coming Into the COIC. 
Analysts iea rch and use lhe data on lhe MIC to build their analyt ica l products. 
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(f I} [)irettnr, /ll:fJDO 

(U/~)Although not required, the Director, JIEDDO, offered comments to Recommendation 

A.S, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation 

will be accomplished. The Director, JIEDDO, als.o provided comments to Finding C. (See Appendix C 

for Director, JIEDDO, comments and our response.) 

( II) Our Jfrc;ponsl' 

(U//~) The comments of the Acting Deputy Secretary of Defense and the Director, JIEDDO, 

were responsive and require no further action. 

C.2. (U/ jf6f:fe) We recommend that the Director, JIEDDO, authorize the COIC a full tinie 
Dep~ty General Counsel for Operations and Intelligence billet. 

( ff) D1ri"d1Jr. //L/Jf)O ('11m111e11I\ 

(U//-Feffe) The Director, JIEDDO, concurred with this recommendation and commented that the 

position was to be filled in January 2014. 

(U) Ow Nes11011se 

(U/~) The comments of the Director, JIEDDO, were responsive and requir e no fu r ther action. 

Based on follow-on communication from JIEDDO, the previous General Counsel for Operations and 

Intelligence did return to JIEDDO in January 2014, but is currently filling the position of the Deputy 

General Counsel, JIEDDO. 

C.3. (U// F8ff8) We recommend that the Director, JIEDDO, review hardcopy and softcopy 

holdings for U.S. persons information, and delete or retain in accordance with DoD 5240.l·R, 

Chapter 3. 

(U) i'tTu 11U,tJl!T11 1'11 r C11111111t'11 h 

(U//~)The Director, JIEDDO, concurred with this recommendat ion and provided the following 

comments that "this review is part of the ongoing Intelligence Oversight progra m. JIEDDO 

published JIEDDO Instruction 5240.1 in January 2012 which reviewed our procedures and opinions 

for compliance." JIEDDO COIC is close to finalizing a SOP on intelligence oversight and handling of 

information concerning U.S. persons, led by the intelligence oversight officer and closely 

coordinated with the General Counsel's office. 

{llJ0111 H1·~·1111n" ' 

(U//~) The comments of the Director, JIEDDO, were responsive. We request that JIEDDO 

complete the review no later than 30 days from the date of this report, staff its intelligence 
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oversight SOP through the Offic.:e of the Assistant Secretary of Defe nse for Intelligence OversighL and 

provide the results to the DoD IG. 

C.4. (U//F8W9J We recommend that the Director, JrnDDO, tailor JIEDDO's intelligence 

oversight training to fit the COIC's unique mission and activities. 

(II) I I 'f/11</<'111 ,/(I I)/ ltlli 1/(\ 

(U/~)The Director, JIEDDO, concurred with this recommendation and commented that 

JIEDDO tailored its training as part ofJIEDDO Instruction 5240.1 in January 2012 and continues to 

refine the training to ensure compliance. 

(ll) Our Nn·1w11 1' 

(U/~)The comments of the Director, JI ED DO, were responsive and require no further action. 

*These recomme11datio11s are also applicable to Fhlding A, "The COIC Improperly Collected 

i11formotion on U.S. Persons," Finding B, "The CO/C Improperly Retained Information on 

U.S. Person," or Finding D, "The COIC Lacked Effective /11 telli9ence Oversight." 
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(U) Finding D. The COIC Lacked Effective 
Intelligence Oversight 

(U/~) Intelligence oversight training, knowledge, and practi ces within the COIC were 

inconsistent and some COIC members characterized them as "minimal at best." The COIC lacked an 

effective intelligence oversight program because prior to 2012, JIEDDO leadership had significantly 

emphasized the program. In addition, the COIC's workforce had varying degrees of initial 

intelligence and intelligence oversight training. 

(U) According to JIEDDOI 5240.01: 

Enclosure 2.1. Per JIEDDO Director Memorandum .. . (dated February 28, 2011] the 

Counter-JED Operations/Intelligence Integration Center is the sole intelligence 

component ofjlEDDO. 

Enclosure 2.lb. Ensure all newly-assigned COIC and headquarters personnel receive 

10 training developed by the JIEDDO COIC Training Integration Division within 30 

days of arrival, receive annual refresher trai ning in 10 and are formally tested on 

their knowledg tailored to specific unit missions. Formal testing developed in 

coordination with the !G and [DoD General Counsel] rnn immediate ly follow annual 

refresher training. 

(U//~) As cited in an ATSD (IO) report "Report of a Staff Assistance Visit" of August 9, 2011, 

intelligence oversight knowledge in the LJIEDDO] workforce is inconsistent. ATSD(IO) 

recommended that JIEDDO ·hould develop a training resource tailored to the nuanced risks of the 

CO IC's organization and mission, especially as mission focus shifts, a anticipated, to a new future 

target. Intelligence oversight training, knowledge, and practices within the COIC remained 

inconsistent. Prior to 2012, JIEDDO leadership had not given significant emphasis to the COIC's 

intelligence oversight and did not approve an intelligence oversight policy letter until July 2012, 

after the DoD JG announced its investigation. According to a senior core official, the COIC WJS 

working on a training program for Assistant Intel Oversight officers, but llEDDO's leadership did 

not make it a priority. In addition, the CO IC's workforce had varying degrees of initial intelligence 

tra ining (4days -6weeks), which included some intelligence oversight Some COIC personnel 

described JJEDDO's intelligence oversight training as minimal, at best. 

(U//~) According to representatives from OUSD(I), after JIEDDO !bX6). !b)(l)(C) 

JIEDOO (h)(6) (h)(7)(C) - ­ and expressed concerns that the COJC may be performing intelligence 
activities, he was purportedly assured by the Office of the Secretary of Defense that the CO IC was 
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engaging in intelligence-like activities, which were governed by the sam intelligence rules. The 
JIEDDO (1>)(6) (h)(7)(C) , said that when JIEDDO's J2 and the COIC were 
merged in 2010 as a result of a command reorganization, the COIC acknowledged an intelligence [or 

intelligence-like] mission. In February 2011, the COIC was give n a new designation-· from the 

Counter-JED Operations Integration Centerto the Counter-IED Operations/Intelligence Integration 

Center. r£1"'Rfi! also said that in May 2011, JIEDDO started enforcing t he annual requirement for 

Intelligence Oversight (IO) training, and the number of the COIC personn e l examining intelligence 

oversight issues increased from two to eight people. In August 2011, the Assistant to the Secre tary 

of Defense for Intelligence Oversight sent a memorandum, subject: "Repo rt of Staff Assistance 

Visit," to the Director, Counter-JED Operations/Intelligence Integration Center (COIC). The 

memorandum detailed deficiencies in the COIC's Intelligence Oversight program, which included 

training, oversight, and reporting, and provided recommendations for improvements. A July 2011 

memorandum from JIEDDO (h)(IJ) (h)(7)(C) 
I COIC I designatedmmmm 

JIEDDO (1>)(6) (l>)ll)(C) 

JEDDO (h)(I ), I 4(c), (1>)16) (h)(7)(C)(SIfl'UP) 

(U/~)According todrM2!''·95 p~rcent of all information, which may in Jud e U.S. persons' 

data that the COIC received, was stored on the Multi-Core INT computer server, and the other five 

had archived every email concerning Intelligence Oversight since JIEDDO (b)(61 (h)(7)(C) 

IEDDO (h)(6), (h)(7)1C) . He added that he had built folders for all requests and 

division on the SI PR Net [Secure In ternet Protocol Router Nehvork] non-releasable server, in an 
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Intelligence Oversight subdirectory, and on JWICS Uoint Worldwide Intelligence Communications 

System] on the HCS [Human Intelligence Control System)/ORCON [Dissemination and Extraction of 

Information Controlled by Originator] server, in an Intelligence Oversight subdirectory. We found 

ril"•'W!Wl'I statement to be false. Our review of the intelligence oversight folders revealed that the 

folders were not created until October 2012, rather than in July, as ~i~tM'fS' had said. 

(U//~) A senior COIC analyst said U.S. persons' data was researched and stored on the 

Restricted Local Area Network system. Another senior analyst said the Network Integration 

Division managed the storing and purging of U.S. persons' data on COIC's computer systems. A 

manager in the COJC's Information Technology Management Office said that'an email from the 

general counsel or the Intelligence Oversight officer was necessa1y before U.S. persons' data could 

be purged from the network. But he said he had never seen such a request. A JIEDDO (b)(7)(A) 

contractor, who worked for the CO I C's Information Assurance, also said he never received a request 

to delete U.S. persons' data, and no record existed to indicate any U.S. persons information had ever 

been deleted. 

(U//~core personnel, at many pay grades and levels of responsibility, generally rated the 

Intelligence Oversight training program from "minimally sufficient" to "average," and several 

members believed that the training was done only to "check the block," referring to the training 

requirement. According to one analyst, the command conducted a "paper drill" updating the 

Intelligence Oversight policy, which identified individuals within various sections as Intelligence 

Oversight monitors. But some of the designated employees were not notified of their new 
JEDDO (b)(fi), (b)(7)(C) additional duty. 

I 

(U/ f liQWQ) The COIC did not have an effective intelligence oversight program due to a lack of 

emphasis; the training was characterized as "minimal at best." The COIC's workforce had varying 

degrees of init ial intelligence and inte lligence oversight t ra ining, which resulted in inconsistent 

knowledge and practices. 

(U) Recomm nda ions, an g m n Commen , an Our 

D.1. (U/ / FQWQ) We recommend that the Deputy Secretary of Defense approve DoDD 

2000.19E to reflect the Joint Improvised Explosive Device Defeat Organization Counter·IED 
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Operations/Intelligence Integration Center's authorized intelligence functions, roles, and 

responsibilities, and assign an executive agent for JIEDDO's external intelligence oversight. 

{ } Actinp flt'flflfl' St C' f'frll' 1 o; Def1·11•w (',p rn ,,,, '' 

(UI /F'8H0) The Acting Deputy Secretary of Defense partially concurred with this recommendation 

and provided comments that Do DD 2000.19 would be updated as JIEDDO is reorganized and 

transitioned per the Deputy Management Action Group's decision memo of September 6, 2013. The 

Acting Deputy Secretary of Defense recommended 180-day suspense, from concept approval, for 

the update DoDD 2000.19E vice the 120 days stated in Recommendation A.1. 

(fl) Uu r Ue.•;1w11sc 

(U//~) The Acting Deputy Secretary of Defense's comments were partially responsive. The 

Acting Secretary of Defense concurred with updating DoDD 2000.19 E, but recommended suspense 

of180 days from the approval of JIEDDO's reorganization concept. We concur with the 180-day 

suspense. The Acting Deputy Secretary of Defense was not responsive to assigning an executive 

agent to JIEDDO'S external intelligence oversight. We believe that it is critical to assign an executive 

agent for intelligence to an external DoD organization capable of integrating JIED DO's intelligence 

activities into its intelligence oversight program. We respectfully request that the DEPSECDEF 

reconsider this part of the recommendation and provide comments to the final report. 

(U) Uircc t or, /IE D DO C1m1r1w11 Is 

(U//'f'6tffl') Althougb not required, the Director, JIEDDO, offered comments on Recommendation 

A.2, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation 

will be accomplished in the next update to DoDD 2000.19E. The Director, JlEDDO, also provided 

comments to Finding D. (See Appendix C for Director, ]JEDDO comments and our response.) 

1fl )111 , •• , ( 

The comments of the Director, JIEDDO, were responsive and require no further action. 

D.2. (U/ / F8tf8} We recommend that the Deputy Secretary of Defense create an internal 

Inspector General for JIEDDO to oversee the organization's Intelligence oversight program. 

( 11 Ir " ' rJ 'I " ' ·, •t ' • I f)' 'f . 

(U //~ The Acting Deputy Secretary of Defense concurred with this recommendation and 

provided comments that reissuing the JIEDDO chart~ring directive will be used to clarify both the 

role of a JIE DDO IG and !G's relationship to a more senior IG in an appropriate defense component 

regarding to Intelligence Oversight responsibili ties. 
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(II) Du·ei:U,,· J}f·"D/J(} 

(U//~ Although not required, the Director, JIEDDO, offered comments to Recommendation 

AS, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation 

will be accomplished. 

(U) Our [fr,/11111-;c 

(U //~) The comments of the Acting Deputy Secretary of Defense and the Director, JIEDDO, 

were responsive and require no further action. 

D.3. (U//F91*9~ We recommend that the Director, JIEDDO, authorize the COIC a full time 
Deputy General Counsel for Operations and Intelligence blllet. 

{If) Uirecwr, /IJ.::DDU Comme11L.<> 

(U //~The Director, JIEDDO, concurred with this recommendation and commented that the 

position was to be filled in Ja.nuary 2014. 

(U} Ow Ut.:.\JH> 1 <' 

(U//~) The comments of the Director, JIEDDO, were responsive and require no further action. 

Based on follow-on communication from JIEDDO, the previous General Counsel for Operations and 

Intelligence did return to JIEDDO in January 2014, but is currently filling the position of the Deputy 

General Counsel, JIEDDO. 

D.4. (U/fFati6') We recommend that the Director, JIEDDO, tailor JIEDDO's int elligen ce 

oversight training to fit the COIC's unique mission and activities. 

(II} M 11111_<;v111t·11t Cu11111wn/ .\ 

(U//~) The Director, JIEDDO, concurred with this recommendation and commented that 

JI ED DO tailored its tra ining as part of JIEDDO Instruction 5240.1 in January 2012 and continues to 

refine the training to ensure compliance. 

( ! ) Jur 'e~ 1 011.'< 

(U//F9t;9) The comments of the Director, JIEDDO, were responsive and require no further action. 

*These recommendations are also applicable to Finding A, "The COIC Improperly Collected 

information on U.S. Persons," Finding 8, "The COIC Improperly Retained Information on 

U.S. Persons," or Finding C, "The COJC Improperly Disseminated Information on U.S. 

Person." 
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(U) Finding E: COIC Authority as a DoD 
Intellieence Component was Unclear 

(U//~ The COIC's authority, roles, and responsibilities as a DoD intelligence component were 

unclear and undocumented. DoDD 2000.19E was written prior to the CO IC's establishment and 

therefore did not specify the COIC's authority to collect raw data under the auspices of research. 

COIC senior leadership incorrectly perpetuated the idea that the COIC did not conduct intelligence 

collection. Likewise, DoDD 2000.19E did not specify the COIC's authority to collect raw intelligence 

and produce original intelligence products. According to officials from OUSD(I), the DoD Office of 

General Counsel, and the Office of the Assistant to the Secretary of Defense for Intelligence 

Oversight (ATSD(IO)), no DoD directives or guidance existed that defined the COIC, its designated 

functions, or its authorized roles and responsibilities. DoDD 2000.19E tasked OUSD (I) to provide 

policy, guidance, and oversight for information management and intelligence to assist the JIEDDO 

on matters pertaining to IED Defeat. But inconsistencies existed about the CO I C's authorities, roles, 

and responsibilities. As a result, the COIC leadership was confused about its authority to conduct 

intelligence collection and therefore unable to definitively provide written authorizations to their 

employees when questions arose. 

(U //~)The COIC's aut hority, roles, and responsibilities as a DoD intelligence component were 

unclear and undocumented. Do DD 2000.19E was written prior to the COIC's establishment and 

therefore did not specify the COIC's authori ties to collect raw data under the auspices of research. 

Likewise, it did not specify the COI C's authority to produce original intelligence pr oducts. 

According to officials from OUSD (I), DoD Office of General Counsel, and the Office of the Assistant 

to the Secretary of Defense for Intelligence Oversight ATSD(IO), no' DoD directives or guidance [OSD 

promulgation memorandum] existed that defined the core, its designated functions, or its 

authorized roles and responsibilities. Although DoDD 2000.19E tasked OUSD(I) to provide policy, 

guidance, and oversight fo r infor mation management and int elligence to ass ist the JI ED DO on 

matters pertaining to IED Defeat, inconsistencies existed between OUSD(I), ATSD (I O), and the 

}JEDDO concerning the COIC's authorities, roles, and responsibilities. 

(U//~) The use of non-doctrinal terms such as harness, fuse, and research to describe COIC 

activities was ambiguous and not in accordance with Join t Publication 2·0, "Doctrine for 

Intelligence Support to Joint Operations." Intell igence analysts within the CO!C held a variety of 

opinions on the meaning ofthe terms "harness" and "fuse" as they were stated in JIEDDO's mission. 

Additionally, inconsistent statements existed on how "research," conducted by a COIC analyst, 

differed from intelligence collection. Intelligence activities are de fi ned in Do DD 5240.01 as the 

collection, analysis, production, and dissemination of foreign intelligence [fol] and CI 

[counterintelligence] pursuant to DoDD 5143.01, "Under Secretary ofD efense for Intelligence 
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(USD(I))" and Executive Order 12333. The DoD Office of General Counsel also said that terms such 

as "defeat the network", etc [attack the network] were dangerously ambiguous and had advised 

that "intelligence collection" ~hould be used in lieu of the word "research." Senior leaders within 

the COIC perpetuated the incorrect idea that the COIC did not conduct intelligence collection. 

(U//1'6tffl') A February 21, 2007, Director, Defense Intelligence Agency (DIA), memorandum to the 

Under Secretary ofDefense for Intelligence (USD(l)), subject: "Joint Improvised Explosive Device 

Defeat Organization UIEDDO) and Intelligence Oversight ResponsibHities," stated: 

while JIEDDO has not been formally identified as a DoD Intelligence Component, 

elements of JIEDDO are conducting intelligence activities based on their 

organization and functions. It is my understanding that JIEDDO's Intelligence 

Directorate is functionally an intelligence organization, staff, or element that 

collects, produces, and disseminates foreign intelligence. The Director, DIA 

recommended to the USD(I) that JIEDDO be designated as a DoD Intelligence 

Component. 

(U //'f"6tl'6') In a June 1, 2007, Under Secretary of Defense for Intelligence memorandum to DIA, 

OUSD(I) confirmed D !A's assessment that JI EDDO was conducting intelligence activities as defined 

in law [EO 12333) and policy [DoD 5240.1-R]; however, OUSD(l)'s memorandum again did not 

address DIA's suggestion that JIEDDO be designated a DoD intelligence component. The Under 

Secretary of Defense for Intelligence drafted a memora ndum attempting to designate the COIC as a 

DoD intelligence component, as defined by DoDD 5240.01-R, "Procedures governing the activities of 

DoD intelligence com ponents that affect United States persons", December 1982; however, t he 

memorandum was never signed or dated. 

(U //~According t o one OUSD(I) representative, any DoD component can perform intelligence­

like14 activities, but in telligence activities, such as creating original intelligence products or analysis, 

can be done only by the mem bers of the Intelligence Community15, and the representative said 

" (U) Al though we could find no written defin ition for " intelligence-like ~cti v i tles," Joint Publicat ion 1-02 defines lntel/igence-re/oted 
activities as: Those activities outside the consolidated defense inte lligence program that: respond to operational commanders' 
tasking for t ime-sensitive Info rmation on foreign ent it ies; respond to national Intelligence community tasking of systems whose 
primary mission is support to operating forces; train personnel for Intelligence duties; provide an Intelligence reserve; or are devoted 
to research and development of Intelligence or related capabilities. (Specifically exc luded are programs that are so close ly integrated 
with a weapon system that their primary function is to provide Immediate.use targeting data.) 
is (U) Title SO, Section 401a (4), Unltod States Code defines the Intelligence community as: 

The Office of the Director of National Intelligence 
The Central Intelligence Agency 
The National Security Agency 
The Defense Intelligence Agency 
The National Geospatial·lntelligence Agency 
The National Reconnaissance Office 
Other offices within the DoD for th e collection of specialized national intelligence t hrough reconnaissa nce programs 
The intelligence elements of t he Army, the Navy, t he Air Force, the Marine Corps, the Federal Bureuu of Investiga tion, and the 
Department of Energy 
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JIEDDO was not an intelligence community unit. The repr·esentative said if personnel atthe COIC 

used raw intelligence data to create their products, they were outside of their authorizations and 
"may have a problem." He further said that JIEDDO (h)(fi) (h)(7)(C) 

expressed concern that the COIC may be 

performing intelligence activities. The representative said that whenril1DM! expressed his 

concern to the Office of the Secretary of Defense, he received its assurance that the COIC was 

conducting intelligence-like activities rather than intelligence activities. However, the OUSD(I) 

representative said intelligence-like activities still must be performed under the same rules as 

intelligence activities. 

(U//~) Another OUSD(I) official said the Secretary of Defense's memorandum on Intelligence 

Oversight Policy Guidance of March 26, 2008 (updated July 27, 2012), did not show the COIC as a 

DoD Intelligence Component; therefore, )JEDDO did not have wide-ranging intelligence authority. 

According to this official, the OUSD(l) drahed a memorandum (undated) to designate the COIC as a 

DoD intelligence component, as defined by DoD 5240.1 -R16; however, the USD(I) never signed the 

memorandum. This official said JIEDDO's intelligence authority should be held in DoDD 2000.19E, 

which established JIEDDO. But regarding intelligence, the representative pointed out that the 

directive stated that OUSD(I) and the office of the Director of National Intelligence were to provide 

intelligence support to JIEDDO to meet the JIEDDO Director's Priority lntelligenee Requirements. 

He said he could find no Jaw or directive that specifically gave JIEDDO the authority to conduct 

intelligence activities. The representative said OUSD(I) oversight of JI ED DO did not conclude that 

JIEDDO's intelligence activi ty was being conducted outside of its authori ty. The representative said 

OUSD(I) never resolved th e JIEDDO intelligence designation/authority issue and JIEDDO had no 

written authority to conduct intelligence. Tl1e OUSD(I) representative said [JIEDDO's] response to a 

"Request:for Support" was an answer to a question (vice intelligence production) and the local 

commander assumed the risk for that data. However, he said JIEDDO w<1s performing intelligen ce if 

it was obtaining disparate pieces of data and processing that data to explain its meaning. He said 

that ifJIEDDO called its product an intelligence report (vice information report), then it may have 

"committed a foul." 

The Burea u of lntPlllgence and Research of the Department of StalB 
The Office of In telligence and Analysis of the Department of Trea ury 
The clements of th Department of Homeland Security concerned with the analysis of lntelli ence Information, including the 
Office or Intelligence of the Co ast Guard 
Such olher elements Qf any olhcr department or agency as may be designated by l ht: Pres Id nl, or designated jointly by the 

Director of Nal ional lntc illge11ce and the head of t h departmoot or agency concerned, ;is an lement of the lntelligencP 

community. 
16 (U) DoD Regulation 5240.l ·Rlists Do D's intelligence componen ts, along with thefollowing statement: 

Dll.1.8.16. Other organizations, stilffs, and offices, when 1.1sed for foreign Intelligence or counterintelligence act ivities to which part 

2 of E.O. 12333 applies, provided that the heads of such organizations, stalfl, and offices shall not be considered as heads of DoD 

inte lligence components for purposes of this Regulation. 
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(U/~)A third, senior OUSD(l) representative said the COIC was a DoD intelligence component 

based on its intelligence or intelligence-like activities. He added that JIEDDO did not require formal 

designation in writing to be allowed to do intelligence work. He said OUSD(I) compared the COIC to 

COCOM J2s, Joint Intelligence Operations Centers, etc, which he said were considered intelligence 

components due to the nature of their activities. He added thatCOCOM J2s did not need such 

designation. However, according to a Deputy Secretary of Defense's memorandum of March 26, 

2008 (Incorporating Change 3, July 27, 2012), the offices and staff of the senior intelligence officers 

(SIO) of the combatant command headquarters are, in fact, designated, in writing, as Defense 

Intelligence Components. 

(U/~) This senior OUSD(I) representative also said OUSD(I) had concluded that the COIC was 

engaging in intelligence-like activities and that OUSD(I) was comfortable with those activities. He 

also said that where JIEDDO extended its authority broader than what was in its original tasking, 

the highest levels of DoD and the White House [unspecified] were aware of its activities. The 

representative said that "if anyone thought JIEDDO was going beyond its authority, plenty of 

opportunity existed to 'shut them down."' He said describiJ?.g the COJC as an intelligence 

component meant that it would be subject to intelligence oversight. However, in accordance with 

DoDD 5240.1-R, other organizations, staffs, and offices-.- when used for foreign intelligence or 

counterintelligence activities in which part 2 of E.O. 12333 (reference (a)), applies --provided that 

the heads of such organizations, staffs, and offices shall not be considered as heads of DoD 

intelligence components for purposes of this Regulation. 

U Conclusion 
(U//~) We found that JIEDDO's authority, roles, and responsibilities as a DoD intelligence 

component lacked documentati.on and the perceptions of it varied between OUSD(I), DoD OGC, 

ATSD(IO), and JIEDDO. JIEDDO's mission was ambiguous and current functions exceeded its 

original charter. This confusion allowed contract analysts and government supervisors to collect 

information about U.S. persons that fell outside the COIC's foreign intelligence function. 

(U) Recommenda ·ions, Mana emen ommen s, and Our 
sp s 

E.1. (U/ fF988) We recommend that the Deputy Secretary ofDefense determine whether the 

JIEDDO should be designated a DoD intelligence component, much like the intelligence 

elements of the Services and the senior intelJigence offices of the combatant commands. If so 

designated, approve appropriate authorization for incorporation into DoD 5240.1-R and 

DoDO 2000.19E within 120 days. If not designated, direct the JIEDDO to cease all 

intelligence collection activities. 
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(U) Acting Deputy Secrew1y of /Jejc:nse r:omments 

(U/ ~) The Acting Deputy Secretary of Defense non-concurred and provided the following 

four-part comment: 

a. "Under the authorities in SO USC§ 3038 and E.O. 12333 § 1.10 '(k), SECDEF may use such 
elements of the Department of Defense as may be appropriate for the execution of 
intelligence functions. In DoDD 2000.19E, SECDEF assigned intelligence functions to JI EDDO 
along with the authority to structure the organization to carry out those functions. Director, 
JIEDDO, in turn, assigned those authorities to COIC via internal JIEDDO policy documented 
in the JIEDDO Organization and Functions Guide." 

b. "JIEDDO's COIC, a subordinate staff component, does carry out intelligence activities as 
part of its mission and, as such, already meets the definition of a Defense Intelligence 
Component (DIC) under paragraph DLI.l.8.16 ofDoD 5240.1-R. It is, therefore, already 

· subject to the provisions governing intelligence oversight." 

c. "JIEDDO as an organizational entity should not be designated a DIC as recommended. 
JIEDDO in and of itself is not an intelligence organization and Director, JIEDDO, does not 
require the additional authority granted by DoD 5240.1-R to the Head of a named DIC." 

d. "In accordance with its responsibilities articulated in DoDD 2000.19E, paragraph 6.3.1., 
USD (1) will ensure that JIEDDO understands which specific collection authorities it has 
already and which will require additional approvals." 

(U) Our Respnnsr' 

(U/~)The Acting DEPSECDEF comments are partially responsive. The Acting DEPSECDEF 

determined that no requirement existed to designate JIEDDO a named DIC. The Acting DEPSECDEF 

also tasked the USD (I) to ensure that JIEDDO understood its specific authorities in accordance with 

DoDD 2000.19E. However, we remain concerned about JIEDDO's compliance with the provisions of 

paragraph Cl.1.1., APPLICABILITY AND SCOPE. of DoD 5240.1-R--specifically, that a DoD 

intelligence component's "[a]uthority to employ such techniques [Procedures 1 through10] shall 

be limited to that necessary to perform functions assigned to the DoD intelligence component 

concerned," pending the reissuance of DoDD 2000.19E. 

(U/~) We found widespread confusion among the JI EDDO staff, including both junior and 

senior personnel, on its authority to intentionally collect on U.S. persons. Most troubling was the 

COIC's Chief of Staffs statements in his initial formal briefing to the DoD lG team and in subsequent 

communication with the DoD IG that the COIC lacked intelligence collection authority, did not 

collect intelligence, and was not authorized to collect intelligence on U.S. persons. 

(U/ ~) We maintain that the current DoDD 2000.19E does not clearly define the intelligence 

collection authorities and functions that the Secretary of Defense assigned to JIEDDO and that the 
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functions that the Director, JlEDDO, delegated to the JIEDDO COIC were predicated on implied 

authorities. We based our conclusion on the following: 

IEDDO (h)(6) (h)(7)(C) (U//~) In January 2010, the 

rlltl. expressed his concerns to the Under Secretary of Defense for Intelligence 

about authorities related to JIEDDO COIC's intelligence functions. 

(U//m) On July 16, 2012, theftlJt!:l''fl1 1ffllf, JIEDDO COIC, briefed the DoD IG 

team that "JIEDDO-COIC has no authorities to conduct intelligence collection 

missions and JIEDDO has no authorities to collect on U.S. Persons and must adhere 

to applicable USG and DOD Directives [EO 12333 and DoD 5240.1]." 

(U//~) On August 09, 2012, ther~mMf!'!W'B'· JIEDDO, responded to a DoD JG 

data call stating that neither ")JEDDO nor the COIC collects information on U.S. 

persons. 

(U//~) In October 2012, the JIEDDO's JEDDO (h)(6). (h)(7)(C) 

JIEDDO (h)(6), (h)(7)(C) questioned the scope of JI EDDO's mission and the JIEDDO 

COIC's authority to collect open source intelligence, and the JI EDDO CO IC's authority 

to collect information on U.S. persons. 

(U //~ Representative~ of the Office of the Assistant Secretary of Defense for 

Intelligence Oversight ATSD (10) maintain that DoDD 2000.19E granted JIEDDO the 

authority to onduct intelligence activiti es (although specific ta ·l<s and authorities 

could not be articulated). According to a senior ATSD (10) representative, no 

charter doctrine existed for JI ED DO COJC, and )JEDDO may be operating under th e 

implied authority to collect intelligence. This senior ATSD (IO) representative 

suggested that we [DoD IG] check with the Joint Staff and the Office of the Deputy 

Secretary of IJe fe nse for JIEDDO's [intelligence] authorities. 

A senior Under Secretary of Defense for Intelli gence representative explained that 

the Under Secretary of Defense for Intelligence never resolved JIE DDO's specific 

intelligence collection authorities, but acknowledged that JIEDDO was conducting 

intelligence activities. 

Therefore, w e underscore th Acting DEPSECDEr's d irection to the Under Secreta1y of Defense for 

Intelligence to provide clarifying guidance on the scope of jl EDDO's intelligence collection 

authorities pending its reorganization and the republication of Do DD 2000.19E. We request a copy 

of the Under Secretary of Deren e for Intelligence's guidance upon issuance. 
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(U) Director, }IEDDO 

(U //T'ffi:f'6') Although not required, the Director, )JEDDO, offered comments on the 
Recommendation A.1, addressed to the Deputy Secretary of Defense. The Director stated that 

JIEDDO COIC has sufficient intelligence-related legal authorities to carry out its current mission to 

"defeat the IED system," even though it is not formally designated as a Defense Intelligence 

Component (DIC) under DOD 5240.1-R. However, the Director further stated that JIEDDO will 

prepare a detailed mission statement for its intelligence operations as its future overall mission 

changes. 

(U) Our Response 

(U/~) The comments of the Director, JIEDDO, were not responsive. We did not find 

irrefutable evidence ofJIEDDO's specific collection authority to conduct human, signal, or open 

source intelligence activities. At the time of the collection activities highlighted in this report, 

JIEDDO COIC concluded that it lacked the authority to collect on U.S. persons and did not conduct 

collection activities. We maintain that JIEDDO's use of non-doctrinal words such as "harnessing" 

and "fusing" of information, in lieu of intelligence collection, contributed to confusion about 

JIEDDO's intelligence authorities and made JIEDDDO COIC vulnerable to conducting activities that 

may have violated DoDD 5240.1-R. The forthcoming rewrite of]IEDDO's mission and the Under 

Secretary of Defense for Intelligence's (USD(I)) clarification of JIEDDO'S i.ntelligence collect ion 

authorities should provide the necessary clarity on JIEDDO's int elligence authorities, mission, and 

functions. 

E.2. (U/~) We recommend that the Deputy Secretary of Defense approve DoDD 

2000.19E to reflect the Joint Improvised Explosive Device Defeat Organization Counter-JED 

Operations/ Intelligence Integration Center's authorized intelligence functions, roles, and 

responsibilities, and assign an executive agent for JIEDDO's external intelligence oversight. 

(ll) 4cting Deputv Sei.:retm)' o{Dc/cnsc Cn111me11ts 

(U/ /~) The Acting Deputy Secretary of Defense partially concurred with this recommendation 

and provided comments that DoDD 2000.19 would be updated as JIEDDO is reorganized and 

transitioned per the Deputy Management Action Group's decision memo of September 6, 2013. The 

Acting Deputy Secretary of Defense recommended 180-day suspense, from concept approval, for 

the update DoDD 2000.19E vice the 120 days stated in Recommendation A.1 . 

(U) Dur PesnollW' 

(U/ ~) The Acting Deputy Secretary of Defense's comments were partially responsive. The 

Acting Secretary of Defense concurred with updating DoDD 2000.19 E, but recommended suspense 

_of 180 days from the approval of JIEDDO's reorganization concept. We concur with the 180-day 
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suspense. The Acting Deputy Secretary of Defense was not responsive to assigning an executive 

agent of JIEDDO'S external intelligence oversight. We believe that it is critical to assign an executive 

agent for intelligence to an external DoD organization capable of integrating JIEDDO's intelligence 

activities into its intelligence oversight program. We respectfully request that the DEPSECDEF 

reconsider this part of the recommendation and provide comments to the final report. 

(U) Direc:w1~ JIEDDO Comment.s 

(U/~)Although not required, the Director, JIEDDO, offered comments on Recommendation 

A.2, addressed to the Deputy Secretary of Defense. The Director stated that this recommendation 

will be accomplished in the next update to DoDD 2000.19E. 

(U) Ou/" Response 

The comments of~he Director, JIEDDO, were responsive and require no further action. 
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(U) Observations 


(U/ ,fF0tfe) We became aware of other issues during our investigation. Because these issues were 

outside the investigation's scope, they were not pursued; however, they may be included in future 

evaluations. 

(U//-F9ffe) In 2011, JIEDDO was involved in a Headquarters, U.S. Army Reserve Command 15-6 

investigation of the Joint Operations Support Element OOSE); whereas, JIEDDO provided $4.24 

million in funding to JOSE (an unofficial military intelligence group whose organization was not in 

accordance with Army Regulation 140-1) to conduct intelligence-like activities. The investigation 

of JOSE found that the JOSE's activities and JIEDDO's funding were inappropriate and failed to 

address issues pertaining to intelligence oversight. The report stated: 

There is no evidence that anyone within JIEDDO performed an analysis of the 

activities to be performed by JOSE to determine if any requirements related to 

human intelligence training or counter intelligence training were implicated. The 

legal opinion provided by the JIEDDO General Counsel addressed the fiscal law and 

funding issues associated with the support to be provided, but did not address any 

possible issues regarding operations, intelligence training, and intelligence 

oversight. 

(U/~)Some legal opinions within the COIC are embellished with the organization's history 

and failed the due-diligence process in addressing the intelligence oversight activities to be 

conducted by the COIC analyst in responding to a request for support. Furthermore, prior to March 

2010 and after February 2013, the JIEDDO headquarters and the COIC lacked a dedicated 

"intelligence" lawyer or an internal Inspector General. Lacking a dedicated General Counsel for 

Intelligence and an internal Inspector General contributed to inadequate oversight of the COIC's 

intelligence oversight program. The U.S. Army remained the Executive Agent for administrative 

oversight for JIEDDO; therefore, in accordance with AR 20-1: 

Command IG positions are designated in approved MTOEs and TDAs. A command 

JG position is required on each MTOE or TDA in which a general officer serves as the 

commander; the general officer will in turn server as the command I G's authority. 

-IED- lated 

(U/ /'F'E*f&) The COIC accepted tasks outside the organization's mission for several reasons, 

including: the perceived importance of the particular task and because they had the time, 

personnel, and funding to do so. From the COIC's perspective, the sources of the non-IED tasks 
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depended on COIC assistance due to the COIC's availability, willingness to help, and prompt 

responses. According to nwltiple sources within the COJC, its leadership was comfortable using a 

liberal interpretation of an IED connection for accepting outside tasks. The COJC leadership 

purportedly discuss~d whether the COIC was authorized to assist in non-I ED-related projects or 

missions because a narrow interpretation of its authorities required support to be JED-related for 

Operation Iraqi Freedom and Operation Enduring fo'reedom. However, the COIC believed its core 

expertise was in network analysis. Although the COIC reportedly received between one and five 

non-IED-related requests for support per month, acceptable tasks frequently appeared to include 

an JED connection that may have been inserted simply in order to have the task accepted. Under 

the CO IC's interpretation, analysts could do work against almost any terrorist network because 

virtually any terrorist network previously had, or could, construct and use I EDs. A senior COIC 

analyst reported that J JEDDO senior leadership had asked the COIC to use its network approach on 

non-IED projects. A USD(l) representative, stated it was easy to tie things to IEDs, but the minimum 

strength of the connection to IEDs was dictated when someone in authodty told JIEDDO to stop a 

questionable action. Analysts at the COIC stated that other units sent non -IED-related tasks to the 

COIC because the COJC was able to respond in a timeliet· manner than DoD agencies. 

(U//~ According to the CO I C's Office of General Counsel fo r Intelligence, the JI EDDO's mission 

to "defeat the network" was outdated and no longer in accordance wi th DoDD 2000.19E. 

According to COIC officia ls, the COIC expended resources and conducted activi ties that fe ll outs ide 

of its counter-IE Dmission because it saw a need and had the resources. 

n er 
(U//~) Accordi ng to a senior JI EDDOofficial, the COIC focus was shi ft ing from tac tical su pport 

to the warfighter to looking operationally or strategically at global networks. Another senior 

JIED DO official said that the information the HM E Task Force gathered on U.S. companies was 

"wave-top at best," that incl uded the company's name, leadership biographies, fu nctions, 

information on its technical expertise, and the components it builds, for use on visits 

or meetings. According to this senior JI EDDO otlkial, litlt!•f21fl'!' personally contacted and met 

vvi th U.S. company CEOs to xpla in the FATIMA Grou p's conn ction to t h JEDs being used to kill 

U.S. and coalition soldiers in Afghanistan. According to other COIC personne1,rf•1
•
1•pf!'' met 

with these U.S. companies to request or encourage them to app ly pressure to the FATIMA Group to 

alter their production of ferti lizer. 

(U) Regarding using DoD Intelligence ca pabili ties for activities other than intelligence, JIEDDOI 
5240.01 provided tho fo llowing guidance: 
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4h. Should JIEDDO receive missions to support US Northern Command or other 

federal agencies, JIEDDO staff and operating arms may not use intelligence 

capabilities and personnel for activities other than foreign intelligence within the 

organization's mission unless that use is approved by the Secretary of Defense or his 

delegate. 

The DoD OGC did not know of any law, policy, or legal opinion regarding JI EDDO authorities to 

engage and influence U.S. persons' foreign investments or trade for the purpose of coercing a 

foreign business to alter the production standard of its legitimate products sold outside the United 

States. 

U) T e IC ·s s -Int Iii 
(U //~)A senior CO!C official said he was concerned that non-013217 job series personnel 

(030118 job series, for instance) were used to fill intelligence professional positions and perform 

intelligence functions within the COIC. 

(U //~) A senior JI EDDO official said the COIC used an intelligence contractor to meet, solicit, 

and arrange meetings and conferences to collect information on associated U.S. companies in order 

to develop a tie to the FATIMA Group. Additionally, the COIC was required to provide intelligence 

personnel to the HM ETask Force for analytical support; however, these intelligence personnel are 

being used to work with their inter-agency working group to leak information on the FATIMA 

Group. 

(U//~)A COIC analyst alleged that COIC all-source analysts improperly used a database that 
JIEODO (l>)(/)(A)included information The COIC database 

"(U) lhe Office of Personnel Management defines the 0132 lntclliccncc job series as positions cone rned with advising on, 

administering, supervising, or performing work In the collet llon, analysis, evaluaUon, lnterpretallon, nd dissemination of 

Information on political, economic, roci~I. cul tural, phy;ical, geographic, scientific, or military conditions, trends, and forces in 

foreign and domestic areas that directly or indirectly affect the national security. lhese positions require a b;islc knowledge and 

understanding of one or more of the natural or social sciences, engineering, or military science, but do not demand, as a primary 

qualification requlremenl , full knowledge of the current state of th art. 

11 

l he Office of Personnel M anagement defines the 0301 administrative job series as position the duties of w hich are to perform, 

supervi se, or man~ge nonprofesslon~ I, two-grade Interval work for which no other serie' is appropri11te. The work requires 

analytical ability, Judement, di~cr,.tlon, and knowledcll of a sub~t;intial boily of administrative or pro ram prlncipl,.s, conr.Ppt , 

policies, and objectlv~s. 


( s a 

10~) 
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included IEDDO (h)(7)(A) 

. We referred this 

allegation to NSA for investigation. 

n 
(U//~)

DoD OIG (h)(b), (h)(7)(C) 

JEDDO (1>)(1), 14(c) 
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(U) Referrals 

(U /if8"ij8) We referred the following allegations for action: 

1. (U/~) DoD OIG (h)(6) (h)(l)(C) 

(U//~) DoD OIG (b)(6) (h)(7)(C) 3. 

DoD OIG (h)(6) (h)(7)(C) 4. 	 (U//~) 

5. 	 (U//~) Timecard fraud referral to JIEDDO. Allegedly, a JIEDDO supervisor 

falsified timecards. 

6. 	 (U//F8-.,8) False information referral to JIEDDO. Allegedly, DoD OIG (h}(6) 

IM''" provided false information to DoD IG intelligence evaluators during this QIA 

investigation. 

7. 	 (S/;' N try JEDDO (h)(l) . 14(c). (h)(lXAl 

8. (U//~) One report on a questionable intelligence activity was sent to the 

DODIG-2014-055 I49 

SECRBT//N8f81tN 



SISERIS~//N9F9RN 


Assistant to the Secretary of Defense for Intelligence Oversight. Allegedly, a contract 

rlJrl@!W analyst at the OSAAC, collected Information by telephone from Afghan 
farmers in Afghanistan, using an alias and unauthorized and uncoordinated cover 

while posing as an American university student. 
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E(U tin om n con ' 

F81l 8FFlflh\I . u;g fmb\1 

I . lfo:<'1nm 1dn im1 I . "O~ter 1ine whcthel' the foin Im nwi. cd h:plo~ih' D~\'!(~ l>efi! t 
OrAO lizntion ( IEIJDO) s ouid bed signatcd ns ~- DoD i111clli_Ecncc c;1111po. cm, much !ikc th·.-i 
inlC lii 1..:fll' ' ~f~tnrn .' {lf .he S~rvi ~·:.:SW ti tile ~ciior inldli ' l Cl' nf!i 'C \J ' 1bc 'Oll1b1l1Unt 
<.:mnrn mLlx . If so dcsit-tnalc:cl, appmw appmprial<.: aulhori , uti(in ll>T i11c11rpc>n1ti1•11 in le• IJo)) 
524<1. l-R uml D11DD :!(X!O. I9F. ~~ilhi: I'.!.(o 1!11 .,,, If 1ml d.::tit.tnnt.:d. din:d di JTF.nt f> i-1 .:.:~1c 

ull irhilli.1:1~111:"' 1:111 1:cli1m a:li1·i1i.:~." N01"-CO"C.t:n. 

a. Under th flu ho1iti"s iu :50 USC ;1 303 • ruid E.O. l'.'.3D ~ I. 0 (h» SEC Ef 11ay wc­
·uch clement.; ufthi: Vcpm1mcnt of l.kf;:n '" ns may bl' appropriate for l. c xccutkin of 
in· ·tig1 c1· 1'11n·1ions. ln l)o[>D2000. ·9 . sr-DEf il~:>i 1 11cl in1cili • 1: · ru 1 ·o n~ 1JlrJOO 
nln11! w11h I.le a I nri1~· 1 . l ruclun:: 1h • flf~!tu1i1u 1 i 11u Lil i.: 1rr. 11u1 tl 111 'C fum.1 inri,, l>irc:i.:tor, 
JTEODO. ln tu• . o.s i~ncd those author. k~ w C JI C ,fo int.::rJ JJ.t:DDO ~I'~· C' Cmncm~d in 
IN JIEDDO ) rp1m :;-.utiirn t1nd f1JJ1clim · Gui ,.k·. 

b. m DL )' ~ core. sub-01di . IC ;1; ff 'O IJ}() ll ' I t . do~s l~MI Y 11 l m~l il!Cllt.' • n.:tl\'it ics 
:L~ phr Of Ii:; 1111' i1111 ~ • :is ~ Lid!, 'l)f\"mfy Ill ~1 ' th dl'Jmtl.llTI Ui'll LJcfl'l) "' fol d l·14cr1:c1.: 
C.'0111prn1C'T11( 1HC'I U/lJtrr p ·-l!raph I) .1. 1.8.l d 11D" 40.1-R. II i. , I ·r "11r •..• r ·a 
~L~)1 ~.:t to 11 rnv . Ion . . c vernln.!\ i111 ..l li:'.c:1. -: t);· •1 ...i. '.h l. 

c. JI F.r>no 11." 11r, o-g:mi ;.-.a1io-ial -=m il ~ h nu lcl not • de~i~1 al e n l>f '~ <; 11: i.: r:- mn:cnc;l~t • 
.11 -:::: nn r> :n JnJ 1.f it: ··ll" i" ?'I() : an i, .. Ii i:: .• cc nr.,:mni-~ · tinn und Dircctt r , .TT r>O cl<1c 11111 

11:.1ui1" t lalJ uJ .... it i"n.:.l autli<X: ty r'"""1"J It~ DoD .- . -R tu tit"" If.,._,.:_ 111' :o1 m:1lle'U o:c. 

d. In a~ i.:ord. r ec 1, ilh i1s rc.;por ·itii Ptil· · ru1 i :11,al ·d i1 D11DD 2'>00. I 1>E. f. ~lrU!JJ olplt 
(iJ . .. 1 ; ~D·: I ) w- JI crH1m: rhat Jll DDCJ umlc ·. 1111 J.\ \\hi ·h l ~ i.: ili • n ll~ ·1i1n 111 1Lht1:i lie: ii I 1-: 

al~eaJ) ;i.n whlcl will 1 ~qul n" addltk111:tl ;J1111 r<1 ' ' )-. 

·2. Re ., mm"ndnilnn 2. ··AptJT<l\'C D\1DD :::oon. J 'J E to rcllcct JI EJ.J LJO COi .. .s, •tho1'ir.~d 

i11L~lli1:1i: 1 ~i: fu11c1 i1111:-:. mlt:i and ~P•Jmitiill.i = : . 1mtl w1 lgn Ui1 t: )(ecrnl vc ,l l~\::1 1 tor J ll:: lJI lO · ~ 

.:xtcrnLI Jnl\:ll!p, ICC CYCl'~ igh.L ,. rARTIALL'\' (UN(. UR. 

a. 1 n n •n1 vcrsi 1.111or DoDO 1000. 1 9~ will hi: updn1i:d . 

fl tiitlt ~I I lf. i>'t l. llfll . l'Jil4t.;' 
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c. Oivcn th<: t· m~ tnal v.1 Ibl: rcquir tl lu produc • n t:ompn:ln:nsiv· art 1. 1Rddr-.-sscs 
!.he cbang~.s nnticip1tl>d as 3 r~sult oftli;: r~q~1ircmcnt in pamgrnpb 2.b., DoD m;nmmcnd;; ~ 
sl'.SJX!mc of 180 Ja:;s from the npi:ruval of a rovrl!mtiZlti:m cc·l\c.:pl tu produ ::c ti • u!i~ociJitc<l 
dirC"ctivl:! lllkln.>SsLn!;( lhe DODIG coru; ms rniscd in lhc RO I. Thi~ ...ocu111c11t will ulso pro,•iiie 
ll;c u. prop 'uLc m . Ill\~ II.) uddn:s:; 'o .: i s.su~~ U(.klro=s:;.-J i11 llt'L'un1m.:1wuliu11S :! .111:! 4. 

3. flccomm ndatlcin :i. ··rnr>?ct that rhi: Johil lmprcvl!-cd .l::xµlosivc ~c\li c.; Uclbt1t Org~1nl:.Mkn 
pa11 icipntc only in !asks direct!~ related wits coiml•-r·l ED mis~ion " PARTI,\LLY CONCUR. 
Thi~ rccom11 cmlutivri is vulid for 11clivi!i~s i.:urrii.:11 (>ul 1111,lcr thi: i.:urrcnl chi1rl:.;r. The mi~sinn 
s<:(lf.I? 11111y he ell'cc..:1cd by I.he if.~uJ11cc of~ d1urh!r i1 ~ v. 1li recti\·~ us descr ihcd in 2b :ilm\'e 
aJJressiog I ~ n<>:w mission St!IS for the follow-01: o:g~1ni7.;itio :l. 

4 !! ·rn 111 11:crnktiq11 ~- ""Oi: ti:ru1im~ wlu.:lhc tlic Juirn lmpru\· i ~ctl c.\JJ lo:.i\·c D~vicc Ddcm 
Or.\l.ILllizetian·g mls~lc·n CVi>lution trom '"dc!cat lhc uctworl~.. t:i "111tiick the n.:tworlC is in 
acccr<laooc wi1b DobD 2000. l9E.·• CONCUR. Thls wil I IA: d fcetcd in <he rcimmnnc;; of a 
chart ·rin!,! directive a.> dcmibcd in 2b ::buvc addre:i"Sinl:\ tht· m:w mb£ion s.:ts for the follow·L'n 
nTtJllni1111inn. 

5. lkco111mc11d(1ti )n 5. ··Cnracc au i,,krra lns~cto Ucncr.il r r JiJ.::1.)DO t uvcrscc the 
ori,:oniwlion·s imclll&cnuc oYcraigbt pro~llm:· CONCUI{. The n.:i:l:munm.: of the Jltl)l.)O 
clwt.:ri . lliri:c ·n: will bi: us:d lo clurir,. butt- 1t..: r(,11:: (.\ f u JI i:rmo IG :iml t hnt IG'.i; 
r<? lntio11sl)ip to a mrrn: s..:nior JG ii: illl :lPPrOJl1 bi~ defc! 1S ..:ompct cm \\> it , rc~ c1 J c melliscuce 
Ovcrsigh rcsponsfoilit ics. 

<J.. ru~edul'\: 14 t.>l' 000 .5240. 1- r:: u i n:~ tlut · c:.:ch lm;pccl<>r G~n.:r :i l rc~p insibJ.: hr 
L>ulJ intc Uigcll!:~ .:c-m:i.:i;ii;ut sb.\11 .:mu1\:. \hut JJV~ed~1 1~·:s ill'\: ill ~ffci:t lh~ I will uchlc~·c the 

o~j..:..:1ivc:;'" ofpcnonncl U:n1m~rity wl intcll:ricmx: 1,mmr.gbt i.quircmc:ms for thcCCJndll\:t of 
ir,1 •nii:1:nwil~li\•ith:s . Hi~lQTI\l llll)" !\TSU (LUJ hmoirnnd llun II is o ~ Hv1.n$t~st 
UCl!illl p i~h.:<l thm1.1~h Jl~r imJic a.-.~l!\!>.lll Clll• hy iu l!!p.:(1d1ml ~v;ilt»JlOr.~ <111sw.:rin w . 
orgl1.niza~ iona l J cndllrshi~. a ti·adltional al\:i f.l)JJrotJriatc mlc for !Os. 

h. The Dir ctnr, .m;nno. s~ tr c head of :t 11nc ic vd orePni 7.(lf <1n mcr11~ the s11p p~11r 

pru"ld~u h~ an i:iumiul l(l {lflitt.: and i~ pr~.m:nlly c:mpow~1cd hy Jlill"1~;.lilph 5., DODD 2000. l9E. 
to 01gan!zc s t~ll fnrcc suu.:1urc intemnll)'. Es1abll~rn1c it ftl1c lmer11al IG ii.; ~xp~"l:td Lt> 1~ 
u~complish·::d by the !.>in:clor. Jl.blJUIJ ~s soo:i :i.~ lcas1lllc. Tins will he :il!'.11 he clti!ct1:1I iii the 
n:i 41.uw10::1: 11 1' u 1Jmrt~ring dirci.::iv.: as di.:~c rilx·tl in 2b ubovc, t1ddr\.'ssiny lh'C L1cw mission scr.q fo t 
th~ .' i1 1H~'·1 l ll 0 ,,; 11i;r.iti1111. 

c: . Ovcrr.i llt 1)f tlU Ol'~<u1 l z~1Jo11 1 :i iut~lligeu.;~ av~rsil,\ht prni;rum w~u in vo]\'Cll lM~ 
p;ovi. ion ol' day to day rn:nnuind nnd .:ontrol of hm.:Jlli.;~ 11 .:c wt i v itic~. u:. wcll <IS li:.:,i.\I 1.:,· i~··' ul' 
UIC pf ans Jbr :.md "1>11dUCt Of ChOSC acli\'ltie5. Pl'OVi!li(t!l forLliU,'il.! (\lllClittllS \\'~lt1J\l b1:t>l t:Jc 
<b1:um;;mcd in mtcnul JU::IJUU olicy and pmc..:dW'e.'\ •.s adJr~ . ~e i11 till! ROI 
n:1:1.:11;nc:ml ·· ion · for Oin,;1:tc-r, JIEDDO. 

1'81! EW1"10Ms !d!lt! 0'41.Y 
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Mf MOMNDUV. FOk IJlil'UTV lNSJIEC.:TOR LiF.NF.Rl\I. FOR INTILUOE~CE AND 
SPCiCIA- !'ROCiltAMS 

SL'DJECT: Rciip~·ll1l3 tu Hotlinu .~lle!!lJtion; of u ().lmllo1mhlc !nrr.111e~ncc /\CIM'I,)' C{lll~cr.ti11~ Tltc 
.loin: ff;() D•fdt Or11.~ni1.llli~·r <JmDDO) Cl>11nt1:r-ll:ll Upc~tlon~/ lntc'. ll jlencc 
l11tef,r.1tloo <:enter (COIC} 

I. (;}/~ Tir.uV. ~u fortiu u;ipurtun\ly lllr~Yicw lllldcomm~nt r.n t~ UO.> lli l)n fl Rc~(>ll 
<l~t t1I 12 ~urembc:r 2013uuni;i:ming1hcahil\'o-c1p1lon~subjc i;t. 

?., (t,;1~ Th\l Rr.pvrt (;(tnl~inJ liw f.nd"mi:s. Tic altai:htil mimnrWlc!.um fmm the Jl"D1)0 
Geutr.li C:\>vn1~I de1oil~ ow a:rnlysis ·~id r~•m;IJJbrui rtgurdlny thlS: ~lcmcnu. of th: r{11011. />!)' 
~iii~ ccmmcntl folluw, 

a, I wrli"lly CVll\lur tllil1 Fiooini: I (1l1ul thr Jll:l)l>O r;;mc imprllfl rl)' co.lo:t.:d. rculri."<! 
ftnd dl~cminAt~d iofommion lln USpl"IJuru) i1 arb'it11nliulell. Ilowe1t'r, lhis l! b;m! on th~ 
SI' stan1lfti li\l0 1if •ln l}' 1>n~ •tfl~~ live s•J!ut!iruil•' fa~!IMLl lindin~ 1111d lh~ pui!vl 
~t:b~tl lrt~tl()n ofMO~t. 1l1e O\l1tr 1ubt.•flli~~ f~•lu~i li mliniµ urr n 1lrv.i)I ·or f1c1u fly 
sub~t<imilltcd. 

h. I nu!in!ly C\>ncur tiiat ~lrci"o~ ~ Ar.ct} cooc.:m: nr~1~1~lon utl di1Scrnirn1i:in ufl!S 
rm~~n~ fnf11rm:t1lnn fti!CWb>tM1i.ud TJ:ci· arc ~l-Mlllalinl~d uoh· :i.s 1u ihe t"'~ sgbonlln:rtr 
fa~tual flndi nP.uub~U!ltlotcd ~1 l'indlnp, 1. 

C. I Uo r.Ol com:ur b F'mding 4, 111lcginy a JDC); l'fcffo:tl·,·c in lclli~ncc O\'Cr:lll(hl ti COIC :. Is 
•ubs1antio1cd. 'This ilnlii ~Ir Is ~ul!C lusory :llld f4ifs !Q ~doqu8.1.Cly rcco;:n17:: l'u: maj nr , ltlc~ 
C::Ol(; hs rmdc with n:i?ctl to imcllig:n<c nYcnl;ht. 

d.1 i?•rtinlll' c<>11cu• 1~n1Fir~i~5 (11inr COIC ~u1!11>r.ty ~$~DOD lnlrlliscr.t~ C1>m~ncn1 
(lllq is uncl~~r} Is ~11h-11an:.iar~d. JLEDDDCOIC"~ l~yu l ~uth •r.t)ltu <aill~l·l ln 1 ~11i~ c i~ 
V(1y ~lc:.'lr. l·lm1u·c1., 1h~ n11rnc And .~op r. Qf.it~ ir.1~11i11~11~u mi:ni,•n 11n~r whfoh ii 
accompU~~e.~itHcllcrti1~1 >.:~ viii · "1··.ild 111:1~!0 . "lied, 

l (lillfelffl) CQ n!CXl I very lmp1•l'l.11111 re~C\lin~ ll:oo!lc~~d d~li~iuncic~ infoinJbi,~ 1-3. Th 
Rcp>1t ~ho11ld UCl.'Qfli<cr 1h.'t the cited 1·iolativn~ 11: rre~nl ~tin> fmtion uflh, Lrn~ of1h0 Ullln.!s or 
~~ ll entlon ;ind ~nn ly5l5 C(tl\'llles cm11~•i1111;1J lh¢ COIC. thurcmaiml.:r ()!' which ~cmpl lc<J with rlOIJ 
51'10. l·Rend o~i~r ln1c1H&i::n~c dh~etiv~' · Funhtt, '.l\ol: ~dit i mcio1 rl:'> ult< · frnm hum.an OITllr MlC 
d~vlad~M from c1tl~i"Jl Jlr.nno f'l'(''c1h111!s, Ttc R~~n ~ho11kl fo1011:r ~~im;.1wkd11~ t.l1ll C:OtC 
hu mode grcnt ~tr : de~ nn refinlnr, aml impn:wlng lk~ •~om1•liM~C wi lh all ~pp l knl;I~· laws unJ 
ITl,'Ul&tlons, workl:1g clro;cb· with the A~in!nttn 111C Scc:e1riry ()f [) .f.: n~~ J\1r J r.tclli~c 
O~r.:itOllll (A1'1i1J-10). C:OJC r.ubltshcd Jlt::Dll() ln"IUCILl'>.1 .~21Q . J In J~nUJI) 01;;: nd i• i1 11h~ 
fln~I st.i~J or uppn1~ln~ a S1andu d Up:ratln!I Prn~cdurc ~n hnodlin l.lS r-:rwn;• infol'lll3 tii>n. 
Finully. ll;c commc.1111.lut JffiDOO lcmcMJr ial !l:d tn sh·c 1 ·11.;:Uigcnc~ o,·c15&)c ti1c •r:m:1rriarc 
"' ''"' <1J~ lt1mliun i• rt)l l'J]JP~;t":I bf the :bets. 
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r•. C•1m· IM1/lif!.~11t'C! «11fitc tio11 a~·tiii/le.v. l·co 1:uLcoocur. Sucluc:lon \\'Ol~cl iccdlcssly 
~1i~·c "'~rliglU rof' crlrlcal ~upp1\l1 rc~rd1 n~! the lt:Dtbrca1 in At'p,l'..:inl.nan :1.nc 
r,:Jm1thtn: While JIEODOCOIC i~ mi11"urrr;11ly .: ip,n~ l~d l\S Defensu ln1~11i1i:cocc 
Componcnr (DIC}, it is used fl:r 1i1ri:i1u1 im~llip,cncuctl~ili~~10 which ~rt 2 (lt'f:o 12)3,1 
QJ'Pli~& and luul\liicl ".Ll thC.Pl\Wl5lonR \'If :l<il> 52~0. I-It. 011.C CJf' JI F.1~!)0 '5 key Lnlu!i101 
under OOD IJlrccll\'l'l 20iJ0.19e. J'oi11t /6'll l1'J,fiur1 nr111111it11ll1J111J/1'.:0LJOJ Is le> dcfo1t tlw 
mo S}'Sl1:rn. COIC's informalion ~r:d lnlelli)!~l1't co:I rio11 "'li'll'llles nt~· h· OJlC11 () f i 
m: s· n Wldcorulu~~dit1 ac1,;urdrn · with E :111i1<d>l\k1 123 '.\3andDOOS~ B.l·R. 

b. AWhl•rf:11 tlri: COJC 1<1 jifl lt.JJ ~xm11~ D1w111y (id11111YJ! Cnu•1sd.fi1r ()p.•,arioo. mu/ 
lm~·lliguwr billet. I i.;:mcur. 7hi~ · ..:tilln is c•;rnpl~ic . T11b ~ositon w~s ~1 n1cdand llllcd ·n 
March 20II). 3nd isu 11ennilm:nt pt•silion on 1n1r Joint M~1111i11)1 01J~11mi:n1. JI \l..'l.j \lacmt for 
nppr;ixim tel•; er • w.:cks ··rom 1)~~111hcr 201~ 1nt'c r11:t()' 2013,lic:v.·cc~ thc time the 
in~umbcm wa.o;. J c111 il d to !he <ic 'Ktnl C0'.1mcl'r. 0 1c: ~t :he Olilc~ tho Dir.:e1nr of 
National lnt!'lliPJ:ncc wd lhc lllTh·u. of a scniC'r Ar.ny Reserve j udi.;c J\ r with 
cnnsidcrehlc ..'lCJltrU:ncc n inicllis.:r.oc mllUCl'5 who wo.~ cu::; igncll to the Cu:c: on 1J full-timi: 
basis. The permanmi Oi:puly Gcncns Coumul fo1 Op1.m11hm. · nd In Uii; nee \I. ill rolturn to 
h~r pusition inJ11nuar.i 2•) 14. 

~. Rc:vlii' rrurdctJpf «ltdsot:cc.a>·flo,'ding,~fiir C.~S. /ICJ'.wn.1' il!f(m111Jtim1. !!mt ~!tre or rtta.ln 
lnm;cvrdtmc~ ·.1·/lll DoD ~141) l ·i I C:•ln~ 111 . 'Chi~ r~icw L~ part cf oJr onBoi:1;:: l rurlligcnc.:: 
Q•,cr,;it:hl r rcgr. in 

d. Rwit: intrnrui pr<r~i:<lurr~· unJ c1 rrM.' h'111tl op/11ions ro •11ri. ro: t/i(ll oollec1i11' 
i11(nfmrvfo t1bu111 US.. f11Jr~uns i:, /r1111ri.'utl ;,, utnu1kmr:v with Till<J .'O CJ~·. C /':CJ J~J.H, 
l)pJ) :>UIJ. UI suie.s. I 1a10,ur. m.moo p11i:· li s11e~ Jlf. flDO ln~ll.'11,\inn ,~240. 1 in Jl1Jlu.a11· 
:ZH2 wl1ich N~·i1:wi:d ou~ prllC~ i.lur ·rnml llpir1l11 11 ~ fo• .:11mpti311c . IF.ODO COIC close 
lu lir.ali1.in a 51 d Opmlir l'roo:durc 011 ln:dligcnc:: (lvm •ht .nd hsnclllny of l S 
pl!TSb~· infomiatiM. l~d by ho ro officer and c l a!ICI~ COl1rdin;i1c:: "llh the G~neral 
C~unMc! '~ 1,1nici:. 

·<:. •JiJi/m'.lllilJlJ()'.f itlli!IJigen:i! U\"!rl·ighJ lf1tlnim:. I c1nm1r. JlEDDO•a'lo1·ct1 i" 1t.ii11 ii1u 
as part of Jll.illUO lmlnluliun S240 .l l1d~nu<1r;' 201 2 · "'1 cu111i11 11 ·~ till' It Lu c1 •ur.; 
ccmpliurx: ·. 

-4. (l!.'ifttt'tt The liillu1vir.1J ;ommunl~ ijf~ nrful'l!LI on Lhi: Ii \·~ tt<:•1t1: 1111:11cJ;1t iM:.1~1 ection by 
llcf:UIY S.'(:rCllJ.")' o f J)c1'cn~c. 

a. Dt:1crmf11'' wile11!11rJIEDDO slrot1/rl be iiu.~i81111/t! i a IJW> 1'nrcllige1,, 11, <:nrnJH111e11!. 
Jll!DD COi(' hu ~uffaie: 11 i!llt!lli ~• ti: ·rnl31cil al eut oTitl cs. t'1 rJ.rn cut its eurrcnt 
inisum 11> "de • :he IED :1)'£1Cll" cv:n tl'lr·u I: Is not fomuill. da.~tzd z.s a D~fomc 
fr cl'i e11c.: n: jl<IMll1 (DIC)1inilc OOIJ~2<1 . 1-R I b fL'gu ~1lon11ppli~s 111 JJEDDO 
COi ' lh'if Ho ~n.·a-, the not> (i Rcpcm h!shlis,+iicd t' ~ r~ct •.Mt Jll.£000'.i · ~: I 
i nt~llil.'cnce m 1~in:i rcqw~ i\inhc:r c1¥Uk~l.icn . Jl£DDC1 \\ill pr~pO! ri: a lkm1lcd in!~sic-11 · 
lltotc n nt "()!'IL'> Intelligence e>!ICTUll ns as its 1 •rJll miisir.n ; ); · n~ in the: ft.111m: . 
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A\l.!1thm2m: 
J11.mu o oc J\ l y!ii~ . 12 Dec :w1 ~ 

6 {UI:~ Thank )'OU r.'r the (I f)OrtlJ'lil~ In p m·lrlt ur ~t, i:r. ·n. { ~· r ro thi ~ Jll ~ ll c i~ 
l\lr l\nd1c1v T r c:.y.JIE.DDO Qc1c;;il C:O'JJI I. H Ill y ~ 1~ ci :d :it 7 ~'40t· i 61 I by ,ail 11\ 

lulflt!l'O" IJ()D{) 2(190./ .J '~ff)/, ·1 JJ {)fJl ) Ct)/ ' ' -ti .ou»i· ,J ,nrdl· r~''" 'r. 
1•o/1u mJJJ rc I//() . ibi/11 ~ arn/rJ .,, fl 'l ti • ....,, rr w l ,,,. .11wno ·~· flP~.,· irtrfl ,, 

wmfflJ t. This vi!l b: ::;:compli I the t, ~tc tn 00001000. IQ 

c. !Jiruel ,l/f:'IJ/)() 11> rarlinpde 1111~1· 111 l c.vkf di•-rt:t/y ,.,fartdt" !tttfl«:i/INI cvmnti:r-fJif) 
iruukm. JIEl)IJO JdJ:.cJC!' 1n i;cti\'lll~~ wilhin the .•cn:ic nf its cu11·;;1t DU lhuriclc.~ . su~ic.::t In 
cootlnuaus n\·cr1ight by senior lccw:kr.1bln11nd the Jll'.f)I)() Offic·: .nfCS:n~ I Cou11!!.':L ·nils 
will cl'uln.11.c 11.~ JIEIJDO's ml~Mnn c\·nh·ci. 

d. D1tl!rmi1~ whi:t/;er JJJ.:J)lJ()'.f mf.ulm1 n •olutin".firmt ''d~m lJw 1 eh1•Mk"' It> ·",11Melt. 1/1• 
netll'orll ~ i.1fr. accordOJ1cn·i1A OolJJJ ZfJIW. l Pr:. l'hi. mi Ion rrrol \•cd full with n tl1c 
· c,111e ofJIEOIJO'• autharicics urdcr fJOl )I) nno.l'k "1'1c1 T'f" licoi'lc I w. r: u111 rc char.~ I y. 
documents w'Jl PfO'iit~ i;:rcatcr dctoU on spc(ific IDlc:li nee nfsslons. 
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R GJ; HIZ A Tl N 

MEMORANDUM FOR l)IREC'l'OR 

SUWEC7: Auilysl• of Hotline 1\llegations. of :i Quc1l1oll.llbl~ lntclli ~oticc AcH~ity (,'once111i(lg 
1'M Join IED Ot:fe111 Orsaniwtior. {Jll!DOO:• Cou:\l~";"-H!D Opc11t:ons I Jn'.olligencc 
rntei;rati!)D C:11r.tcr(COIC) 

. {t:/~) DOD lG .subruw!Ated tr.c alkg:.1ion tc1111Jic J F.J)DO COIC i'1l)ll'Oj)Crly 

~ollco.:tixl, w.uin d i.'llld di35C!llinah:d infammlioa on llS pen.sons. DOI.> !G further found COIC 
kckcd offoccivc i1 te!lifoJ.CllC~ cwcrs\gU, q11d that it~ 11u<lwrily ~~ '000 lm~lli&"'ll~I.' C11111po110.:111

''WJ un.: l~ur. Ti ti:i w~aur11J1uurn t\'al · e:. 1hu~1: :;po.:1:ifi~ Jlru!luss aml lht: f.11,;4 · I ba:iu~ 
:Hfcrlyin • ew:h ol' I.!~~ tincings . 

2. W/.~)Whil:; Findin~ 1 is !'luh.s~m~\llled. this L'\ bm:Ll on ~1;1tM:mtiu1lon of 1>nc oft~ sjx 
suboniimllt foetuaJ. iindi11~,1o wd l)'-lrt~al substa.utiutrun uf ;u1otlk1. bi: olhtr faitlin1;s U'C. in my 
VIC\I', li!gall)' end f; tually 1r.~umc1cnt. F1ndml!S 2 and 3 con~i::m::ig rclcnlinn 1md di. . ernillllllun 
or US pen.<1113 lnibn:utlou aic reasonably 5ubmntial<d b~· tho: inibmiation in ihc po:1. l'indliig 
4, ollcsing a lack n f~ff'cctivc inwlli encc flvcn;ight nl COIC, is condulinry un~ doc~ ool 

r~coll,lli:tie ch ~ l)f Slr'.U {'QiC hes made with rCS!)lct 10 lntclli11,encc (t\'Cr!ii,\U\. rinding 5. 
thut "COlC 11uthorit;· ~ DOD lrl~lliw;:n ~~ CQmpnrcn: (DIC) ill um:ICllT"'' i~ lru~ ~fur us il 
1pes. Cum:nt ulho:ilil: i;o1taio su!fo.:i~nl legal au · ri t~· f r COJC ~ pc1fonn illi prcsc1>t 
mi:;5io11. Howc. \•cr , xrcutcr clarhy fa nc<:dL'll !fl define cote·~ intclli ' ~c mi~ ·h;m. 

3, CU//FeHe) ~ir.din~ l: Tr.e COIC Jrr.pr1111fr/.11 C'<Jflrcred lnfiJ1mvr1'<m on VS hmm.1·. 

JIEDDO (h)( 1) 1 ·1(c) 
I r-.r•,.••-•

JIEDDO (h)( 1) 1 4(c ) 

I 

(ll/~ C i.m·un ol'US pmon intom1otion by overt mrons from pu\'IUc!, \'nil nhJ.? 
3owcc~ i~ en " intdliscne: octi\ity" ccm:r~ by to.Cl. l':!.'.l33, o..~ Dtncndcd. Th~ oulhoril)' tu d;) ~o 
i~ .subjt:c1 to the pmc;ctlur~.s •':S!l:blbhcd by the s~trr.)' or 0-.:l~r and appw~ by &h o;: 
1\ttOlllC)' Gcnc:aHn DOD .S24!J.1-R, A.:1il'itiiJ '?f'JJOD Jm.-/fl!l,t .•1··~ C:ompGllL'IJ/,f l1wt .1l.rflle1 
1."nl11tu Stu11t.v P11.r. mu {Di:ccmhe1 I982), Pu\lli.:l)·a\aitablc .~ourc.:s would i11cluJ1: rl lC lntc.1111,:1 1 

~11b~"r.iplions lV new! u'r br.u:w::s:i :1::rvit~:s . wn.I ~iJulltr :iuu~. 

(UI~ While .ilEDDO COIC is not formal ly desig1mcd (1!1 Defense hm:Jligon.;:c 
COlnJl<illClll (DIC) uad~,. DOD 3240.1-R, ilis dirccth·I! piuviLJcs thul •· .. . ulht'rtll'b~ll!lli()nS. 
;1nfl'i11md offkeR, Y.'h.m used ti1 f.:>rc ign imclligcn::c or ::l111111crintelli.scncc .lc:tivilics Ti'I which 
ptl!'IJ Of !!0 l :l,;JJ :S ilppht:.!i ... " Cit~ llU11Si(!o.':;t:l1 lil(;S for' Upurp:IS.:~ ~ [ LpJllic~bili!t' nf lhC 

SEi€REiT//N 0 roRN 
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regulation. ' Thls~CTiv l·y Is '.>.ithin tl"c SCt'p<! orna.e .JffiOD'."l'~ ll!i~iyncd misi<inn to "ddc::it lh" 
lC:D !}:>h:m. 1' CO!C mlli>•sts w..zy ovrrtly rul!DCLn:La in md ;, m'.n ntc: inf~ ino l-oc;lut l <;:• 

~l10!1 u1 nnly If JIH11)() COIL' employees (cMJiam. inlli nry, Md i:ou r clo:s) comply wi i 

Pr{X;edurt1s 2. J. 4 us ''di · 10. ll and 2 · n i :<l in DOD SA0. 1-R.J Howcvcr, g;eDtcr 
c' rity I. nc cktl tn define 1hc ~ru:c:lfl:iml• 1/ .f! " mi.~~ inn ;m p,ncd t(} .llEl)l)O.' 

tt1J11i1 ·' '' In ·1fl rn:i -.: ; 11111111e; 1~u 1 tort~i 11 ur w· r rl jlp ii ~·I 111 " 

1 
fl t)!) 5:!1H ,!\, p;r,< l'lC.1.1,1\. I • 


: '.A"'Plrtmc-:! or D• rcm>o rli"Cli l'l' (DODO) l C•JO 1 9 ~. J~lm 1_.,,,rn·!strl lx~lmh: "''"'<' :,.Jtj'rt U• n.,:;11/i~~ 

;jlf:JJnU), .' t1uari M,WIM. F#D J.3.1. 
J JlllDOO \ "11101111 t'<>uud O~!t,;.:.11. ~'.tlj1•·•t /vr ~ i;irl Opi•/1•• • 1•11,vi,h · 1:1 ( ,•1/1, ··r 01•11'•1 ,\ ' 11or1v /'Ir 11/~rn.-Y ((l!il: '1). 
duod1 Dct. I . UlZ 
• Thh C<1r•I ll!lltwf• h 1 c ; , tall 
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~ . (l )/,~) i Ir. Ji 1 ~ <1 ( c1 ln1 1 11 (" (' 1 tr \ l ' l , T h.i pan 
al lcue! tbw il llltl c nlr .::tor ldi.-plwn :d f:umcra In K=da..u r, Atgh llJlh·;an ui; in Qfl 

"'11l \l lhori?.ad
1

~ nc.\1oliin:tli:ld notiom:tl CQ\ .>rot.i: an Am~, 1 ,:111 1 uoi11!lr11i·.)'1.1 ...J,. nt. Jll>UPO ' '""' 
no fuc cwil bai;is co ~ hilllcnce the uutbfulncss uftho ull-:i;11hanund 01mll1Jdc.\ tlrw it rnmlhutL'ti £1 

, ioltie i1111 afDOP D11~i:11~c S-5200.37, M"nu.v, 111t 1tt urai &m ·;1:i'1m 1Jfl'h..fm.1 J/111'1aoJ 

/,11cWg•mce (lr<JMl:VTJ. !~lo 'IC 2. pm1wap}, J . Thi; cun:ro~lur w ·.i) neither M•lhori""d nor 
di rc,t..d y the u ::; o nuncnt w tCllld~ ih!i. 1 i; ·v i.I)'. 

U.!'<Ull$C ofinformo 'on syslcm.i; Wl'3 in(~" uis?i<!mimit:1m LITTIVOU i,;cncic . .. (,l h•c the hi\l,hc:1lt 
nri11ri1y t 1.. ihe intcrchu.ng oill!m1ri'ITT1 infonnition."' 

c. {Ul.~) oil ..:tiou an 11 CS Militm: ~cr on. · ' .c LS M!Jir~ Urdl~~ on ·7J 
l 1 n~ Arlio1:1ton C0 mc1ery ~ fcund c11n>ing :nb·m~klng m~ui;rialw and pro-al Qaeda 

lil\:C\ll~- J!EPDO "" ..J~rted t~ lhi~ illCidcnl thro~~h m j4 r~pu1t;.•, In ,rnti,ip.ulion or II 
prmlblc rcq ·J~1 fo r inform111ion Crom t:S lnw cntbrccnu:nt 1hm11gh USNORTHCOM ar ·J1c 
l,kp11r1111 mofDcfom:. lbe 11EDDO COIC ~01vJu.:11.:1I 1;1;r~in i,:ull..:1: i1m ·n~li~i Ii 10 d ·1u11ww 
MY lnfonuALio:i l:t lu po.s~cl!Sicm 'llw: may hclpdc:tcrmluc whether tl1c ltu!"vlducl w.:u re mnably 
I ·lii:v ·d 10 be lil •lfC~ l) J ll00l11 Iv C ec ill wj~ul i.:nul \! 11 vi: ·rn i 1 11 ..: r·1 111 i11n~ l l ·n urfat 
11,; t l•ti1y, ~p--..,·Wlh 1 ~'\:11 r.111: liu:rutwi: found on him. 'In~ ln 1Jntmliun ""' mll:.::!li.ary 10 Lin: 
c.imliu.:l nfJIEDD() COIC": rnL,-r.inn lo llS>; Sl l:S Ihm::.~ in tlelel!.tin mns. lJnd.~r OOD .S240. l­
R, pw(I C.2.3.:U . foreign in clll~n~ infor.Ollti:m mQy be coll 11..'d a:,oLIJ o US peoo1 for thh 
pul'Jlll~- Such lnfonnaliun may also he 1mllcctci1 In llll l ~ cl ~ntfon of~ rcq est from 111\.1' 

<:nforc mcnt oftlcitls t assisr in COOj)\lrating wirll 1hcm for 11 11: p11rp0\S\: or pl'oteeling DOD 
cmployc:c:;, :nlunn o , pro;x:rty u: IAC11li o .uuh:r UUU !>HU.I -I{, p.mi L: .1 :..2.J .'.I. ·11u., 
c..111 t !or1did not Iola 1100 -240.1. ~ c ii \ 1Jll$ aperm I. ~ · bl • w rC(l tin 

utl:orit ie:s. 
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JIFDDO (1>)(1) 1 4(c) 

(U/~}COIC proc durns 011 mcmion or us l'c 011s i.1Uomuuiou tn unproved 
~onsir.lt:rubl}' ~ inr:c implcmcnUiliun. oflhc forma.l lntclll jj.cncr:O\'l: rsig' t prngnm In 20!0. US 
ric r~nm infor1t1.'llinn w~A cnl'eclai In ~n nnr.o ll'ilh ll •11CIY111N'? nnrl rl'I in<'rl In nco..,rl 1 , 

\1ilh P;-.on•d«~ 3 und ·r DOD 5~4•). 1-ll Anomalfrs were sclf-rcpm1l-d through !he: quiutul · 
lo<c.li!(cnoo ovm;ig.ht wport1. ·n1~ is~w.ncc ofJIHmo IN:tructiC\I\ 5240.0I , J/J.:DDf 
lm11l/lg<•n<:e Or-er.ti,qlrr, in .lt1n1111!}· 2lJl2 lnis lcd Co lilt subs•. ntial i1:1provi:01cnl oflO ctivitiils 
c~pcola.lly a~ l.bay rclulo l<> the rct1:111lo11 r.f II); pgrsom i11tbrmallo11. A m:pwllo Sun@rd 
Opom lin~ P:-<•~UUlLl"lil in ;:umin1ly in fa_, Cinol u1•1,i,~ <' uf1111m?lo1lon .,.hi1•b will proviuQ U.mhr,.'T 
dotollod uuidlll':C'e or. the hDndling. rctcntfon n.nd dl59cm:rwlon cf US !'(!''on informal.ion. 

:5. <Gi~} l'inding J: 'll1: COie J111prn/1irly lJl.~.<rn1lr1:11w/ lntim .iuim: 011 C!.~· t'e1~mll.t, 

{l:/.~ Th:: 'R1."Port Di'lnvc~liJ:lnlion cited 1wo pruc.luc: ts n lc1L-;cd autrldc nrcrnc in whi~h 
1hc "JS pcrsnns informatio ·~·a._• no1. rc·perl)' trur~ed. Tl1c luumcc of JJFDD In.mu.etion 
~2'1\l . 0 1, .m;v.r:;o lntr:o'Jigimce fJ'\·11r.r:ig!1:, in .lanwry 2012 hLq cd '""the :Uh:c.tanU 
improvement cf 10 llC1ivitics ~~p...>efally as tn:y relotc to th~ ret~ation 4Jld dis.!lel matiCln of US 

0 !i«;;;,·r~·.'r"l:GJ r?ffUdltr"IN-' llr1P01sif.ili1U.:. l'!rJ ~.J , !l!';u1d '1 

:: l)QL> ~?,'(! . •- .pm (11'.!.~. "t';l(\l;ipaW:!" l!:fu1od u 1 )'11:.·11~ 0 uiul wl 
1> mnnnlvti~t. ' i':li;lude 11.!:t;UJri.g 11'.o{lfOO!.D:, k1 ~u "~ ' 

) JG1 
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pi!rson~ information. A ~cpnmtc Sumda:d Operating t>rocaJurc is cur1-ei1tly in th.i fitml slllgtii :.if 
cumpleticn which will 1mividc fur1l1<r J;:wllcd gui~cm.:i: cm lb: Londling, retcnliun !md 
di:ss1m1im:tlun ll f US pmvn~ inlimnation. 

6. (Ul~.fi!!c.ling 4: 'J'J,11 CO/C l.ad~cl £.ffectfr1 Jntalliger.ca 0'.•IU'.\'ip,111, 

(L'i~ Sin~~ U1 i:: irwcplior. ofC()IC os JIFIJDO'~ intclli~cncc !!nn in W01, q1:.e.~1iore 
have pi!f!>lstcd a_<;-~ mspon.si'il)lty fur nn~r:l':1 &':ine i~m )lh1f!ram •ISO(I), in I'. Olfltt1('1 rtnfl':cl l 
JUJle 2001. determine lhtt the l\ssiS''31'lt to the Sccrcluy al' Ucte1u~ for lmclligencc C>vcrRtgh: 
(i\TSD-fO) woulJ pr1.wid~ ,_,..,,,«~1 1(1 J I T>l)O'~ in1 ..11is,..-ncQ ;ir,: 1 i•-i i ia~ . n 2010, l ;Sntl) 
revisited 1hc inuc of ins1i1u1wnnl intclligcnc.c: ovrmi~t ~1ta.rding Jlt::DlJO and t~ntatil1cly 
d~li!rrni t1'tJ thai t~~ t\1J11)''<: N>tli<•l'.l"IG:ou.ii\i ln:..! lligeoi;i: 1:nt.:1 (NCilC} r1hu11llJ 11 r.:1~mo:' 1 l;~m., 
datfo3. After ooruidombl~ discussion, it v.ns fino.Jly d..-tcnr.ln<:d ·.hat /t,'J'Sl.).J(J l!hould rclaln 
lnt£11i~nl!l!ovcmi~:t r.:~po1,,il>ililic~ for .JIDDDO i11 111.:cvnllmi:c \.,;th i1~ i:h '11Wr 1n i;on1.h1c1 
iru1pCctl~n~ to m.:surc lho proynm m1X;t~ the rcqo,ilr..nxnt3 of lJOO 52411, I · .H. And pr:o'lidc 3tut' . 
o5sistant.e when rcqv.cstcd. This tutmllil rel).rc«abl)' dcU®'!~'(] from and dolo)•.:d w 0.11cXicnt rlu:: 
lh!~c J(JfJ'JllC~ll Of l:tU cffe~ti;.· i; [Q JllUl!liUll, ' . 

(lH.~) Since the ~ppot.mnwM or a Dcptt)' ornc:r.il counsel 1or Op~r~1io:is nmt 
IDh.:lllgt--nixi in Mun:~ 2.{HO und imph:munMt~n ol'u m,u;1 b<;r of tortnlll 10 m.c~uro~, leadinC U? 
to 1h1 publication of JIEDDO lnmu.ction "240,01 ;n J:ulllary 21) 12, JI EDDO' s lntclligen~i; 
o•lcmi;hl pruwum has llemon:;.lral~ c.i:mtlll'.llll i:npnm:mcnl. !'rui; ~lll::~ tia~· t: ~c:o .a lr~4tllmcd 
:ind :idh1:rc to 1)01> 5641}.1-K, ~;o l'l:l33 :imi 11thcr govi:mln d1rc.c t\·c~. F".lmial 10 tralnlng 
proi,;r~ intNducetl in 201211tl.d bt.1yorid bl \'ll lilrthl!.r ir.cr~~d !he erlecti~cr~ss ul' IM JUIDDO 
10 program. 

7, (l1/fffit!ftl Fi:idinc 5: CO/C A111hvrlty t1~· a DOD Jr.1eU,• 111.1m·e C:ompwH!n.' ww· Um;/~ur. 

(LJI~ JIEDDO was formally cstablis~d by the Sccn:tlll'Y ot"Dd cnsc on 18 Jan 2006 
pursuant 10 bis uulhori ty "1ltkr 10tJSC§ l1 ~ . when thi: Dcpu;y S~rewy 11f DefcD11C (nSD) 
11i,gn~(I ft mc;monmd1tm ii..<fabl1)!11i;q11t <1ffi;r .lo/JJI i'mprovi, · ,., E.VJ/fl,rl·~c Dcr' ·i: Dr,[t.a,• 
Orl).rm.'&0.rlcft . DOD Directive 2000.19E w1.H imi;:d on lieli ·f ~I' 1ho Se::n:tury of Defe1isl! un 14 
Feb 2.006 and is curnmtlyin ef.lh;t Jt l:itablishes Ill3DDO ~ u ·jo;nl cnlily" .md "julolly 
11111ntU?>:l aclivity' ' ol'tha lJepnrtmcnt nf :R?t"cmsc wich tlic " .. . mi:;,inn. ·c~1xi:i.r:ihllltlc~, t\111ctlnns, 
~!ulllln,hips uatl 11utltlllit i•J · pno;s1.:ribr.iJ hcr~· n. ' .11f11r\h'r J1 11v" lt"S 1t;11t JU! DDO c.p ~r;itts 
under ihc " ... 1111thority, dirll'l:tion anii .c-111\trol ot' tlw Uep1ny ~:ic:1ete.iy ~f' r>efens,. •· JI F.000'~ 
Di~l(J~ Np:>ru to 11..: Demny S~'Cr1lta rj' ofDo.ifeo~ . Al tho: tim: J!l''°f)O w ;is c;N~td, it N 

C!l-BJter d!rccli~'C did not C;)n\aln :ury r-eromic:: to CUJC, or 31\}' other componilnr th~e would 
ru:~omplish 1JEDDC':1 originu l ..d ~fcut lh.: !El) :;~5 l~m1" mii;;ion, wltii:h wus »p:::uificu]y 
ru11igni:d to :n:DLJO Jn ti'\\: :W!Y.>dlrccti~·i: . 11 E111·I)' im.:111111mgnDizational chorts rcforrc.: to tl:.c 
(OJC ~ imply m "R.,;~ ivn Uu..:it .' ' 1~ 

u DODD W90.i !i.t. pu. J .l. . 
" Q/ ,O c ;lu< l~d :on 11Ui!it vrCOI(."~ m:1~ic~ ;:.n4acli•illtt In 1 .u~2ooi. Th• rqioit 14 0.\0.{>9- 1'1:?: i 51Nf.'). Th• 
uncllmt<*l t11I: 61 me re(ICi11 V11f:n:..,. .llant.yt.•,.,,lff: ;·1,. JJWIXJ l'"'"'tiu J1a!r.·:.iJI• hn•lllJ;111:1 !iwppro~ hin -1 <11 ~1• 
UN !•i!~Wa 10 ':fa•/f>•N1~'e1· rmJ flllf}!'OW 1.'wnii1ur.'f:J1. QAOMr:s llU1 U1a -oefo . cllc r.c l\Yurf..~or -.nll!A !hr uclwur~­
mls ~I~ 'll~r ncl•ljlJWl~'\tl'lln llil by11lcOS1.1, llll4 L.11111 dokl~ 5') ~~Jk &cncr ~ I D'i!)' Ille SC~j:\. Ul'UY. )IC.:)1)0 COIC'N 
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{U/~) ' lhc Undci S cr~:M)' o(Ocfcn.w (lole:li ll,ec{U. D-J) 1a1 • d in 2 I tluLlh 
CO!C '.\'US the inld li2~r compu:icnt of JIJ~ IJ0. 11 I.~e,1l 1u1hnrlt l· fnr JIF.I no 10 cnll ec.t IJ!o; 
f ..n:nn l fnrmn1io11 llurinr, I~ .~nllf~ <1 fp~rfom1in~. il~ 1i ivn t1r (11nrli1m (in11•n1i 1 lh".·lilir. 
ot' LS pcl'll rtlufmm:iti[l]l from publicly available s.ncrce1) i b cd upon the (.'OI •· IU ·a 
1he "inlclliscnco componc'1 t~ ofa defcnliC oclh·it}'. a_!;c:t1cy, m urr, :ii:rotlon. and ':>ecaQ~c tlu­
actlvlty IH r.:qu.red In nrdilr I ~ Ferbr1n ~ JlJnctlun ~~lg.i1od lhll ,COr. I ~ nt , J 1tel <Jllt Ii f)()D 
524-0. - I ~ p;irul1r&.1?h C:! .3.2 f\1r Cll!!U~ m>I inwlvini,qmbllcl~· 11v11i nblc mfun11uti on, th., 
JIEOOO COTC l11t.1 110l'i n1il)I to cL>ll oc."1 it il'il moci~ lk 1lclinhln11 offorcl 111 lncclll cncc, a~sct 
<'Ill in DOD 52.40.l• l'rocedure 2. p~m,b'fnph. c:U..l H Jtr.ODO COlC h r. the me authority to 
c11llcct u all non·[nt: lll enc co01111u11i1y compooc11t1 rif (h'.: DCilAJtt ~11 : nl' fc SL·. 

~'ni:m. ·1 
C\f ""' her m bU1' u!' t JC, uuJ L1 i:a; co:u:nc.d ~ 

11 Pqi:in.r:icnt n f 
<>1 111 Ta' 

" not ~ ..,11....: 1~ . 

:'> lcmoran m t\'r Ollc,;or. O~rtric tr.· n ~r.oi '' enc;• .I ,.., Jf;':J.J / }(}, Ii' 1?Ji:,·1n1:.1Jrloit (JI,., m1 •.11tt11 


O•..n1sl.1 rk~f1' "J1b 1f•l•'r ,~ I /vm; ;;? )1)7 
"Rymcmo dued I June :!ti 7. U!.Ot! ~nlinnei ~ h.11 f~ JIEDOO'r C0\111 "'1£0 Opcr.iJilmfJn Ill < l nt"~ulion 
('tllttr rro1r.1W.111rml!nrine Ir.tel IECre<e OT i r.tclfi~:c·r: l 1li:r1 IC11;it] 111111 n• u,1 ~r111rlv '\' Ith rtn. .lll) and 
ln l'lm 1•nlln11 DuD OirCL~lv tn<l lti;uloli""" 1 I• ll'•mu .,.,.. ..,,~ 1 11 In 111ipor,. 1•' UFob 1007111c1111t rr111nll1t 
1Jlrc,1ur. IJJ,\, •:onou11u 11, ~ : 10lc f#ld l\'Jp()fU1~i: lt1c1 oi' LY.A l 11 111 1 1 1H1 ~ i\ IStlll{) In rrovJln . mrnl ln·dllr,i:oo: 
0 ·1en1~0,· 1ti~ tt:DDOco1l: ·11rr.clll~r"'e ~ r.t1vl1I•• 111 :1m1nti11r 11•nr;Mr :1111'\ Monr l!Jll11ol) 111 1JS/\ ·Rtll 
etlA.bUolted ~· ~()[C ~)' mnruu!mL. ··~1 usM1'.vi." .i_"1 tt.f r/,,. t ', v 11!11.·r JA'.'J { 'p""rtfJ.'l!l'r,JI /rt• IJ t'S' rl lf"' ( 'n 11 • .011 :l'..'\ UJl'n ?. h IOM\ in r1r11"nc11 p1n· 
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_.. -­

f. t\Nl>IU· W TVJ,11.l:V 
O~n~:ul Cuu11:;e.l/, 

po~:. ll'.'ld r~ dolt1.,,,,i>l linl!t Sl»c.. 1"11r;;; . ln •h• •l•!HI M lmp .,~ .,,~ :,,.. •< l'lc<l> .. • ."'M, ~;... Poblle ilw 
: n.5n... . Somloi Hill. llltllDO'• "All..: IA! Nt11\'<11~" 1tlluh~ 1 l ~ whlliu !l z~cup.,; ulJlubDO 'sv~ o '1; :o "'.. ,jll<ir. 
Ir It ~ s 1,.tes. roma(. in r_,1.1(It° imprn·k•d u:r'-1 ..i •JW c.:.,1lti1t_.'' 

. ,... (' .. .,. 

{ J/I~ Cum.11l 11uthori1ies tL>utllin suflicii:nt kcal 11uuwrity for COJC top frm'. 
intt.lllcP.n':tMnlmcd nr.ti\olt i~~ \\ithln the 8C.OJle <1fi1~ (JLrrcn· mi!;iinn. 11~ prnvidctt tiw 1M1dcr IJOIJ 
5240.J-.R. p:ira l.lL 1. 1.S.16. Ho"'"Cnr, the Ol1D TG nporl hi~hli:;htcd Ibo need 111 7T',uru cl~.axl)' 
c.liM Jll'.l>DO COIC's ll't Lli cn..--c mission. Collcd on of LI!> jXDO::l lnf<JrlJU\lio11 b~ oven 
m from publi:I :• 1mu lnble wurccs ' • m "in11:lr~·:;c~ acti~-il;"' cuvcred by l! .0 . I n33• .u; 

u.·m.~ufad. Tln: uuthvrily ta do"° is L".ll>Jt11:\ I~· tho rrn~11d111~ ~ . bli:;h~d b~· d:e S<!crelllt~ tlt' 
Oct<:nAC ander1mwcd :>ythc Attcm~y General in DOD!l 5240. :-R. lc'liviti£:J ofJJ()JJ 
lill~l!lf!t:Jll:c C1J1Jrp011c1u.Y 1/lat df/"1 Unf/e.f Sta/.:.vl'irJWls (Dcffmlx:r J98.2). Furmal 
,J.,.ii;u~1iuu ·)f JIEDDO C:OlC a:i a OOD l:ltclligci:<;o C.:01npoll011t i.1 n"' n.,.;c:.s.uy fur l'.Olt: tc· 

continuu \U optT.sl!: but wuuh.l 1eclJlll1Lr:c lhc ~um.l11 l!lalu~ ufCOlC'~ u;i1:nl! iOl'lS waJ \llm1lJ Ill>! 
lmpJsc any additi<lr.:11 apcrational or edminislrll!ivc bunlcr.s, .sin:c it ll11cud)' fulluws md 
submntfally C<llllpl le& '•\~th DOD ~2-10. l -R. 
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(U) APPENDIX C: Director, JIEDDO Comments to 
Findings and Our Response 

{II/j.f'):' '0 } l· 111cli11y 1 T'lll' 0/( 1111/11'11/ ''' /1 Ci/lcctef1 111/orr wtio11 011 TIS P ,,. n11. 

(UI/~) Our Investigation substantiated the allegation that COIC personnel improperly 
coJJected information about U.S. persons. At the direction of COIC and JJEDDO leadership, 
analysts collected information on U.S. companies and their CEOs, U.S. hostages held by 
foreign extremists, and specific U.S. persons. ln addition, COIC analysts improperly collected 
intelligence using aliases ~nd uncoordinated cover. As a result, COIC leadership and analysts 
actions violated, or were inconsistent with, Executive Order 12333, "United States 
lntelligence Activities"; DoD 5240.1-R, "Procedures Governing the Activities of DOD 
Intelligence Components That Affect United States Persons"; and DoD Joint llm Defeat 
Organization Instruction 5240.01, "JIEDDO Intelligence Oversight''; as well as 
DoDD S-5200.37 "Management and Execution of Defense Human Intelligence (HUMINT):" 
and DHE·M 3301.002 "Defense Human Intelligence (HUMINT) Enterprise Manual, Volume II: 
Collection Operations." 

{l T) Din cr"r /IT:DDO Co111111e11ts 
JIEDOO (h)(1) 1 4(c) 
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JIEODO (h)( 1) 1 4(c) 

(U) For the complete text of JIEDDO's response to our findings, see Appendix 8: Director, JIEDDO, 

Comments. 

(U) Oc r Rcspc m; • 

(U) Our response to JIEDDO's comments regarding each of the six examples clted as Improper 

collection on U.S. persons is below. 

JIEDDO (h)( 1) 1 4(c) 
(~) 

JIEDOO (h)( t) t ·t(C) 
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JEDDO (1>)(1) 1 ·1(c) 

-
(U //~)Collection on U.S. Persons Held as Hostages: JIEDDO responded that U.S. Special 

Operations forces specifically requested JI ED DO COIC assistance in locating hostages, specifically 

the "use of COIC 'tools' to help geo-locate foreign nationals who held a US person captive," not in 

defeating the IED threat. JIEDDO contended that ''the operational focus was not on the hostage, but 

on the terrnrist network and the foreign persons that held the individuals." JIEDDO contends that 

information on hostages may be collected by a DIC [designated intelligence component) ifit is 

necessary to the conduct of JIEDDO COIC's mission to sL1pport U.S. forces. We maintain that DoDD 

2000.l9E gives )IEDDO the mission to defeat IEDs as weapons of strategic influence; however, it 

says nothing about defeating terrorist networks that may use IEDs. While JIEDDO's capability and 

desire to assist the warfighter are commendable, this assistance falls outs ide JIEDDO's original 

charter. Furthermore, we did not find where this activity received a collectability determination or 

was supported by a legal opinion. 

(U //F~H!l 8~ JIEDDO's Collection on a U.S. Militat'Y. Person: JIEDDO responded that according to 

media reports, the U.S. Marine arrested on June 17, 2011, near Arlington Cemetery was found 

carrying bomb-making materials and pro·al Qaeda literature. JIEDDO conte11ds tllat in antic ipation 

of a possible request for information from U.S. law enforcement, through USNORTHCOM or the 

Department of Defense, the JIEDDO COIC conducted certain collection to determine if it possessed 

any information that could help determine whether the individual [U.S. Marine] was reasonably 

believed to be engaged in, or about to engage in, what cou ld have been in ternational terrorist 

activity. According to JIEDDOI 5240.01, "reasonable belief' must rest on facts and circumstances 

that can be articulated; "hunches' or intuitions are not sufficien t." We maintain that co llection on a 

U.S. person in the United States who is suspected of terrorist-like activity is domestic collection. 

The collection on this U.S. Marine was inappropriate because no valid mission requirement existed, 

. 	the FBI did not request support through USNO RTHCOM, and reasonable belief had not been 

established that this U.S. person was involved in international terrorism. When an activity does not 

reasonably consti tute foreign intelligence, inte lli gence suppo rt to civilian law enfo rcement must 

also adhere to DoDD 5525.5 and receive SECDEF approval. Furthermore, we did not fin d where 

this activity received a collectability determination or was supported by a legal opinion. 

(U/~)Bowling Green Case: JIEDDO responded that the r quest came directly from FB I agents 

in Afghanistan. Alwan and Hammadi were U.S. persons at the time of collection, as defined by EO 

12333 and DoD 5240.01. We maintain t hat JIEDDO had no authority to collect on U.. person in 

the United States because the request did not come through USNORTHCOM. In accordance with 

Chapter 18, Title 10, U.S.C, JIEDDO can support civilian law enforcement involving matters of the 

DODIG-2014-055 I 67 

SE€RE'f //N8F8RN 



Sl$€Rl$T/;'NQFQRN 

Military Cooperation with Civilian Law Enforcement Agencies Act of 1981 provided the request is 

staffed through USNORTHCOM. 

JIEDDO (I>)( 1), 1 4(c) (5III 'PIF) 

[U/ /.!"~ 's10j Firtdilw B: Tile• CU/[ lmpropcr/11 !?ctrlln<'d fll{nrmation on US P<'rsons. 

(U/ } fQ' 'Q} Our investigation revealed that the COIC improperly retained information about 

U.S. persons. The COIC failed to consistently conduct collectability and retention reviews on 

U.S. persons information in the COIC's holdings, and U.S. persons information collected by 

COIC analysts was not compartmentalized on the occasions when a collectability and 

retention review was completed. The COIC di~ not comply with the 90-day retention 

timeframe because ofpoor intelligence oversight reviews. Finally, the COIC also lacked a 

systematic means for purging U.S. persons information that was inappropriate for retention. 

(U/f f8W8) As a result, COICanalysts collected and retained U.S. telephone numbers in the 
COIC's Palantir database. In addition, COIC analysts collected and retained information on 

U.S. persons in support of law enforcement activities. Requests for U.S. persons information 

and intelligence products that contained U.S. persons information were reportedly not 

always vetted through the COIC's General Counsel for Intelligence, as JIEDDOI 5240.1 

required. Finally, U.S. persons information was retained past the 90-day timeframe in 

violation of DoD 5240.1-R, "Procedures Governing the Activities of DOD Intelligence 

Components That Affect United States Persons" and DoD Joint IED Defeat Orga~ization 

Instruction, JIEDDOI 5240.01, "JIEDDO Intelligence Oversight." 

( lfJ r1ir ·ru /I UJI J(} • nm111f' 1 t,· 

(U//~) The Direct r, JIE DO, partially concurred with Finding B regarding the retention of U.S. 

persons information, but only regarding the two examples substantiated in Finding A. JIEDDO 
stated that COIC procedures n reta in ing U.S. persons information have improved considerobly 

since implementation of the formal Intelligence Oversight program in 2010. According to JI EDDO, 
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U.S. persons information was collected in accordance with Procedure 2 and retained in accordance 

with Procedure 3, under DOD 5240.1-R, and anomalies were self-reported through quarterly 

intelligence oversight reports. Finally, JIEDDO contended that the issuing of JIEDDO Instruction 

5240.01, JIEDDO Intelligence Oversight, in January 2012, has led to a substantial improvement of IO 

activities, especially on how they relate to retaining U.S. persons information. A separate SOP, 

currently in the final stages of completion, will provide further detailed guidance on the handling, 

retaining, and disseminating of U.S. persons information. 

(U) For the complete text of JIEDDO's response to our findings, see Appendix B: Director, JIEDDO, 

Comments. 

(IJ] Our ResD011s1· 

(U//~) JIEDDO collection activities did not always undergo a collectability determination and 

based on a manager's review of its information technology department, JIEDDO's intelligence 

oversight officer or general counsel never processed a request to purge its systems of any 

information on U.S. persons. We acknowledge that JIEDDO procedures may have improved since 

our investigation concluded. However, we have no data, beyond what is contained in our report, on 

which to base further comment. 

{U) Findinp C: '{'/J(• crnr lm/Jl 'OJJC1'~\' !)1:·.\l'lltill(lf11d !11f<irn1u1Jn11 (}/I f/..C- fll'n·11n.• 

(U//ofeti&) Our investigation revealed that the COIC improperly disseminated information 

about U.S. persons by releasing products that contained U.S. persons information without 

proper "U.S. persons" markings. The COIC failed to properly mark these products because, 

according to a COIC analyst, such dissemination occurred so infrequently. Additionally, COIC 

Intelligence products that contained U.S. persons information did not always go through the 

COIC's intelligence oversight review prior to dissemination, as required by JIEDDOI 5240.1. 

(U//FQVQ) As a result, the COIC violated DoD 5240.1-R, "Procedures Governing the 

Activities of DOD Intelligence Components That Affect United States Persons"; and DoD Joint 

IED Defeat Organization Instruction, JIEDDOI 5240.01, "JIEDDO Intelligence Oversight." 

Furthermore, products that contained U.S. persons information that did not undergo an 

Intelligence oversight review were not minimized by replacing identity Information with 

"USPER", or U.S. Person. 

fl!J !Ji--cctur. jWJ)fJ( 1 C,, nrn·.>nts 

(U//~ The Director, JIEDDO, partially concurred with Finding Cthat JIEDDO improperly 

disseminated U.S. persons information, citing the fact that only two examples in Finding A were 
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, 
k lligenc.:e Oversight 

substantiated. JIEDDO said that our report cited two products released outside the COIC in which 

U.S. persons information was improperly marked. JIEDDO also said that the issuing of JIEDDO 

Instruction 5240.01, JIEDDO Intelligence Oversight, in January 2012, has led to substantially 

improving IO activities, especially as they relate to retaining and disseminating U.S. persons 

information. A SOP is current ly being staffed, which will provide detailed guidance on the handling, 

retaining, and disseminating of U.S. persons information. 

(U) For the complete text of JIEDDO's response to our findings, see Appendix B: Director, JIEDDO, 

Comments. 

(U] Our Re,·µu11'ic' 

(U/~) COIC procedures may have improved since our investigation concluded. However, we 

have no additional data, beyond what is contained in our report, on which to base further comment. 

(U/ /~) Intelligence oversight training, knowledge, and practices In the COIC were 

inconsistent and some COIC members characterized them as "minimal at best." The COIC 

lacked an effective intelligence oversight program because prior to 2012, JIEDDO leadership 

had significantly emphasized the program. In addition, the COIC's worltforce had varying 

degrees of initial intelligence and intelligence oversight training. 

{U) 1)ir •c.tor, IJl-1Jf)1), C"mmenc::, 

(U/~)The Director, JIEDDO, non-concurred with Finding D that the COIC lacked effective 

intelligence oversight. In his opinion, the finding was conclusory and failed to adequately recognize 

the major strides core had made regarding intelligence oversight. According to JIEDDO, questions 

about who would provide its intelligence overs ight detracted from and delayed developing an 

effective IO program. JI ED DO appointed a Deputy General Counsel for Operations and Intelligence 

in March 2010 and published JIEDDO Instruction 5240.01 in January 2012. In JIEDDO 's opinion, its 

intelligence oversight program has demonstrated continual improvement, processes have been 

streamlined and adhere to DOD 5240.1-R, EO 12333, and other governing directives and formal JO 

tra ining programs have been introduced since 2012. 

(U) For the complete text of JIEDDO's response to our findings, see Appendix B: Director, JIEDDO, 

Comments. 
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(U//~) In 2010, JIEDDO was tasked to establish an intelligence oversight program. As cited in 

the ATSD (IO) report of a Staff Assistance Visit of August 9, 2011, intelligence oversight knowledge 

in the [JIEDDO] workforce was inconsistent. In July 2012, JIEDDO finally approved its intelligence 

oversight policy. In addition, statements from a variety of COIC personnel, both at the senior and 

junior levels, indicated that intelligence oversight training, knowledge, and practices in the COIC 

remained inconsistent. COIC personnel rated the Intelligence Oversight training program from 

"minimally sufficient" to "average," and several members believed that the training was conducted 

only to "check the block." The )JEDDO intelligence oversight program may have improved and 

become more consistent since our investigation concluded in January 2013; however, the 

effectiveness of the JIEDDO intelligence oversight program since their changes can only be 

determined during the next external intelligence oversight inspection. 

(U) FindiJ g E: COIC Authority as a Do lntclligcncc (;om onen was Unclear 

(U//~) The COie's authority, roles, and responsibilities as a DoD intelligence component 

were unclear and undocumented. DoDD 2000.19E was written prior to the COIC's 

establishment and therefore did not specify the COIC's authority to collect raw data under 

the auspi(:es of research. COlC senior leadership incorrectly perpetuated the idea that the 

COIC did not conduct intelligence collection. Likewise, DoDD 2000.19E did uot specify the 

COie's authority to collect raw intelligence and produce original intelligence products. 

According to officials from OUSD(I), the DoD Office of General Counsel, and the Office ofthe 

Assistant to the Secretary of Defense for lnte1Jigence Oversight (ATSD(IO)), no DoD 

directives or guidance existed that defined the COIC, its designated functions, or its 

authorized roles and responsibilities. DoDD 2000.19E tasked OUSD(I) to provide policy, 

guidance, and oversight for information management and intelligence to assist the JIEDDO 

on matters pertaining to JED Defeat. But inconsistencies existed about the COIC's 

authorities, roles, and responsibilities. As a result, the COIC leadership was confused about 

its authority to conduct intelligence collection and therefore unable to definitively provide 

written authorizations to their employees when questions arose. 

([!} Dirr'clor, !IFDDO, Comnu··nc-; 

(U//~) The Director, JIE DDO, partially concurred with Finding E that the COIC's authority as a 

DOD Intelligence Component was unclear. But he stated that JIEDDO CO IC's legal authority to 

collect intelligence was very clear. However, he added that the nature and scope of its intelligence 

mission to accomplish its collection activities should be clarified. 

(U//~ The Director said the Secretary of Defense fo rmally established JIEDDO on January 18, 

2006, and that DOD Directive Z000.19E was issued on behalf of the Secretary of Defense on 

February 14, 2006. He added that when it was created, JIEDDO's charter directive lacked any 
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reference to COIC, or any other component that would accomplish JIEDDO's original "defeat the IED 

system" mission, which was specifically assigned to JIEDDO in the 2006 directive. According to 

JIEDDO's response, current authorities contained sufficient legal authority for COIC to perform 

intelligence· re lated activities within the scope of the current mission, as provided by DOD 

5240.l·R, paragraph DL 1.1.8.16. 

(U) For the complete text of JIEDDO's response to our findings, see Appendix B: Director, JIEDDO, 

Comments. 

(U) Our Ue~pnn.·.·c 

(U//~) We continue to submit that the JIEDDO's authority, roles, and responsibilities as a DoD 

intelligence component remain unclear. Because the mission statement in DoDD 2000.19E does not 

specifically include any reference to the terms "Defeat the JED," "Defeat the IED System," or 

"Training the Force," one must assume the terms and the mission statement are connected. In 

addition, at the time of our investigation, no clear understanding existed of JJEDDO COIC's 

authority, roles, and responsibilities in the JIEDDO COIC itself, or in the offices of the USD(I), DoD 

OGC, and ATSD(IO). Also, jlEDDO pointed to what it believed were clear legal authorities to collect 

intelligence as assigned by the OSD in DoDD 2000.19E, even though previous JlEDDO leadership, 

senior representatives, OUSD (I), and other DoD representatives found DoDD 2000.19E to be 

unclear. In addition, the JIEDDO COIC command brief (slide 12) of July 16, 2012, read: "JIEDDO· 

COIC has no authorities to conduct intelligence collection missions." The brief added: "JIEDDO has 

no authorities to collect on U.S. Persons and must adhere to applicable USG and DOD Directives." 

The Acting Deputy Secretary of Defense and the Director, JIEDDO, stated in response to 

Recommendation A.2 that DoDD 2000.19E will be updated. We underscore the importance of 

specific written guidance fro)TI USO (I) to clarify JIEDDO's intelligence authorities pending 

amendment of Do DD 2000.19E. 
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(U) APPENDIX D: Prior Coverage 

U} 	C IC ollec io on . . Per o s 

(U//'fetffi) No previous reviews or investigations have addressed the allegation thatthe COIC 

collected information on U.S. persons. 

(U/~)In August 2011, the Assistant to the Secretary of Defense for Intelligence Oversight 

conducted a staff assistance visit, which resulted in a memorandum, subject: "Report of Staff 

Assistance Visit." The memorandum detailed deficiencies in the COIC's Intelligence Oversight 

program to include training, intelligence oversight, and reporting, and provided recommendations 

for improvements. As it related to this investigation, ATSD(IO) recommended: 

• 	 JIEDDO should develop a training resource tailored to the nuanced risks of COIC's 

organization and mission, especially as its mission focus shifts, as anticipated, to new 

future target sets. 

• 	 JIEDDO should establish a process to make and document retention decisions on U.S. 

person information. 

e 	 JIEDDO should establish a policy for marking working papers, files, products or 

databases containing U.S. person information. 

o 	 JIEDDO should review the command's control of database access to include: 

o 	 A review process prior to posting and releasing of products. 

o 	 Control access to SIPR database information. 

o 	 Consideration of a password and login requirement for files containing U.S. 

person information with special consideration given to the implications and 

challenges posed by the requirements of Procedure 4, ["Dissemination of 

Information About United States Persons,"] DOD 5240.1-R. 

(U//~) ATSD(IO) reported that the COIC's intelligence support and oversight relationship was 

unclear with regard to Executive Agency responsibilities and no dedicated IG support exists for the 

organization. ATSD (IO) recommended that the COIC establish a way to conduct a periodic 

independent review of its IO program. ATSD(IO) noted that this was normally performed by an 

Inspector General, a duty position for which JIEDDO was not currently resourced. 
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(U GAO Report on JIEDDO lntelli ence Suppor 

(U) In November 2008, GAO published a SECRET-level report, GAO D09172C, "The Joint 


Improvised Explosive Device Defeat Organization Provides Valuable Intelligence Support but 

Actions Are Needed to Clarify Roles and Improve Coordination," which stated: "the COIC was 


developed without specific guidance directing JIEDDO to establish it or defining its roles and 

responsibilities, and the GAO report found no DOD guidance and limited J!EDDO guidance to 


· provide additional direction regarding the COIC even after it was created." GAO found "confusion 

over whether the COIC's roles and responsibilities align with the functions of an intelligence agency, 
which led to concerns about how the COIC coordinates with DOD intelligence organizations in order 
to vet COIC products, particularly whether the COIC should follow the standards and procedures 
used by intelligence organizations." 

JIEDOO (h)( 1) I .f(r.) 

J EDOO (h)( I) 1 ·l( c ) 

Subsequent JI EDDO leaders questioned the COIC's intelligence roles and responsibilities; however, 

as of the date of this investigation, DoDD 200.19E was in draft and awaiting Secretary of Defense 

approval. 

J EOOO (h)( 1) 1 4(c) 

J EDOO (h)( 1) I 4(c ) 
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(U) APPENDIX E: National and Command Policy 

(U) The following relevant paragraphs are included in the directives listed: 

(U) JIED rga iz tio an ana e a t 
(U) According to DoDD 2000.19E, subject: "Joint Improvised Explosive Device Defeat Organization 

(JIEDDO)," effective February 14, 2006: 

JIEDDO is hereby established as a joint entity and a jointly manned activity of the 

Department of Defense, operating under the authority, direction, and control of the 

Deputy Secretary of Defense. The JIEDDO shall consist of a Director and such other 

subordinate organizational elements as established by the Director, within 

resources assigned by the Secretary of Defense. 

U JIEDDO Relationships 
(U) DoDD 2000.19E designated the following relationships: 

7.1. In the performance of assigned responsibilities and functions, the Director, 

JIEDDO, shall : 

7.1 .1. Report directly to the Deputy Secretary of Defense 

7.1.2. Use existing systems, facilities, and services of the Department of 

Defense and other Federal Agencies, when practicable, to avoid duplication 

and to achieve maximum efficiency and economy. 

l ) JIEDD In _Iii enc 
(U) DoDD 2000.19E references to "intelligence" included: 

3.3. joint JED Defeat. The collection of all DoD-wide efforts to reduce or eliminate 

the effects of all forms ofIEDs used against U.S. and Coa~i tion Forces, including 

policy, resourcing, materiel, technology, training, operations, information, 

intelligence, assessment, and research. These efforts specifically include the 

following: 

3.3.2. Defeat of the JED System. Actions and activities designed to reduce 

the effects and interrupt the insurgent chain of JED activities through 
intelligence, surveillance, reconnaissance, information operations, 
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counter-bomber targeting, device technical and forensic exploitation, 

disposal of unexploded and captured ordnance, and persistent surveillance. 

6.2. The Director, JIEDDO, shall: 

6.2.7. Establish a Joint Common Operational Picture and Joint Common 

Intelligence Picture of the JED system in the Global War on Terrorism. 

6.2.15. Collect and analyze data from the field to assess the effectiveness of 

current intelligence support for the Combatant Commanders and their 

staffs; develop and track responses to priority intelligence requirements; 

and, in coordination with the operational chain of command, develop new 

intelligence support and intelligence requirements against !ED threats to 

ensure the Combatant Commanders' needs are met. 

(U) Responsibilities R la ing t JI ODO 
(U) DoDD 2000.19E delineated the following responsibilities: 

6.3. The Under Secretary of Defense for Intelligence (USD(I)) shall: 

6.3 .1. Provide policy, guidance, and oversight for information management, 

intelligence, counterintelligence, operations security, information 

operations, and security matters to assist the JIEDDO on matters pertaining 

to !ED Defeat. 

6.3.2. Coordinate with the Office of the Director, National Intelligence, to 

provide interagency intelligence analytical products and services from 

non-DoD organizations to meet the Director, JIEDDO, Priority Intelligence 

Requi rements. 

6.3.3. Ensure that the DoD intelligence organizations provide routine and 

timely analysis to mainta in the Joint Common Intelligence Picture of the 

global !ED threat and to meet the requirements of the IED Intelligence 

Campaign Plan, when published. Analysis will include adversary !ED tactics, 

techni ques, and procedures development and maintenance; !ED threat 

system products; !ED adversary networks and vulnerability products; and 

JED threat trends and forecasting. 

6.3.4. Ensure the Director, Defense Inte lligence Agency, in coordination with 

the Director, JIEDDO, directs, monitors, and modifies, as necessary, activities 
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reg~rding weapons technical intelligence as it peutains to the collection, 

analysis, and primacy for exploitation of JED components; either forensic or 

force protection. 

(U) According to Department of Defense Joint IED Defeat Organization Instruction OIEDDOI) 

5240.01, Subject: "JIEDDO Intelligence Oversight" of January 12, 2012, this instruction applies to all 

U.S. personnel within JIEDDO, its staff elements, and operating arms that have U.S. military forces, 

DoD civilian and DoD contractor personnel assigned, attached or detailed to them who perform or 

support intelligence activities as defined by DoDD 5240.01. This includes attached Reserve and 

National Guard personnel in a Title 10 status or who are performing a federal mission: 

4a. (U) Per DoDD 2000.19E, DoD established JIEDDO and assigned responsibility for 

intelligence oversight to the Under Secretary of Defense for Intelligence (USD(I)) in 

2 006. Subject to final review and approval by the Office of the Secretary of Defense, 

a coordinating draft of DoDD 200.19E changes responsibility for JIEDDO IO to 

ATSD(IO), with the Secretary of the Army advising and assisting the Director, 

JIEDDO in establishing and maintain.ing an intelligence oversight program. 

(U) C unter-IED Operations/Intelligence lnte ra ion Cen er 
Respo sibilities 
(U) According to JIEDDOI 5240.01, per JIEDDO Director, "Appointment as Senior Responsible 

Intelligence Official [SRIO] for JIEDDO" of February 28, 2011, the COIC is the sole intelligence 

component ofJIEDDO, and the Deputy Director of Intelligence is the SRJO with authority for the 

COIC's compliance with the JIEDDO Director Instruction, and other DoD implementing directives 

and policy. The Deputy Director, COIC, is authorized to exercise SRIO responsibilities in the DDOI's 

[Deputy Director - Operations/Intelligence Integration] absence. The ODO! will designate a COIC 

Mission Integration Division (MID) government representative (government civilian or military) 

with extensive intelligence experience and at least one year of service remaining at the COT C to 

serve as the Intelligence Oversight Officer (JOO). The 100 will... ensure that procedures are 

established requiring periodic review of all documents or records retrieved or received by DoD 

intelligence components or personnel subject to this instruction that contain U.S. persons 

info rmation and for which a permanent retention collectability determination has not been made. 

The period between regular periodic reviews of this info rmation may not exceed 90 days. 
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Acronyms and Abbreviatio~s 


Cl Counterintelligence 
COIC Counter-JED Operations/Intelligence Integration Center 

DoDD DoD Directive 
DoJ Department of Justice 
FBI Federal Bureau oflnvestigation 

Fl Foreign Intelligence 
HME Homemade Explosives 
IED Improvised Explosive Device 

JIEDDO Joint JED Defeat Organization 
OSAAC Open Source Analysis Augmentation Center 

OSD Office of the Secretary of Defense 
OUSD(I) Office of the Under Secretary of Defense (Intelligence) 

RFI Request for Information 
RFS Request for Support 
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(U) THIS PAGE INTEN T IONALLY LE FT BL ANK 


DODJG-2014-055 I 79 


SECRET//NOFORN 



St!ERE'f//N9F9RN 

Whistleblower Protection 
U.S. DEPARTMENT OF DEFENSE 

The Whistleblower Protection Enhancement Act of 2012 requires 

the Inspector General to designate a Whist/eblower Protection 
Ombudsman to educate agency employees about prohibitions on 
retaliation, and rights and remedies against retaliation for protected 

disclosures. The designated ombudsman is the DoD JG Director for 
Whist/eh/owing & Transparency. For more information on your rights 
and remedies against retaliation, go to the Whistleblower webpage at 

www.dodi9.mil/pro9rams/whist/eblower. 

For more information about DoD IG 
reports or activities, please contact us: 

Congressional Liaison 
703.604.8324 

DoD Hotline 
800.424.9098 

Media Contact 
Public.Affairs@dodig.mil; 703.604.8324 

Monthly Update 
dodigconnect-request@listserve.com 

Reports Mailing List 
dodig_report-request@listserve.com 

Twitter 
t witter.com/DoD _IG 

SE€Rt:!'f/7'N8P8ftN 
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