bt S LT ImT v R

o ) 530 A8 I | //l“\!l \Jl\l\

INSPECTOR GENERAL

Dcpm tment a/ Defense

September 29, 2015

Report No. DODIG-2015-184

Assessment of the Military
Services' Insider Threat
Programs (U)

P

v

Dob O1G: (b) {6) f’-'

Classn‘lléd By: {ISPA *
-"&-
Derived From; (#) U.S. Insider ﬂwroat SCG V!Cl 16 December 20157
d
Declassify on: ﬂOUSlS & s ’ g

N

INTEGRITY * EFFICIENCY * ACCOUNTABILITY * EXCELLENCE

AT | RIS TR R

(S 3 WL AN W | I / NLFR L INIY




SECRETNOFORN

INTEGRITY % EFFICIENCY * ACCOUNTABILI':TY % EXCELLENCE

]

Mission
Our mission-is to provide independent, relevant; and timely oversight
of the Department of Defense that supports the w&rﬁghten- promotes
accountabi!itj, integrity, and efficiency; advises the Secretary of
Defense and Congress; and informs the;pubﬂc.

Vision
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Results in Brief

Assessment of the Military Services' Insider Threat Programs ()

september 29, ZO15

Qbjective Recommendations (cont'd)

o  (U) Establishing an office of primary responsibility,
(U) We conducted this assessment to

determine the level of compliance of the ! s (U) Developing a plan to fully fund the DoD insider threat program,
Military Services with Executive Order 13587 . and

and the National Insider Threat Policyand -

Minimum Standards for E'xecutive Branch L e (U) Development of a DoD level Insider Threat implementation
Insider Threat Programs with implementing plan.

user activity monitoring. ‘

(U) We recommend that the Military Services comply with the National
Insider Threat Policy and Minimum Standards for Executive Branch Insider

Findi ng ! Threat Programs and DoDD 5205.16 in order to reduce the threat of insider
(U) The Military Services are not yet fully 1 threats.

compliantin meeting the Insider Threat , . .

minimum standards because they lacked: i Man o }:J‘ ement Comments

(U) The Director for Defense Intelligence, on behalf of the Under Secretary of

* Implementation guidance from the Defense for Intelligence, concurred with all recommendations in the report.

DoD level insider threat senior :
official. ! (U) The U.S, Army's Director G-34, on behalf of the Chief of Staff, non-

concurred with recommendation 2.e. However, the response provided met
o Consistent DoD level insider threat

program resources.

the intent of the recommendation requiring no further action. The Director
concurred with all other recommendations in the report.

Recommenclat ions (U) The U.S. Navy's Director of Navy Staff, on behalf of the Chief of Naval
Operations; the U.S, Air Force's Administrative Assistant, on behalf of the
Diegenie far itelligance comply with } Eh;ef] ;)f f::ff;cand the ;J.S. M::rl:e ;ﬂr?s l::ssnstant Deput};(lo.mma:rdant, on
DoDD 5205.16 to facilitate establishing the BRAr akthe Conitancacabiie Nanine:Garps. conurced with 4

i dations in th rt.
Military Services' insider threat program by: | REommendabons b thenpo

We recommend that the Under Secretary of

Visit us at www.dodig.mil

WODIGZ01: 1840




(U) Recommendations Table

Recommendations No Additional Comment
Management

Requiring Comment Reguired

Under Secretary of Defense for Intelligence la,1b, 1.c
Chief of Staff, U.S. Army 28,242
Chief of Naval Operations :' 2.8,2.c,24d 2e
Chief of Staff, U.S. Air Force . 28,2¢,2d,2e

Commandant of the Marine Corps 2.a,2.b,2.c2d 2.e

(This table is UNCLASSIFIED)




INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

{ September 29, 2015
MEMORANDUM FOR UNDERSECRETARY OF DEFENSE FOR INTELLIGENCE
CHIEF OF STAFF. UNITED STATES ARMY
CHIEF OF NAVAL OPERATIONS
CHIEF OF STAFF, UNITED STATES AIR FORCE
COMMANDANT OF THE MARINE CORPS

SUBJECT: Assessment of the Military Services’ Insider Threat Programs (U)
(Report No. DODIG-2015-184)

(U) We are providing this report for your information and use. We found that the Military Services
were not [ully compliant in meeting the minimum standards identified in the National Insider Threat
Policy and Minimum Standards for Executive Branch Insider Threat Programs, November 12, 2012.
We conducted this assessment in accordance with the Council of Inspectors General on Integrity and
Efficiency Quality Standards for Inspection and Evaluation.

(U) We considered management comments when preparing the final report. The Under Secretary of
Defense for Intelligence concurrecfl with all recommendations; the U.S. Army concurred with
recommendations 2.a and 2.b, but non-conturred with recommendation 2.e, but their response met
the intention of our recommendation requiring no further action; the U.S. Navy concurred with all
recommendations, the U.S. Air Force concurred with all recommendations; and the U.S. Marine Corps
concurred with all recommendations. Therefore, no additional actions or comments are required.,

(U) We appreciate the courtesies é:xtended to the staff. Please direct questions to me at
(703) 882-4860 DSN 499-4860.

" ‘Deputy Inspecto‘n\Genera] for
Intelligence and Special
Program Assessments




(U) Contents

FL NI i irvirans dvionnbamid s VT BTN F b s rasivendos s vra oy an e b B
(U] Dbjective ’ 1
(U} Background. ; : 1

(U} Finding......

(U) Military Services are not yet Fully Compliant with the Insider Threat Minimum Standards... e

(U) Under Secretary of Defense for Intelligence........vaimammidimn

(U) Under Secretary of Defense COmPLrolEr ....oewsmiiimivssismmiisssssiissibar s ssessasessissssinsis 9
(U) Defense Information SYStEMS AGENCY .....icicimiviimsiemisssmmsssimisssisinisasisnisssmnsisiinsssns s 9
() Wt MBI OMH 0l s s coiiusiatiivemtitamobsiomsiinserisdiionsibgintsepsemmists it oy i B
(U) Status of the Military Serw’ées‘ Insider Threat Programs : 7
(U) US. Army ‘ ; = -
(L) Army User ACtivity MONItORING PROGIAM ccorssiissmmiissssmissssisssssasisbesssisssssssssssssssssssssss mssssrssssesssesises 8
(U) U.S, Navy : 11
(U) Navy User Activity Monitoring Pragram., 12
(U) U3, Air Force., : 14
{U) Air Force User Activity Monitaring Program.......emieaserisssapmsspisbssssismssnssiissisesssasros 19
(U) US. Marine Corps.
(U) Marine Carps User Activity Monitaring PrOGIam v issmesisbesiissosmnsbissssissmssisssssrersmss s
(U) Conclusion ] S 20
(U) Recommendations, Management Comments, and Our Response Vb ) 21
B e BT RIEIY  sitvsisbabeenerdieisrsioivplsdnensondubbos ot sbipeid 3ot oA oA AR S NP S iyt bbb

{U) Under Secretary of Defense for Intelligence COmMENts ..t 21
(U) Our Respnnse 22
(V) Recommendatinn 2 isvivssiiisssisseasdsisiisivis i iusrsiiinisnsinsiissaslionmosnssssiiispssnanartisnissssssvsssasinssasis S8
(U) U.5. Army OB RS, e e TS o A PR Sy RS RTavs Rssvaio
(U) Qur Response..........cioeuees I b R e e s e T
(LN LLS NIV BOTIHEDTE: 1y (st vushs moviaspistaus iasiod vt iniebt s S b b St s b aae bt bR a b bssr a2

(U) Our Response....... T TS S ST NS TR S S Fossnsriassasiis T P 26

(U} UW.S. Alr Farce Comments ......... SRRk v s s

(V) OUF ROSPOIIER o iviiasinsssiaias saviaimiasshissinmins i s ode T T T 7

(U] U.S. Marine Corps COMIMENES .. ivississmssissbucnsiessisssssissasersissssssisssisesssisasstassssesssiesss ssasasssssssssssniss 27,




L OO0 OIS i iraressoh y3vinsi b san e e s o S e T e

. 30

(U) Appendix A ......

29

.30

(U) Scope and Methodology

31

(U) Use of Computer-Processed Data
(U) Prior Coverage E

31

(U) GAO.....con.. b b e R T A e i

(U} Appendix B {Insider Threat Polit | :

(U) Palicy Development.

31

32

(U) Presidential Policy Initiatives..

32

(U) Executive Order 13587...ummmusessismmmssssssomines

(U) National Policy and Minimum Standards......semiss T T

................

e 32
i B

+33

(U) Intelligence Community Policy Initiatives.

(U) 1€ Standards..........ovvceomecheomrscnivsissivninn W T T G Rk _—

(U) Committee for National SECUrity SYSTEMS ... evissimsmsssmmsisssasssssnssssssssmssssimstsssssssssmsnsivsss st snissnsies

(U) Department of Defense Policy Initiatives

e 34
w36

(U) Undersecretary of Defense for Intelligence ....vumpmsrssssssussssensssssmarssisss

werees 36

(U) Military Service Insider Threat Pollcies

(LT LTS AT i s it v cama w0 v V50 5 O TS VLRI G i A O R RV Kb v
L O L IV Tson s i aona R o O A PSSR BG
L) LIS IR FRRE B v vovvivvisias avoa i sabaan 7 oo B RT3 R AR AR

(U} Appendix C....... T

36

i 36

37

s 38
vis

{
(U) Organizations Visited and Contacted

(U} Management COMMENTS......cc
(U] Office of the Under Secretary of Defense, Director for Defense Intelligence (Intelligence & Security)......

(U) ULS. Army, Deputy Chief of Staff, Director, G-34,

.............

39

(U) U15. Navy, Staff of Chief of Naval Operations

(U] U.S. Air Force, Chief of Staff,

(U) U.S, Marine Corps, Assistant Dieputy Commandant, Plans, Policies, and Operations (Security)

(U] Acronyms and Abbreviations.......

...........




(U) Introduction

(U) Objective

(U) We conducted this assessment to determine the level of compliance that Military
Services implemented toward Defense and National [nsider Threat (InT') Policies,
including initiatives to address threat mitigation and vulnerability reduction.

(U) We focused our assessment on the minimum standards identified in the National
Insider Threat Policy and Minimum Standards for Executive Branch Insider Threat
Programs, November 12, 2012 (hereafter referred to as minimum standards), The
minimum standards include the capability to gather, integrate, and centrally analyze
and respond to key threat-related information; monitor employee use of classified
networks; continued evaluation of personnel security infornfati_on; and provide the
waorkforce with insider threat awareness training. Ofall the minimum standards, we
only reviewed the status of the user activity monitoring capa{bilities (UAM) within the
Military Services aspect of the minimum standards. The analytical capability and
continuous evaluation aspects of the minimum standards were still in development and
could not be reviewed at this time.

(U) Background

(U) The concept of insider threats is not new. Recent insider incidents have been
highlighted by the crinies committed by former FBI Agent Robert P, Hanssen - 2001;
former Defense Intelligence Agency senior analyst, Ana B, Montes - 2001; former U.S.
Army Private First Class Bradley E. Manning - 2010 (currently known as Chelsea E.
Manning); and leaks of classified information to mainstream media allegedly by former
National Security Agency computer professional, Edward . Showden - 2013.

(U) After the 2010 classified information disclosures, Presidgient Obama issued
Executive Order 13587, “Structural Reforms to Improve the $ecurily of Classified
Netwarks and the Responsible Sharing and Safeguarding of Classified Information,”
October 7, 2011 (E.0. 13587), which was followed by the minimum standards on
November 12, 2012. DoD Directive 5205.16, “The DoD Insider Threat Program” (DoDD
5205.16), September 30, 2014 (See Appendix B), was published during this project.
DoDD 5205.16 not only implements the guidance identified in E.0. 13587 and the




minimum standards but also expands the minimum standards to DoD information
networks.

(U) E.O, 13587 and the minimum standards mandated the Military Services establish
their Insider Threat (InT) Programs on classified networks by conforming to the
minimum standards. This ipitial mandate did not provide dedicated insider threat
funding causing the Military Services to execute their programs from existing internal
budgets!, As a result, the Military Services slowly moved forward with the development
of their InT programs and UAM implementation,

(U//Pe8®) E.O. 13587 created the National Insider Threat Task Force to create
national level insider threat policy and help Executive Branch Agencies with the
implementation of their insider threat programs. To do this, the NITTF published a
“Guide to accompany the National Insider Threat Policy and Minimum Standards” in
November 2013, This guide states Agencies “should establish a program office” to
execute InT policy and program implementation plan.

(U/ #e86) Some financial assistance was offered by the Office of the Director of
National Intelligence (ODNI) to the Intelligence Community, which include the military
intelligence components of the Military Services, in the development of UAM
capabilities on the Joint Worldwide Intelligence Community System (JWICS).

(U) We will provide a copy of the final report to the USD(I) and senior officials
responsible for internal controls in the Army, Navy, Air Force, and Marine Corps.

' () Budgets were reduced baqhuse of the Budget Sequestration taking effect in 2013 which refers to
automatic spending cuts of about 51 trillion to the U.S. Federal Government, and the proposed
FY 2015 Defense Budget which js $0.4 billion less than enacted in FY 2014 appropriation.
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(U) Finding

(U) Military Services are not yet Fully Compliant
with the Insider Threat Minimum 5Standards
(U) The Military Services’ InT programs lack:

¢ (U) Implementation guidance from the DoD level insider threat
senior official, and

» (U) Consistent DoD level Insider Threat pr‘jogram resources,

(U//=eEe) Because the DoD level InT policy was not issted in a timely manner,
most of the Military Services generated their own InT programs based on the
requirements identified in E.0. 13587 and the minimum standards. Although
DoDD 5205.16 has been issued, the Military Services are still waiting for
implementing guidahce from USD(I). Additionally, the Unfder Secretary of
Defense - Comptroller does not have any specific insider tilreat funds. Lastly, the
Defense Information Support Agency does provide some network monitoring
tools and monitoring services to the Military Services, but'the tools do not meet
the specific need of user activity monitoring as outlined in the minimum
standards.

(U) Under Secretary of Defense for Intelligence

(U//%@8E&) In a February 2011 memorandum, the Secretary bf Defense directed the

Assistant Secretary of Defense for Homeland Security and Americas’ Security Affairs

(ASD[HD&ASA]) to establish a DoD Insider Threat program. In September 2013, the

Secretary of Defense designated the USD(I) as the insider threat senior official. Upon

assuming the duties as the insider threat senior official, the USD(I) took over drafting




the insider threat directive that ASD(HD&ASA) started in 2011. DoDD 5205.16,
published on September 30, 2014, establishes policy and assigns responsibilities within
DoD for developing and maintaining an InT program. The InT program must comply
with the requirements and minimum standards to prevent, deter, and mitigate actions
by malicious insiders who represent a threat to national security or DoD personnel,
facilities, aperations, and resources. Additionally, the USD(I) is responsible Lo establish
an implementation plan, which is currently in coordination for comments.

ARMY: (b) (1. EO 13526, secs. [ (). 1 A(g). OSD/S: (b} (1), EO 13526, sec | (c)

(U/ /#8886 In accordance with DoDD 5205.16, USD(1) is responsible for providing
management, accountability, and oversight of the DoD InT program. We determined
that USD(I) provides minimal oversight to the InT program based on the following

information: :

e (U//#0¥8) The USD(I) Deputy Director for Security and Insider Threat,
R . stated that USD(1) did not receive any feedback from
the Military‘f:Services after the release of DoDD 5205.16, prompting him
to ask us during the interview how the Military Services' InT programs
are doing.

o (U//Pove) Rl 5o informed us that the lack of a singular InT
office was an issue and that there should be a central point that DoD
officials could reach out to for information or questions related to InT.




(U) Under Secretary of Defense Comptroller

(U//EesE8) An OUSD(C) SME stated that InT is an evolving concept and that there is no
one definition for insider threat yet. No centralized budgets:for InT have been
established, but there are cyber monitoring line items within the Chief Information
Officer’s (CIQ) budget. A large portion of the cyber budget items is found'in the
consolidated cryptographic program (CCP), which is part of the NIP portfolio, The
QUSD(C) SME stated he does not expect InT funding this budget cycle. He also said
there should be more funding within future annual budgets, but the funding will likely
arrive alter a cyber justification is agreed upon.

(U//F@UQ- ARMY: (b) (5). (b) (7)E)

(U) Defense Information Systems Agency

DISA: (b) (7)(E)
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(U) Networks Monltaring Tools
(U//ELUa) We determined the current tonl that the Services are using for UAM is

= () (3), 10 USC § 130, (b) (7)E)

(U//.pg.y.g) ARMY: (b) (3). (b) (7)(E) -
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Corps’ UAM program is the newest, having been ready for operations since September
2014, but has not received approval to operate on the USMC JWICS network as of March

2015. SN EIGE]

) Status of the Military Services Insider Threat
PTOgrams

(U) We reviewed the status and capabilities of the Military Services’ InT programs. We

imited our scope to the AR

(U) U.S. Army

OSDVIS () (1) EQ13520, see. L 4(c); ARMY: (b} (1). EO13526. sec | 4A(c)

* (U) Principle Guiding Documents are E,0. 13587 and the, National ln?ider Threat Policy and
Minimum Standards. See Appendix B,
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ARNY (b) (5). {B) (T)E)

(U/’m) ARMY (b) (3). (D(T)E} :

™ (U//%) ARMY: (b) (5). (b) (7)(E)

I
o (1) e N
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(U) Army User Activity Monitoring Program
(U//m ARMY (b)(3). 10USC § 130, (b} (3). (bN(TUE)

OSD/S: (b) (3), 10 USC § 130,




(U/ /#8883 The Army has approximately S workstations, §

The pnvﬂeged users are the

computer operators who are in positions ur greater network ;privnleges. such as system
administrators. SEEAII

(U//#e86) The Army acquired HBSS from DISA in 2010, because the software was
free; however, the hardware was not free. HBSS was marketed to the Army as an

antivirus program with a device control module, The Army also activated a rouge
system detector module. '

(U//eu®) The Army conducted a pilot program with the |
tools from 2011 to 2012 at the National Ground Intelligence Center (NGIC) *E"Q N




(U//Pe¥e) When an attributable and auditable event (trigger), trips in
R/ H BSS ATl o n AINAP Analyst reviews the data and writes an incident

assessment report (IAR). 1ARs are balanced against an organization's mission and what
is currently going on in the world. |SSSIRERI




OSD/S: (b) (1). EOI3526, see. 1 4(e); ARMY: (b) (1). EO13526, sec. | 4(e)

OSDAS: (b) (1), EO13326, sec. |4(c). ARMY: () (1), EOI3526, sec | 4(e)

(U} LS, Navy

(U//824Q) The Department of the Navy (DON), unlike the o;ther Military Departments,
is responsible for two Military Services, the Navy and the Marine Corps. Instead of
waiting on the completion of the DoD Directive, the DON puhlished Secretary of the
Navy Instruction (SECNAVINST) 5510.37, “Department of th;e Navy Insider Threat
Program,” August 8, 2013 (see Appendix B) charging the Nav'{y and the Marine Corps to
establish their InT programs. Additionally, it identifies the Deputy Under Secretary of
the Navy for Plans, Policy, Oversight and integration (PPOI) as the senior executive
responsible for the DON InT management. ;

(U//Fe4®) The Navy initiated its InT program based on E.0, 13587 and the minimum
standards, but has been unable to meet compliancy with the minimum standards due to
UAM not being implemented on each of the classified networks. We determined thata
lack of Department level guidance and InT resources was the primary reasons for the




shortfalls. The Director of tj1e Navy Staff leads the Navy's InT program. The Navy
published Chief of Naval Operations Instruction (OPNAVINST) 5510.165, “Navy Insider
Threeat Program,” on January 27, 2015 (see Appendix B).

(U/ A4*8E8) The Navy's InT :SME stated that the Navy received InT program guidance
without additional funding? allotted for its implementation. As Navy money was
already allocated, Navy had'to realign funding to support its InT program. The Navy's
InT program personnel are engaged with the National Insider Threat Task Force
(NITTEF) for funding* to cover program resource shortfalls and to ensure that Navy has
funding for the program through FY 2015,

(U/ /#e8e) The N2ZN6 (Info}rmation and Cyber) is currently working on the Navy's InT
implementation plan., The Iﬁav‘y contracted with the Navy's Space and Naval Warfare
Systems Command (SPAWAR), in conjunction with Carnegie Mellon University, to
review resource requirements the Navy needs to build an effective InT program. This
study concluded in May 2015, and its details were presented at the Navy Executive Brief
in June 2015. Findings from the study will impact the Navy's Insider Threat
Implementation Plan because they include recommendations for information
technology architecture, broad resource requirements, and high level strategy to
establish and sustain enterprise-wide UAM and Analysis Hubs.

(U) Navy User Activity Monitoring Progrbm

(U) The Navy is focusing its UAM resources to cover all Navy JWICS in FY 2015 and
FY 2016 based on risk management decisions. The Navy plans to initiate UAM efforts
on SIPRNET following covetage of all Navy JWICS.

(U//E281e) The Navy implé;mentecl the JWICS UAM program within the Office of Nava)
Intelligence (ONI), when they had a UAM pilot program in 2012. ONI receives guidance

y (U} Evaluator Comment: Additional funding pertains to InT program funding allocated in the
National Defense Authorlzation Act.
4 (U) While the NITTF does not provide funding, the DON appears to be using the NITTF to advocate

funding for them.
et LI {1 TR




and funding from the ODNI as well as the Navy. ONI leadership's guidance was to
approach the program implementation with a crawl, walk, run concept to ensure ONI
implements a solid program.

1S3 (b) (1) EO13526. sec. 1 4(c), NAVY: (b) (1). EO13326, see [ 4(e)

INAVY (b) ¢ 1), EO133206, sec 1. 7(e)

OSDAS: (b) (1) EO13526, see. [4(c): NAVY. (b) (1). EO13520, see | 4(g)

OSD/S: (b) (1) EOI3526, sec 1.4(c), NAVY: (b) (1), EO13526, sec T .4(x)

OSDAS: (b) (1), EO135206, sec. 1 4A(c). NAVY: (b) (1). EO13526, sce | d(u)




OSD/AS: (b) (1), EOI3526. see. LA(e), (b) (30 10 USC § 130: NAVY: (b (1) EOI33

OSDAS: (b) (1). EQ13326 see. L4(c). (h)(3), 10 USC § 130: NAVY? (b) (1), EO13326, see. | d(e)

OSDAS: (b) (1), EO13320_ see TA(e), (b (3), 10 USC § 130, NAVY: (b (1) EOQL3

i“) .5 Alr Force

OSDAS (b) (1) EO13326, sce. L{c). (b (3). 10 USC § 130: USAF: (b) (1) EQ 13526, sces. L4¢a). 1 4(g)

(U/ A#848) Air Force Instruction 16-1402, "Insider Threat Program Management,” was
published on August 5, 2014, The Air Force InT program is led by the Administrative
Assistant of the Secretary of the Air Force, with the Policy and Security Enterprise
Division (SAF/AAZE) as the main action office. The Air Force contracted with Carnegie
Mellon University to review resource requirements the Air Force needs to build an
effective insider threat program. The Air Force implementation plan is in the
coordination process, The Air Force UAM is conducted from Air Force Intelligence,




Surveillance, and Reconnaissance Agency (AFISRA), which also hosts the Aiv Force's
Intelligence Community Security Coordination Center (IC SCC) - where the centralized
analysis and response capability is established. The 24t Air Force (Cyber) sends its
cyber audit and data to AFISRA for analysis. ‘

(U/ /PEE0) AFISRA started working on the InT program in January 2014, and deployed
itin April 2014. The AFISRA UAM program is prioritizing privileged users to be subject
to UAM. USAF: (b) (3), (B)(THE)
[ R AT S A o L s |
Another AFISRA SME stated that UAM is a priority for [WICS, and then it will be rolled
out to weapons systems, such as Distributed Common Ground System (DCGS) and ISR
platforms because these systems are additional networks on%AF JWICS.

(U) Air Force User Activity Monitoring Program

(U) The Air Force does not have specific policies for cyber In;'T monitoring in regard to
insider threat for SIPRNET. However, there are a variety of dé;-.fensive/ preventive
measures in place to combat the insider threat. These measures include periodic
review of privileged users need for privileged capabilities or}zccess, periodic
revalidation of domain administrator accounts to prove need for rights, two-person
integrity for privileged administrators, user and administrator logging, limiting the
rights the administrators have to core areas, and limiting the number of administrators
with full rights to a select few across the enterprise. While audit logs are collected,
there is no specific UAM program for SIPRNET.

(U//#e8) Current SIPRNET network monitoring is cunducjted hy the 24t Air Force.
The monitoring mission is split between the 33+ Network Operations Squadron in San
Antonio, the 83 Network Operations Squadron at Langley AFB, VA, and the 5615t
Network Operations Squadron at Peterson AFB, CO. The thr.‘ee squadrons receive
network alerts via the HBSS, which is a DoD standard. We determined that the Air
Force is challenged in content monitoring of the network trafﬁc due to the programs
that they are using, The AF is responsible for monitoring at the




UL b

workstation/base/Service level, which it does concurrently on the NIPRNET and
SIPRNET.

(U//Pe48) The Air Force has R RECTTTGG ¢ leCS have a

UAM program working already This UAM program works in conjunction with BesseiEs

event manager, which collects and archives system event audit logs for mformatlon
assurance activities.

[U/ﬁeeea

OSDJS: (b) (1), EO13526. see. 1 4(c). USAF: (b) (1). EOI3520, secs | 4da). | -4(z)

(U//#QE8) AFISRA started warking on the InT program in January 2014 and deployed
itin April 2014, The AFISRA UAM program is prioritizing privileged users to be subject
to UAM monitoring. [

Another AFISRA SME stated that UAM is a priority for [WICS, then it will be rolled out to

weapons systems, such as Distributed Common Ground System (DCGS) and ISR
platforms because these systems are additional networks on AF JWICS.

(U/4#8E8) Integration of the AF InT program is in three phases:

o (U//#8¥8) Phase one is deployment of UAM to AF JWICS;




- . i,

e (U//#8%8) Phase two is deployment of UAM to weapon systems, such
as DCGS; and

o (U//#0%8) Phase three is deployment of UAM to SIPRNET and
NIPRNET. Planning, design, programming, development, deployment
and execution of each phase will occur in‘a nonlinear fashion and as
dictated by budgetary reality. '

USAF: (b)(1). EO13526, secs. | d(a). | 4(1)

(U//#0%8) The Air Force operates five SAP networks within its enterprise. When an
anomaly is discovered in the network activity, it is viewed otily within the confines of
that particular network. The Network Operations Centers occasionally communicate
with each other when there is common vulnerability or details of an anomaly that can
be shared without violating the SAP's integrity. '

(U//F@¥8) The Air Force intends to have the SAP networks:monitored at the same
level as JWICS. The main difference is that the SAP network monitoring will not be an
enterprise effort but a general capability covering the SAP pl@atforms. Currently, there
are not any UAM tools on the SAP networks, but the Air Force is testing some for
deployment. '




(U/ /#8468 The Air Force 1¢ not fully compliant with the minimum standard of
implementation of UAM on its JWICS system. The Air Force is not compliant with UAM
implementation on its SIPRNET and SAP networks.

(U U5, Marine '.,',‘l;:-ia'-

(U/ AeEe) The Marine Corps started an InT program is led by a working group which
consists of representatives from USMC CIO, Counterintelligence /Human Intelligence,
civilian and military representatives from human capital, resource management,
General Counsel, and the InT Program Manager. The Marine Corps’ InT pi‘ogram
resides in Plans, Policy, and Operations (PP&0). The Marine Corps’ InT representative
participates in the DON InT working group.

OSD/S: (b) (1). EO13326. sec. 1.4(¢c)

DoD OIG: (b)(5), (b)(7)(I)

(U) Marine Corps U:ser Activity Monitoring Program

(U/AR4e) The Marine Force Cyber Command is currently using iR




DoD O1G: (b)(5), (b)(7)(E)

(U/ /#4689 The Marine Corps Intelligence Activity (MCIA) developed its insider threat
program pursuant to IC requirements, specifically ICS '7(]0-.2,i “Use of audit data for
insider threat,” and IC funding. The developed model will be implemented to the USMC
Expeditionary Force level through the Marine Corps Intelligence, Surveillance,
Reconnaissance Enterprise (MCISRE) and USMC JWICS Enterprise during FY 2015 and
FY 2016.

B ' 2015, the JWICS UAM will extend to the rest of the USMC, including the
Marine Corps University, I Marine Expeditionary Force, alung with the other Marine
Expeditionary Forces, and finally the rest of the Marine Corps |WICS enterprise.

(U/=8E8) The USMC JWICS UAM program is on a separate ?IW!CS enclave with only a
few personnel with access to it. A two-person integrity rule for system and hardware
changes or updates is required. This includes both 15D and InT program persons.

(U//&ees The UAM triggers provide dala and video caplure to the Information
Assurance Manager (IAM) to review. If the event requires further review, then the [AM

N -




will pass the data to the lnT program Manager to check other data bases. The InT PM
will send the incident report to the InT working group to get approval to do an inquiry
and analysis. This could result in a report to the commanding officer of the suspect or
an incident report to NCIS.

(U/ /Eeeed The USMC InT hrogram is working on a cross domain solution in FY 2015,
They are licensing an open source information system, which could bring information
up to JWICS for analysis.

(U//m DoD OIG: (b)(3), (bY7HE)

(V) Conclusion

{U/‘f%} ARMY (b) (3), (B) (7)(E)

I [sider threat is recognized within all branches of the United States
Government as a viable thréat capable of causing grave damage to national security. In
the absence of DaD policy, f_he Military Services created InT programs based on the
principal guidance within E\0, 13587 and the minimum standards. DoDD 5205.16
codified existing guidance i@)to DoD policy regarding the DoD InT implementation plan,
whith is still in the coordination phase.

(U//Fe&8) The InT program is vital Lo national security and should have its own
budget funding line. RSN

b

A possible solution, which has already been identified

in the NITTF, “Guide to Accompany the National Insider Threat Policy and Minimum

ny




Standards,” and the DoDD 5205.16, is to establish the InT program office within the
USD(I). Additionally, the Military Services should implement Service level InT program
offices applying the same standards as that in the USD(I).

(U) Recommendations, Management Comments, and

Our Response

(U) Recommendation 1

(U) We recommend the USD(1), as the DoD Insider Threat senior official, establish an
Insider Threat Program Office within the USD(!) to fulfill the responsibilities stated in
DoDD 5205.16, which include but are not limited to:

a. (U) Provide for management, accountability, and oversight of the DoD
Insider Threat Program, -

b. (U) Make resource recommendations to the Secretary of Defense by
developing a plan to fully fund the DoD insider threat program, and

¢. (U) Develop a DoD level insider threat implerﬁentatlon plan.

Mder decradicry of Qeferne jOr irtelilgence G
(U) The Director for Defense Intelligence, on behalf of the Under Secretary of Defense
for Intelligence concurred with recommendation 1.a., 1.k, and 1.c, providing the

following comments:

(U) Recommendation 1,a: “Agree. An internal assessment is being conducted to
determine the best organizational structure for the DoD insider threat program
office, with feedback expected in December 2015. In the interim, QUSD(1)
dedicated staff within the Office of the Director for Defense Intelligence
(Intelligence and Security) manage the DoD insider threat program at the
enterprise level, and placed a DoD liaison officer at the National Insider Threat
Task Force. With the addition of two full-time contra;‘ctors planned for FY-16,




the DoD Insider Threat Branch will be better positioned to accomplish the
management and oversight functions specified in national and DoD insider
threat policies.”

(L0)] Recommendatidn 1.b: "Agree. The Principal Staff Assistant for security and
insider threat, the USD(I) has included resource recommendations in the
current and previous two Program Budget Review cycles, OUSD(I) is also
designing the content and scope of the annual status report to the Secretary of
Defense and resourée recommendations will be a key component of that report.

OSDAS: (b) (5)

Additionally, OUSD(i] personnel are reviewing all funding streams that have an
insider threat nexus for possible enhancements. QUSD(I) and DoD Components
will continue to collaborate on identifying the resources needed, potential
sources, and pursuing those actions required to procure them."

(U) Recommendation 1.c: “Agree. The DoD implementation plan has been
written and coordinated with all DoD Components. Publication of this plan is
projected in the first quarter of CY 16,"

(U) The comments of USD(lj for recommendations 1.a, 1.b, and 1.c. were responsive
and require no furtheraction.

(U) Recommendation 2

(U) We recommend the U.S..Army - Army Protection Program G-3/5 /7,1.5. Navy Plans,
Policy, Oversight and lntegr:etion (PPOI), U.S. Air Force Policy and Security Enterprise
Division (SAF/AAZE), and U@.S. Marine Corps Plans, Policies & Operations (PP&0)
establish Insider Threat Office of Primary Responsibility to execute the responsibilities

il O




stated in the minimum standards and in DoDD 5205.16, whié:h include but are not
limited to:

a. (U) Implement the user activity monitoring aspect of the Minimum
Standards for Executive Branch Insider Threat Programs on all classified
networks, '

b. (U) Establish an Insider Threat Program poliéy,
c. (U) Establish an InT implementation plan,

d, (U) Monitor and report progress on the implementation of their insider
threat programs, and : '

e. (U) Identify internal InT funding requirements in a program objective
memorandum to USD(1).

(U) The Director, G-34, on behalf of the Chief of Staff, concurred with recommendations
2.a. and 2.d., providing the following comments: :

ARMY: (bY(3), (b} (T)(E)




ARMY (b) (5). {b) (T)E)

(U) The U.S. Army non-conc:urred with recommendation 2.e,, providing the following
comments: i

ARNY () (5). (b) (7)(E)
(u] > by

|

(U) The comments of the US Army for recommendations 2.a,, 2.d., and 2.e. were
responsive and require no further action. Although the Army non-concurred with
recommendation 2.e,, their action to obtain InT funds meets the intent of our
recommendation. '

F




(U) The Director, Navy Staff, on behalf of the Chief of Naval Operations, concurred with
recommendations 2.a,, 2.c., 2.d, and 2.e, providing the following comments;

OSDIS: (b) (1), EO13526_sec. L4(c): NAVY: (b) (1), EO13526, sec | 4(g)

&3 Recommendation 2.a:

(U) Recommendation 2.c: “OPNAV concurs with thisirecommendation. In June
2015, the DNS drafted an [nT Implementation Plan that is in formal policy
coordination for review and comment.”

(U//#888) Recommendation 2.d: “OPNAV concurs Qvith this recommendation.
In October 2015, the DNS will oversee the preparation of an annual report for
delivery to the CNO, which provides an update on théj completion of
requirements found in the InT Implementation Plan, additional
accomplishments, resources allocated, insider threat.risks identified,
recommendations, goals for Program improvement, and that identifies major
impediments or challenges. Further, DNS will provide programming
recommendations to CNO for Navy Insider Threat. T]m DNS will facilitate




(§1] § EOSC

reviews of the Navy's InT program to ensure compliance with policy guidance,
including a requirement to conduct and report self-assessments.”

(U//Ee8€) Recommendation 2.¢: "OPNAV concurs with recommendation. DNS
established the Navy Insider Threat Board of Governance (NITBOG) to provide
senior leadership recommended actions, prioritization, planning, programming,
information sharing and execution of activities in support of a comprehensive
Navy InTP. In july 2015, SPAWAR provided the NITBOG a Navy InT to Cyber
Security analysis, w?xich defined and documented existing gaps in InT to Cyber
Security controls, and recommend new or modified controls and associated
architeclure revisions, along with broad resource and manpower requirements,
to ensure U.S. navy meets insider threat program requirements.” '

(U) The comments of the U.fS. Navy for recommendations 2.a, 2.c,, 2.d,, and 2.e. were
responsive and require no further action,

PRTITI L

(U) The Administrative Assfstant, on behalf of the Chief of Staff, concurred with
recommendations 2.a, 2.c,, 2.d, and 2., providing the following comments:

(U//#&4883 Recommendation 2.a: “The Air Force agrees with this
recommendation. '[::'he Air Force completed a requirement gap analysis for
implementing UAM on all classified networks which identified funding
requirements to exﬁancl UAM to Special Access Program and SIPR. This
requirement is competing for funding in FY15, pending the outcome of
reprogramming actéons currently in Congress. The Air Force has implemented
UAM on portions of the classified network fabric and expects to fully meet the
classified network requirement in FY16. The Air Force Security Enterprise
Executive Board (A!:?SEEB) will review status in September and we will fund
UAM to the appropriate amounts in accordance with requirements, threat

I




assessments, and competing priorities. We will use the FY17 PBR and the FY18
POM to implement any funding adjustments.”

(U) Recommendation 2.c: “The Air Force agrees with;this recommendation, The
Air Force completed final functional coardination of its InT Implementation Plan
on 9 August 2015 and expects final publication by 4 SePtember 2015."

(U) Recommendation 2.d: “The Air Force agrees with this recommendation.

The Air Force reported initial task completion to Natiiunal Insider Threat Task
Force (NITTF) on 26 June 2014 and is scheduled for an assessment by the NITTF
an 2 December 2015. The AFSEEB, which includes senior level participation
from the intelligence, security forces, acquisition, inspector general,
communications, operations, personnel, and nuclear enterprise communities,
meet monthly to review InT implementation and work evolving issues.”

(U) Recommendation 2.e: “The Air Force agrees with:'this recommendation,

The Air Force completed a cross functional requiremént gap analysis on 11
L]

August 2015. The Air Force will address funding in the FY18 POM.

TIAY
J

(U) The comments of the U.S. Air Force for recommendations 2.a,, 2., 2.d, and 2.e. were
responsive and require no further action, '

)

(U) The Assistant Deputy Commandant for Plans, Policies, and Operations, on behalf of
the Commandant of the Marine Corps, concurred with recommendations 2.2, 2.b., 2.c,

2.d, and 2.e., providing the following comments:

(U) Recommendation 2.a: “CONCUR. Current UAM (dnd audit) is being
conducted at the Marine Corps Intelligence Activity (MCIA) for the Joint
Worldwide Intelligence Communications System (JWICS) and there are




discussions und erw;ly to expand this capability to the SIPR network via the
Cross Domain Solution (CDS). Additionally:

(U) Marine Corps Systems Command (MCSC) is deploying a Host Based
Security System (HBSS) Data Loss Prevention (DLP) capability on the

l
SIPR network and wser's computers and work solutions,

(U} Three DLP pilots have been completed by Marine Corps Command,
Control, Communications, and Computers (C4) and MCSC.

(U) MARFORCYBER is creating an Urgent Needs Statement (UNS) to
procure a significant amount of storage capability to better support data
and user auditing requirements.”

(U) Recommendatign 2.b: "CONCUR. Current policy for the Marine Corps
Insider Threat Program was promulgated on 10 April, 2015 via MAADMIN

187 /15 with the foﬁus on intervention and the prevention of threats which may
result in damage oridestruction to Marine Corps persons, places, and things. A
supporting Marine Cnrps Order (MCO) is currently being drafted which will
include the recent rizvisions to the Department of Defense (DoD) Insider Threat
policy. The estimatgd signature date for the MCO is 3 Quarter FY16."

(u) Recommendatid[n 2.¢; "CONCUR. Concurrently with the drafting of the
supporting MCO, an implementation plan is currently being drafted. The
estimated signaturei date for the implementation plan is 3 Quarter FY16."

(U) Recommendation 2.d: “CONCUR. Security Branch is currently providing
aversight, to includ¢ reporting and monitoring, for the development and
expansion of the Marine Corps Insider Threat Program.”

w Recummendati&jn 2.e: "CONCUR, Current Insider Threat requirements are
being entered into the Marine Corps Capability Based Assessment (MC-CBA)
process. This process includes capabilities, gap, solutions, and risk analysis.




The information derived from this process will inforn;ﬁ the investment strategies
for the next POM cycle. The estimated completion daie for the Capabilities
Investment Plan (CIP) submission is 4" Quarter FY16."

tEN AT A

(U) The comments of the U.S. Marine Corps for recnmmendar;ions 2a, 2.b, 2.¢c, 2.d., and
1
2.e. were responsive and require no further action.




(U) Appendix A
(LI) Scope and Methodology

(U) We conducted this assessment from April 2014 through July 2015 in accordance
with Council of the Inspectors General on Integrity and Efficiency (CIGIE) Quality
Stanidards for Inspection and Evaluation. Those standards require that we plan and
perform the assessment to c::btain sufficient, appropriate evidence to provide a
reasonable basis for our finding and conclusions based on our audit [or attestation]
objectives, We believe that the evidence obtained provides a reasonable basis for our
finding and conclusions based on our assessment objectives.

(U/ /#848) The project scope was limited to the Military Services. We assessed status
of the Military Services’ lnsiﬁer Threat Programs and UAM programs to provide an
initial baseline of their initial operational capability. Specifically, we focused on the
authorities, roles, responsibiilities, and available resources. To that end, we visited the
different Military Services to determine if there was a level of consistency in the way the
DoD Insider Threat Program was organized, delivered, and overseen.

(U//#e4&) We did not intend to provide an impact assessment of the type of methods
used within the Military Services’ Insider Threat Programs by showing a success rate,
Nor did we audit the financial accounting of the Insider Threat Program.

(U//Ee848) We reviewed mi_rersight issuances to include laws, Executive Orders, DoD
issuances, and Military Services’ internal issuances. This information provided the
baseline standards for the program and its oversight.

(U) Weconducted structured interviews and follow-up discussions by phone and
e-mail with the Military Services’ points of contact. This information identified the
effectiveness of the InT pméram and how it is managed as well as InT resource
allocations at the OUSD(1) aﬁd Military Service levels. We also identified the status of
the Military Service cyber monitoring efforts.




(U) Use of Computer-Processed Data

(U) We did not use computer-processed data to perform this assessment.

(U) Prior Coverage

(U) During the last 5 years, the Government Accountability dfﬁce (GAO) conducted one
project discussing [Dol'’s Insider Threat Program). Unrestricted GAO reports can be
accessed at http://www.gao.gov. ;

(U) GAO

(U) GAD-15-357C “Insider Threat: DoD Should Strengthen Management and Guidance
to Protect Classified Information and Systems,” April 14, 2015.




(U) Appendix B (Insider Threat Policy)

(U) Policy Development

(u) we highliglited-relevanjt policies from national-level down to Service

implementation task orders to show the progress being made in policy development.
|

We focused on the policies related to network monitoring and UAM.

(U) Presidential Policy Initiatives

(U) Executive Order 13587

(U) Executive Order 135872, “Structural Reforms to Improve the Security of Classified
Networks and the Responsible Sharing and Safeguarding of Classified Information,”
October 7, 2011, brought ml;‘xmeraus improvements in classified infarmation sharing and
safeguarding. Italso established the Insider Threat Task Force (ITTF), co-chaired by the
Department of Justice (DOJj and Natjonal Counterintelligence Executive (NCIX). Many
‘executive branch departments and agencies provide representatives to the ITTF. The
mission of the task force is to develop a government-wide insider threat program for
deterring, detecting, and mitigating insider threats. This activity will cover policies,
objexctives, and priorities toéestablish and integrate security, counterintelligence (CI),
user audits and monitoring; and other safeguarding capabilities and practices within the
agencies, ]

f

(U) National Policy and Minimum Standards

(U) The President's Nations;d Insider Threat Policy and minimum standards for
executive branch insider threat programs was published on November 21, 2012, The
ITTF developed and issued the minimum standards and guidance for implementing InT
program capabilities, to include monitoring of user activity on United States
Government networks. This refers to audit data collection strategies for insider threat
detection, leveraging hardware and software with triggers deployed on classified




networks to detect, monitor, and analyze anomalous user behavior for indicators of
misuse. '

(U) These minimum standards include monitoring user activity on U.S. Government
networks; continued evaluation of personnel security information; employee training of
insider threat; and analysis, reporting and response. Agency heads will ensure insider
threat programs include UAM on netwaorks, either internally or external to the
organization. This UAM on all classified networks is performed to detect activity
indicative of insider threat behavior. Service Level Agreements (SLA) must be executed
with agencies that aperate or provide classified network conpectivity or systems, but do
not have the capability to perform UAM. The SLAs will outline the capabilities the
provider will employ to identify suspicious user behavior an{j how that information
must be reported to the subscriber's insider threat personne].

(U) Intelligence Community Policy Initiatives

(U) The IC Standards (ICS) are applicable to each of the 17 1€ agencies®, 8 of which are
located within DoD. The Committee for National Security Systems (CNSS) creates
directives which govern each of the departments/agencies with national security
systems. '

(U) IC Standards

(U//eaue) The Office of the Director of National Security {dDNI) mandated the
collection of audit data in IC Standard (ICS) 500-27, “Collection and Sharing of Audit
Data," June 2, 2011, IC elements must audit information resources within the IC
information environment to protect national intelligence, identify threats (including
insider threats), detect and deter p_enetmtinn' of IC informal:ipn resources, reveal

* {U) Office of the Director of National Intelligence, Air Force Intelligence, Army Intelligence, Central
Intelligence Agency, Coast Guard Intelligence, Defense Intelligence Agency, Department of Energy,
Department of Homeland Security, Department of State, Department of Treasury, Drug Enforcement
Agency, Federal Bureau of Investigation, Marine Corps Intelligence, Ndtional Geaspatial-Intelligence
Agency, National Reconnaissance Office, National Security Agency, and Navy Intelligence.




misuse, and identify usage trends®. The Military Intelligence Services, which are part of
the kG, are required to have'&he capability to collect key strakes and full application
content, obtain screen captures, and perform file shadowing for all lawful purposes, to
include detecting unauthorized use or disclosure,

(U//Pe8) The IC issued 1CS 7002, "Use of Audit Data for Insider Threat Detection,”
June 2, 2011, in order to use the data collected through 1CS 500-27 for the insider threat
mission. This policy states IC element heads are responsible for ensuring the
implementation of appropriate security and Cl initiatives to support the identification,
apprehension, and, as appropriate, prosecution of those insiders who endanger national
security interests. 1CS 7'00-".2 states audit data collected pursuant to ICS 500-27 must be
used to identify, proactively or retroactively, electronic activity by personnel that may
be indicative of an insider threat.

(U//#8¥8) ThelC element!;s must ensure the establishment of automated triggers?.
Triggers must be capable cﬂ detecting insider threats proactively on an ongoing basis,
ideally close to real time. Triggers must be developed and applied in a non-
discriminatory manner, based on knowledge and experience of the habits, techniques,
and tradecraft of persons who misuse access to IC information resources. Triggers will
often be specific to the mission activities of a given IC element. When a user activity
meets the trigger threshold; an automate alert should prompt an assessment by
authorized, subject to rules and procedures defined by the responsible office.

(U) Committee for National Security Systems

(U/ /#ed8) The CNSS, whic!‘i is chaired by the DoD Chief Information Officer, published
CNSS Directive (CNSSD) 50%, "Directive on Protecting National Security Systems from
Insider Threats,” on Fehruaw 4, 2014. This directive requires U.S. Government
Executive Branch departments/agencies (D/A), to establish insider threat capabilities

% (u//eeE@) Military Intelligence Services (INSCOM, ONI, MCIA, and AFISRA) are required to follow
this standard because they are a part of the Intelligence Community.

7 (U) Triggers are parameters that signify an anomalous event or activity indicative of an insider
threat or other unauthorized use or unauthorized disclosure.
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to protect national security systems in accordance with the Presidential Memorandum.
The insider threat capabilities these programs are compﬁsed‘ of must ensure that NSS
and the national security information are adequately protected from compromise or
exploitation by insiders. Many D/As have existing processes; policies, and capabilities
to address insider threats, but often they are dispersed throughout the agency and are
not coordinated. These capabilities generally include security, information assurance,
human resource, and occasionally counterintelligence. These capacities, when
synchronized with each other and automated to the greatest extent possible, can more
effectively and efficiently prevent, deter, detect, and mitigate insider exploitation of
national security systems,

(U/M4088) According to CNSSD 504, agencies that lease, own or use national security
systems must implement UAM in order to analyze and attribute user behavior. The
minimum UAM capabilities required for all Federal Governmﬁnt D/A to protect national
security systems and the information on them include capabilities to collect user
activity data: key stroke monitoring and full application content (e.g., email chat, data
import, data export), obtain screen captures, and perform ﬁlé shadowing for all lawful
purposes. UAM data must be attributed to a specific user. The D/As, however, are
encouraged to implement more stringent standards as their missions require and as
organizational risk dictates. '

(U) CNSSD 504 states that UAM collection must be accamplléhed by the D/A through
the implementation of triggers that monitor user activities on a network. Each D/A
must develop and maintain current triggers that reflect the unique environment of the
individual D/A, Some of these triggers that could indicate an insider threat event ona
national security system include: account change, authentication failure/change,
baseline anomaly, excessive activity, evidence tampering, exﬁltratiun, malware,
network traffic anomaly, privilege violation, system configuration change, and user
behavior anomaly. ‘




(M} Department of Defense Policy Initiatives

(U) Undersecretary; of Defense for Intelligence

(U) itis DoD policy that the Military Services monitor and audit information for insider
threat detection and mitigafion. The DoD Insider Threat Program will gather, integrate,
review, assess, and respontf to information derived from multiple sources, These data
sources will include counterintelligence, security, cybersecurity, civilian and military
personnel management, wo;‘r_kplace violence anti-terrorism (AT) risk management, law
enforcement (LE), the monitoring of user activity on DaD information networks, and
other sources as necessary a;md appropriate to identify, mitigate, and counter insider
threats, '

(U) The DoD CIQ's responsii)ilities within the DoD) Insider Threat Program are to
develop and implement polfcy and strategy, to include audit and UAM standards, to
counterinsider threats on DoD information networks.

(L) Military Service Insider Threat Policies
Y |

(U) The delay in the development and publishing of the DoD Insider Threat Program
Directive did not hamper the Military Services’ development of their insider threat
program policy, The Army, Air Force, and the Department of the Navy published their
insider threat program po]iéies prior to the Office of the Undersecretary of Defense for
Intelligence’s (QUSDI) insider threat directive. The Military Services were able to do
this by using the NITTF minimum standards as a guide in the policy development.

(U) U.S. Army

(U) The Department of the Army issued Army Directive 2013-18, “"Army Insider Threat
Program,” on July 31, 2013.




[U) ARMY: (b) (5). (h)(7)E)

(U) ARNMIY. (b) (5). {b) (7)(E)

[ R R - N . e S |
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(U) U.S. Navy and U.S. Marine Corps

(U) The Department of the Navy (DON) issued Secretary of the Navy Instruction
(SECNAVINST) 5510.37, “Department of the Navy Insider Thfreat Program,” on August 8,
2013. This instruction is applicable to both the Navy and the Marine Corps. This
instruction dictates that the DON will enhance technical capaﬁbilities to monitor user

activity on all systems in support of a continuous evaluation.,

(U) The DON CIO has to ensure the DON organizations design, develop, deploy, and
operate technology-enabled techniques on all DON networksf to discover and monitor
user activities that may indicate insider threat activity.

(U) The Office of the Chief of Naval Operations (OPNAV) issqed OPNAVINST 5510.165,
“Navy Insider Threat Program,” on January 27, 2015. This instruction, which applies to
all Navy personnel, includes planning, programming, and implementing enhanced
technical capability to monitor user activity on all Navy networks and systems. The
Navy’s Information Dominance Directorate (N2/N6) maintajns an insider threat to
cybersecurity program as the designated Navy lead for insidér threat to cyber-based
aspects of the Navy InT program. The Office of Naval lntel]igence is to serve as the
central operational authority for Navy sensitive comparmwnfted information networks,

(U) The U.S. Marine Corps is working on a Marine Corps Drdier (MCO) for insider threat.
The USMC anticipates that the MCO will be ready for coordination for comments by
August 2015, ’
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(U) U.S. Air Force

(U) The Department of the Ajr Force (AF) issued AT Instruction 16-1402, “Insider
Threat Program Management,” on August 5, 2014. This instruction assigns
responsibilities for the oversight and management of the Air Force Insider Threat
Program. The Air Force Insider Threat Program will include network monitoring and
auditing as one of its focus aé’eas. Available monitoring and auditing capabilities must
support insider threat detection and mitigation efforts to the extent possible. ‘
Monitoring and auditing capabilities must be integrated into the overall insider threat
mitigation process. Capabilities should consisteritly be improved in order to meet
currentand future Air Force mission requirements as well as Federal and DoD
standards, and to proactively incorporate best practices to prevent and detect
anornalous activity, ]

(U) The AF Director of Secuﬁty, Special Program Oversight and Information Protection,
as the designated representative for insider threat program management and '
accountability, is also chargéd with issuing policies and procedures that support
monitoring and auditing of SAP networks and assets for insider threat detection and
mitigation,

(U) ‘The AF Chief of Information Dominance and CIQ issues policies and procedures that
support monitoring and auditing of applicable networks and assets to support insider
threat deterrence, detection, and mitigation.

(U) The AF Deputy Chief of $mff for Intelligence, Surveillance and Reconnaissance is
charged with overseeing the monitoring and auditing of AF JWICS networks and assets
for insider threat activities. The Deputy Chief also establishes procedures to securely
provide insider threat progrém personnel regular, timely, and electronic access to
information necessary to idf.‘;ntify, analyze and resolve inside threat issues.

(U) The AF Deputy Chiel of $taff for Operations, Plans, and Requirements will ensure
cyber space operations support the capability to monitor and audit user activity in
accordance with U.S, Cyber Ciinmmand talking orders.




(U) Appendix C

]

(U) Organizations Visited and Contacted

Office of the Secretary of Defense

Office of the Under Secretary of Defense for Intelligence

Office of the Under Secretary of Defense Comptroller
Office of the Chief Information Officer

Dab Suppart Apency

Defense Information Systems Agency i

Military Services

U.S, Army

U.S. Navy

U.S. Alr force

U.S. Marine Corps | .




(U) Managemént Comments

(U} Office of the Under Secretary of Defense, Director
for Defense Intelligence (Intelligence & Security)

OF F:c\&r: OF THE UNDER SECRETARY OF DEFENSE

2000 DEFEHSE FENTAGON
§ WASHINGTOM. D.C. RO SO

IHTELL ISR

i
MEMORANDUNM FOR INSPECTOR GENERAL OF THL DEPARTMENT OIF DEFENSE
(ATTN: DEPUTY ASSISTANT INSPECTOR GENERAL.
INTELLIGENCE AND SPECIAL PROGRAM ASSESSMENTTS-
INTELLIGENCE EVALUATIONS)

SUBJECT: Draft Department of Defense Inspecior Generul Reéport, “Assessment of the
Military Services' Insider Threat Programs.” (Project No, D2014-DINTOI-
0043.000) |

Lhank you for the ppportunity o respond 1w the [nspecior General s drafl report and
discuss the Depanment of Detense (DoD) Insider Threat Program with your stall. We are in
agreement with your recommendations and hove already’ taken actions to address them, 'Please
see our comments of the drafi report in the atwched.

I'would ask that your team reconsider the nssessment thut OUSD{I) efforis (o publish the
DoD insider threat policy were not limely. As your report noted, the USD{) became the DoD
Senior Official for insider threat in September 2013 and the Deputy Secretary ot Detense siyned
the DoD insider threat policy in September 2014, (ur processing und publication of the
Department’s insider thréat policy Iell within the (ime standards set by the DoD Directives
Branch. Washington 1leadquarters Service, .

Thonks again tor working with us on this impuriant issue

. My staff would be ha
continue discussing this matter with your team. My primal C

rector for Délunse Intelligence
(Inielligenve & Security)

Attachment:
As slated H

BRI L




(L) O Hire of the Unde) Secretary of Datense, Uirectol
. - - T = 11w !' " Qa4 \
for Defense Intelligence “l”r'* igence Sr B2CUrity)

{( ont L”

DoD IG Draft Report Dated August 4, 2015
Project No. D2014-DINT01-0043.000

Asgessment of the Military Services’ Insider Thr;ut Programs

RECOMMENDATION: That the USD(1I) esablish an insider lhl'h't program office which
provides for management, accountability, and oversight of the DoD insider threat program.

DoD RESPONSE: Agree. An intemal assessment is being condusted to determine the best
organizationa) structure for the DoD insider threat program office, with feedback expected in
December 2015, In the interim, OUSD(T) dedicated staff within the Office of the Disector for
Defense Intelligence (Intelligence and Security) manage the DoD insider threat program at the
enterprise level, and placed n DoD lisison officer at the National Insider Threat Task Force.

With the addition of two full-time contractors planned for FY 16, the DoD Insider Threat Branch

will be better positioned to accomplish the management and wmiglu functions specified in
national and DoD insider threat policies.

RECOMMENDATION: That the USD(I) establish an insider threat program office which

makes resource recornmendations to the Secretary of Defenss by d:welupinn a plan to fully fund

the DaD insider threat program.
DoD RESPONSE: Agree. As the Principal Staff Assigtant for security and insider threat, the

USD(I) has included resource recommendations in the current and previous two Program Budget

Review cycles. OUSD(]) is also designing the content and scope of the annual siatus report to

the Secretary of Defenss and resource recommendations will be a key component of that report.
The FY 16-20 program build included funds for critical insider threat efforis supporting the DoD

enterprise program; specifically, the DoD Insider Threat Managemént and Analysis Center and
Continuous Evaluation pilots. Additionally, QUSD(]) personne! are reviewing all funding
streams that have an insider threat nexus for possible enhancements. OUSD(I) and DoD
Components will continue to collaborate on identifying the resources needed, potential sources,
and pursuing those actions reguired to procure them,

RECOMMENDATION: That the USDX) establish an insider threat program office which
develops a DoD level insider threat implementation plan, ‘

DoD RESPONSE: Agree. The DoD implemeniation plan has besn written and coordinated
with all DoD Components. Publication of this plan is projected in the first quarter of CY 16.




(U) U.S. Army, Deputy Chief of Staft, Director, G-34
- \
=N A
HERPARTMENT OF THE ARMY
AFPICH 3F Tk
Sapt b O EP F BrARE T
19D ARNE T P AR
AS) LY. 1E
DAMO-ODP ; 10AUG15

MFOFHNBPEGTOR GENERAL DEPARTMENT OF DEFENSE (ATTN:

SUBJECT: Ammy Response to DOD |G Assessmaent of the Military Services® Insider
Threat Programs ]

1. This memomndum serves as an omoinl mapnnse lo the DOD 1G Ass-essmant of the
op {

: nrag
\[\\l\ (11)| ] [||| (7))

SARNNY: (b) (3). (b)Y (T)HE)

ARMY (b) (5), (b) (TNE)




DAMO-ODP
SUBJECT: Ammy Response to DOD IG Assessmant of tha Military Sarvices® Insidar
Threat Programs :

ARMY' (b) (3). (b) (7)(E)

5. Armmy POC for this action Is

A AB
MICHAEL R. SMITH |

Major General, GS
Director, G-34




U) U.5. Navy, Staff of Chief of Naval Operations

S

INFFO MEMO
V August 27, 2015
FOR: DEPARTMENT OF DEFENSE, INSPECTOR GENERAL
FROM: VADM R. R. Braun, Director, Navy Swafl
SUBJECT: DoD IG Assessnient of the Military Services® nsider Threat Programs (U)

» (U) The Chief of Nuval Operations (CNO) was requested 10 provide commenis on the
DoD 1G Assessment of the Military Services' Insider Threat Programs (InTPs), The
nwjor report finding is that the Military Services are nol yet fully compliant with the
Insider Threat Minimum Standuards. The Military Services InT program lack
implementation guidance from the DoD-level Insider threat senior official und
consistent DuD-lev@l Insider Threat program resoureey,

OSD/IS: (b) (1), EOI3526, sec. | d(c), NAVY: (b) (1), EO13320, sec | d(g)

& Navy concurs with the report’s major finding,

e Attached is a list ofiplanned or completed Navy actions thit sddress the DoD 1G's
compiled recnmmnt}dntinn.-a. -

ATTACHMENTS:
Ag stated

Derived from: NITTF S(!ﬁ V1.0
Declassify on: 25 Aug 2040

Lz — -




J) U.S. Nawy

¢ -1 e . 4 B o
f of Lniet ot Naval !ll_1)'|.'i 1IVOTNS

i

ATFACHMENT |
August 27. 2015

SURIECT: Planned and/or Completed Miuvy actions that address the DOD G s compiled
recommaendations bk )

RECOMMUENDATION 2:
(LN Cswablish an Instder Threat Office of Prinuy Responsibilicy lmn."muulc the responsibilitics
stated in the minimum stardacds and in DODD 5205, 16,

o (L OPNAV concuis with recomniendation,

o (LD OPNAV desigmved o Senior Officil for the Nuvy and u’n office of privanry
responsibility for Insider Threot. 'The Director of Nivy Sl 1DNS) exceares aversighi
und monagemen of the Nuvy's Insider Threm Program. ‘Thé DNS directs Navy
cupubility. resource planning and programing effons w effedtively deweet, deter and
mitfgate ingider threats in compliange with the mininuwm stupdards and the Do 5205 16,

e (U The Deputy Chied of Naval Operations (DCNO). Infurniation Dominance (N2NG).
estublished the Insider Thrent to Cybher Seeurity Olfice o develap and plun an automated
insider threat analytic and response eapability o review tnd respond 1 information
derived from anomnly deweetion. continuous evalivation, and’ofher sources as necessiavy.,

SUBRECOMMENDATION: ]

(U Implernent tie user ctivity nwonitoring aspect of the Minimown Standisds Ton Baceitive

Branch Insider Thieat Programs on all elassiticd networks, f

o (L) OFNAV concurs with recomimendation.

o (LY The DUNO (N2NG) established wn lasider Threw to € yhur Security Office o
courdinuie and manage anomaly detection, Informeation n.\aumm.c anel eyber in support of

the IDNS.
OSD/IS: (b (1), EO13526, sec. LA{c), NAVY: (b} (1), EQ13576, see. |.A(g)

(/i) In July 2015, The Space and Warlare Systems Comnmiand (SPAWAR)
provided the NITBOG o Nuvy IaT' 1o Cyber Security unalysis. which recommencded new
or modified controls und ussovlated architeciure revisions, afong with broud resource umd
munpower requirements, o expand VAM ¢overige to all networks. The NS Insider




(U) U.S. Nawy, Staff of Chief of Naval Operations

leont'd)

Theent Working Group is developing an sequinition sinaegy . esoiiee reguirements, and

an implementiation plap to expand UAM coverage W SIPR in FY 18,
o ) OSDAS: (b (1) EOI3326. e, LA(er NAVY: (b) (1), EO13526, 5

. tU) Fstublish an vl implejuentation pan.
o (1) OPNAV concurs with recotmmendation,
o (L) In June 2015, TheDNS diafted un 1T loplementation Plan tho is in formal paticy
caordintion for review and comment.

o (L) Monitor and report pragress on the implementation of their insider (threit pragrans,

o (L) OPNAV concurs with recommendation,

o iU In Ovtober 2015, the DNS will oversee the prepiration of an amisal wepord,
tor delivery 1o the CNO, which provides wy update on the completion of reguirements
found in the InT Implamentation Plan, additional nceomplishments, resotrees allocated,
insider threats risks identified, recommendntions, gouls For Progroam improvement, and
that identifics major impediments or challenges. Further, DNS will provide '
programming recomimandations w CNQ for Navy Insider Theeat.

o (L) The DNS will I'nui:Iimlc reviews of the Nuvy's InT program 1o emare complionee
with policy guidance, including o requirement iy conduet and report of sell-ussessinens.

1
e (U3 Ldemity intermal fumding requirements ina program objective memorndum w VSD)

a (L OPNAY coneurs with reconmnendition.

o (1)) LINS established the Navy Insider Threat Bound of Governanee {NITROG) 1o proyide
senior leadership recotnmended aetions, prioritization, planning, progrnmming.
infurmution sharing und excention of activities in suppoit of 8 comprehensive Navy la TP,

= (U In July .EUIS. SPAWAR provided the NITBOG o Navy o'l 1w Ovher Security
analysis. which defiped and documented existing gaps in o'l 1o Cyber Sceority controls,
and recommended new or imadified controly and associoted avehitectne revisions, aling
with hroad resouree aid manpower requirements, 1o ensure LLS. Navy medts insider
threitt prograu requlr-%mume-.

¥

(L) The NITHOG will develap InT resouree recommendations for the DNS o present o CNO
and OUSDI for FY 18 POM. |




(U) U.S. Air Force, Chief of Stafi

CLASSIFICATION: Ufciassisin
DEPARTMENT OF THE AIR FORCE
WASHINGTON. C ?

SEP 32015

Office Of The Secralary

MEMORANDU M FOR DEPARIMENT OF DFFTNST l\.‘hl’i:( TOR GENERA
i
TROM: HQ L Sal CC ‘
1670 Ale Foree Pentagon
Washington, DC 203301670

SUREC T2 Departient of Deténse Inspeetor Genernl (DoDIGY Drafl Report. Assessmem of
the Mililry Services' Insider Threm (In ) Programs |

ekl We reviewed the report with regards w Recommendation 2a. ¢, o, and ¢
I u _.

a, (U i) Iiplement User Activity Monitoring (U AM) aspect ol the
Minimum Sinndards for Executive Branch Insider Threat Programs on all classilied nevworks.
Tl e Fovee agees with this vecommendation. The A Foree dompletad w reguirement gap
analvwis g inmplemenimg T AN an all classifled menvarks whicly identigicd tonding requirements
toexpuondd UAN 10 Speciol dceess Programs and SIPR, This vequivemem Is compering for
hading i FY 13, pending the auconre of veprogeanpmiing actions citrémly in Congress. The v
Force has implementod UAM on purtions of the classified nenvork fabvic and expecis o fully
mreet the classificd nenvork veguivemens in FY16. e dir Force Sevarity Enrerprive Fyecutive
Boord (AESEEB will review sivtus fn Seprembe aind sve selll priieed UAM w0 the approprivie
notals in accordmive with vequiveniems, teeat assessments, aind competing priovitles, (e will
wse the FYET PBR and the EYIS POM i implement :m_m"!rmdi:r;rjud[u.\'mwm.ﬁ'.

G, (U} Establishan In1 implemeniation plan, 70 Al Foree agpees
wieth this vecommeadation. The Afr Foree compleied finad functival coordimaon
o s T Tplemeatenion Plap on Y diguse 2015 cm..f«\;wm ginwd pehliceiiong by
4 Sepnenther 20143,

o L) Monitor and veport progress on the unplénmnlnliun of their insider
threat programs,  The Air Force aggrees with this wumnm-mfmlnu The Liv borce veported
indtiad teask completion 1o Nettonad Insider Theeat ask Forcof NTTTE on 26 e 2014
annd is sefieduted for an assessment by the NITTE on 2 Decenifer 20035, Lhe AFSELR
which ineludes senfor-tevel puritelpation from the elligones. coemvin forees. acquisition.
inspeetor general, commmications. operations, persommel. wnd pielesy earerprive
colniitios, wmeens monthly o peview T implenisiarion uml wenk everlving ivsies,

CLASSIFICATION: L i assr fen

i 1




(U) V.S, Air Fnrreﬁ; Chief of Staff (cont'd)

. CLASSIFICATION: ©/MC L ASSIFIED

e, (U Idenid iy internal InT funding requivements in a program objective
memorandom (POND to LSDOD. The Air Fovee agrees Wwithe this vecome ndations. The e
Forve completed a cross fierional requirement gop anolysis on 11 dwgose 2015, The v
Foree will awlidress mmliug'l,ln the FY IS PO

Please contagct

Do O1G: (b) (b)

Adminisuative Assistam

| CLASSIFICATION: UMCL ASSIFIED




(U) U.S. Marine Corps, Assistant Depuitv Commandant,
Plans, Policies, and Operations (Security)

e L

DEPARTMEMNT OF THE HAVY
HEADCAIARTERE US MARINE CORPS
000 MANINGE COMPY FENT A0
WASIONGTON & M 3md00r

W T

1500
es

26 SEP 2015

Deputy Assistant Inspector General
ISPA-Intelligance Evaluations

(U) This is the United States Marine Cdrpn (USMT) responss
to the Deputy RAssistant Tnspector General, i8PA~-Intelligence
Fvaluations Memorandum, SUBTECT: Assessment of the Militarey

fexvices’ Insider Threzt Programs (U) dated 04 Auvgust, 2015,
(Broject No. DZ2034-DINTOL-0043.000) p

(1) USMEC comments & the Recommandntiods Requiring Comment
(2.8, 2.b, 2.¢, 2.d, 2.e¢), outlined in the Departmenct «ZI Dafense
Inspsctor Genaral’s Results in Brief, sre attached. The overazll
lead for this effort is Security HEranch witjhin Securit
Division. The primary polnt of contact

C%Y‘..MD_LA_

Assistant Deputy/Commandant Plans,
Poli-ies, and Operations (Secuarity)
hcting

The slternate POC is
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(U} U.S. Marine Cprps, Assistant Deputy Commandant,
Hans, Policies, and Operations (Security) (cont’'d)
[ J ATLNTY oW oy ;l.“'—‘:-_& 1% ]

Department of Dafensa Inspector Ganaral Results in Brief
(Projmct Wo. D2014--DINT01-0043.000) (8//8F)

Azsessment of the Hilit;ry Sexvices’ Insider Threat Programas (U)

RE OOTUNaNC
DoD LG (b)(5), (bY7AE)

(V) USMC Response: CONCUR. Current UAM land audit) is being
i

Marine Corps sttams Command (MCSC)

is deploying & Hosat

Based Security System (HBSS) Data loss Prevention (DLP
capabilit

s Three DLP piloﬁs have been completecd by Marina Coxps
Command, Control, Communicaitions, and Comnputer (C4) and
MCSC. '

o MARFORCYBER 1sjcraating an Urgent Needs Statement (UNS) co
procure a significant amount of storage capabillity te
better support data and user auditing requirements.

Note: During August 2015, C4 and MARFORCYBER initiated an
analysis/study, led| by the Carnegie Mellon computer emergency
response team (CERT) to assess the current areas where the
Marine Corps is curkently doing Insider Threat functions and DLP
activities. DoD O1G (b)(5). (b)7NHE)

Dob O1G: (b)(3), (h(7)E)




(U) U.S. Marine Corps, Assistant Depuity Commandant,

Plans, Paolicies, and Operations {Securitw (cont'd)
S ———————

Department of Defense Inspactor General q.-ulsn in Brief
(Praject Ne. D2014-DINTO1-0043,000) (8//WF)

Assessment of the Military Services’ Insider Threat Frograms (U)

(U) Recommendation #2b: Establish an Insidar Threat Program
polley.

(U) USMC Response: CONCUR. Current policy for the Marine Corps
Insider Threat Program was promulgated on 10 April, 2015 via
MARADMIN 187/15 with the focus on Interventican and the
prevantion of threats which may result in damage or destruction
to Marine Corps persons, places, and things. ., A supporting
Marine Corps Order (MCO) is currently being drafted which will
include the recent revisions to the Department of Defense (DoD)
Insider Threat policy. The estimated signatyre date for the MCO
i=s 3" puarter FY16. ]

1
(0) Recommendatien #2a: BEstablish an Insider Threat
Implementation Plan. ?

(U) USMC Responaa: COMCUR. Concurrantly with the drafting of
the supporting MCO, an implementation plan is currently being
drafted. The eatimated signature date for the implemencation
plan is 3 Quarter FY16,

Mote: An Insider Threat Punctionsl Area Checklist is undsr
development and will be pested on the Tnspector Genaral of the
Marine Corps Inspection Division web-zite when completed. The
estimated completion is aestimated during 3% Quarter FY16&.

(U) Recommendation #2d: Monit.r and report p%oqrass on the
inplamentation of their Insider Threat FPrograms.

(U) USMC Response: CONCUR. Security Branch is currently
providing cversight, to include repcorting and menitoring, for
the developmsnt. and expansion f the Marine Corps Tnsider Threat
Program. 3

Hote: To mitlgate the Insider Threat and, protect the total
forcos,; the Marine Corps has draftsd an inltiytiva te estabkblish a
Marine Corps Inslder Threat Management and Analysis Center
(MCITMAC) to intagrate snd centrally analyze' kay thrsat-ralatec
information on potential Insider Threats whofmay pose a risk to

=2 e . — +
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(U} U.S. Marine Cprps, Assistant Deputy Commandant,
Plans, Policies, and Operations (Security) (cont’d)

i

Department of Dofense Inspactor Ganeral Repulits in Bris?®
(Pzoject YNo. D2014-DINTOL=004% . 000) (&//WE)

Agsesamant of the Hilihnry Services’ Insider Thresat Programs (U)

nersonnel, facilities, networks, and national security
information. The MCITMAC will analyze information and data
derived from NIPR, SIPR, and JWICS networks. Ths MCITMAC will
collect and distribute Insider Threat informaticn aczoss the
enterprise and collaborate closely with the Department of
Defense Insider Threat Management and Analysis Center (DITMAC).
The Initial Operaticnal Capability (IOC) for tha MCITHAC ie
schaduled for 1'% Quarter FY16 (this is in line with the DITMAC
o) .

Adlditional Information: The Marine Corps has initiaced
discussions with the Department of the Navy (DoR) Chief of
Security Enterprisea on the feasibility of establishing a Navy
and Marine Coxps Insider Threat Managemenkt and Analysia Centar.

{d) Recommendation ‘2.: Identify internal Inslder Threat Efunding
requirements in a2 Program Objective Memcrandum (POM) ko USD(T) .

(U) USMC Response: CONCUR. Current Insider Threat requirements
are being entered inte the Marine Corps Capability Basad
Assessment (MC-CBA) process., This pracess includes
capabilities, gap, 8clutiona, and risk anslyses. The
information derived from this process will inform the inveatbment
strategies for the next POM cycls. The estimated completion
date for the Capabilities Investment Plan (CIP) submission is 4%
Quartexr FY1l6.

Note ELrom C4 SME: “We cannoct move forwaid with an acqulsition
strateqgy or attempt to engineer or integrate more capabllicy on
top of what already exists in the Marine Corps EBnterprise Secrat
Network (a network of networks) (MCEN=8) until we have done a
thorough analysis, and have a clear understanding of Lthe true
gaps. The Marine Corps has existing capability and technology
in place performing|a number of DLP and Continuous Monitoring
(CM) and audit/managemant features, and we would like to vtilize
rxlscing capabilitiés where possible. We are doing our due
diligence with the analysis before putting together a Business
Cost Analysis (BCA) and ask for more funding for C4. Based on
the information wes have today, we believe significant Ffunding
will be required t*imﬁet each obiective conclusively.” The

1
e e S




(U) U.5, Marine Corps, Assistant Depuifly Commandant,
Plans, Policies, and Operations (Security) (cont’d)

i E s |

Nepartoment of Defenas Inspactor General Reasults in Brief
(Project Neo. D2014-DINTOL=-0043.000) (8//nMF)

Assesanent of thae Military Servicas’ rnuid-=%!h=¢-t Programs (U)

astimated completion date for the analysis aﬁd BAC submission is

2" Quarter FY16.

Note from Security Branch Head: “We are currently involved with
the Cost Bassessment and Program Evaluation (CAPE) Director,
speclfically the Insider Threat Issue Team, Where we are
developing cost estimations for the Insider Threat requirements
saross the Fiscal Year Defense Plan (FYDP). 'Our initial
submisaion is due to the CAPE during 1°° Quarter FY16.*

REASON: Derived from multiple saurces
DECLASSIFY ON: March, 12, 2039
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(U) Acronyms and Abbreviations

AFRISA  Air Force Intelligence, Surveillance, and Reconnaissance Agency

AJNAP  Army IWICS Network Audit Program
CAP Controlled Access Program

ClI0  Chief !nformati,on Officer
DISA Defense Information Systems Agency
DNI  Director of National Information
D/A Departments ﬁnd Agencies
E.0. Executive Order
GISA  Ground Intelligence Support Agency
HBSS Host Based Sequrity Suite
IAR Incident Assess;ment Report
ICS Intelligence Cohmunitv Standard
InT Insider Threat .
JWICS  Joint Worldwirie Intelligence Community System
MCIA  Marine Corps Intelligence Activity
NIP  National Intelligence Program
NIPRNET Non-secure In&met Protocol Router Network
NITTF  National Inside':r Threat Task Force
DON Department ofthe Navy
ODNI  Office of the D‘rector for National Intelligence
ONI Office of Natiohal Intelligence
0SD  Office of the Sécretary of Defense
0uUsD(C) Office of the Uhder Secretary of Defense for Comptroller
QuUsD(l) Office of the Under Secretary of Defense for Intelligence
PP&O  Plans, Policy, and Operations
PPOI Plans, Policy, Oversight and Integration
SAF/AAZE Policy and Security Enterprise Division

f i




SAP
SAPCO
scc
SIPRNET
SME
UAM
usD(i)
uSMC

" Special Access Program

Special Access Program Central Office
Security Coordination Center

Secret Internet Protocol Router Network
Subject Matter Expert

User Activity Monitoring

Under Secretary of Defense for Intelligence
United States Marine Corps




SECRETY7NOTORN

Whistleblower Protection
U.S. DEPARTMENT OF DEFENSE

The Whistleblower:' Protection Enhancement Act of 2012 requires
the Inspector Get?era! to designate a Whistleblower Protection
Ombudsman to educate agency employees about prohibitions on
retaliation, and rights and remedies against retaliation for protected
disclosures. The dé_s_ignated ombudsman is the DoD IG Director for
Whistleblowing & ’.*:'ransparenc_u For more information on your rights
and remedies agaif;st retaliation, go to the Whistleblower webpage at
www.dodig.mil/programs/whistleblower.

I
!

1

For more information about DoD IG
reports or activities, please contact us:

Congressional Liaison
703.604.8324

DoD Hotline

, 800,424.9098

1

i Media Contact
Public.Affairs@dodig.mil; 703.604.8324

! Monthly Update
dodigconnect-request@listserve.com

Reports Mailing List
dpdig_report-request@listserve.com
!

Twitter
twitter.com/DoD_IG



Department of Defense | INSPECTOR GENERAL
_ 4800 Mark Center Drive
Alexandria, VA 22350-1500
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