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Ourmlsslon,·ls to provide independent, relevant; ai)d timely oversight 
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Vision I 

Our vision Is to be a model oversight 01ya11izatio11 in the Federal 
Government by leading ch'ange, ;peaking trut~., and promoting 
excellence- a diverse organization, working '. 
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together as one 
professional team, recognized as leaders I~ our field. 
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o b·ectiv 

(U) We conducted this assessment to 

determine the level of compliance of the 

Military Seryices with Executive Order 13587 

and the. National 'lnsiqer 1 hreat Policy and 
Minimum St:clndards for Executive Branch 

Insider Threat PrQgr~ms with implementing 

user activity monitoring. 

Fh dlo 
(U) The MilitaJY, Services.are not yet fully 
compliant.in meeting·the Insider Threat 

minimum .standards because theY, lacked: 

• lmplementation guidai:,.ce from the 

DoD level insider threat senior 
offic!lal. 

• Gonsistent DoD level insider threat 
program resources. 

' ' ,, 
I 

We r~commend t)lat the Undtir Secretary of 

Defense for Jntelligence comply with 

D9DD 520S.16 to facilitate establishing the 
Military~ervices' insf der threat program by: 

· i 

Visit «$ at www.dod(g,mfl 

Recomn1 n ti n (r 1n 'd) 
• (U) Establishing an office of primary responsibility, 

• (U) Developing a plan to fully fund the DoD insider threat program, 

and 

• (U) Development of a DoD level Insider Threat implementation 

plan. 

(U) We recommend that the Military Services comply with the National 
Insider Threat Policy and Minimum Standards for Executive Branch Insider 
Threat Programs and DoDD 5205.16 in order to reduce the threat of insider 
threats. 

(U) The Director for Defense Intelligence, on behalf of the Under Secretary of 

o·efense for Intelllgenc.:e, concurred with all recommendations in the report. 

(U) The U.S. Army's Director G-34, on behalf of the Chief of Staff, non

concurred with recommendation 2.'e. However, the response provided met 
the intent of the recommendation requiri.ng no further action. The Director 

concurred with all other recommendations lo the report 

(U) The U.S. Navy's Director of Navy Staff, on behalf of the ChiefofNaval 

Operations; the U.S. Air Force's Administrative Assistant, on behalf of the 

Chief of Staff; and the U.S. Marine Corps' Assistant Deputy Commandant, on 

behalfofthe Commandant of the Marine Corps, concurred with all 

recommendatitms in the repo1t. 

1()1)1(, Z!) I. , 18411 
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(U) Recommendations Table 

Rl'comml'ndations 

RC'qumng Comment 

No Additional Comment 

Requ11ed 
M,magl'm!'nt 

Under Secretary of Defense for Intelligence l .a, 1.b, 1.c 

Chief of Staff, U.S. Army 2.a, 2.d, 2.e 

Chief of Naval Operations 2.a, 2.c, 2.d, 2.e 

Chief of Staff, U.S. Air Force 2.a, 2.c, 2.d, 2.e 

Commandant of the Marine Corps 2.a, 2.b, 2.c, 2.d, 2.e 

(This table is UNCLASSIFIED) 

SlsCRET//~9fQRH 



S£6R£l'//N8F8RN 

INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 

400 ARMY NA VY DRIVE 
ARLINGTON, VIRGINIA 22202~704 

MEMORANDUM FOR UNDERSECBETARY OF DEFENSE FOR INTELLIGENCE 
CHIEF PP STAFF, UNl'l'ED STATES ARMY 
CHIEF OF N~VAL OPERATIONS 
CHIEF OF STAFF, UNITED STATES AIR F0RCE 
COMMANDANT OF THE MARINE CORPS 

' 
SUBJECT: Assessment of the Mili~-ar.y Services' Insider Threat Programs (U) 

(Report No. DODIG-20+5-184) · 

September 29, 2015 

(U) We ~re providing this repo.rt (or your information and use. We found that the Mllltary Services 
were not fully compliant in meeting the minimum standards identified in the National lnsider Threat 

r 
Policy and Minimum Standards for Executive Branch Insider Threat Programs, November 12, 2012. 

I 

We conducted this assessment in accordance with the Council of Inspectors General on Integrity and 
Efficiency Qua! lty Standards. for I l)spection and Evaluation. 

·cu) We considered management fomments when preparing the final report. The Under Secretary of 
Defense for Intelligence concurre~ with ~II recommendations; the U.S. Army concu11red with 
recommendations 2.a and 2.b, bul non-concut·red with recommendation· 2.e, but their response met 
the intention ef our recommendafion requiring no further action; the U.S. Navy concurred with all 
recommendations, the U.S. Air Force concurred with all recommenctatlons; and the U.S. Marine Corps 
concurred With all recommendatibns. Therefore, no additional actions or comments are required .. 

' 
' 

(U) We appreciate the courtesies extended to the staff. Please direct questions to me at 
(703) 882-4860 DSN 499-4860. : 
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(U) Introduction 

(U) Objective 

(IJ) We conducted this assessment to determine the level of qompli~nce that Military 
Services imple1T\ented toward Defense and National Insider Threat (In'!') Policies, 
including illltiatlves to address threat mitigation and vulner3:'blllty reduction. 

l 

(U) We focused our assessment on the minimum standards identified in the National 
Insider Threat Policy and Minimum Stahdards for Executive ~ranch Insider Threat 
Programs, November 12, 2012 (hereafter referred to as minimum standards). The 
minimum standards include the capability to gather, integrat1e, and centrally analyze 

t 

and respond to key thre~t-related inforination; monitor ~mpjoyee use of classified 
networks; continued evaluation of personnel security infomiati_on; and provide the 
workforce with insider threat awareness training. Of all the ininimum·standards, we 
only reviewed the status of the user activity monitoring capabilities (UAM) within the 
Military Services aspect of the minimum standards. The anatytical C9J)ability and 
continuous evaluation ~spects of the minimum s tandards were still in development and 
could not be reviewed at this time. 

~U) Bad ~round 
(U) The·concept of insider threats is not new. Recenl inside~ incidents have been 
11lghlighted by.the crimes committed by fornHir PBI Agent Rd.berr P. Hanssen - 2001; 
former Defense Intelligence Agency senior analyst, Ana B, Montes· 2001; former U.S. 
Army Private First Class Bradley E. Manning - 2010 (currently known as Chelsea E. 
Manning); and leaks of classified Information to mainstream ,nedia allegedly by former 
National Security Agency computer professional, Edward J. S~1owdeo · 2013. 

(U) After the 2010 classified information clisciosures, Presid~nt Obama issued 
Executive Order 13587, "Structural Reforms to Improve the 1ecutity of Classified 
Networks and the Responsible Sharing and Safeguarding of Glasslfled Information," 
October 7, 2011 (E.O. 13587), which was followed by the midimum standards on 
November 12, 2012. DoD Directive 5205.16, ''The DoD lnsid~r1'hreal Program'' (DoDD 
5205.16), September 30, 2014 (See Appendix 8), was publislied during this project. 
DoDD 5205.16 not only implements the guidance identified ift E.0.13587 and the 
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minimum standards but als,o expands the minimum standards to DoD information 
networks. 

I 

(U) E.O. 13587 and the minimum standards mand~t~d the Military Services ~stabUsl1 
their Insider Threat (ln1') Pr ograms on classified networks by conforming to thl:l 
minimum standards. This l!iitiaJ.mandate did not provide dedtcateq insider threat 
funding causing the MilitarY, Services to execute their programs from existing internal 
budgets1, As a result, the Mjljtary Servlces slowly moved forward with the development 
of their ln'f programs and UAM implementation. 

' 

(U/1!P8Mej E.O. 13587 created'the National Insid.er Threat Task Force to create 
national level insider threat policy and help Executive Branch Agencies with the 
Implementation of their inflder threat programs. To do this, the NlTTF published a 
"Guide·to accompany the N,tiorta:I Insider Threat Policy and Minimum Standards" in 
November 2013. This g1.1id~ states Agencies "should establish a program office" to 
execute Inf policy and program implementation plan. 

(U /.~} Some financial ~sslstance was offered by the Office of the Director of 
National Intelligence (ODNi) to the Intelligence Community, which include the military 
int~lligence components of the Military Services, in the development of UAM · 
capabil'lties on the J9intWorldWide Intelligence Community System UWJCS). 

(U) We will provide a copy phhe final report to Lhe USD(() and senior officials 
responsible for Internal co11trols in the Army, Navy, Air Force, and Marine Corps. 

1 
(U) Budgets were red1.1ced bed.a use of the .Budget Sequestration tilking effect in 2013 which refers to 

automatic spending cuts of aboLt $1 trllllon to the u.s. Federal Government, and the proposed 
FY 2-015 Defense Budget which is $0.4 billion less than enacted in FY 2014 appropriation. 

/"11111 JI \ H< I' 

SEEJlET/,'N9fQRN 



5EERET//N9F8RN 

(U) Finding 
I 
l 

v 
j 

(Ut Mili ary.~ervrces are t t Fi•IIV Compliant 

with the Insider Threat Mlnin1um t nda d 

(U) The Military Services' InT programs lack: 
I 
I 

• (U) lmplementati011 guidance from the·Dop level insider threat 
senior official, and 

• (U) Consistent DoD level Insider Threat pr~gram resources. 

(U//~) Because the DoD level lnT poUcy was not issJed in a timely manner, 
most of the Military Services generated their own lnT pro~rams based on the 

requh·ements identified inE.0.13587 and the minimum standards. Although 
DoDD 5205.16 has been issued, the Military Services are s,till waiting for 

implementing guidance from USD(I). Additionally, the Un~er Secretary of 

Defense - Comptroller does not have any specific insider threat funds. Lastly, the 

Defense Information Support Agency does provide some tjetwork monjtoring 

tools ~nd monitoring services to the Military Services, butjthe tools do not meet 

the specific need of user activity monitoring as otitlined ire the minimum 

standards. 

{U) Under Secretary of Defense for Intelligence 

(U//~) In a February 2011 memorandum, the Secretary pfDefense directed the 

Assislant Secretary of Defense for Homeland Security and A,'f!ericas' Security Affairs 
. 

(ASD(HD&ASA]) to establish a DoD Insider Thl'eat program. I" I 
September 2013, the 

Secretary of Defense designated the USD(I) as the insider thr,at senior official. Upon 

assuming.the duties as the insider threat senlor-offidal, the lJ~D(I) took over drafting . 
"' 

SECREff// N0F0RJt 



the jnsider threat directive t hat ASD(HD&ASA) started in 2011. DoDD 5205.16; 

published on September 30~ 2014, establishes policy and assigns responslbiUties wJthin 
DoD for developing and ma~ntalning an lnT program. The lnT program must comply 

with the requirements and r1inimum standards to prevent, deter, a11d mitigate actions 

by malicipus insiders who rlepresent a threat to national security or DoD 'personnel, 

facilities, operations, and r~sources. Additionally, the USO(J) is responsible Lo establish 

an implementation plan, w~ich is currently in coonlinatlon for comments. 
l 

(U/ /~ In accordance ynt~ DoDD 5205.161 USD(I) is responsible for providing 

management. accountabilitr, and o~ersight of the DoD lnr program. We detel'mined 

that USD(I) provides minimal oversight t6 the lnT program based on the followJng 
. ! 

information: 

I 
• (I.I //P8M8) Whe l)~D(J) Dep1,1ty Director for Security and Insider Thr~at, 

()SI) JS (h) (h) ' 
, stated that USD(I) did not receive any feedback from 

• 
the. Military~ervices after the release of Do0D S205.16, prompting him 

to ask us during the intei;view how the Military Services' lnT programs 
are doing. 1 

~Jft1Rt!ttfWalso 
• I 

• (U/ jnforrned usthatthelack of a singular InT 

office Was an is.sue and that Lhere should b~ a central point that DoD ' . 

officials coufdreach out to for Information or questions related to lnT. 

fJ lu 
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(U) Under Secretary of Defense Comptroller 
(U//~) An OUSD(CJ SMB stated that lnT is an evolving concept and that there is no 

I 

one definition for insider threat yeL. No centraiized budgets.for lnT have been 

established1 but there are cyber monitoring line items withiri the Chief Information 

Officer's (C[O) budget A large portion of the cyber budget it~ms is found in the 

consolidated cryptographic ·program (CCP), which is part of the NIP portfolio. The 

OUSD(C) SME stated he does not expect lnT funding this budget ' cycle. He also said 

there should be more funding withih future annual budgets, l>ut the funding will likely 

arrive after a cyber justification is agreed upon. 

(U//~J \H~I\" ihii'I (h)(7Jlr) 

(U} Defense Information Systems Agency 

(U/~) 

§EE.RETl,<NQFQA).J 



(U//~) DIS\ (hi 171([) 

lllS\ (h)(71([) OSl> IS DIS I (h)( 71(~1 
1 l II \ lll 

l>IS \ (h)f 7J(f) OSI> IS (h)(l) IO ( IS(_~ 

l ln 

DIS I (h)( 71([) 

DIS I (h)(71([) 

1111 
l>IS\ ih)(71(1 I f>IS \ (h) (71([) 

(U//~) DIS\ (h)(711[) 

DIS\ (h) ( 7)1[ I OSI> IS 

' ' 

-
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I dt lt( I\ 

(U} Networks Monl,torlng Tools 
I 

(U/ /~) We determiped the current tool that the Services are using for UAM is 
OSI) JS th)(\) 1 o l S( ~ I lO .\!{~!\ (h)( \) IO llS< ~ I \n (h) (7) \l{\I'\ (h)(l) IO IS{ ~llO(h)(7)(l) 

\lt\1' (Ii)(\) llll'S( ~ 1111 (h)(7)(1) 

<JS() IS (h)(\) \I{:\!\ (h)fl) IO{IS( ~ llll (hl(7)(1) 

(I I \ lll 

(1:1//~) IR\I\ il•ll'I (h)l71([1 

The Marine 
,u111,, 1 , , ., lll-' 11, 
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'I I IL 

' 
Corps' UAM program is the newest, having been ready for op~rations since September 

2014, but has not received approval to operate on the USMC WICS .network as of March 

2015. 

(U) Statu o, the Militarv S It e:,' k1sid r T r ·at 

Pr:ogr.Jms 
i 

(U} We reviewed the status and capabilities of the Militar,y Services' lnT programs. We 

limited our scope to. the \I{\!\' (h)()JI[) 

(l:J) U.S. Army 
osn IS (h)(I) I 011,2<, '><.:l I 1(d \H~I\' (h)(I) rolh .. h \I,.'\; I l(d 

(U/~} \R~I\ ihl (') (hi (7111 I 

' 
2 (U) Principle Guiding Documents are E.O. 13587 and the, National Insider Threat Polley and 

1 
Minimum Standard~. See Appendix 8. 
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(U /:/rflWtl@) 11!~1\ thli'I thlt7111 I 
I --

• (U//~1 
I 

~ll~I\ (hli'I (hll71t[I 

-
• (U/~J 11(~1\ thll') thl 17111 I 

• (U//~) ~H~I\ thli'l ihl(711[1 

l 
(U) Army User Actiyity Monitoring Program 

I 

(U//J.QW9) \({~1'1 (h)(l) IOlS{ ~1;11(h)(')(h)(7l(f) 

OSI) IS (h)(\) \R\l'i lh)(l) IOl'S( ~ 110 (h)(') (h)(7l([) ()SL) IS (h)( l) Io l 'S( ~ JlO 

' . ' 
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~R~I\ (h)l7)11) 

The privil~ged . l users are the 

computer operators who are in positions of greater network privileges. such as system 

administrators. ~\(~\\ \h)IS) (h)(7J([) 

(U//~ The Am1y acquired HBSS from DISA in 2010, be~ause the software was 

free; however, the hardware was not free. HBSS was marketed to the .Army as an 

antivirus program with a device control module. The.Army i lso activated a 1·ouge 

system detector module, 

(U/ ~) The Army conducted a pilot program with the'ft1rTJS:'lttMlll
tools frolfl 2011 to 2012 at the National Ground Intelligence~ enter (NGIC). -· 

', j 

(U//~) \Ri\1'1 (h) (1) Ill l S( ~IHI (h) (") (hi (7)11 ) 

OSI) IS (hi (\J .\\(~I\ (hJ( \J 
ti 1 ~ w o ~ lo 

OSL>JS {h)(q IOIS( ~ \l{i\l\ (h)(l) IOllSl ~ llO (h)("I (h)(7)11) 

10 \ ll 
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(U/ /~) When an attribµtable and au<iitable event (trlgg_er), trips in 

111ffNlllHBSS1itl111M~n AJNAP Analyst reviews tne.data arid writes iln incident 
assessment report (IAR). 14Rs are balanced against an organization's mjssion and what 

is currently going on in t~e rorld. \1(~11 (b)(') (h)(7)(~1 

(U/ /~ The Army gets ~ts ~riggers from ICS SOQ-27, "Collection and Sharing of 

Audit Data," June 2, 2011. \f(,\I\ ihii'I (h)l7J(E) 

(U I /f'etffl') \R:\I\ (h)(,) IOI S< ~ IW (hi(,) (h)(7)([) 

ao l (UI/~) According to Army SME, \R:\1' (h)("l (hi (7J(I) 

(U) 11{\I\ (id(') (h)(7)([) 

• I SECR:Etf//NBFBRN 



S6ERiT//N9F9RJ. t 

(l J} N;.tvy u 
(U The Department of the Navy 

, 
(DON), unlike tbe <i'ther 

I 
Military Departments, 

is responsible for two Military Services, the Navy and the Marine Corps. Instead of 

waiting on the completion of the DoD Directive, the DON pul:ilished Secretary of the 

Navy Instruction (SECNAVINST) 5510.37, "Department ofth~ Navy Insider Threat 
. . ! 

Program," August 8, 2013 (see Appendix. B) charging the Na\ty and the Marine Corps to 
l 

establish their lnT programs. Additionally, it identifies the qeputy Under Sect'etary of 

the Navy for Plans, Polley, Oversight and Integration (PPOI) ~s the senior-executfve 

responsible for the DON lnT management. 

//iQLLQ.) 

(U//lilQijQ.) The N~vy Initiated its lnT program based on E.Or 13587 and the minimum 

standards, but has been unable to meet tompliancy with the ;I hlinimum standards due . to 

UAM not being iqiplemented on each of the classified netwo~ks. We determined that a 

lack or Department level guidance and I nT resources was thtt primary reasons for the 

SECRET//NQFQRN 1 
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i 
) 

shortfaJJs. The Director of t)1e Navy Staff leads the Navy's lnT program. The Navy 

publisJ1ed Chief of Naval Op~rations lnstruction{OPNAVJNST) 5510.165, "Navy f nsider 
I 

Threat Program," on Januacy 27, 2015 (see Appendix BJ. 
' 
' (U/~) The Navy's 1111' pME stated tharthe Navy received lnT·program guidance 

without additlonaJ.fundlngll: allotted for Its Implementation. As Navy money. was 

alreadY.. allocated, Navy hadfto realign funding to support its Int program. The Navy's 

JnT prog·ram personnel are .engaged with the National Insider Threat Task Force 

(NJTTF)ifor funding4 to cov~r program resource shortfalls-and to ensure that Navy has 

funding for the program th~ough FY 2015. 

(U /~)The N'2N6 (lnfoh nation and Cyber) is currently worlting on the Navy's 111'1' 

,iin'P,lem,intation plan. !J'he ~avy contractec\ with the Navy's Space ~nd Naval Warfare 
Systems.Command (SPAWAR), ih conjunction with Carnegie Mellon University, to 

revjeW resource-requireme(lts the Navy needs to build an effeative lnT pr~gram. This 

study concluded in ~ay 201S, and its details were pre5.en.ted at the Navy Executive Brief 

in June 2015. rindings from the study will iqipact the Navy's Insider Threat 

lmplerttentatioh•Plan betau~e they include recomtnendations for i11formation 

techn-ologya~chltecture,.br~ad resoutce requirements, and high level straregy to 
e&tabllsh and sustain enter~rise•wlde UAM and Analysis Hubs. 

,(UJ Navy User: Acti~ity Monitoring Program 
' 

(U) The Navy, is focusing it~ UAM resources to cover all Navy JWICS in FY 2015 and 
FY 2019.based on risk management decisions. T,he Navy plans to initiate UAM efforts 

on SIPRNET following covetage of all Navy JWICS. 

(U/ /~)_ The Navy,fmpl~mented the JWICS NAM program within the Office of Naval 

lnteJligence{ONl),,when tht y had a UAM pilot program in 2012. ONJ receives guidance 

3 (U) Evaluator Comment: AdcUflonal funding pertains to tnJ.progrilm fundingollocated in the 
National Defense Authortzatlon1Act. 
~ (U) While the NITIF does not ~rovlde fundit11l, the DON appears to be Using the NITIF to advocate 
funding for them. 1 ' 

§EERET//N0F9RN 



§EERE'f//P48F8RN 

and funding from the ODNI as well as the Navy. ONI leaders~ip's guidance was to 

approach the ptogt·am implementation with a crawl, walk, r~n concept to ensure ONI 

implements a solid program. 

OS[}'IS (h)(I) IOll'-.'.!h ""-'l I l(d i\\\'l (h)(I) IOll"'~'''-1.'1. 11(!.!) 

I i f I 
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I I , I 

(U/ ~)Air Force Instr4Ction 16-1402, "Insider Threat Program Management," was 

published on August 5, 201}1., The Air Force lnT program ls led by the Administrative 
I 

Assistant of the Secretary of the Air Force, with the Policy and Security Enterprise 

Division (SAF / AAZE) as the. main action office. The Air Force contracted with Carnegie 
l 

Mellon University to revie\\l resource requirements the Air Force needs to build an 

effective insider threat pro,ram. ThEJ Air Force implement~tion plan is in the 

coordination process. The Air Force UAM is conducted from Air Force Intelligence, 
l , 1 '\ 
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Sutveillaoce, and Reconnaissance. Agency (AF'ISRA), which allm hosts the Air Force's 

Intelligence Corrt1nunlty Security Coordination Center (IC SC¢) - where the centralized 

analysis and res po rise capability is established. The 24lh Air f orce (Cyber) sends its 

cyber audit and data to AFTSRA for analysis. 

. . 
(U//t"(ffl'e') AFISRA started working on the lhT program ih l~nuary 2014, and deployed 

it in April 2014. The A Fl SRA UAM program is prioritizing pr(vileged users ta be subject 

to UAM. IS II fh}(<) (h)l7)11) 

Another AFISRA SME srated that UAM is a priority for JWJCS,jand then It w'ill lie rolled 

out to weapons sys~ems, such as Distrlbuted·Common Ground System (DCGS) and ISR 

platforms because these systems are additional networks on;AF JWICS. 
I 

(U} Air Force User Activity Monitoring Pro~ram 
; 

' 
(U) The Air Force does not have specific policies for cyber lnh' monitoring In regard to 

insider 
I 

threat for SIPRNET. However, there are a variety of d~fensive/preventlve-

measures .in place to combat the insider threat. Th.ese measures ' include periodic 

review of privileged users· need for privileged capabilities o, yiccess, periodic 

revalidation of domain adminfstrator accounts to prove nee1 for rights. two-person 

integrity for privileged administrators, user and admlnistrat9r loggingi limiting the 

rights the administrators have to core areas, and· limiting theinumber of administrators 

with full rights to a seleat few across the enterprise. While a~dit . logs are collected, 

there is no specific UAM program for SIPRNET. 
. I 

(U//~) Current SlPRNHT network monitoring is conduc~ed by the 241h Air Force. 

The monitoring rnissian is split between the 33,d Network O~erations Squadron in San 

Antonio, the 03ru Network Operations Squadron at Langley AfB, VA, and the 561 st 

Network Operations Squadron at Peterson AFB, CO. The tlir~e squadrons receiv'e 

netw1wk alerts via the HBSS, which is a DoD standard. We df termined that the Air 

Force is challenged in content monitoring of the network trarfic due to the programs 

that they are using, The AP is.responsible for monitorihg· at tpe 
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I 

workstation/base/Service l~vel, which it does concurrently on the NIPRNET and 

SlPRNET. 

(U/ /~) The Air Force 9as ('qi (hl())l[J . AF JWICS have a 
UAM program working already. This UAM program works in conjunction wlthj""M ....... _ .... _ 

I 
event manager, which collef ts and archives system event audit logs for information 

assurance activities. 

(U//F8Y8) l's \I (h)l7J(I I 

(U//~) AFJSRA starteq working on the lnT program in January 2014 and deployed 
it in April 2014, The AFISR(\ UAM program is prioritizing privileged users to be subject 

to UAMmonitoring. I rs \I (hi f'l (h)(7)(1 ) 

Another AFJSRA SME state4 that UAM is a priority for JWICS, then it will be rolled out to 

weapons systems, such as distributed Common Ground System (DCGS) and ISR 

platforms·because these syl tems are addition~] networks on AF JWICS. 

I 

(U/}F9Y8} Integration of !;he AF lnT program is in three phases: 

l 
• (U //~) ~hase one is d~ployment of UAM to AF JWICSi 

II lt~,1 

.iliCRiT/,'IIQiQRAJ 



(~) 

SECR£l'//N8 ra RN 

• (U//~) Phase two is deployment of uM1qto weapon systems, such 

as DCGS; artd 

I 

• (U//~) Phase three is deployment of UAM to SIPRNET and 

NlPRNET. Planning, design, programming, di velopment, deployment 

and execution of each phase will occur in·a ndnlinear fashion and as 
I 

dictated by budgetary reality. 

(U//~) The Air Force ope11ates five SAP networks withi~ Its enterprise. When an 

ahomaly is discovered in the network.activity, it is vi'ewed orlly Within the confines of 
t 

that particular network. The Network Operations Centers oqcasionally communicate 

with each other when· there is common vulnerability or detail$ of an anomaly that can 

be shared without violating the SAP's integrity. 

(U//~ The Air Force intends to have the SAP networks/monitored at the l!ame 

level as JW[CS. The main difference Is that the ·SAP network hlonitoring 
I 

will not be an 

enterprise effort but a general capability covering the SAP pl~tforms. Currently, there 

are not any UAM tools on the SAP networks, but the Air Fore~ is testing some for 

deployment 

I 1 

SECRE1'/,'N0F8RN 



1 S£ERE'F//N8F8RN 

I I q 

(U / /,peij&) The Air Force i~-not fully compliant with the minimum standard of 

implementation ofUAM on jts JWICS system. The Air Force is not compliant with UAM 

implementation on its SIPRNET amt SAP networks. 

e c~ 1, 

(U/~) The Marine Cot.ps started an lnT program is Jed by a working group which 

consists of representatives ~ om USMC Cto, Counterintelligence/Hum<1n r~telligence, 
civilian and military repres~ntatives frorn human capit(ll, resource management, 

Gen,eral ~ounsel, and the lnl' Program Manager. The Marine Corps' lnT program 

resides in Plans, Policy, and;Operations (PP&O), The Marine Corps' lnT representative 
I 

participates in the DON lnT;working group. 
i 

()\[) IS (h) (I) I 011,.:(, '•U 1-1(..J 

\ 
(U/ /flf*f&) While the. Marirye Corps is focused o Dnf>OJ{, (hi(°') (h)(71(1 J 

(U} Marine Corps IJ~er Activity Monitoring ProgrQm 
l>uD Olt, (h){'I) (liJ(7)11 ) 
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D"D 01<, (hli'I (hll7)(1 l 

' 
(U//~) The Marine Corps Intelligence Activity (MCIAJ d~veloped its insider threat 

program pursuant to IC requirements, !ipecifically ICS 700-2j "Use of audit data for 

Insider threat," and IC funding. The developed model wJII b~ implemented to the USMC 

f::xpeditionary Force levelthrough the Marine Corps lntellige,nce, Surveillance, 

Reconnaissance Enterprise (MCISRE) and USMC JWICS Ente~prise during FY 2015 and 
1 

FY 2016. 

OSI) IS (h) ( l t ECll h2h ~'l I -Hd 

(U//~) \Joi) OIC1 (hl("I (hl(71([) 

- In 2015, the JWICS UAM will e~tend to the restoft~e USMC, Including the 

Marine Corps Uhiversity, I Marine Expeditionary foorce, alont with the other Marine 

Expeditionary Forces, and finally the rest of the Marine Corp~ IWICS enterprise. 

. i 
(U/ ~) The USMC JWICS UAM program is on a separate'JWICS cndave with only a 

few personnel with access to it A two-person integrity rule tor system and hardware 

changes or updates is required. This includes both ISD and l)tT program persons. 

(U//~ The UAM triggers provide data and video captu~e to the Information 

Assurance Manager (JAM) to review. Jf the event requires fll:rtber review, then the 1AM 
11 I 
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will pass the data to the In~ program,Manager to check other data bases. The lnT PM 

will send the itl<:ident repot.t to the lnT workjng group to get approval to <10 an inquiry 
' 

and analysis. This could re$ult in a report to the commanding omcer ofthe suspect or 

an incident report to NCIS. 

(U//~ 
I 

The USMC lnT program is working on a cross domain solution in FY 2015. 

They arc liconsing an open ~ource information system, whjch could bring information 

up lo JWICS for analysis. ' 

(U//~) 

U) Co ,,ctu!:lt n 

( u / /,fl@ij@} \R\I\ (h) i'I ihl 17111 l 

Insider thteat is recognized ,withln all branches of the United States 
I 

Government as a viable thr1at capabJ~ of causing grave damage to national security. la 

the absence ofDoD policy, t~e Military Services created .lnT programs based on the 

principal guh;hince within EiO. 13587 and·the minimum standards. DoDD 5205.16 

uodi fied existing guidance itito DoD policy regarding the DoD lnT implementation plan, 
. I 

whi1~h is still in the coordin4tlon phase. 

(U//~) The ln'r progra~ is vittl to national sectJrity aud should have its own 

A possible solution, which has already been identified 

ih the NITTF, ''Guide to Acc6mpany the National Insider Threat Policy and Minimum 
i . 

•I I :.., I I 
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Standards," and the DoDD 5205.16, is to establish the lnT prpgram office within the_ 

USD(I). Additionally, the Military Services should implemenf Service level lnT program 
offices applying the same standards as that In the USD(Jl · 

{U) PPcommendation~. IVl n,1 e} ,ent r.ommc:nts, and 

Our R sponse 

{U) Recommendation 1 
(U) We recommend the USD(I), as the DoD Insider Threat se~ior official, establish an 

Insider Threat Program Office within the USD(I) to fulfill the{esponsib1lities stated in 

Do DD 5205.16, which foclude but are not Untlted to: 

I 

a. (U) l'rovide for management, accountability, ~nd oversight of the DoD 
Insider Threat Program, 

b. (U) Make resource recommendations to the ~ecretary of Defense by 

developing a plan to fully fund the DoD insid~r threat program, and 
' 

c. (U) Develop a DoD level insider threat implementation plan. 

/rl h,dt r , , ,..,(11 1/ Lit ~,,., (nrlrw·J/iw•na _, mr~w,r 

(U) The Director for Defense Intelligence, on behalf of the Under Secretary of Defense 
I 

for Intelligence concurred with recommendation 1.a., 1.b., a~d 1.c,, providing the 

following comments: 

(U) Recommendation 1.a: .rAgree. An Internal asses~ment is being conducted to 

determine the best organizational structure for the Doo· 
I 

insider threat program 

office, with feedback expected in December 2015, 1l11 the interim, OUSO(J) 
. ' 
dedicated staff within the Office. of the Dir.ector for Defense lntelllgence 
(Intelligence and Security) manage the o·oo insider threat program at the 

enterprise level, and placed a Di;,D liaison officer at tl'le National Insider Threat 

Task Force. With the addition of two full-time contr~ctors planned for FY-16, 
' HI 11 
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the DoD Jnsider Threat Branch wlll be better positioned to accomplish the 

management and o~ersight functions specified in national and DoD insider 

threat policies." · 

' 

I I 

(U) Recommendatl~n 1.Q: "Agtee. The Principal Staff Assistant for security and 

insider threat, the·U~D([) has included resource recommendations in the 

current and prevlot~~ two Program Budgel Review cycles. OUSD(l) is also 

designing the conte6l and scope. of the annual status report to the Secretary of 

Defense and resour1e recommendations will be a key component of that report. 
OSIJ IS th)(") 

I 

Additionally, OUSD(p personnel are reviewing all funding streams that nave an 
insider threat nexus fo11 possible enhancemerits. OUSO(I) and DoD Components 

I 

wJU continue to coll~borate on identifying the resources needed, potential 

sources, and pursul~g those .actions required to procure. them." 
I 

[Uj Recommendati<in l.c: ;'Agree. The DoD implemerttation plan has bel!n 
' 

written and co.ordin~ted with all, DoD Components. Publication of this plan is 

·projected in.the firsf qti~rter of CY 16:" 

l 

(U) The comments of USD(IJ for recommendations 1.a., Lb., and 1.a. wer.e responsive 

and req1,1ire no further action. 
I 
I 

(UJ 
I 

Recomme~dati~n 2 
(U) We recommend the U.S.\Army-Army Protection Program G-3/5/7, 0.S. Navy Plans, 

Policy, Oversight and lntegr~tion (PPOL), U.S. Air Force Polley and:Security Enterprise 
{ 

Division (SAF / AAZE), and l.J'i.S. Marine Corps Plans, Policies & Operations (PP&O) 

e_sta blish lrisider Threat of dee of Primary Responsibi1ity to execut~ the responsibilities 

i l l,; I ' 
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stated in the minimum :;tandards and in DoDD 5205.16, whi}h include but are not 

limited to: 

a. (U) Implement the user activity monitoring a~pect of the Minimum 

Standards for Executive Branch Insider Threit Programs on all classified 

networks, 

b. (U) Establish an Insider Threat Program poli~. y, 

c. (U) 8stablish an lnT implementation plan, 

d. (U) Monitor and report progress on the impl~mentation of their insider 

threat progntms, and 

e. (U) Identify internal lnT funding requirements in a program objective 

memorandum to USD(l). 

·t / I , 1 , , • r 111m1 ,1 
. . 

(U) The Director, G-34, on behalf of the Chief of Staff, concurred with recommendations 
1 

2.a. and 2.d., providing the following comments: 

(U) ~11~1\ ihl i'I ihl 1711[1 
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I , I I I) !. • 

' (U) Toe iJ.S. Army non-concµrred with recommendation 2.e., providing the following 
' ' 

comme,its: 
I 

1 

, , I' )II( N ,fl(UI , 

(U) The comments of the U.$. Army for recommendations 2.a., 2.d., and 2.e. w~re 

responsive and require no fLrther action. Although the Army non-concurred with 

recommendation 2.e., their r ctfon to obtain InT.funds meets the intent of our 
recommendation. · 

f II I' 11 
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I I I fl I l 'I ,,,,,, 
(UJ The Director, Navy Staff, on behalf or the Chief of Naval Qperations, concurred with 

I 

recommendations 2.a., 2.c., 2.d., and 2.e., providing the follo~lng comments: 

(U) Recommendation 2;c: "OPNAV concul's with thrs!recommendation. In June 

2015,.the DNS drafted an fnT Implementation Plan tl)at Is in formal policy 

coordination for review and comment." 

I , . 
(U//~) Recommendation 2.d: "OPNAV toncurs with this recommendation. 

' In October 2015, the. DNS will oversee the preparation of an annual report for 
I 

delivery to the CNO, which provides an update on th~ completion of 
! 

requ·irements found in the lnT lmplementation·Plan,~dditional 

accomplishments, resources allocated, il1sider threa~risks identified, 
recommendations, goals for. Program improvement, ~nd that identifies major 

Impediment'> or challenges. Further, DNS will proviJe programming 

recommendc1tions to CNO for Navy Insider Threat T)1e DNS will facilitate 
l 
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reviews of the Na~·s lnT program to ensure compliance with policy guidance, 

including a requirespent to conduct and report self-assessments.'' 
I 

(U//~ Recomipend~tion 2.e: ''OPNAV concurs with recomnwndation. DNS 

established the Navr Insider Threat Board of.Governance (NITBOG) to provide 

senior leadership r1commended actions, prioritization, planning, programming, 

information sharing and execution of activities in support of a com1uehensive 
' Navy lnTP. In July 2015, SPAWAR provided the NITBOG a Navy ln1' to Cyber 

Security analysis, w~ich defined and documentecJ existing gaps in lnT to Cyber 

Security controls, abd recommend new or modified controls and associated 

architecture revislops1 along with broad resource and manpower requirements, 

· to ensure U.S. navy pieets insider threat program requirements." 

I / i f 

(U) The comments of Lhe . NaVY for recommendations 2.a., 2.c., 2.d., and 2.e. were 

responsive and require no ~urther action. 

u.1s. 

, t 1, / I, 

(U) The Administrative Assjstant, on behalf of the Chief of S~ff, concurred with 

recommendations 2.a., 2.c., ;2.d., and 2.e., providing the following comments: 

(U/ /P8~8) Recomrpendation 2.a: "The Air Force agrees with this 
\ 

recommendation. Tthe Air Force completed a requirementg~p analysis for 
I • 

implementing UAM1on all classified nerworks which identified funding 

requirements to ex~and UAM to Special Aocess Program and SIPR. This 

requirement Is competing for funding in FY15, pending the outcome of 

reprogramming actions currently in Congress. The Air Force has implemented 

UAM on portions o(;the classified network fabric and expects to fully meet the 

classlfled network lfquirement in FY16. The.Air Force Security Enterprise 

Executive Board (AfSEEB) will review status in September and we Will fund 

UAM to the approp~iate amounts in accordance with requirements, threat 
I 

I J 
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assessments, a11d competing priorities. We will use toe FYl 7 PBR and the FY18 
I 

POM to implement any funding adjustments." \ 

(U) Recommendation 2.c: "The Air Poree agrees withtthls recommendation. The 

Air Force completed final fuflctional coordination ofits lnT Implementation Plan 

on 9 August 2015 and expects final publication by 4 September 2015." 

I 

(U) R.ecommendation 2.d: "The Air Force agrees wit~ this recommendation. 

The Air Force reported initial task completion to Nati~nal Insider Threat Task 

Force (NJTTP) on 26 June 2014 and is scheduled for"n assessment by Lhe NITTF 

on 2 December 2015. The AFSBB8, which Includes s~nior level parliclpation 

from the intelligence, security forces, acquisition, ins~ettor general, 

communications, operations, personnel, and nuclear ~nterprise communities, 

meet monthly to 1·eview lnT implementation and wo$ evolving issues." 

(U) Recommel\dation 2.e: ''The Air Poree agrees with:this recommendation. 
) 

The Air Force completed a cross functional r~qulrem~nt gap analysis on 11 
I 

August 2015. The Air Poree will address funding in tile PY18 POM. 
; 

,. JI, .. ,, ,,, • 
! 

' 
(U) The comments of the U.S.Air Force for recomlnendation~2.a., 2.c., 2.d., and 2.e. were 

responsive and require no further action. · 

,. ,r, 

(U) The Assistant Deputy Commandant for Plans. Policies, an~ Operations, on behalf of 

the Commandant of the Marine Corps, concutred with recombendaUons 2;a,, 2.b., 2.c., 
) 

2.d., and 2.e., providing the following comments: 

I 

(U) Recomme~dation 2.a: "CONCUR. Current UAM (~nd audit) Is being 

conducted at the Marine Corps Intelligence Activity (~CIA) for the Joint 

Worldwide lnteUige11ce Communications System (IWJCS) and there are 
' 
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• 
discussi'ons underw11y to expand this capability to the SIPR network via the 

Cross Domain Solut on (CDS). Additionally: 

Marine 
I 

(U) ~orps Systems Command (MCSC) is deploying a Host Based 

Security System (HBSS) Data Loss Prevention (OLP.) capability on the 

SIPR netwoJk and\1ser's computers and work solutions. 

(U) Three D~P ' pilots have been completed by Marine Corps Commimd, 

Control, Communicatfons, and Computers (C4) and MCSC. 

(U) MARFORCYBER ls creating an Urgenl,Needs Statemeht (UNSJ to 
l 

procure u sl~nificant amount of storage capability to better support data 
and user auditing 

I 

\ 
(U) Recommendatiqn 2.b: "CONCUR. Current policy for the Marine Corps 

Insider Threat Program 
I 

was promulgated on 10 April, 2015 via MAADMIN 

187 /15 with the fo~us on intervention and the prevention .of threats which may 

result in damage or'destruction to Marine Corps persons, places, and things. A 
I 

supporting Marine torps Order (MCO) is currently being drafted which will 

include the recent revisions 
\ 

to the Department of Defense (DoD) Insider Threat 
policy. The estimated signature date for the MCO is 31d Quarter FY16 .. " 

! . 

requirements." 

(U) RecommendatiJn 2.c; "CONCUR. Concurrently with the drafting of the 

supporting MCO, anjlmplemcntation plan is currently being drafted. The 

estimated signatur~ date for the implementation plan is 3rd Quarter FY16." 
. ' . 

(U) Recommendatidn 2.d: "CONCUR. Security Branch is currently proViding , 
oversight to includi rep.orting and monitoring, for the development and 

expansion of the M~rine Corps Insider Threat Program." 

(U) Recommendati~n 2.c: "CONCUR. Current Insider Threat requirements are 

being entered into tj}e Marine Corps Capability Based Assessment (MC-CBA) 

process. This proce)s Includes capabilfties, gap, solutions, and rlsk analysis. 
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The information derived from this process will inforri1 the investment strategies 

for the next POM cycle. The estimated completion da~e for the Capabilities 
Investment Plan (CIP) submission is 4,11 Quarter FY1q." 

I • IJl 'f tr \11111 1 

(U) The comments of the U.S. Marine Corps for recommenda,ions 2.a., 2.b., 2.c., 2.d., and 

2.e. were responsive and require no furfher action. 
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(U) Appendix-?\ 
t 

op od rvi tt,odoto~y 
I 

(U) We conducted this asse~sment from April 2014 through July 2015 in accordance 

with Council of the lnspecto~s General on Integrity and Efficiency (CIGIE) Quality 

Standards for Inspection and Evaluation. Those standards requlre that we plan and 
• perform the assessment to (?btain sufficient, appropriate evidence to provide a 

reas;onable basis for our fin~in~ and conclusions based on our audit [or attestation] 

objectives. We believe that the evidence obtained provides a reasoilable basis fo1· our 

finding and conclusions bas~d on our assessment objectives. 

(U//f8:(!f8) The project sco~e was limited to the Military Services. We assessed status 

of the Military Services' lnsifierThreat Programs and UAM programs to provide an 

in_itial baseline of their lniti~l operatjonal capability. Specifically, we focused on the 

authorities, roles, responsi~ilities, and available resour.ces. To that end, we visited the 
I 

different Military Services to determine if there was a level of consistency In the way the 

DoD Insider Threat Prograniwas organi-zed, delivered, and overseen. 

\ 

(U//ifleij,&) We did not lnte~d to provide an impacl assessment of the type of methods 

used within the Military Seitvices' Insider Threat Programs by showing a ~uccess rate. 

Nor did we audit the financ\al accounling of the Insider Threat Program. 

(U/ /~) We reviewed oversight issuances to include laws, Executive Orders, DoD 
' . 

Issuances, and Military Serv~ces' Internal issuances. This information provided the 

baseline standards for the ~rogram and its oversight. 

I 

(U} We conducted structured interviews and follow-up discussions by phone and 

e-mail with the Military Sedlic!?s' points of contact. This information identified the 
I 

effectiveness of the lnT pro~ram and how it is managed as well as lnT resource 

allocations at the OUSD(I) apd Military Service levels, We also ide~tified the status of 

the Military Service cyber ~onitorlng efforts. 
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I I l l/ 

(U) u ·e of Compu er-Processed Oat 

(U) We did not use computer-processed data to perform this;assessment. 
I 

(U) Prior C ve ag 

(U) During the last 5 years, the Government Accountability dmce (GAO) conducted one 

project discussing [DoD's Insider Threat Program]. Unrestricted GAO reports can be· 

accessed at http://www.gao.gov. • 

(U}GAO 
! 

(U) GA0· 15-357C "Insider Threat: DoD Should Strengthen M~nagement and Guidance 

to Protect Classified Information and Systems," April 14, 201\5. 
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(U) Appendix~ (Insider Threat Policy) 

{ Policy Oevelctpment 

(U) We highlighted ,relevan~policies from national-level down to Service 

impllementation·task order~ to show the progress being made in policy development. 

We focused on the policies telated to network monitoring and UAM. 

I 

l U J re jcf 11tial : oli v h iUativ 

(U} Executive Ordet 13587 

(U) Executive Order 13587; "Structural Reforms to Improve the Security of Classified 

Netw~rks and the Responsible Sharing and Safeguarding of Classified Information," 

October 7, 2011, brought n~merous ' improvements in classified information sharing and 

11afeguardlng. It also established. the Insider Threat Task Force (JTTF), co-chaired by the 
i . 

Department of Justice (DOJ] and National Counterintelligence Executive (NCIX). Many 
' ·executive branch departmepts and agencies provide representatives to the ITTF. The 

mis:sion of the task force is ~o develop a government-wide insider threat program for 

deturring, detecting, and m(tigating Insider threats. This activity will cover policies, 
I 

objEic:tives, and priorities to!establish and integrate security, counterintelligence (Cl), 

useJr audits and monitoring~ and other safeguarding capabilities and practices.within the 
agencies. 

I 

(UJI National Policy tind Minimum Standards 
I 

(U) The President's Nationf l ln_sider Threat Policy and minimum sta.ndards for 

exeicutive branch insider thfeat programs was published on November 21, 2012. The 

ITTF developed and issued the minimum standards and guidance for Implementing lnT 
program capabilities, to inc!u'de monitoring of user activity on United States 

Government networks. Thi~ refers to audit data collection strategies for insider threat 

det1~ction, leveraging hardi are and softWare with triggers deployed on classified 

I I I I/ ' 
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networks to detect, monitor. and analyze anomalous user be~avior for indicators of 

misuse. 

(U) These minimum standards include monitoring useraativlty on U.S. Government 

networks; continued evaluation of personnel security infonr(ation; employee training of 
r 

insider threat; and analysis, reporting and response. Agencyiheads will ensure Insider 

threat programs include UAM on networks, either internally or external to the 

organization. This UAM on all tlasslfied networks is perform'.ed to detect activity 
I 

indicative of insider threat behavior. Service Level Agreemc~ts (SLA) must be executed 

with agencies that operate or provide classified· network cdnpectivity or systems, but do 

not have the capability to perform UAM. The SLAs will outlirle the capabilities the 

provider Will employ to identify suspicious user behavior an~ how that information 

must be reported to the subscriber's Insider threat personnel. 

omn1uni 
I 

(U) y Pof cy nl~la ,ves 
(U) The IC Standards (JCS) are applicable to each of the 17 1q agenciess. 8 of which are 

located within DoD. The Committee for National Security Sy$temi; (CNSS) creates 

directives which govern each of the departments/agencies with national security 
I 

systems. ! 

(UJ IC Standards 

(U//~) The Offite of the Director of National Security (QDNI) mandated the 

collection of audit data in IC Standard (ICS) 500-27, "Collecti~n and Sharing of Audit 

Data," June 2, 2011. IC elements must audit Information restjurces within the IC 

Information environment to protect national !ntelligence, id~ntlfy threats (including 

insider threats), detect and deter penetration of IC i.nformatipn resources, reveal 

~ (U) Office of the Director of National Intelligence, Air Forte lntelligerice, Armv. lntelllgencei Central 
Intelligence Agency, Coast Guard Intelligence, Defense' Intelligence Agency, Department of Energy, 
Department or Homeland Security, Department of State, Department ~f Treasury, Drug Enforcement
Agency, Federal Bureau of Investigation, Marine Corps lntelllgence, National Geospatlal-lntelligence 
Agency, National Reconnaissance Office, Natlonal Security Agency1 an~ Navy Jntelllgence. 

I 'I 
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misuse, and identify usage t~en.ds6. The'Military Intelligence Services, which are part'of 

the IC, are reqµjred to have ~he capability to collect key strokes and full application 

content, obtain screen capt~res, and perform file shadowing for all lawful purposes, to 

include detecting unautbori~ed use or disclosure . 

• (U/ /f8t+e) The IC issued lrS 700•2, 11Use of Audit Data fol' Insider Threat Detection," 

June 21 201.1, in order to us~ the data collected through JCS 500-27 for the in$ider threat 

mission. This poli.cy states ~C element heads are responsible for ensuring the 

implementation of appropr\ate secut·ILY and Cl initiatives to support the identification, 

.ipprehension, and, as appropriate, prosecution of those insiders who endanger national 

security interests. ICS 700J2 states audit data cqllected pursuant to ICS 500-27 must be 
I 

used to identify, proactivel}1 01~ retroactively, electronic activity by personnel that may 

b~ incJicative qf an insider t~reat. 

I 
(U//P8ij8) The IC elemen~ must ensure the es4'blishment of automated triggers 7. 

Triggers must be capable o~detecting jnsider threa~ proactively on an ongoing basis, 

ideally dose to real time. Tt lggers must'be developed and applied in a non

discriminatory manner, ha~ d on 'knowledge and exper'i~nce of the habits, techniques, 

arid tradecraft of persons wno misuse access to IC information resources. Triggers will 

often be specific to the mlss)on activities of a given IC element. When a user activity 

meet~ the trigger thresholdj an automate ale.rt sliould prompt an assessment by 

autho.rized, ::;ubject to rules;a. nd procedures defined by the respons,ible office . 

; 

(LJ} Committee for ('lational Security Systems 
(0 //~) The CNSS, whic~ is chaired by.the l)oD Chief Information Officer, published 
CNSS Directive (CNSSD) SOf, "Directive on Protecting'National Security Systems from 

Insider Threats," on FebruafY 4, 2014. This dlrectlve requires U.S .. Government 

Executive Branch departme.nts/agencies (D/ A), to establish insider threat capabilities 

6 (U//~) Military Intelligence Services (INSCOM, ONI, MCIA, and AFISRA) are required to follow 
this standard becaOse they are part of the Intelligence Community. a 
1 (U) Triggers are parameters th~t signify an anomalous event or activity indicative of an Insider 
threat or other unauthorized us~ ot utl'authorized disclosure. 

I , tllh (, 
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to protect national security systems In accordance with the ~residential Memorandum. 

The insider threat capabilities these programs are comprised of must ensure that NSS 
l 

and the national security information are adeqoatelyprotec,d from compromise or 

exploitation by insiders. Many D / As have existihg processes; policies, and capabilities 

to address Insider threats; but often they are disperse_d thl"ot!ghout the agency and are 

not coordinated. These capabilities generally Include securitly, information assurance, 
. [ 

human resource, and occasionally counterintelligence. Thes~ capacities, when 

synchronized With each other and automated lo the greatest:extent possible, can more 

effectively and efficiently prevent, deter. detect. and mitlgate:insider exploitation of 

national secu,·ity systems. 

(U / ~) According to CNSSD 504, ·agencies lhal lease, o'h'.n or use national security 

systems must lhlplement llAM in order to analyze and attribµte user behavior. The 

minimum UAM capabilities required for all Federal Governn1.ent D/ A to protect national 

security systems and thf;! infQrmatlon on them include capatjillties to collect user 

activity data: key sl-roke monitoring and full application contlmt (e.g., email chat, data 
i 

import, data export), obtain screen captures. and perform filt shadowing for all lawful 

purposes. UAM data must be attributed to a specific user. The D / As, however, are 

encouraged to implement more stringent standards as their missions require and as 

organizational risk dlCt<\tes. 
I 

l 

(tl) CNSSD 504 states that UAM collection must be accornplis~ed by the 0/A through 

the implementation of triggers that 1nonitor user activities o(l a netwol'k. Each D / A 
musl develop a11d maintain current triggers that retlect the ~nique environment of the 

Individual 0/A. Some of these triggers that could indicate an insider threat event on a 

national security system include: account change, authenticatlon failure/change. 

baseline anomaly, excessive activity, evidence tampering, exftltration, nialware, 

network traffic anomaly, privilege violation, system config1,.1rtition change, and user 
' behavior anomaly. 
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(U ) D p nt t;Jf 

I 

licy t iti .. tiv · 
; 

i 
(U} UndersecretarYr of Defense for Intelligence 

' 
(U) 
• 

It is DoD policy that the Military 
f 

Servi"ces monitor and audit information for insider 

threat detection and mitigation. The DoO Insider Threat Program will gather, integrqte, 

review, assess, and respon~ to information derived from multiple sources. These data 

sources will include counteffotell jgence, security, cybersecurity, civilian and milltary 

personnel mc1nagement, wo)'kpJace violence anti-terrorism (AT) risk management, law ' . 

enforcement (LE), the moni~oring of user activity on DoD information networks, and 

other sources as necessary and appropriate to identify, mitigate, and counter insider 
I 

threats. ; 

(U) Th.e DoD Cl O's responsibilities with.in the DoD Jnsider·Threat Program are. to 
i 

develop and implement pol!cy and strategy, to include audit and UAM standards, to 

counter insider threats on DoD ihformation networks. 

( '.~ I\Jlillta y · c, vi,c 
I 

id r Threa Poltcies 
' 

(U) The delay in the development and publishing of the DoD Insider Threat Program 

Directive did not hamper th~ Military Services' development Qf their insider threat 

program policy, T-he Army; Air Force, and the Department of the Navy published their 

insider thlieat program polic
I 
ies prior to the Office, of tlle Undersecretary of Defense for 

Tntelligence!s (OUSDJ) insid~r thre1:1t directive. The Military Services were able to do 

this by using the NJTTF minjmum stand~rds as a guide in the policy development. 
I 

(U) U.S. Army t 
' 1 

(U) The Department of the ~rmy issued Army Directive 2013-18, "Army Insider Threat 
~l(~I\ ihi('I <hJ(7)11 I 

• I • " IM Ill 
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(U) ~H~I\' (h)(S) (h)(7JI[) 

(U) U.S. Navy and u.s: Marine Corps 
.. 

(U) The Department of the Navy (DON) issued Secretary of the Navy Instruction 

(SECNAVINS'l') 5510.37, "Department of the Navy lnsiderTh_reat Program," on August 8, 

2013 , This instruction is applicable to both the Navy and th~ Marine Corps. This 

instruction dictates that the DON will enhance technical cap~bilities to monitor user 

activity on all system~ in support of a continuous evaluation.; 
I 

(U) The DON CIO has to ensure the DON organizations desigh, develop, deploy, and 

operate technology-enabled techniques on all,DON network~ to disc~ver and monitor 

user activities that may indicate insider, tht'eat activity. ' 

(U) The Office of the Chiefof Naval Operations (OPNAV) issl(ed OPNAVINST 551Q.165, 
I 

"Navy Insider Thre·at Program," on January 27, 2015. This ln~truction, which applies to 

all Navy personnel, inch1des planning, programming, and im~letnenting ·enhanced 

technical capabiJity to monitor use,r activity on all Navy netw,orks and systems. The 

Navy's lnformatiOI) Dominance Directorate. (N2/N6) maintajns an insider thre~t to 
·cybersecurity program as the designated Navy lead for insid~r threat to cyber-based 

I 
aspects of the Navy lnT program. The Office of Naval Intelli$ence is to serve as the 

central operational authority for Navy sensitive c:ompartme1ted information networks. 

' 
(U) The U.S. Marine Corps is working on a Marine Corps Otd~

I 
r (MCO) for insider 

• 
threat. 

The USMC anticipates· that the MCO will be re.ady for coordin~tlon for comments by 

August 2015. I 
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f i I d1 11 t \ l , ,1Jl)i 

(U} U.S. Air Force 

(U) The Department of the {ur Poree (AF) issued Ar Instruction 16-1402, "Insider 

ThrE!at Program Manageme?t. non August 5, 2014. This instruction assigns 

responsibilities for the over$ight and management of the Air Force Insider Threat 

PrQgram. The Air Force lns~er Threat Program will include. networls monitoring and 
' auditing as one of its focus areas. Available monitoring and auditing capabllltles must 

support insider threat detec~lon and mitigation efforts to the extent posslbl-e. . 

Monitoring and auditing caRabilities must be integrated into the overall Insider threat 

mitigation process. Capabil(ties should consistently be improved in order to meet 

cu-rrentand future Air rorce, mission requirements as well as Federal and DoD 

standards, and to proactiveir incorporate best practices to prevent and detect 
anomalous activity. 

(U) The AF Director of Security, Special Program Oversight and Information Prote~tio_n, 

as the designated represent~tive for insider threat program management and 

accountability, is also charg~d With issuing policies and procedures that support 

monitoring and auditing of ~AP networks and assets for insider-threat detection and 
mitigation. 

I 

(U) The AF Chief of lnformafion Dominance and CIO issues policies and procedures that 

support monitoring and au~ting of applicable networks a.nd assets to support insider 
threat deterrence, detection, and miligation. 

I 

(U) The AF Deputy Chiefof ~taff for Intelligence, Surveillan~e and Reconnaissance is 

charged with overseeing th~ monitoril\g and auditing of AF JWICS networks and assets 

for insider threat activities. the Deputy Chief also establishes procedures to securely 

provide insider threat program personnel regular, timely, and electronic access to 

information necessary to identjfy, analyze ant.I resolve inside threat issues. 
l 

(U) The AF Deputy Chief of ~tc\ff for Operations, Plans, and Requirements will ensure 
cybe:r space operations supPrort the capability to monitor and audit user activity in 

accordance w1th U.S. Cyber Command talktng orders. 
t 
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(U) Appendix C 

{U) Organizc1tions Visited and Con act~d 

( JI! 1, • ' t ,l lilt' ,~·· I• •I di 'I I ,j ( l1•l,•11' 1 ' 

Office of the Under Secretary of D!!fense for lntelllgence 

Office of the Under Secretary of Defense Comptroller 

Office of the Chief Information Officer 

[I,)[) ,1rpp111 I 1\f'l'lll ',1 

rvlil11,11 v \ r,r 1/lf l ', 

U.S. Army : 

U.S. Navy . 
i 

U.S. Air force '. 

' 
U.S. Marine Corps ( 

'l 

., 1U : 1, ••. I 1 ' 
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OFF1c!:E Of' .WE UNOCJl SE.cmr:, l'RY or: Cl!!;l"'CN&e: 
I - OCP'1tNA "'1'.flTIIIO.O"I 
I WUHINOTOtt. t, ,e :IIC;'ICl l ,MQO 

It~ 

1 

MHMORANDUM l·UR JNSPEt"( OR GE."IERJ\L OF 1'10.! om•ARTMJ;NT 01' DCl'l~NSI! 
(A TIN: DEPUTY ASSISTANT INSPl:C.,'TO~ OliNERAL. 

' INTELLIUENC!:; ANO Sl'EC.l/\l 11ROORAM ASSESSMENTS· 
, lNTELLIGE.NCE EVALUATIONS) 
I 

' SUBJECT: Draft Dcpnn'mcnl of Di:l'en~c lnsp~1or Oenerul Ri:porl. "Atsenmr:nt oflhi: 
MIiitary Seri•ices' Insider Threal Pro11ram.s," (P~o,:c;t No. Dl014·DINT01-
00"3.000) j 

I hank yo~ fur lln: 11pponuni1~· 10 respond 1,, lhi: lnopcd\11· Gc11r;ml'i1 \!rJf\ r.:port uml 
dli cwis the Oepanmcnt nfDefensc CQoP) Jns!dor Throat Pro11,ni111 with )'uur ~tn1r. We Uh! in 
a11r.:i:ini:nt with )'UUr l"l!c'?mmenJuti1111~ und huvc oln:udy token oct!c,11, In oddreas them. P!cu~c 
scu our cummenlll uf the ·~raft ref)on in the 1111ud1.:J. 

I would ask th111 yqur 1cwn n.'Cnn~ldcr the 11~N~ff,m11'ni th11t UllS0(1) dlurts 10 publiiih 1hi: 
DoD Insider threat policy were not timely. A, your NS,011 noted. the USO()) bccumc the DoO 
Senior Ullieial for ins!dc'r threa1 in Soflternhur :?(ll) and the O.putr Secretnry ot'D11lbns11 sil!ni,.'Ci 
lhe l)ol) insider threat Mlioy In Scptcm~r 2014. Our proc11ssin11 und publicatlun ol' the 
Dc(l8rtn11:nt's insider th~al polh.:y fi:11 withi11 the lime ,tondurdi; 111:t by the DnD Dlrvelives 
Dr11m:h. \\'ushing1u11 l ,ca:ctqunrterK.Sc"'!cc. 

·niunks a~uin for ,{·orkin~ with us on 1hi11 huflunant is:iue. M)• s111« "uulJ be ha \ to 
.:ontlouc discussing this matter\\ lth y11urteam. N1 . rima · inll of con1.Qc1 arc 

Attachment: 
A5slotcd 

1,11•<1; - ' •, 1 I lM 1•111 
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(U) Managem~nt Comments 

(U') Off ce o t he t) nd r Secretary of D f o e, Director 
• 

f r D fens lntemgence (Int Uig nc & e unty) 
l 
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IJ Office of the U11d 
1 

:11 • .;tet ry o DH ns . 01 c or 

tor D f ns ·tn II <:.nr. (In e 

{ Cl.l 1t' d) 

DoD 1G Draft Report Dated Aapst 4, *015 
PruJeet No. D2014-DINTOl.OOO.OO, 

I 
Aauument of"• Mlllte17 Se"'lca' lllltdff Tau,;..t Propama 

RECOMMENDATION: Th.at tho USD(I) utabllah an tnalder uJ_ proaram office which 
provide, for manqement, .accounUlblllty, and ovoralght oflhe Doti lnllder thnlat proll'*ffl. 

DoD RESPONS.E: Aaree. An Internal UICISlfflent is bcina condutccd to detcnnine the belt 
orpnlzationaJ 1tructme for the DoD ln1ider threat program office, ,vith feedback expected in 
December 2015. In thb interim. OUSD{I) dedicated ltaft'wltbin the Office oflhe Director for 
Defente ~Ulpnce (tntelll~nce .-.id Security) manage the DoD ~Ider thnsat propun at the 
entaprile leve1., and ptacecl a DoD liaison officer at the Nadonal ... der 1'hre.l Task Force. 
With the addition of two fbll-time contractors planfted for PY 16, ~ DoD Insider Tluut 811111Gb 
will be better positioned to accomplleh the man11ement and ovenlaJit film:tions specified In 
national and DoD inlider threat policies. 

RBCOMMltNDATIONa That the USD(I) establlsh an lnaldor lhreal propam office which 
makea lrelo\ll'OCI rec:onpnendatJom to the Secretary of Defcmc by ~elopina a plan to fblly ftlnd 
lhe Do0 lnllder tbrea1 propam. 

DoD Rl'.SPONSB1 Aaree. As the Principal Staff A11l1tant for sed.urity and intider threat, the 
USD(J) has included re,oun:e rocommendation1 In the cwnnt and prevlolil two Program Budget 
Review cyclea. OUSD(I) i1 also dealplna the content and scope of the annual Matus IWJIOrl to 
the Secce181y ofI>efimle and teac)urce recommmdmom will be a~ component oftbat repon. 
The FY 16-20 prognm build inc:luded funds for c:ritical In.Ider threat eftbrta aupportina the DoD 
enterprisopmJP'IUD• 1peclftc:ally, the DoO lnsld•r Threat Manapm\lllt and Analyala Center and 
Continuoua Evaluation pilot&. Additionally, OUSD(l) penonnel are reviewfna all ftmdla1 
SlrOllbl that have 1111 insider Ihnat ~ for poasible enhanc:emeoi+ OUSD(t) mad DoD 
Component, will continue to collaboraaa on identifyina die resourc,. needed, potential IO\ll'l:Cli 
and punuina those actlona required to procwe them. 

1 
. RECOMMENDATIONt That the USD(l) atabtiah an lmlder threat program office wbioh 
develops a DoD level inlider threat Implementation plan. · 

DoD RESPONSE: Aaree. 1be OoD implemcniation plan bu~ written and coordinated 
with all DoD Compoumts. Publication ofthia plui is projected in 1flc fint quarter of CY 16. 
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(U ) u .. Armvt D tut Chief of t ff, Director I G->.4 

U~P-R"'VFNTt,r ,rr ,,, .,, r,• fH 

t .,i f ft •J,t1.-i• ~ f ....... • C, ,i"\,, 

,,u..ntt 11"'411" '" - , ... ..... 
1-t m 

OAMO•ODP 19AUG15 

rsrererrn :r FO~ INSPECTOR GENERAL DEPARTMENT OF DEFEN_SE (ATT'N: 

! 
SUBJECT: Am1y Reaj>onso to DOD IG Aneaement of the Military Service&' lnsJdor 
Threat Programs i 

1. Tt,la memorandum1aerves aa an offlolett response to the COO IG A~ssmei,t of the 
M~ ~ • ~ 

• . IR~I\ lhi('I lh)l711[1 

F8A 8FFl81Ak Y8E 8Nk'I 

I I 



OAMO•ODP , 
SUBJECT: Army Responsa to DOD IG Aesossmant of the MIIIU,,Y Servlcee' Insider 
ThrJJBI Programs . 

I 

~1£:P. 
MICHAEL R, SMITH ) 
Major G1neral, GS , 
Director, G·34 
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(U) U.S. Armv, Depu y Chlcf of -taf, Qtr ctor, G·3l1 

(cont'd) 

F8A 8FFl81Alt. W&& 8tlt:lf 1 

2 

SBCRET//PJQfQR~ 

'I ,,, I 11 1 



INFO MEMO 

FOR: DEPARTMENT 0~ DEFENSl!, INSPECTOR Ot<Nt::MM , 

FROM: VADM R. R. Rrll\to, Director, Nnv)' Stuff 

A\.lgUst 27, 2015 

SUBJECT: OoO 10 Anc smcnt or the Milimry Services' ln:.hler Thrti:111 Pruyrum~ ( l J I 

• (U, "("be Chfot· of N~v11l Openiliom, (CNO) waij rc<1uostcd 1,, provide commen!~ Oil Lhi: 

• 

DoD 10 A!INCS!ilncn~ of the Mlll!ory Scrvkcs' lni;ldcr 'J'hrC'a1 'Proj r,unto C lnTPs). The 
mujor rcpon flndlng b that tho Mllilury Services are not yet fhlly comnll~m with the 
lm1iiler Threat Minimum Standards, 111c Milll;uy Scr\/k~" JnT (ltogr&Un hick 
lmplerncniolion gui9ancc from the DoD-lcvel, ln!ider throat 1ol!nior orfidal um.I 
consi~ent DoD-lcv111nsidcr, ThNUt progrum re.'IOurcc11. • 

I 
• Nuvy concu{li with !he rcport'ti major Ondlng. 

l 
• Altachcu i'I II lh,i ufiphmncd ur co10J1lcll.'U N11vy ucllom, tl111t .uJdrcs~ the DuD IC.:'~ 

compiled recommeyc1atio11s. 
I 

A1TACHMHNTS: 
A11 stuteii 

Derived from: NITTI-' sc9 VI.O 
Dcclllli11ify on: 25 Aug 204P 

l 

Prepared by 

I 4 ii} 1¥11 HK 4 

SECRE'f/;'N8F0RN 

(U) U.S. Navy, taiff of Chief of aval Op rations 
. 

IHI ' 111 
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AUA?U:.C :7. :?01:i 

I 
Sl l(lJ EC'T: l'hann.:t.l :and/Ill' Comph.':lctl N11vy 11c1i11n,, that mlltn•:.i. dw 0,1D 10·,. 4·m11pill.''1 
l'L'l'Cllllllli'llllaHons ~I '. 

Rl!('OMMl:NDA I ION~: 
( LI I r _~1uhJi,;h un lnsl,h:r Tlll'i/Ul Office of l'rlm1try R,·~rnn~ihllily w ~·xccutc th ... rc"fl' ,n~ihllilh:s 
.. rntL'<l In 1ht minimum i.u,rt,IIU"tl., ·un!I In J'>110D 520!t 16. · 

o (LIi OPNAV ... ,mctu'I with rcc 41111111 0:nt.ht1io11. ! 
, , ( I 11 OPNA V di.''liimmc<I u Sl.'lnlor Ol llcinl frn· the Nuv)' nm.I 11)1 ufn.:£• uf primnry 

ru,1u1nr.lhlllt y fur hislc.lt'r Tht1.•u1 . ·11,c Ulrcclnr llf NII\')' Smit t l)NS I <.'XL'<"<II•·~ ,,v,·n.•f ht 
uml nmm1i;u1111mi ol"tlw Nuvy·s ln:,J,lcr Thrc 111 Pro;rn111. Th.: DNS dircc1i. ll-11,·y 
cupnhlllly. IV'iltllrL•c rlunnlni 111,ll rm•j!r:unh1g cfforti; tu cffc~livd_y 1l,·t1·~·c . ,Jc11::r anti 
mir llJnh .: h111l,lcr thrcm <1 In L'<lmpllancc with the 111inl111u111 MJ\(111lmh, nn<I lhi.' l.)o l) .'l:!O~ It,. 

c.• Cl 1, Th•· fkpuly Chh:f or N11Y11I Opcri11lon1- (DC"N01. lnli1rn411iun llllminan..:c (N.:?NM. 
11,tohllshcd lhc ln,..idur Thrcut 10 t'yhcr Security Orllc,· tu d,·~·..t,1ri .nlll pitsn u,, ul.lh"11:t1cJ 
i11 .. itlcr IJ1wn1 nnulyik uml n:s11nnsc cnpahillly '" n:.vi~·\o.• 111111 h •-.p,1nJ 1.1• i111'1111nu1i11n 
Lkrh•c,I rr,,111 unbmnly {lc11:c1lnn. c.Jnlin111,11~ tvul11a1\1•11 • .ind;1,1itcr 1-11111\:C' .,~ nc.;c~sm·y . 

Sl.llJ, RECOMM P.N0ATION: 1 

n. 1 l ' I h11ph:n11ml lh(• us,·1· llclivity 1111mi111ri111J. u:,fw<:•t ,1f llm Mlnit11\tlll S11111,l:11Ji, 1111 ~c1•1uiw 
» 1·11111.•h tr,~lclcl· ·nu\:11t .. ro~r:m1, on nll dll ... i.11 h:c.l nc1wurkl.. i 
... , t \J > (lf>NAV i:oncun, with n:-cmnrncn<l111lun. \ 
u Il l I The DC:NO tN:?NM c!ilahlishcd 1111 lnilhh:r Thr~·iu t , 1 Cyijor Sc,·n,·ily onk <: 10 

c11111tllllnlc uml mun..iii~ uunmuly dl!lc~·1lu11. l11f1mmilliln m-.,utun~·c aml q ,!,,~r in sup1H11t ol 
ti l l." l)!'I.S. ! 

0 ftiol 

r., fl l/~I In July .?015. Th~· Spucl.' 1111<1 Wurfnrc S)·,-Cemi, C' 1111111:aml JSf>AW I\Rl 
pmvilkt.l th() NITHO(l u Nuvy ln' I' tu C:y\11:1• S;:cul'ity unul:yi;i'i.. whkh rud1111m~nd,•d new 
11r moillfic!I c,111tmh, uni.I W.MlciUt.:J urchh.:.:lun: 11!\li~lnn,;, l~ona wilh brund ,c,-11u1\:c uml 
mtmp .. wer 1.:<111ircttic11ts. iu <1~Jl1.lml l lAM cov.:m!!'e en uU 11~1\vorki.. ·1 h.: Dl':S ln,mJe , 

l 

! 
I 
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' I ltl I 

T immi W11rklnµ (Jrm111 is ,l.-volorh1i; 1111 ma111i,,itio 11 ~,mh:g). 1-c""'"\.'4" , .,. .1uiR"1rnml',. ,mJ 
un imph:mcnlutlun pluf1 t<l cxpund l!AM 4•uvcrng~ tu Sll'R in l'Y Hs. 

0 *"> 
r . , 111 E!,1uhli,;h un lnT 1111rlcj11e111ml11n p an_ 

,., 1t ' 1 CIPNAV conour:1 ~·ith n.'co111111cnduli11n. 
c:. (lfl In Junc 201!'i.Thc~DNS Jrufl.i,I u11 lnT h11plcmc 111111i,111 Plun 1h111 i'i in li,r11111l 11'1lh.:y 

cu11rdlnu1iu11 fur 1-cvic~· -1nJ i.:um111en1. · 

J . ( l l > Monitor unJ rc111,r1 rr1µr1'-''llS un 1hc implcmcntntiun ur I heir in~hlcr 1111~n1 11i-11~n1111,. 
o ( l .1) OPNA V C4lnCUl'h i llh rcc11111111cmln1 iun. 
o il :~ In Och1hcr;:?Ol5, rhc DNS will 11wrs.ic 1hc pr.-p11ru11t111 nf 1111 mmuul 1c pur1. 

lur c.lcliw1·)· tu 1hc l "NO. which ,,,-ovidc" 1m U(lthllc 1111 the .:1•111rh:1iu 11 ,,, r~·i,tllh" 111t·n1.
lil11ntl in the lnT' l111pla111cntution l' hm, uc.Jc..liliun.~ m:cn111plhlmw n1-.. 1\·~11111·1.:..-, ,1ll,1,•111t·,t. 
in~idcr lhr.mts ri'4ks l1l~nli.t1ec.J. rwo111m•'.t1d111lt111i-. !!-<->llh, 1'1•r rm~111m l111p1,1w1111•111 . un,l 
that hlc.mlifics nll\if!I' hhp<:dimcnlK ,,r chulh.'ngcs. f'u11hur. DNS will p nwiJc · 
pmt~1·1111m1ing rc,·1,111i1icnd,11ium, to CNO for Niwy 111>1h.lcr T lm:.it. 

o t l ' • Th•• DNS will l'm:flila lc n.•,•icw.s of the Nu\:) ·s lnT Jlrllil,lrom 1i, c11,,111c n1111pl h111cc 
with ,,.,u,,y t uillann ,. inclu1llng II n:quin:rm:nl 11, cumlu;,1 mul ~ p,~n 11f .,,:1r w.,, . .,..ni,•nt~. 

j 

u. 1 t l) hlcmify inlurnnl l'unili ?l.! 1~ 1111iru111un1i, iu n 11n ,1,1nun nhl•·cliv•• 111e111uru11Lhtm 11, 'l S 1>111 
u t\ •) Ol'N,\ V cum:11" ~vith rc:,•11m111cnd :11irn1. 
o (LI ) lJNS c"lnhlh,hcJ 1111.· Navy l11,11l~r ll11,•,1i Tt\lnnl 111' C.11\ cmml'-'O I NIT liOO) '" r11 ,I\ IJc 

s.:naor luudcri-hip rccul11mcmlccl .ncliom,. p1h•rill1.utiun, 11lunninl!, J1"'1!'• 1111111inp. 
infur111u1io11 ~huring 111· d Cl\CCutiun of 11<:lillitli:i. in i,upp1u1 ,,r ll co111rrd11:ns1w N,1\ y Inn•. 

o (l l/~1111 July .!O 5, SPJ\W.A-R pmvi<ic,1 lhi.: NITHOCI n Nn,•y lu'J' 1; , C'~hi-~ S o..:urity 
nru1lysis. which 1h::ll11cl.l 11nu llm.at1111!111cd citi!,tint? imp~ in lnT to C'yhcr ScL'l1rity c ,,n, roll,. 
:11111 n:,·11nu11t·nd,·,I nc~· t,r ml1dirlcJ 1:u11ttt1l1, mul u~,.,,duk<l m·chilcc1u1\" rcvl,;io11,. ,1h u1t-' 
whh hmllll rc~ournc n(11l 111.1npowcr retJUircn,cnis. ,.., ,·11~1,re ll.S. Nnv~ 111cc-:h, ln.,i<lcr 
1lm:1ll 1m111ru111 rc4uh~111,.m1i.. 

l 
( l •, rhc Nl'f'HOU will tlcwhlJl lnT rullourcc 1cn111111w111lu1h,11i; f1•rthc DN~ tu prcwn1 1u (. 'l\'O 
.lllll vllSOl li•r FY Ill POM . • 

' 

zt I " 
"' 
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ClASSIFICATlON: 11 • ,! I 
DEPARTMENT OF rHE A!R RORCE 

WASHINGTON. OC 

0/llae or The Secrotory 
SEP 3 2015 

\ ll :-. 1rnt,:, ui \ 1 I-OR l)cl'.\R l :\ IE'.\T l)f Dr n • ·sr ,, ~rh n>R liE. ER \I 
I 

fRO~I: H<H St\l• L'C' 
1670 ,\II' h 1rcc.: 1'1:11111gu11 

\\ u~h/111111111. DC :?o.\)11-1 (I 70 
I 

SI 'llJI .t · I : I >c11nr11110111 <If lktcnic h1~11L'C.:l<1r Cic11cnll I l>o l>IGJ, Dr11 fl Replin \ ~, r, ~11c111 "r 
1111.• :'\ lilil1111 Scn ·iccb· lnsiiler Tlu:eat 1ln I I l'ri1ijrulll~ . 

(~ \\'e 1-C\'ic\w ,I the reporl ,,·id1 rc11ur<l~ 111 llccom~n,mdn1io11 ~11. c. ,I. nml .::: 

n. i l ~ l l111plc111i:111 1 ' sc r \ c1h h~ \fo11il,•ri~g I l . .\M 1 11~~1.!!c'l 11 1' 1he 
~ti11i111um S1nml11nl, ror f"1:.:i:111h .: Omnch lnshkr I hri:tu Pro11J1.\III~ ''" oil d 11~ 11ied n.?11111rl,\. 
rt,,, .Ii,· Vim•,.. 11gn ,•1 with 1/ih /'l.·•w11111 <'11tl11tl<111. /11,· .u,. /(,,·,·, / 1111111/, r,•,I ,1 r t'tJ 111f<.!m, 111 ~,,,, 

mm{ml.1 r,,,. l1111'lcl111t•111/11g I : 11/ 1m 11/I d m~{lll!d 11<!1i1•1,r/r\ 1t /,f,•/4 ,climf(f/,:d 11111dl11,I! I <•1111/11,•m,·11/\ 
,,, 1•.,111.111~/ l A,\/ 111 ,\)wdul ..l,·c,1 ... l'l'11gn!1111 c111tl ,\ '//' It: T/ti.11'<!1/(dr,•11w111 (, <.'11J'.IJWll11g,f11,
/11lttlf11g III I- 11 J. JIL'llllill}! 1/,,• u111c•o11w 11/ l'<'l"'"Ml'< l111111if1g 11,·1/1111~ d11·,·••n1l1· l11 < 1/U!(I"«'• ,. I Irv . II,· 
fm·1·&! /111 , l111ph•m ll11lt'tl l .J.11 t11111m·1i1111> 11///1.• d11Mflk,I 11e11r111'k,t,lf11·/, ,mil XJ~• t• 111}1111_1 
111,•i!/ 1/J,: d11n /fh•,l 11,•1mwk r t'1J11il-.1111,w /,r Fl'/6. / I,,• .Ur f'or.-.{.,'.:1'111'1!.1· £ 111,n1>r iu F\t!tllr /,·i.' 
/In. we( 1.lfS£EB1 will n•1·fi11t' ., ,,,,,,.. /11 .'-l!t •trmt, •• ,. t/1/{l lf'I 11·11/.111~1.t ( I \ I III tit,• ,11'11•·111•1•1,111! 
t111w 11n1,,· /1111c~·m·l.l,m,v 11'/lh 1·c,111ir,•111v,11.1·. thr,•,11 11,1·.1,•.111111!111.1. ct)td ullll/ll!l ill}! /ll'hll'fliit.1. IJ . 11 ill 
11,w ,I,~ Fri· J'DR cmtl 1/11• Fr/,'I />c },\/ ,;, imph-1111!/lf , 11~1·.f1111cli11~ 11,/Ju.,·1111i.1111.1·. 

I 
c, t t 11:.srnhll~h 1111 ln'I' im11lcn1cn1t11im1 plttn. n,y . lh Fm·.·,• ,11:r,·,•• 

11'/1/, th/• 1'i!t'11111111r o,t.ltitm. Thi· . Ur For ,•,• , ·01111Jh•11•,/.f/J1t1/J 1111d ir111,1/ • 11111·,l/11,111t111 
1111,~ /111 /11111/1•1111•111111/1111P/,1111111 II. l11g11.11 111/ 5 t1111l •. ,·pec1.<t1,111l 1111l1/l.•,11i1 111 loy 
I ,\,•1111•111h,•r :!III$. \ 

,I. I l' I Mnnhur uml 1·,:pnrl pni111·~~• ,111 1hi: i111 ,,1Jin..-111111iu11 ,1f thcla i11siJ.:r 
1hr~.n pmgrnms. Tiu• A 11· FOl'i'•' t t.'.J1v1.•, 111111 1111, r ,•,•11111M,•11t1,111J,,. I h, . I;,. I· ,,,y ,• ,.,., .. ,,.w,I 
{11//l,1/ rmk nmip/i: tltm / 11 ,\t1//1111<1/ !,1,it/i:r /'/wc·<1/ ],l'k f11n ·,•!1 \ rrTf I"" :t, .11111<• .Jfi/4 
,,11,I il 11·h1ttl11/n l 1111· 1111 ""•' • f111 11111 li1· 1h,· .\'ITTF ,111 .J f)n·,m1/1o11• "Ill 5. 11w ·lr\'IJUJ 
11·i,/d1 /11d11,k•,· .n •11/m·-h•1·el J)tlrt fr lp,11/1111fro 1111/1,• t111,•lll1(<'1t<i. •r1•11r i11· /11r,·,·.,. , ,.,, 11/1 //lw,. 
l11111n·t11r .c,·1111ral, r11m1111111/n 11ill11., . ll/1t'r111i1111, , 1,,.,..,,,111..J. wltl 111,c'/n ll' l!IIW l'Jt•·/11· 

,·111111111111ith-., , 111;•,·11 111,1111!,/y 1,, 1·1.•1·l,·11· /11T i1111•li:11w111mio11 e111li 1111rA ,•1·11/1'111.!i( /., 111,·1. 

CLASSIFICATION: 1 0 
1, } 11 1 I ' 
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(U) U.S. Air Force, Chief of Staff 
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, CLASSIFICATION: t 

.:. 1 t · 1 li.l.:n1 l1;1 int.:rnal In I t\11ulh1g l'C•Jlllr..-1111!111 :- 111 11 pl'11l'r11m nhJt:L'lh c 
111c11111ru11d11m I PUM I tn l :SD( I). T/1<1 fir hwn· C1,1tn·,•1 with ,111., r ,JL·o111111.•111/,1tlv11. 7111•. I ii' 
For,·,• ,:c>mph•u•d" ,·1·0H.fi1i1t·1Jmu1/ 1·,•1111lr, ·11w111 ,11111• 1111, 1~1·1-i, ,111 I I , /11,1tm1 -'"I 5. n,., . /It · 
I· 11/'t'V 11'111 a,li/re,.1· .f11111/111g ( " '"'' l'T / 8 J>O l/. 

I 
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88eROF:'/tl8fi8RU I 

DEPA"lMElfT Oft 'l'HI NAIIV 
f1U11Q11""'1 1!1111 IJ M.1111""1 al 
~ lil<ll'I• c~ ",nAO(W 
WAS~Ofl DC 1111~ 

Oa puty Ass istant Inspector Genera.I. 
I5PA-lntel l ·igenee Evaluations 

' 

' ! 
(U) ~his is the United S ta tes Ma rine c~rp e ( US MC) r eepo n•e 

to t h!!' Deputy 1'ssi s t a n t i nspec tor Ge ne lc iil. .Tl3PA- Intal U .qcnce 
t v11J.uotio n s Memora ndum, SUBJP.CT~ A:oiu !!JSlr,e r, 1 of t h e Mi.lita.ry 
~etvic•s ' In~ider Threa t Progr a ms (Ul d•ted 04 ~ugu~t, 2015. 
(Projec t No . D2 01 4-DTNT01 - 0043. 000) . 

I 
(U> USMC comments t the Recorn111o ndatio f1is Requiring Comment 

(2.a , 2 .b, 2.c, 2.d, 2,e), outlined in tha ;oopa rtme nt ! Def ense 
I n s peotor Ganaral's Ro ~u l t~ i n Brief, ore ~ ttaehc d. The ove r a ll 
leo!ld f oi: t h la effort ili Secur t. t y th·i9r1eh wi hin Securit 
01visi T he rimar o int o t contact: 

n._,~--M . .D-1L-
'-}J~. DURHAM I 

Assistant Oeputy lcommandant Plans, 
Poli ~ios, and Ope r a t i onn (Security) 
1\c t ;i,ng 

§EfiU!'f//Nflf'Oft f'd 

' 

(U) U.S. r\llar"ne Corps, Assis ant Depu~v Comn,andant, 
Plan , Policie , and Operations (Secur~tyJ . I 
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..,eeZ<e r ,1 / teer l:!\r ce 

Dap11.1:t1Mant ~f ~f•n•• Xneptiat:or Gan •~•1 Re,au1t• ~n Bri•f 
(Proj•ct j'No. D~014-DYN~01-0043.000) (8//MJ!) 

l 
A••••ament af t~e !ti.1~t:axy Be.a:vi~••' Xna~d.ex ~bJ;'eat Prog~--. (Q) 

(U) USMC Riaapan•• = qokcUR . Curre nt UA~ (and auditl i5 b eing 
i • t .. - • - • l • .. 

l>ol>OI<, (hH"I (h)PHI-) 

• (MCSC) is deploying • HQst 
Da ta l,os a l"~evant:1.on ( OLl> ) 

• Three DLe pilo~s have been co~pl6ted b y Mari ne 
Command, Contr4;>l, Communication 8 , a nd Con1puter 
MCSC . · 

Corps 
(C4) a nd 

• MARFORC~~ER is ) preating an Urgent N~eds Staternenc (UNS) t o 
procure a significant amount of storage capa bility to 
better support ; data a nd 1.u1er a uditing requ J refllenta . 

Note: During Augua~ 2015, C4 and· MARFORCYBl:lR tni.tiat .. d a n 
analysl.s/atudy , leci\ by the ca:rneg:l,e Mel. l.on conlpute r eme.r.·g e n ey 
response team (CERT) t.o assesi. the curt:e,,t a r eas wtler• the 
Ma.cine Corps is curl:ent.J.y doing In~idc.r Thrt?at funotionis and OLP 
activities. 

2 

iiiiiwiil iil'i' ,' ,S Hiil ii?QPuH 
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(U:I U .. Marine Cprps, A i tant Ot1 ut rommand n . 
Plr-1n , PoH 1 J Op taons (S curity} (con d) 
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Dep~ t:mant o~ D•~•n•• Xnepact:or Gan~a1 !-1n21t• ~n ~r.:i.41£ 
C•zojeo~ Wo, D201,-Dtw101- 00t3.00~, (8//Nr) 

~ ...... n~ o~ t:la• NJ.1~1:azy Sei:vlaae' ln•~d•r ! ~tu:aa t Pro~zara• (U) 

(U) bo-ndaUoa #2bi Establist1 an Insider tThreat Prog a:·a m 
pollc,y. ' 

(U) CJ8HC a.epon.••r COIIICQR, Current policy ~or thee Marin e Co rp11 
Ins i~er Threat Program was promulgated on 10 !April, 2 01 5 via 
MARADHIN 187/15 with the focus on lntur:-ventiqn ancJ tha 
prevl!lntion of threats which may cet1uJ.t in da"iage or d e :St r uction 
to Marin• Corps persous, plillc:es , a nd \:hi.ng&. , A support.ing 
Marine Corp• order (MCO) 1$ curr«rntly be:l.ng ~raft:ed . which wil.l 
include th• recent revisions tc. the be po.rtrnent of Defen•.e (DoD) 
Insider Threat ·pol.icy. The est.lmute d s ign4t~ra date tor the MCO 
1 s 3rd Querter F:tl6. i 

\ 

CO) bacwmen'llata.oa l2at establish an Insider ;Threat 
Implementation Pl.an. 

' 
(U) USMC a.aponea: CORCUll, Concurn mtly with the drafting of 
the support·ing MCO, an in1p.lementa tit1n plan is ourrentl.y baing 
dro11 fted. The eatimatea signat , .. u:e d .a t:e for the imp !.emont. a t:ion 
plan .ls 3'"1 Quarter FYl~. , 

Nt'l tl!I : An Ins J.der Thr.eat l"unc:t:iom,l Are a Che~ kliet is under 
development and will be po.!3ted on the !nspec'°or General of T:h e 
Marine Corps Inspection Divis ion Wl!tb -site when comple t e d. The 
estimated completion i~ e titima t ed during 3~ Quarte r FY16. 

I ; 
(U) IAaa-claUon #2d: Monit• ,r and report C>f ogr aos on the 
iroplementotion of their In~ider Thre at Progrbms. 

I 

CU) VSNC a.aponaa.: COllfetm.. Secur i t: y Branch is c urrently 
providing overs i ght, to include rQp• tting an~ monltorin9 , for 
the development. and expiu,si m , t the Ma.rin~ s:orps l:ns..i.der 'l'hJ:'~u1.t: 
?.rogram. 

' Mo.ce: To mit.i.gat::e the 1:nsid ;c Threat a nd.p~l:;t:ect. tne total 
f~rca , t he MArin e Corp~ hGs d rafted an inlt.Lpli v~ to a~tabli~h a 
Ma r i ne Co :rp$ InsJ,dl!lr Threat: Management and Jl.nalysis Cent e r 
\.Mc;J'Tl'J11.C) to ,integrate .end C'l'nt r e 11 y a n al y zel ke y t h i· • et:-rel.a tacl 
tnfo:rme tion on potent ial Insider Thr~ats wh, may pos~ a risk to 

J 

BiHiP1t3T, /lie i;'QEHI 

II I ,,, 
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(U) U.S. Marine Corps, Assis i:;int D pu; \ Comrnandant, 
Plans, Policies, a d Oper ,ons (Secu !ii.1) (cont'd) 
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Depast:meA~ o~ D~•n•• :tnapea~or Ganeral a.au1~• !Q B~i•~ 
(»~ojeo~ ~o. D2014-D1NT01-o0,3.000) (8 //tKr) 

Am•••miien~ o~ t:h• ~ 1ita ry Se rvice• ' Xn• ~dDr ~ht ••t P~ r ... • (O} 

p111r:sonnel, faciU.t ie'.~, netwo:t'ks, and national, security 
information. The MCITMAC will analyze infor111{1tion a nd date 
derived from NIFR, SIFR, and J WlCS networ ks. The MCI'l'W\C wi .l l 
c.ollect and distr1h\_\'te In:o1ider Threat i.nformatior, a c:iioss the 
enterprise a~d coll~borate cloaely with ~he De par~ment o t 
Defense .tnsi.der Tlu:eat Ma nagement and Analysis Center (DITMAC) . 
The Initial Operati9nal Capabil i.ty ( :IOC) for the t-iC I'l'l'l~C ie 
scheduled fo.r l t Qu..,rtet F116 (thi s i s i n l.i.ne wit.h th~ D:rTM'1.C 
1.CJC ) . 

A~ditiona ! [n!or mat :1'.on : Th Ma 1c ! n e Corps has ini t.J.at~etd 
discussi ons with nhe De partment of the Novy (Do N) Chi• f of 
Seicurity Enterprises on the fea &i bil tty of. efJtabli15hj,ng 11 Navy 
aracl Marine Corps In~ider Thr11111t Managemer,t and A.ni\!l lYsie Ce nte r.. 

(0) :a.oa1a1•ndati.on ~ 2e: Identify internal :Insid er Thr~o t f un~ ing 
r,1quirements in ll P.x;ogram Objective •Memorandum ( E'OM ) ~o USO ( l ) . 

I 
(tJ) UIIMC -aponae: ,CONC:Ull. Current Insltlc r 'l'h.roi'lt r oq~1irement:.:!I 
a r ~ being Gntere d i~t~ t he Ma rin D r p ~ capabili ty a~sed 
A.!lses sm..-nt (MC-CBA) , p.r, ,ces$ . 'l'his process incl udes 
capabilities, gap, ~r 1ut~on~ . a nd x~s k onulyses . The 
information derived :fr.,,m this prv c ess 1<•i l l i n form t h e inveat.mont 
stretegie s for the qext POM r.ycl,:,. The e st i mAted completion 
date for the Capabi\ities Inva·s tment Pl.an \CIP) submission is 41" 
Quartet: F¥16. 

Note from C4 SME: "We cannot mov~ f ~rw~rd with a n a cqui s ition 
s,:rategy or attempt t o e ngineer o r int.e grat:e more capabi 1 itY on 
tap o f what al~eady , e xists in th• Marine Corps Ente xpri ae Secr •t 
Nc!twork (a network of net.works) (MCCN-$ ) until we h 1:1 v e done a 
thorough analysis, ind have a clear understa ndiJ'\g of the true 
gaps . 'l'hlil Marine C~ rps has e,t:1.stir,g capabilit;~1 ;an d t o chnolOQY 
i n place performing J a number of DLP and Cont.in,AOll& Moni to:t::in g 
(CM) and audit/monaqc mant feature$ , ~nd we woul~ like to UtLli26 

i:u<i,s t;,l.ng capabilitit1;s where possible. We a i:e doing our duo 
d:l.li9onca with the. ,fnalyais before pu.tting togethe r a Buisineaa 
Cost Analysis (BCA) ! and ask for mo re funding for Col. .Baiued on 
th~ in.fo~mation w,., hi,'\re tod&y I we bel .ie-ve si gni.ti·cant .fundini,i 
will b e r equired t <>; nwet ooch obj eo t: iv~ conclu.!lively." Th• 

'1 

eeif9Re!lf/ /IIQF8AH 
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(U) U.S. M . ran Cpr s, sistant Deputy ornm ndant, 
Plans, Poticies, , '.d Operations t urit ) (co t'd) 
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Dapaa:tmant o~ :O.:f!• n - Xnape at:or Cilenaz:al fi'e•uit• i.n Dii:id 
(~rojeot wo. D2014-DZNT01-0043.00q) (S//NW) 

Aa•••-nt:. of! the K:1.1:Ltary S• -.ic:i.• ' :t111a::l..dari Ttn:..at P :r:og.caai.e (O) 

estimated completion date foi: the analysis a1~d ElAC s ubmissi on i s 
2nd Quarter -Flt'l6. 

Note f'rom Se curity Branch Head: "We are curr~ntly involve d with 
the Cost Assessment and Program Evaluation (d:APE,) Director, 
a p e cit:ical.'1y the Insider Threat Issue Teiim, +here l(le ara 
d e va lopi·ng cost e s timations tor the· Insider 'fhre at. requireme nts 
a aroaa the Fiscal ~ea r Defense l?lan (FYOl?J. •Our initial 
a ubMis sion is due to the CAPE during 1•• Quar~er FY16 . N 

ftO!iiflfR fi ' IIIIIIIIII 
Rl!!ASON! Deri v e d :f,::om n1ul t.ip l e s o u r c e s 
DECLASSI ~ Y ON; Maroh, 12 , 2 039 
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(U) U.S. Marine Corp , As is an Depui Co 1man ant, 
! 

Plans, Polle es, and Op .r tions (Secut jty) (cont'd) 
r 
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(U') Acronyms land Abbreviations 

AFRlSA Air Force lntelljgence, Surveillance, and Reconnaissance Agency 

AJNAP Army JWICS N,:twork Audit Program 

CAP Controlled Access Program 

CIO Chief Information Officer 

DISA Defense lnforn'liltion Systems Agency 
I 

DNI Director of Na~'ional Information 
I 

D/ A Departments ~nd Agencies 

E.O. Executive Order 

GISA Ground lntellf~ence Support Agency 

HBSS Host Based Se, urlty Suite 

IAR Incident Asses~ment Report 
i 

ICS Intelligence cornmunity Standard 

lnT Insider Threat . 

JWICS Joint Worldwide Intelligence Communlty'System 
r 

MCIA Marine Corps lptelligence Activity 

NIP National Intelligence Program 
l 

NIPRNET Non-secure Internet Protocol Router Network 
' NITI'F National lnsid~r Threat Task Force 

DON Department:o~the Navy 

ODNI Office of the Director for National Intelligence 

ONI Office of Natiohal Intelligence 

OSD Office of the sJcretary of Defense 

OUSD(C) Office of the U~der Secretary of Defense for Comptroller 

OUSD(I) Office of the U~der Secretary of Defense for Intelligence 

PP&O Plans, Policy, a!,d Operations 

PPOI Plans, Policy, Oversight and Integration 

SAF/AAZE Policy and Sec~rlty Enterprise Division 

SEEAET//N9F9RN 
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SAP · Special Access Program 

SAPCO Special Access Program Central Office 

sec Security Coordination Center 

SIPRNET Secret Internet Protocol Router Network 

SME Subject Matter Expert 

UAM User Activity Monitoring 

USD(I) Under Secretary of Defense for Intelligence 

USMC United States Marine Corps 

SECRET/,'N8f8RN 
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Whistleblower 
I 

Protection 
U.S. 

I 

~EPARTMENT OF DEFENSE 
I 

The Whistleblowet, 
I 

Protection Enhancement Act of 2012 requires 
the Inspector Geqeral to designate a. Whistleblower Protection 
Ombudsman to educate agency employees about pr.ohibitions an 
retaliation, and ri#'t:s and remedies against retaliation for protected 
disclosures. The Q~$ignated ombudsman is the DoD J(i Director-for 
Whistleblowing & 'i;ransparency. For more information on your rights 
and remedies agai~st retaliation, go to the Whistleblower webpage at 

www!dodlg.mil/programs/whistleblower. 
I 

I 

For more information about DoD JG 
reports o~ 

' 
activities, please contact us: . 

I 
I 

Congressional Liaison 
703.604.8324 

DoD Hotline 
800.424.9098 

l Media Contact 
Puplic,Affalrs@dodlg.mil; 703.604.8324 

j Monthly Update 
I 

dpdiSconnect.request@listserve.com 
' I L Reports Mailing Ust 

tdls:...report-request@listserve,com 

l Twitter 
: twltter.com/DoD _IG 
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