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Mission
Our mission is to provide independent, relevant, and timely oversight
of the Department of Defense that supports the warfighter; promotes
accountability, integrity, and efficiency; advises the Secretary of

Defense and Congress; and informs the public.

Vision
Our vision is to be a model oversight organization in the Federal
Government by leading change, speaking truth, and promoting
excellence—a diverse organization, working together as one

professional team, recognized as leaders in our field.
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Results in Brief

Army Integrated Air and Missile Defense Program
Needs to Improve Software, Test, and
Requirements Planning

June 9, 2014

Objective

We evaluated the efforts to prepare the
Army Integrated Air and Missile Defense (IAMD)
program for initial production. We also determined
whether six allegations in an August 2012
Defense Hotline complaint concerning the Army’s

management of the program were substantiated.

Findings

The project manager planned the initial
production decision before completing the
software deliveries and testing needed to
demonstrate the Army IAMD Battle Command
System can fully meet initial capability
requirements. The software and testing

deficiencies occurred because:

e the project manager had not fully adjusted
the program schedule to respond to
contractor delays in delivering system

software, and

e the Army sent soldiers and equipment
originally allocated for testing overseas to

protect troops.

As aresult, the Army could acquire 31 IJAMD Battle
Command System units costing $416.1 million that
have not fully demonstrated they can control and
manage the Army IAMD sensors and weapons to

provide an effective [AMD capability.

The Army Fires Center of Excellence (AFCOE)
did not adequately define system capability

Visit us at www.dodig.mil

Findings (cont’d)

requirements to support developing the second of two planned
increments of the Army IAMD System. This occurred because
AFCOE staff, in using incremental development, did not follow
DoD practice for defining system requirements. Without fully defined
requirements, system developers incur greater risk that the additional
$493 million planned for the second increment development will

not provide the Army the most useful and supportable missile defense.

We substantiated one allegation and partially substantiated three
of the six Defense Hotline allegations but, after reviewing project
manager actions relating to the allegations, we concluded no

recommendations were needed.

Recommendations

We recommend the Under Secretary of Defense for Acquisition,
Technology, and Logistics postpone the initial production decision
until the project manager completes testing that shows the Army

IAMD meets planned requirements.

We recommend the Commander, Army Fires Center of Excellence
fully define system capability requirements for the planned second

increment of the Army IAMD.

Management Comments and
Our Response

The Assistant Secretary of Defense for Acquisition agreed with
the recommendation and addressed all the specifics of the
recommendations. The Commander, Army Fires Center of Excellence
agreed with the recommendations, and his comments addressed
B.1 and partially addressed B.2. Therefore, we request additional
comments on recommendation B.2. Also, we received unsolicited
comments from the Project Manager for IAMD Project Office.

Please see the Recommendations Table on the back of this page.

DODIG-2014-081 (Project No. D2013-DO00AE-0136.000) ‘ i



Recommendations Table

Recommendations

LR Requiring Comment

No Additional Comments Required

Under Secretary of Defense for
Acquisition, Technology, and Al, A2
Logistics

Commander, Fires Center of

Excellence B.2. B.1.

* Provide management comments by July 9, 2014.
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Introduction

Objective

The overall audit objective was to determine whether the Program Executive Officer,
Missiles and Space, was effectively preparing the Army Integrated Air and Missile
Defense (IAMD) program for the low-rate initial production (initial production) phase of
the acquisition process. As part of this objective, we determined whether six allegations
in an August 2012 Defense Hotline complaint concerning the Army’s management of
the program were substantiated (Finding C). See Appendix A for a discussion of our

scope and methodology.

Background

FOHe) The Army IAMD program is an acquisition category ID' major defense
acquisition program in the Engineering and Manufacturing Development (development)
phase of the acquisition process. The Under Secretary of Defense for Acquisition,
Technology, and Logistics (the Defense Acquisition Executive) designated the
Army IAMD as an acquisition program in December 2009. The Army is developing
the IAMD in preparation for the initial production decision for first quarter FY 2016.
As of February 2014, the Army had spent about $835.0 million in research,
development, test, and evaluation funds and plans to spend an additional $1.6 billion for

system development through FY 2021.

System Description and Mission

The Army IAMD will integrate multiple sensors (radar) and shooters (missile launchers),
using a mission command single integrated fire control network,? to provide the
warfighter a full view of defended airspace, including friendly force and threat
information. The mission command element of the Army IAMD, known as the IAMD
Battle Command System (IBCS), will provide the capabilities needed to control and
manage the [AMD-enabled sensors and weapons. Specifically, the IBCS integrates the
Patriot, the Improved Sentinel, and the two developmental Joint Land Attack Cruise Missile

Defense Elevated Netted Sensor (JLENS) components. The IBCS will also integrate future

1 Acquisition category ID is a major defense acquisition program for which the Under Secretary of Defense for Acquisition,
Technology, and Logistics estimates eventual total expenditure for research, development, test, and evaluation of more
than $480 million in FY 2014 constant dollars or, for procurement, of more than $2.79 billion in FY 2014 constant dollars.

2 An integrated fire control network allows missile defense warfighters to use any sensor and any shooter connected to the
network to defend against air and missile threats such as ballistic or cruise missiles, and manned or unmanned aircraft.



air and missile defense capabilities to support engagement of air and missile defense

threats. In Figure 1, the shaded portion shows the system components of the IBCS.

Figure 1. Army Integrated Air and Missile Defense

Source: IAMD Project Office
Abbreviations:
CCS: Communications Control Station
DPS: Data Processing Station
SPS: Signal Processing Station

The mission of the IAMD Project Office is to define, develop, acquire, field, and sustain
the Army’s portion of the future Joint IAMD.> This includes developing, acquiring,
fielding, and sustaining the Army IBCS component of the air and missile defense
architecture and integrating radar and missile launchers developed through other
acquisition programs to provide an effective air and missile defense capability. When
operational, the Army IAMD will integrate air and missile defense radar, missile
launchers, and mission control, enabling air and missile defense capabilities not
achievable by the individual systems. Appendix B provides a detailed description of the
Army IAMD system and the advantages it will provide for air and missile defense.

3 The Army IAMD will be the air and missile defense interface to the Joint Forces and will include foreign allied air and missile
defense forces.



Acquisition Strategy
#=64H6) The Army IAMD program experienced a significant restructure and an

increase in the quantity of IBCS units needed after the Defense Acquisition Executive’s

initial approval to begin the development phase. These changes were the result of

decisions made in response to the Secretary of the |EERE

(F6E6) As a result of the

the Army decided to:

e [OH69 cancel procurement of the Surface-Launched Advanced Medium
Range Air-to-Air Missile, one of the air defense systems the Army IAMD
system was to integrate with, to provide U.S. and friendly forces protection

from air attacks; and

e (B89 reduce the planned system buy of the JLENS System, an aerial
surveillance system the Army IAMD will integrate with to identify and track

cruise missiles and other aerial and surface threats.

([FOH63 To achieve future air defense capabilities, the IAMD project manager plans
to integrate the Army IAMD with the Indirect Fire Protection Capability and two
JLENS orbits.* Associated with these actions was the Army Air and Missile Defense
User’s decision to expand the Army IAMD battle command capabilities from the platoon
level to the Army Air and Missile Defense Command level, to provide more flexibility in
controlling air and missile defense operations. This decision increased the planned

procurement quantity from 285 IBCS units to 431 units.

EeUe) The President’s Budget for FY 2012 added $525 million® to accelerate placing
the Patriot launchers and radar under the direct control of the Army IAMD. The
increased funding caused the Army to exceed the threshold limit the Defense Acquisition
Executive approved in the June 28, 2010, Acquisition Program Baseline.

#6469 On February 1, 2012, in the “Army Integrated Air and Missile Defense (IAMD)
Acquisition Decision Memorandum (ADM),” the Defense Acquisition Executive approved
a new Acquisition Program Baseline, which included 431 IBCS units. The Defense

Acquisition Executive also approved restructuring the program to integrate Patriot

4 The JLENS orbit is a surveillance system and fire control system that can stay aloft up to 30 days.

5 The additional funding resulted from the Office of the Secretary of Defense decision to not procure the Medium Extended
Air Defense System beyond the design and development phase.

FOR-OHCHASS=OMNEY



Introduction

(#6463 launchers and radar directly onto the Army IAMD fire control network, an effort
originally planned for a later program increment. The increase in the IBCS units enabled
the Army to expand the distribution of the IBCS units within the Army and to accelerate
the integration of the Patriot radar and launchers into the Army IAMD fire control network.

686 The project manager is using an incremental acquisition strategy to design
and produce the Army IAMD. Under this strategy, developers deliver an initial system
capability (less than the full requirement) and deliver additional capability incrementally
to meet the full requirement. For the Army IAMD, the incremental strategy will deliver an
initial air and missile defense capability in FY 2016 and then deliver product and capability
improvements in FY 2018 and FY 2020. The delivery of the follow-on capabilities will result
from contractor development work on two pre-planned product improvements starting in
FY 2014 and FY 2016, respectively, to fully meet requirements for the Army IAMD. Under
the pre-planned product improvement concept, the design of the initial system will include
provisions for future system enhancement. Appendix B provides details on the capabilities

the Army plans to provide through the FY 2016 and FY 2018 program increments.

Table 1 shows the key organizations and officials responsible for managing the acquisition

of the Army IAMD program.

Table 1. Key Organizations and Officials Responsible for Managing the Army IAMD Program

Organization or Official Responsibilities for the Army IAMD Program

Defense Acquisition Executive As the Milestone Decision Authority, can approve
the entry of the program into the next phase of the
acquisition process.

Program Executive Officer Missiles and Space Oversees program resources and statutory
compliance for missile and space programs.

Project Manager Army IAMD Provides day-to-day program management.

U.S. Army Fires Center of Excellence (AFCOE) Develops and documents the system capability

requirements, which define what the system must
do to perform its mission.

Army Deputy Chief of Staff, G 3/5/7 Validates the number of systems the Army will
procure.
Joint Requirements Oversight Council Approves the system capability requirements the

AFCOE develops for the Army IAMD.

Army Test and Evaluation Command Independently tests and evaluates the program for
the Army; responsible for system test planning.

Director, Operational Test and Evaluation Provides oversight of operational test and
evaluation (realistic field testing) for the program
and approves test plans.

Deputy Assistant Secretary of Defense, Provides oversight of developmental test and
Developmental Test and Evaluation evaluation (design testing)
FOR-OFFCHATOSEONEY
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Funding and Contract Data

As of July 2013, the Army’s budget to develop and procure the IAMD system
totaled $6.38 billion.® In September 2008, the Army awarded two contracts,
one to Northrop Grumman Space and Mission Systems Corp. for $15.0 million
(contract W31P4Q-08-C-0418) and the other to Raytheon Company for $14.9 million
(contract W31P4Q-08-C-0419), to design the IBCS prototype. The contracts included
options to develop the prototype design. In December 2009, the Defense Acquisition
Executive approved the Army IAMD entry into the Engineering, Manufacturing,
Development phase of the acquisition process, and the Army exercised a $475 million
contract option for development with Northrop Grumman. As of January 17, 2014,

the contract was valued at $636.8 million.

On September 19, 2012, the Army finalized a contract with Raytheon Company
(W31P4Q-12-C-0120) for $126 million to develop the hardware and software necessary
for the IBCS to integrate with the radar and missile launch components of the IAMD.
As of January 17, 2014, the Army had obligated $100.1 million on the Raytheon contract.

Review of Internal Controls

DoD Instruction 5010.40, “Managers’ Internal Control Program Procedures,’
May 30, 2013, requires DoD organizations to implement a comprehensive system
of internal controls that provides reasonable assurance that programs are operating as
intended and to evaluate the effectiveness of the controls. We identified internal control
weaknesses in test planning and the defining of system requirements. Specifically, we
determined the Army planned the initial production decision review to occur before
the Army completes and tests the software needed to demonstrate the IAMD can fully
meet capability requirements for the first increment. We also determined the Army
was not adequately defining capability requirements for future developmental
increments of the IAMD. We will provide a copy of the report to the senior Army

officials responsible for internal controls.

6 Of the $6.38 billion, $2.44 billion is research, development, test, and evaluation funding; and the remaining $3.94 billion is
procurement funding.



Management Comments on Review of Internal
Controls and Our Response

Although not required to comment, the project manager, Army [AMD provided
comments on the report section discussing our review of internal controls. A summary
of the project manager’s comments, along with our responses, follows below. For the

full text of the comments, see the Management Comments section of the report.

Internal Controls

The project manager disagreed with the report section discussing internal controls.
He stated that the established program processes for internal controls were working
as designed to allow the program stakeholders to maintain awareness of ongoing
development activities and progress, and to ensure that progress is acceptable to meet

future milestone decisions.

Our Response

We disagree with the project manager’s assertion that processes for internal controls
were working as designed to allow stakeholder awareness of ongoing development
activities and progress and to ensure that progress is acceptable to meet future
milestone decisions. Specifically, at the time of our audit, the project manager had not
yet used established internal control processes to recognize and report that progress in
both software delivery and test asset availability for the Army [AMD program was not
adequate to meet the requirements for the initial production decision planned to occur
in first quarter FY 2016. Finding A provides details on the deficiencies in software

delivery and test asset availability.



Finding A

Deficiencies in Software Delivery and Test Asset
Availability Will Limit Testing to Support the Low Rate
Initial Production Decision

The project manager planned the initial production decision to occur in first quarter
FY 2016, before completing the software deliveries and testing needed to demonstrate
the IBCS can fully and successfully meet initial capability requirements. The incomplete
software deliveries will occur because the project manager did not adequately adjust the
date for the planned initial production decision after the Program Executive Officer for
Missiles and Space accepted the contractor’s revised software delivery schedule. The
contractor’s revised delivery schedule also delayed the program in meeting contract
system specification requirements. Additionally, the Army may not have sufficient test
equipment and fully trained testers to support testing in FY 2015 before the initial
production decision. The testing deficiency occurred because the Army deployed the
Patriot Test Battalion to provide air and missile defense for overseas troops starting in
April 2013. As a result, the Army could acquire 31 IBCS units in initial production at an
estimated cost of $416.1 million that have not fully demonstrated that they can enable
commanders to control existing sensors (radar) and shooters (missile launchers) to

provide the most effective air and missile defense capability.

Planned Software Delivery Not Expected to Fully Meet
Contract System Specification Requirements

As of December 8, 2013, the project manager

_ The IBCS must meet these specifications to demonstrate that

the missile defense capabilities planned for the Army IAMD program are on a path to

meet the system performance requirements in the “Capability Development Document
(CDD) for: Army Integrated Air and Missile Defense System-of-Systems (AIAMD SoS)
Increment: 2,” October 21, 2010. The project manager planned to use software version
3.0.2 to demonstrate IBCS capabilities during the limited user test (the operational
test), scheduled to be completed in fourth quarter FY 2015, before the initial production



decision, scheduled in first quarter FY 2016. Department of the Army Regulation 73-1, “
Test and Evaluation Policy,” August 1, 2006, defines a limited user test as an operational
test that examines a system’s ability to perform its mission when operated and
maintained by soldiers under realistic operational (combat) conditions. It does not
address all the effectiveness, suitability, and survivability requirements and is therefore
more limited than an initial operational test, which must address all effectiveness,

suitability, and survivability requirements.

Inadequate Adjustment for Slippage in Software
Delivery Schedule

OSDIJS: (b) (5)

In December 2012, the contractor briefed the Program Executive Officer for
(OSD/JS: (b) (5)

Missiles and Space on

_ According to the Army IAMD project manager,

OSD/IS: (b) (5)

In January 2013, the contractor

On April 3, 2013, the project manager met with the Assistant Secretary of the
Army for Acquisition, Logistics, and Technology (the Army Acquisition Executive),

. . : /JS: (b
senior contactor staff, and independent software engineers (SRS
I




OSD/JS: (b) (5)

The Army Acquisition Executive asked consultants from the Software Engineering

Institute of Carnegie Mellon University to conduct an assessment’ of the program.

The consultants reported that the program
I [ their report, the
consultants
[l but stated that the project office had T
I - !ovvever; the project office A
Although the consultants credited the project office withiiTTTE
I -y concluded that

I /< -
example, the consultants stated that

OSD/JS: (b) (5)

Our comparison of the project manager’s projections of the ability of software

_ Specifically, the project manager projected in
July 2013 that

i . . : OEPIASHE :
system specification requirements, while ISR However, his

December 2013 projection showed that the number of contract system specification

requirements the software will |RESaEERAR

7 Software Engineering Institute of Carnegie Mellon University, “IAMD Review—March 15, 2012, Assessment and
Recommendations,” was provided to the Army as part of a yearly funded contract.
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The most current risk status report, dated December 10, 2013, stated

N T report documents that R
I  ccifically, the report sates:

OSD/JS: (b) (5)

OSD/JS: (b) (5)

From the report statements, we concluded

the planned production decision. Although the report identifies

O
|
Qo
an
9
g
g

between December 2013 and June 2015, |

SD/|
S:

[@)
%)
o)
fan
7
g
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Finding A

Effects of Deficiencies in Software Delivery
Deficiencies in meeting contract system specification requirements will reduce what
the Army initially planned to demonstrate, through the limited user test. Specifically,
the deficiencies will limit the Army’s ability to demonstrate that

the IBCS can meet three out of the five key performance
Deficiencies

will limit the
key system attributes (secondary requirements) defined Army’s ability to

in the capability development document. As explained demonstrate that the

parameters (primary requirements) and four of the six

IBCS can meet three
out of the five key
performance

(JCIDS Manual) the capability development document parameters

in the “Manual for the Operation of the Joint Capabilities
Integration and Development System,” January 19, 2012,

is the “primary means” of proposing system capability
requirements needed for a solution intended to close or reduce

gaps in U.S. military capabilities.

The capability development document includes primary requirements, the performance
attributes (system abilities) considered critical to the development of an effective
military capability. The JCIDS Manual also states that failure to meet a validated
primary requirement may result in a reevaluation or reassessment of the program or a
modification of the production increments. However, programs are not required to fully
demonstrate they meet primary system requirements until testing to support the full-rate
(final) production decision in third quarter FY 2017. The JCIDS Manual defines
secondary requirements as attributes or characteristics considered essential to achieving
a “balanced operational testing approach to a system” but not critical enough to be
designated as a primary requirement. System requirements that do not qualify as primary

or secondary requirements are designated as “additional attributes.”

Limitations in Demonstrating Primary System Requirements

Software deficiencies may limit the Army’s ability to demonstrate, during the limited
user test, three primary system requirements included in the capability development

document. These are the primary systems requirements.

e Net Readiness—Requirements include the ability to interoperate and
exchange information with other systems. To perform its mission, the
IBCS must send and receive from joint forces (interagency, intergovernmental,
and multinational) the critical information needed to maintain awareness of

air and missile threats.

DODIG-2014-081 | 11
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» Integrated Defense Effectiveness—Requirements include the ability to select the
specific missile system and firing assignments to provide greater protection to

high priority assets and lesser protection to lower priority assets.

e Force Protection and Survivability—Requirements include the situational
awareness necessary for soldiers to react to threats, including chemical and

biological agents, while still being able to operate the IBCS.

To identify the software deficiencies that may affect the primary performance
requirements, we worked with project office staff to trace the contract system specification
requirements back to the requirements defined in the capability development document.
In performing the requirements trace, the project office staff used the July 10, 2013,

projection, which showed tha jiSS
I -t system specification requirements. Table 2 shows how

the traced software deficiencies affected the primary (most critical) system requirements.

Overall the systent’s abilty to

demonstrate it can meet the three primary system requirements in the limited user test

discussed above. For those specifications partially met, the table shows the estimated

percentage of the software functionality AR

Table 2. Primary System Requirements Affected by Software Deficiencies in Meeting the

Contract System Specification Requirement (project manager’s estimated percentages)
Primary System Requirements

Contract System Specification Net Integrated Defense Force Protection
Requirement Readiness Effectiveness and Survivability

OSD/JS: (b) (5)
Net Centricity

Joint External System Interfaces

1

2

3 | Global Information Grid IA

4 | Confidentiality, Integrity, Availability
5 | Administration

External Sensor Data Used for
Engagements

Adjacent Army System of Systems
Task Force

8 | Upper Tier/Lower-Tier Coordination
9 | Engagement Processing

10 | Kill Assessment

11 | Common Operational Picture

12 | Nuclear/Biological/Chemical

Source: Project manager’s estimated projections

FOR-BH A DSEOMNEY



The project manager had not yet determined the exact

impact the OSD/JS: (b) (5)

_ However, in his briefing “IAMD IBCS
Software Replan Update,” December 6, 2013, the

project manager informed the Army IAMD action

officer in the Office of the Director, Operational

Test and Evaluation, that

_. The briefing also states that the project manager

I Thc rcmainingfilldcficiencies affected

secondary system requirements and additional attributes.

Limitations in Demonstrating Secondary System Requirements

The secondary requirement most affected by software deficiencies is the requirement
for a single integrated air picture. A single integrated air picture allows the warfighter
to have full visualization of defended airspace, to include both friendly and
threat information. The project manager identifiesoftware deficiencies against
contracted system specification requirements that affect this requirement. Although
listed as a secondary requirement, demonstrating the single integrated air picture is
very important to showing that IBCS can perform the air and missile defense function.
The capability development document states, “The process for meeting the air and
missile defense threat begins with the development and maintenance of an accurate
Single Integrated Air Picture.” Additionally, the single integrated air picture is required
to meet the primary system requirements for integrated defense effectiveness, discussed
previously, and common command and control. The common command and control
requirement involves the system’s ability to enable defense planning, warfighter-
machine interface, and battle monitoring and control. Other secondary requirements
affected by software deficiencies included diagnostics (the ability to localize hardware

faults), maintenance, and ownership cost (the costs to field and maintain the system).

Unclear When Software Will Fully Meet Contract Requirements

The contractor is scheduled to deliver software Version 3.1 in fourth quarter 2015,
before the initial production decision and after the limited user test is completed.

The program office planned for this version of the software to address all system

FOR-OFHHEHAEHSEOMEY
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specification requirements not met or only partially met in Version 3.0.2. However,

the project manager’s December 2013 projection
_ The Defense Acquisition Executive should postpone

the initial production decision for the Army IAMD until the project manager
completes operational testing using software that meets all system specification
requirements, as defined for contract W31P4Q-08-C-0418.

Recent Army Actions to Decrease Software Integration Risk

On April 18, 2014, in a memorandum responding to our draft report, the project
manager stated that, because of a funding reduction in the President’s FY 2015 Budget
Request, the Army had moved the initial production decision for IAMD from first quarter
FY 2016 to fourth quarter FY 2016. The project manager’s memorandum then stated
that the contractor’s software delivery schedule did not change. Therefore, the project
manager stated the Army’s revised program schedule will allow additional time for
software integration to decrease program risk. The Assistant Secretary of the Army
(Acquisition, Logistics, and Technology) endorsed the project manager’s memorandum
on May 3, 2014. The project manager further stated that the IAMD will provide at least a
partial capability during limited user testing in each of the five primary and six secondary

requirements discussed in finding section “Effects of Deficiencies in Software Delivery.”

Because the contractor will deliver software version 3.1 to the Government’s system
integration laboratory in the fourth quarter of FY 2015, project office staff stated they
will use this version, rather than the incomplete version 3.0.2, to conduct the limited user
test before the initial production decision. Using the project manager’s December 2013
projection to compare software versions 3.0.2 and 3.1 shows that using version 3.1 will
reduce the number of unmet contract system specifications by 50 percent

-) and the number of partially met requirements by 51 percent ).

Deployment of Patriot Test Battalion Will Reduce Test
Program Effectiveness

In April 2013, the Army determined that needs for air and missile defense assets,
including the Patriot Test Battalion, to protect troops and operations overseas
superseded the testing needs of the IAMD and other weapons development and
acquisition efforts. The Army’s decision removed Patriot test equipment and soldiers
previously designated to support IAMD testing planned through FY 2015. In response

to the loss of the Patriot Test Battalion, Army Training and Doctrine Command'’s



Fires Center of Excellence, the Army IAMD project office, and the Army Test and

Evaluation Command (the requirements, program, and testing staffs) briefed the Army’s

General Officers Steering Committee on July 16, 2013, on
for testing the IAMD. The Steering Committee’s
I 1)

OSD/JS: (b) (5)

Reduced Availability of Test Equipment

The “Army Integrated Air and Missile Defense Test and Evaluation Master Plan,” May
30, 2012 (the Test and Evaluation Master Plan) required four Patriot batteries, each
including six Patriot launching stations, to support the operational testing before the
initial production decision. As a result of the deployment of the Patriot Test Battalion,
staff at Army Test and Evaluation Command stated that they planned to use three, rather
than four, Patriot batteries for the operational testing. As of December 2013, only two of
the three Patriot batteries were funded to allow them to be fully configured to support
the operational testing of the Army IAMD. Test staff at the Army Test and Evaluations
Command stated that a fully configured third battery was needed to demonstrate
system capability requirements including information assurance, performance in threat

maneuvering, and data collection for reliability, availability, and maintainability.

Additionally, even if Army provided the project manager funds to upgrade the third
battery, testers will be one battery short of the four batteries required in the Test and
Evaluation Master Plan for conducting operational testing in support of the initial

production decision. The action officer for the Army IAMD in the Office of the Director,

Operational Test and Evaluation, stated that

Availability of Trained Soldiers Will Delay Testing

The soldiers assigned to the deployed Patriot Test Battalion will not be available for

testing the Army [AMD. In July 2013, requirements and testing staff briefed the Steering

Committee of the need for. Army Regulation

RSSO
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73-1, “Test and Evaluation Policy,” August 1, 2006, states that operational testing must
be conducted under realistic operational conditions with users who represent those

expected to operate and maintain the system when it is fielded or deployed. Army

Test and Evaluation Command staff stated that
I T Defens

Acquisition Executive should postpone the initial production decision until the project

manager completes operational testing using test assets and trained soldiers sufficient
to demonstrate that the Integrated Air and Missile Defense can integrate with external

radar and missile launchers to provide an effective integrated air and missile defense.

Recent Army Actions to Increase Test Program Effectiveness

In response to our draft report, the project manager stated that the Army’s schedule
change moving the Initial Production Decision from first quarter FY 2016 to fourth
quarter FY 2016 has mitigated the adverse effects of deploying the Patriot Test
Battalion. He stated the revised schedule allows the user community (the Army Training

and Doctrine Command) adequate time to:

e train soldiers assigned to operationally test the IAMD system before the

initial production decision;
e obtain a dedicated IAMD test detachment;

¢ de-conflict IAMD test asset requirements with requirements of other

programs; and

e obtain additional dedicated test assets for use in development and

operational testing.

The project manager stated that the above actions will provide adequate support to
the IAMD program. On May 12, 2014, Army Training and Doctrine Command staff
provided the audit team documentation showing the above improvements will increase

the effectiveness of the limited user tests planned to begin in first quarter FY 2016.

Conclusion

Deficiencies in software delivery and test planning will reduce what the Army initially
planned to demonstrate, through the limited user test. The limited user test was planned
to demonstrate that the Army IAMD System can integrate with externally developed

radar and missile firing units to provide an effective integrated air and missile defense



capability before the planned initial production decision in first-quarter 2016. As a
result, the Army could acquire, at an estimated cost of $416.1 million, 31 IBCS units
in initial production that have not fully demonstrated they can control and manage
the IAMD sensors and weapons to provide an effective integrated air and missile

defense capability.

Project Manager, Integrated Air and Missile Defense
Comments on the Finding and Our Response

Although not required to comment, the project manager provided comments on
the overall finding and on the finding sections discussing planned software delivery
not expected to fully meet contract specifications, effects of deficiencies in software
delivery, and deployment of the Patriot Test Battalion. A summary of the project
manager’s comments along with our responses follow below. For the full text of the

comments, see the Management Comments section of the report.

Overall Finding

The project manager agreed with the overall finding and identified recent actions
that address concerns in our finding. For example, in response to a funding reduction
to the program in the President’s FY 2015 Budget Request, the Army moved the initial
production decision from the first quarter FY 2016 to fourth quarter FY 2016. The
project manager stated that because the contractor’s software delivery schedule did
not change, the adjusted program schedule will allow additional time for software
integration and to complete testing to decrease program risk before the initial
production decision. The funding reduction will also delay developmental test events
(flight tests) and the limited user test. The delay in these test events provides the user
community (the Army Training and Doctrine Command) an opportunity to de-conflict
resource issues (personnel and equipment) in support of the IBCS Test program. The
Assistant Secretary of the Army (Acquisition, Technology, and Logistics) endorsed the

project manager’s comments on May 3, 2014.

Our Response

We agree that recent Army actions will help address concerns in the finding. In
recognition of Army actions, we revised the finding discussion to include two new
sections titled, “Recent Army Actions to Reduce Software Integration Risk” and “Recent

Army Actions to Increase Test Program Effectiveness.”
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Planned Software Delivery Not Expected to Fully Meet
Contract System Specification Requirements

The project manager agreed, as of December 8, 2013, his projections showed that

o
However, the project manager stated he did not agree with the characterization that
the software would fail to meet requirements and the implication that the planned
partial implementation was not on a path to meet the capability development document
requirements. He stated the program plan was designed for incremental capabilities
delivered over time to make sure test events have required capabilities present and

milestone decisions have the proper body of evidence to allow for an informed decision.

The project manager also stated that the [AMD system specification affected by
software delays was discussed with key stakeholders to obtain their feedback and
understanding of software limitations and software suitability for the limited user test.
The project manager stated he facilitated discussions with stakeholders to summarize
the software impacts for each IAMD System Specification section, and to show the
percentage of the requirements planned to be met by each software version. However,
he admitted the summary did not convey whether the software section would pass or
fail its underlying requirements or was sufficient for the limited user test. The stakeholder
team recommended continuing execution of the approved program plan to meet

required capabilities and achieve a successful initial production decision.

Our Response

We revised the finding discussion to include a new section, “Recent Army Actions to
Reduce Software Integration Risk.” In this section, we acknowledge that the Army’s
program schedule change to delay the initial production decision allows the project
manager to perform the limited user test with more advanced software and reduces
the number of contract specification requirements not met or partially met. This will
allow additional time for software integration to decrease program risk and provide the
program office an opportunity to demonstrate required IAMD capabilities and obtain

test results that will lead to an informed milestone decision.

Effects of Deficiencies in Software Delivery
g=eH6) The project manager agreed with the finding that deficiencies in meeting
contract system specification requirements will affect three of five primary system

requirements and four of six secondary requirements. He also agreed that the



U8 secondary requirement for a single integrated air picture was affected by
software deficiencies against contracted system specifications. However, the project
manager disagreed with how the draft report characterized the capabilities the IAMD
system would provide during the limited user test. The project manager stated that
during the limited user test, the IAMD system will provide at least a partial capability
in each of five primary and six secondary requirements and that not all system
specification requirements are required to demonstrate that the program is on a path
to demonstrate capabilities. He also stated that he coordinated with the Army Training
and Doctrine Command and the Army Test and Evaluation Command regarding the
requirements affected by the software. Further, the project manager disagreed with
the draft report characterization that the planned partial software implementation was
not on a path to meet program requirements. The project manager and stakeholder
team recommended continuing with the approved program plan to meet required

capabilities and achieve a successful initial production decision.

Our Response

We revised the finding discussion to include a new section “Recent Army Actions to
Reduce Software Integration Risk.” In this section, we include the project manager’s
statement that during operational testing, the IAMD system will provide at least a
partial capability in each of five primary and six secondary requirements. Also, as a
result of the Army’s schedule change, the Army will use the more complete software
version 3.1, rather than version 3.0.2, for the limited user test. We agree with the
project manager and stakeholder recommendations to continue execution of the
“approved program plan” to meet required capabilities and achieve a successful initial

production decision.

Development of Patriot Test Battalion

The project manager agreed with the risks the draft report identified relating to the
loss of the Patriot Test Battalion. However, after our initial site visit, the Army mitigated
these risks. The schedule change that moved the initial production decision to

fourth quarter FY 2016 allows adequate time to:

e train soldiers assigned to operationally test the IAMD system before the

initial production decision;

e obtain a dedicated IAMD test detachment;
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¢ de-conflict IAMD test asset requirements with requirements of other

programs; and

e obtain additional dedicated test assets for use in development and

operational testing.

Our Response

We revised the finding discussion to include a new section, “Recent Army Actions
to Increase Test Program Effectiveness.” In this section, we include the project
manager’s statement that the Army’s schedule revision to move the initial production
decision to fourth quarter FY 2016 has mitigated the adverse effects of deploying the
Patriot Test Battalion.

Recommendations, Management Comments, and
Our Response

Recommendation A

We recommend the Under Secretary of Defense for Acquisition, Technology,
and Logistics postpone the low-rate initial production decision for the Army
Integrated Air and Missile Defense until the project manager completes Limited

User Testing using:

1. software that meets all system specification requirements, as defined
for contract W31P4Q-08-C-0418; and

2. test assets and trained soldiers sufficient to demonstrate that the
Integrated Air and Missile Defense can integrate with external radar
and missile launchers to provide an effective integrated air and
missile defense.

Under Secretary of Defense for Acquisition, Technology,

and Logistics

The Assistant Secretary of Defense for Acquisition responded for the Under Secretary
of Defense for Acquisition, Technology, and Logistics. The Assistant Secretary agreed
with the intent of the recommendation, stating that program decisions should not
occur until adequate testing and evaluation has been completed that demonstrates
planned system performance. She then stated that the Army IAMD plan was designed
for incremental capabilities delivered over time to make sure test events had required

capabilities present and milestone decisions had the proper body of evidence to

RSSO



allow for an informed decision. She indicated that all program decisions would be
supported by an appropriate body of evidence, including verification of mature software
capability consistent with the software development schedule. She explained that
since our review of the program, the project manager has modified the program schedule
to allow adequate time for soldier training before limited user testing and that the Army

had procured additional test assets to mitigate risk to test asset availability.

Our Response

The Assistant Secretary of Defense for Acquisition’s comments addressed the
recommendation. Although her comments do not describe a specific course of action,
they reference specific actions provided in the Army IAMD plan, which explained the
modifications the project manager and the Army have made to the program schedule
and how the modifications mitigate program risks. The details of these modifications,
which include moving the Initial Production Decision to fourth quarter FY 2016, are
described in the Army’s comments to the finding. Additionally, the Army reported
the schedule modifications in the Selected Acquisition Report for IAMD, December 2013
(as of the FY 2015 President’s Budget). We summarized the Army’s comments in the
section “Project Manager Integrated Air and Missile Defense Comments on the Finding
and Our Response.” Additionally, we described how the Army had taken action to
allow additional time for software integration to decrease program risk and to mitigate
the adverse effects of deploying the Patriot Test Battalion in the new finding sections
“Recent Army Actions to Decrease Software Integration Risk” and “Recent Army Actions
to Increase Test Program Effectiveness,” respectively. In summary, we believe the actions
in “the Army IAMD Plan” meet the intent of the recommendation by increasing what
the Army can demonstrate before the initial production decision to show that the
Army [AMD can control and manage sensors and weapons to provide an effective

integrated air and missile defense capability.

Project Manager, Integrated Air and Missile Defense

Although not required to comment, the project manager stated that he disagreed with
the recommendation based on the guidance provided in the Interim DoD Instruction
5000.02, “Operation of the Defense Acquisition System,” November 25, 2013, indicating
that the standard to meet “all” system specification requirements is above the
Milestone C standards as established in the Instruction. He then stated that the
general criteria for the Milestone C initial production decision included, among other
requirements, an operational assessment (which would be the limited user test) and

mature software capability consistent with the software development schedule.
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Our Response

We did not change our recommendation to remove the word “all” because we were
referring to system specification requirements in the contract, which was written
for the Milestone C initial production decision. We agree with the project manager’s
statement that criteria for the Milestone C initial production decision includes mature
software capability consistent with the software development schedule. That is
why we explain in the finding section “Deterioration of Software Development,” how
the project manager’s projections showed a bigger shortfall in meeting contract
performance specifications in his December 2013 projection than in his July 2013
projection. We recognize that the Army is using incremental development for the
[IAMD system and agree the Army’s action to move the initial production decision to
fourth quarter FY 2016, will permit the Army to use a more mature version of the

software, which meets the intent of our recommendation.



Finding B

Finding B

Need to Better Define Capability Requirements for
Incremental System Development

The Army Fires Center of Excellence (AFCOE) initially defined capability requirements
for two developmental increments in a single draft production document. The second
increment will require about $493 million in Research, Development, Testing and
Evaluation funding, enough to qualify as an Acquisition Category II® major system.
It will not be completed until FY 2020, almost 5 years after the initial production
decision. This occurred because AFCOE did not follow guidance recommending the use of
multiple production documents for incremental development efforts that were defined

earlier in the capability development document.

With a single production document, it will be more difficult for AFCOE to apply
lessons from development of the first increment to better define capability requirements
for the second increment of the [AMD system. Without fully defined requirements,
system developers incur a greater risk that the $493 million planned for second
increment development will not provide the Army the most effective missile defense.
Two production documents, each fully defining the capability requirements of the
increment they cover, would increase the likelihood the project manager and the testing
community can provide Army system sponsors with the most useful and supportable

operational capabilities for IAMD at an affordable cost.

8 Acquisition category Il is a major defense system for which the DoD Component Head estimates eventual total expenditure
for research, development, test, and evaluation of more than $185 million in FY 2014 constant dollars or, for procurement,
of more than $835 million in FY 2014 constant dollars.

FOR-OFCHAIOSEOMEY
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Finding B

Single Production Document is Not Adequate to
Define Capability Requirements for Two
Developmental Increments

o869 An August 2013 draft production document

states the Army will incrementally develop and field the

IAMD. The document defines capability requirements f‘c?llfc():v(\)/Ethd:]lCri(]))tS
for two increments of development, when development Manual, which states

experience and lessons learned will focus on the first that multiple production
increment of system development planned to occur documents from a single
before the first quarter FY 2016. In writing the draft devel(.)pment.document e
typical for incremental
document, AFCOE did not follow the JCIDS Manual, development efforts.
which states that multiple production documents from
a single development document are typical for incremental
development efforts. An earlier version of the JCIDS Manual
(January 31, 2011) discussed the use of multiple production documents as an option,
stating that a development document may be used for two or more production documents
where incremental development under an evolutionary acquisition strategy is used.
In addition, the Army IAMD development document, May 2010, defined the overall
capability requirements and stated that this capability would be reached through
two program increments. The Army Fires Center of Excellence should revise the
draft production document to define capability requirements for developing the initial
capability of the system and to state that another capability production document will follow,
which will define capability requirements for the Pre-Planned Product Improvements One

and Two.

Development Lessons Cannot Be Applied to Refine
Capability Requirments
#e¥83 A single production document, prepared for

the planned initial production decision in first

Asingle quarter FY 2016, will limit the ability of the

production
document, will limit program manager and testers to use lessons from
the ability of the program the development and testing to better define
manager and testers to
use lessons learned in
development and testing to
better define capability deliver the initial Army IAMD capability (the first

requirements increment) in the beginning of FY 2016. He then

plans to conduct additional development and testing

capability requirements in the second increment

of development. The project manager plans to

RS S
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#6689 to implement Pre-planned Product Improvements One and Two (together
making up the second increment), to achieve full system capability. The “Army
Integrated Air and Missile Defense Program Overview” brief, July 8, 2013, states that the
development and testing effort for Pre-planned Product Improvement One will not
be completed until the end of FY 2018, almost 3 years after the initial production
decision. Development and testing for Pre-planned Product Improvement Two will not

complete until the end of FY 2020, almost 5 years after the initial production decision.

o689 The JCIDS Manual states that the most significant difference between
development documents and production documents is the refinement (increased
precision) of threshold (minimum) and objective (desired) capability requirements.
Refinement of the capability requirements occurs through applying lessons learned
during the development phase and lessons learned from previous increments. Although
AFCOE personnel stated they were capturing lessons learned for the first draft
production document, this production document is needed for the initial production
decision at the beginning of FY 2016. Because the development and testing work for
the Pre-planned Product Improvement efforts will not complete until 3 to 5 years
later, lessons learned after the production decision for the first increment may not be
captured for future development. According to Army estimates, the second increment of
development will require about $493 million of development funding, which meets the

Acquisition Category Il major system requirements.

o649 Additionally, the development effort on the second increment will notably
increase system capabilities by enabling the Army IAMD to integrate with:

o HEOHE) Air Defense Airspace Management Cells (facilitates earlier

awareness and destruction of air and missile threats);

o EEOH84 Indirect Fire Protection Capability (acquires, tracks, engages, and

defeats rockets, artillery, and mortar projectiles);

o FOHS) Avenger (defeats low-flying unmanned aerial systems, cruise

missiles, rotary and fixed-wing aircraft); and

o {FOH8) Terminal High Altitude Area Defense (provides intercept capability
against high-altitude ballistic missile threats).

o8y The Defense Acquisition Guidebook states that pre-planned product
improvements and similar efforts that provide a significant increase in operational
capability should be managed as separate program increments. Acquisition managers
should be able to trace each increment back to an approved requirements document

that has its own set of minimum and desired values. By developing this production

RSSO
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#8689 document, AFCOE will increase the likelihood the acquisition community can
provide the Army useful and supportable operational capabilities. The Army Fires Center
of Excellence should develop a separate production document that defines capability
requirements for the Pre-Planned Product Improvements One and Two to support the planned

management review for Pre-Planned Product Improvement One at the end of FY 2018.

Conclusion

=863 Without fully defined requirements, system developers incur greater risk that the
$493 million planned to develop the second increment will not provide the Army the
most useful and supportable missile defense capability. During the audit, Army Test
and Evaluation Command and AFCOE staff recognized the advantages of using separate
production documents to define the developmental increments of the IAMD. Specifically, on
August 27, 2013, Army Test and Evaluation Command staff stated a second production
document, focused on the pre-planned product improvements, would add value in writing test
and evaluation plans to integrate [AMD with Air Defense Airspace Management Cells, Indirect
Fire Protection Capability, and Terminal High Altitude Area Defense. They explained that
neither the development document nor the draft production document provided much
detail on these requirements. On September 23, 2013, the audit team briefed AFCOE on the
need for separate production documents to better define capability requirements to
incrementally develop the Army IAMD. AFCOE agreed but, as of April 2014, had not

implemented the recommendation.

Recommendations, Management Comments, and
Our Response

Recommendation B

We recommend that the Commander, Army Fires Center of Excellence:

1. revise the draft capability production document for the Integrated Air and
Missile Defense to define capability requirements for developing the initial
capability of the system and to state that another capability production
document will follow, which will define capability requirements for the
Pre-Planned Product Improvements One and Two; and

Commander, Army Fires Center of Excellence

The Commander, Army Fires Center of Excellence, agreed with our recommendation,
stating that he was revising the draft capability production document to make sure the

requirements are defined to comply with interim Department of Defense Instruction 5000.02

+OR-OHCHAGSEONEY-



guidance. As recommended, the Commander stated the capability production document
will address the follow-on requirements by increment(s), which will be further defined
in a respective (second) capability production document. Further, the Commander
stated the initial capability production document will undergo worldwide staffing no
later than October 2014 to achieve an approved capability production document no
later than 6 months before Milestone C, scheduled for August 25, 2016.

Our Response

Comments from the Commander, Army Fires Center of Excellence addressed all specifics

of the recommendation, and no further comments are required.

2. prepare a follow-on capability production document that defines
capability requirements for the Pre-Planned Product Improvements
One and Two to support the planned management review for
Pre-Planned Product Improvement One at the end of FY 2018.

Commander, Army Fires Center of Excellence

The Commander, Army Fires Center of Excellence, agreed with our recommendation,
stating the Increment 3 capability production document will be developed to support
Terminal High Altitude Area Defense integration. Further, the Commander stated the
current plan is to develop the initial Increment 3 capability production document for
world-wide staffing no later than first quarter FY 2018 in order to achieve an approved

Increment 3 capability production document no later than first quarter FY 2022.

Our Response

Comments from the Commander, Army Fires Center of Excellence partially addressed
the recommendation. Although the Commander stated he planned to develop an
Increment 3 capability production document that will define the Terminal High Altitude
Area Defense integration (Pre-Planned Product Improvement Two), his response does
not state a plan of action for defining the capability requirements for Pre-Planned
Product Improvement One. Therefore, we request that the Commander, Army Fires

Center of Excellence, provide clarifying comments on the final report.
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Finding C

Finding C

Defense Hotline Allegations

The Defense Hotline received a complaint concerning management of the Army
IAMD Program. After reviewing six allegations from the complaint, we substantiated
one, partially substantiated three allegations, and did not substantiate two.

Specifically, we:

o substantiated that Raytheon already had a similar system that would
perform functions of the Army IAMD;

o partially substantiated that the project office routinely accepted inadequate

contract data requirements list deliverables;

e partially substantiated that the project manager changed (lowered) the

objectives for the 2013 System Demonstration;

e partially substantiated that the design maturity of the Army IAMD system

was insufficient to support conducting the critical design review;
¢ did not substantiate that the need for the Army IAMD was questionable; and

¢ did not substantiate that Army IAMD officials covered up or explained away

reporting two Nunn-McCurdy® breaches.

Although we substantiated one allegation and partially substantiated three allegations
from the August 6, 2012, complaint, our review and analysis of program documentation
and Army IAMD project manager actions related to the allegations did not result in
any recommendations for corrective action. Additional details follow regarding each of

the six allegations.

Raytheon System Could Perform Functions of the
Integrated Air and Missile Defense

o8y We substantiated the allegation that Raytheon had developed a system that
could perform at least some of the missile defense functions of the Army IAMD.
Raytheon was part of the competitive prototyping the project office conducted for the

IBCS; however, based on the source selection evaluation, Raytheon was determined

® A Nunn-McCurdy unit-cost breach occurs when a major defense acquisition program experiences an increase of at least
15 percent in program unit cost above the unit costs in the Acquisition Program Baseline.
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869 not to offer the Government the best value. The Office of the Secretary of
Defense changed the IBCS acquisition strategy to include two contractors through the
Milestone B! decision. In response, on September 23, 2008, the Army awarded contract
W31P4Q-08-C-0418 to Northrop Grumman and contract W31P4Q-08-C-0419 to
Raytheon for Phase I IBCS Preliminary Design efforts with options for follow-on

Phase Il and III efforts. One year later, on September 10, 2009, the Source Selection

Authority for IBCS acquisition,
Y e Source Selection

Authority determined that Northrop Grumman provided the best overall value that
satisfied the Army’s needs. This selection was based upon the Source Selection
Authority’s assessment and comparison of the Northrop Grumman and Raytheon

proposal evaluations.

e mcacacs) The Source Selection Evaluation Board
_ Table 3 shows Source Selection Evaluation Board Results

for each contractor.

[0 Table 3. Source Selection Evaluation Board Results

Evaluation Factors Northrop Grumman Raytheon
OSD/JS: (b) (5)

Source: Source Selection Decision Memorandum

10 At Milestone B a program of record is established and the milestone decision authority designates the acquisition category
level of the program.

_—_—
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Project Office Accepted Contractor Reports That Did
Not Meet Contract Requirements

We partially substantiated the allegation that the project office routinely accepted
reports that should have been rejected. The allegation stated that project office staff
initially rejected 105 reports received between February 2010 and May 2011. The
project manager accepted the reports with comments to the contractor that specified

required corrective actions.

We determined it was within the project manager’s authority to determine whether to
reject or accept the reports. Specifically, the “Integrated Air and Missile Defense (IAMD)
Contract Data Requirements List (CDRL) Review Standard Operating Procedure (SOP),”
June 10, 2010, states that the project manager has the final decision on whether the
reports are approved, approved with comments, or rejected. We also determined the
project manager had a valid reason for accepting the reports with comments, rather
than rejecting them. Project office staff stated the project manager had stood firm on
the delivery dates in the contract. However, rather than rejecting the reports and
having the contractor continue to resubmit every 30 days until meeting the contract
requirements, the project office would accept the reports with comments, allowing the
contractor to gather more information and correct the problems. Project office staff
stated that if they had rejected the reports, it would have cost more and taken the

contractor more time to meet the requirements of the contract.

We also found the project manager |[ESaIRE
I, . (: conractor' second submission of

reports, which occurred between December 2010 and July 2012, the project manager’s

OSD/JS: (b) (5)

- On these reports, the project office staff and the project manager

Changing 2013 System Demonstration Objectives

We partially substantiated the allegation that to minimize schedule slip, the Army
[AMD project manager lowered the objectives of the planned 2013 system
demonstration so that the [AMD software could support the demonstration. The
project manager agreed the 2013 system demonstration was schedule-driven.
According to DoD Instruction 5000.02, “Operation of Defense Acquisition System,”
December 8, 2008, testing will be event-driven, meaning tests should not be conducted

until the program has met predetermined criteria. However, the 2013 system



demonstration was not a required testing event under DoD Instruction 5000.02.
The project manager stated that the system demonstration was designed only to
provide a snapshot of Army IAMD efforts and was conducted to satisfy the Army Air and
Missile Defense Command’s desire for an early system demonstration. Additionally,
the project manager stated that the 2013 system demonstration was over and above the
software testing required in the Test and Evaluation Master Plan to support the initial

production decision for the Army IAMD.

Because neither the Test and Evaluation Master Plan nor DoD Instruction 5000.02
required the 2013 system demonstration, we made additional inquiries to determine
whether there was an adequate return on investment for spending an estimated
$3.2 million to conduct the 2013 demonstration. Personnel from Army Test and
Evaluation Command and the Joint Interoperability Test Command agreed the
2013 system demonstration was beneficial to developing and managing the
Army IAMD program. Army Test and Evaluation Command staff stated that the
results from the 2013 system demonstration will be used as a pilot test to make sure
planned developmental and operational testing runs smoothly. They further stated
that the demonstration provided soldier feedback, improved joint analysis team
processes, an early safety assessment, and a refinement of test and evaluation strategy.
Additionally, Joint Interoperability Test Command staff stated that participation in the
2013 system demonstration helped them finalize the Army IAMD interoperability
certification evaluation plan. This plan will serve as a guide for the Army IAMD

program to achieve joint interoperability certification.

Design Maturity Did Not Support Critical Design Review

=689 We partially substantiated the allegation that the design maturity did not
support holding a critical design review. The Defense Acquisition Guidebook states
the critical design review confirms the system design is stable, meets performance
requirements, affordable, and establishes the initial production baseline. The system
critical design review occurs during the engineering and manufacturing development
phase and typically marks the end of the integrated system design efforts. Readiness

continues with system capability and manufacturing process demonstration activities.

#eHe) On August 15, 2012, the Deputy Assistant Secretary of Defense, Systems
Engineering, issued the memorandum “Army Integrated Air and Missile Defense
(AIAMD) Critical Design Review (CDR) Assessment,” (the Assessment).
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OSD/JS: (b) (5)

|s

#8889 On April 19, 2013, the Deputy Assistant Secretary of Defense, Systems
Engineering, issued a second memorandum, “Army Integrated Air and Missile Defense
(AIAMD) Critical Design Review (CDR) Assessment Closeout.”

Army IAMD

[e]
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89 We did not substantiate that the need for the Army IAMD system was
unjustified. In February 2012, the Acting Defense Acquisition Executive requested
the project office conduct and report on an assessment of the Army IAMD program,
focusing on investment and sustainment costs, quantities, and overall program
affordability. The Army and Office of the Secretary of Defense personnel conducted
an independent program assessment in March 2012. It found that the IBCS was
fundamental to the future of air and missile defense, was the number-one priority
within the air and missile defense portfolio, and will enable the Army to replace only

those key components that provide the greatest or most critical air and missile defense

capabilities. |[HEEASCIS)
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Alleged Coverup of Nunn-McCurdy Cost Breaches

We did not substantiate the allegation that Army IAMD officials covered up or explained
away reporting of at least two Nunn-McCurdy unit cost breaches. The project office and
Defense Contract Management Agency staff stated that there has not

been a Nunn-McCurdy breach. The project office staff stated that

although there was a program re-structure and re-plan, neither
Program

caused a Nunn-McCurdy breach, and neither was done to acquisition unit

avoid a Nunn-McCurdy breach. Additionally, an operations cost decreased from

research analyst with the Office of Cost Assessment and $19.4 million to

$14.2 million after
the restructure

Program Evaluation!! stated that project office staff had
asked about the risk of a Nunn-McCurdy unit cost breach with
the increase in planned system buy occurring in the restructure.
The operations research analyst stated that although the program

restructure increased the overall program cost and the system buy, it did not result
in a Nunn-McCurdy breach because the unit cost decreased. Our review of program
cost documentation supported the analyst’s statement that no breech had occurred.
Specifically, we determined that the program acquisition unit cost decreased from
$19.4 million to $14.2 million after the restructure. We also reviewed costs reported
against the contract, the selected acquisition reports,’? and the Acquisition Program
Baseline, to determine whether there were any inappropriate transfers of cost that
would indicate a potential coverup of a cost breach. We did not identify any

inappropriate cost transfers.

11 The Office of Cost Assessment and Program Evaluation is responsible for verifying DoD program costs are presented

accurately and completely. .

12 selected acquisition reports are reports program managers are required to periodically submit to Congress; they include

key cost, schedule, and technical information.
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Appendix A

Scope and Methodology

We conducted this performance audit from May 2013 through April 2014 in accordance
with generally accepted government auditing standards. Those standards require
that we plan and perform the audit to obtain sufficient, appropriate evidence to provide
a reasonable basis for our findings and conclusions based on our audit objectives.
We believe that the evidence obtained provides a reasonable basis for our findings and

conclusions based on our audit objectives.
We interviewed key personnel and performed fieldwork at the following organizations:

¢ Program Executive Office, Missile and Space (Redstone Arsenal, Alabama);
¢ IAMD Project Office (Redstone Arsenal, Alabama);

o (Capabilities Development Integration Directorate-Requirements
Determination Division and the Army Training and Doctrine Command
Capability Manager-Army Air and Missile Defense Command, both at AFCOE
(Fort Sill, Oklahoma);

¢ Director, Operational Test and Evaluation (The Pentagon, Washington, D.C.);
¢ Army Test and Evaluation Command (Aberdeen Proving Ground, Maryland);
¢ Joint Interoperability Test Command (Fort Huachuca, Arizona);

¢ Office of Cost Assessment and Program Evaluation (The Pentagon,
Washington, D.C.);

¢ Defense Contract Management Agency (Madison, Alabama);
¢ Northrop Grumman (Huntsville, Alabama); and
¢ Raytheon (Huntsville, Alabama).

We collected, reviewed, and analyzed documents dated August 2006 through
February 2014. We reviewed the Army IAMD acquisition strategy, requirements,
test and evaluation, contracts, and funding documentation to determine whether
the Army is effectively preparing the program to acquire 31 units at the initial

production decision.



Additionally, we reviewed program planning and reporting documents against the

policies and guidance in the following DoD and Army issuances:

¢ Chairman of the Joint Chiefs of Staff Instruction 3170.01F “Joint Capabilities
Integration and Development System,” May 1, 2007;3

¢ Chairman of the Joint Chiefs of Staff “Manual for the Operation of the Joint
Capabilities Integration and Development System,” January 19, 2012;

¢ DoD Instruction 5000.02, “Operation of the Defense Acquisition System,”
December 8, 2008;

¢ Defense Acquisition Guidebook, May 15, 2013.

Use of Computer-Processed Data

We relied on computer-processed data from the Army. We used the Dynamic
Object-Oriented Requirements System to trace system specification requirements
between the System Specification for the Army IAMD System of Systems and the
Capability Development Document. We also used the Electronic Document Access
system to obtain contract modifications. To determine the data reliability, we compared
the data we obtained from both systems with hard-copy documentation we obtained
from the project office. As a result of our analysis, we determined that the data within

the two systems were sufficiently reliable for the purpose of our review.

Use of Technical Assistance

A computer engineer from the Technical Assessment Directorate, DoD Office of
Inspector General, assisted with the audit. The engineer assisted the team in evaluating
and reviewing Contract Data Requirements List and related documentation to support

the audit team work on the hotline allegation.

Prior Coverage

No prior coverage has been conducted on Army IAMD during the last 5 years.

13 This version of the Instruction was current at the time AFCOE was developing the IAMD capability development document.
The current version of the instruction is 3170.01H, January 10, 2012.

14 On November 26, 2013, the Deputy Secretary of Defense issued an interim version of the 5000.02, to create an acquisition
policy environment that will achieve greater efficiency and productivity in defense spending and effectively implement the
department’s Better Buying Power initiatives.
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Appendixes

Appendix B

Description of the Integrated Air and Missile Defense
and Its Planned Developmental Increments

The project manager used an incremental acquisition strategy to design and produce
the Army IAMD, which included delivering an initial air and missile defense capability in
FY 2016 (the first increment) and delivering two product and capability improvements
in FY 2018 and FY 2020 to complete the second increment.

First Program Increment

The first increment provides an initial capability that includes the IBCS, the Sentinel
Radar, the Patriot Radar and Missile Launchers, and the JLENS sensor components.
All these elements are connected to an integrated fire control network to enable direct
control through the Army IAMD system. The IBCS will act as the common mission
command element, using the integrated fire control network to control Army radar and
missile launchers to provide IAMD with a system of systems capability. The IBCS and
the fire control network enable all Army IAMD components to work together, as shown

in Figure B-1.
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Figure B-1. Army IAMD Capabilities Delivered Under the First Program Increment

Source: IAMD Project Office
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Benefits of the First Program Increment

The first program increment capability will provide warfighters with:

¢ significantly improved combat identification, reducing deaths and woundings

by friendly fire;
¢ alarger defended area against a full spectrum of air and missile threats;

e mission command of air and missile defense assets, enabling effective

engagement and force operations;

e responsive threat engagement in complex air and missile defense

scenarios; and

¢ the ability to manage the battle across all integrated radar and missile
launchers, with no “single points of failure.” (The system can substitute an

alternative sensor or shooter if one is lost or malfunctions.)

Second Program Increment

The second increment is divided into two Pre-Planned Product Improvement efforts
that will provide follow-on product and capability improvements, which the project

manager plans to deliver in FY 2018 and FY 2020, respectively.

Pre-Planned Product Improvement One

As shown in Figure B-2 on the next page, Pre-Planned Product Improvement One
will employ the Patriot radar directly on the integrated fire-control network,
eliminating the need for the Patriot radar interface from the Army IAMD architecture.
Additionally, this improvement includes linking the IAMD capability into Army Air
and Missile Command Headquarters, Air Defense Artillery Brigades, Air Defense
Airspace Management Cells, Headquarters, and Indirect Fire Protection Capability/

Avenger battalions.



Figure B-2. Improvements Delivered Under Army IAMD Pre-Planned Product
Improvement One

Source: IAMD Project Office
Abbreviations:
ADAM: Air Defense Airspace Management
AS0S: Army System of Systems
EOC: Engagement Operations Center
FDL: Forward Area Air Defense Command and Control Data Link
IBCS: IAMD Battle Command System
IFC-Net: Integrated Fire Control Network

Improvements delivered under Pre-Planned Product Improvement One will include:

¢ providing greater flexibility in responding to air and missile threats by giving
multiple levels (field level through headquarters) within the Air Defense
Artillery Command the ability to directly control Army IAMD radar and
missile launchers;

¢ providing improved defenses against rockets, artillery, and mortars by placing
two additional air and missile defense systems, the Indirect Fire Protection

Capability and Avenger, under Army [AMD command and control; and

e positioning Patriot radar under direct Army IAMD control through the

Integrated Fire Control Network to eliminate system interface equipment.

FOR-OHCHARSSEOMNEY
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Pre-Planned Product Improvement Two

Pre-Planned Product Improvement Two will provide additional capabilities to include
adding Terminal High Altitude Area Defense batteries into the Army IAMD architecture,

as shown in Figure B-3.

The Terminal High-Altitude Area Defense is the upper tier of the Army’s two-tier missile
defense concept. The Terminal High-Altitude Area Defense program is a complete
integrated weapon system, including launchers, missiles, radar, computers, and battle
management command and control. The elements of the system work in concert to

detect, identify, assign, and destroy incoming theater ballistic missiles.

The most significant improvement delivered under Pre-Planned Product Improvement
Two is that the wide-area, higher-altitude protection of the Terminal High-Altitude Area
Defense system will complement the lower-tier air and missile defense protection the

Patriot system provides.

Figure B-3. Improvements Delivered Under Army IAMD Pre-Planned Product
Improvement Two

Source: IAMD Project Office

Abbreviations:
EOC: Engagement Operations Center
IFC-Net: Integrated Fire Control Network
THAAD: Terminal High Altitude Area Defense
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Under Secretary of Defense for Acquisition, Technology,
and Logistics Comments (cont’d)

DoD OIG: (b) (6)
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Commander, Army Fires Center of
Excellence Comments (cont’d)

DoD OIG: (b) (6)
DoD OIG: (b) (6)
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DEPARTMENT OF THE ARMY
PROGRAM EXECUTIVE OFFICE, MISSILES AND SPACE
6250 Martin Road
Redstone Arsenal, AL 35898-8000

REPLY TO
ATTENTION OF

SFAE-MSLS-IAMD 18 April 2014

MEMORANDUM THRU

Program Executive Officer, Missifes a
Redstone Arsenal, AL=33898-800C

AE-MSLS srangiaglartin Road,
(6) &3/ tatd £ b) (6
Office of the Assistant Secretar Army (Acquisition, Logistics, and Technology),

103 Army Pentagon, Washington, DC 20301-0103

FOR Office of the Under Secretary of Defense (Acquisition, Technology, and Logistics),
3010 Defense Pentagon, Washington, DC 20301-3010

SUBJECT: Army Integrated Air and Missile Defense (AIAMD) Response to Draft Report for
Project No. D2013-D000AE-0136.000

1. Reference Memorandum, Department of Defense Office of the Inspector General, April 3,
2014, Subject: Army Integrated Air and Missile Defense Program Needs to Improve Software,
Test, and Requirements Planning (Project No. D2013-DO00AE-0136.000)

2. Thank you for the opportunity to provide the Army position on the findings and
recommendations in the referenced report and to provide an update on actions that address the
findings and recommendations. Since the initial audit, several events have occurred which
impacted the program plan and schedule, in some cases mitigating risks outlined in the report.

3. The IAMD Project Office has reviewed the above subject report and agrees with the overall
finding in Section A, that the Project Manager planned the initial production decision to occur
prior to completion of “all” software deliveries for the Integrated Air and Missile Defense Battle
Command System (IBCS). The program plan is designed for incremental capabilities delivered
over time to ensure test events have required capabilities present and milestone decisions have
the proper body of evidence to allow for an informed decision. However, the Projcct Office does
not agree with some of the specific finding statements within the body of the report. Specific
comments to the findings, recommendation, and background of the above subject report are
attached (Enclosure 2).

Additionally, the Project Office agrees with the general intent of Recommendation A, that the
[nittal Production Decision should not occur until adequate testing demonstrating the system will
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SFAE-MSLS-JAMD
SUBJECT: Army Integrated Air and Missile Defense (AIAMD) Response to Draft Report for

Project No. D2013-DO00AE-0136,000

meet stated and derived requirements based on acceptable performance during the Engineering
Manufacturing and Development (EMD) phase (including the Limited User Test). However, the
Project Office belicves that standard (as directed in DoDI 5000.02) does not constitute a delay in
the program schedule for the Initial Production Decision at this time.

4. Since the time of the audit conclusion, several actions have helped to address the findings and
recommendations. As a tesult of a funding reduction for the IBCS program in the President’s
FY15 Budget Request, the program Initial Production Decision scheduled for first quarter FY 16
has been moved to fourth quarter FY16. The adjusted program schedule (Enclosure 1) stil} holds
the same software delivery schedule from the contractor which allows for additional software
integration time to decrease overall risk to the integration effort and provides adequate testing to
be completed before the initial production decision. Additionally, the funding reduction pushed
developmental test events (flight tests) and the Limited User Test (LUT) to later dates which has
atlowed the user community to de-conflict resource issues (personnel and equipment) in order to
provide adequate support to the [BCS Test program.

m peteorac oo - [

Project Manager
[ntegrated Air and Missile Defense
Project Office

Encl I: TAMD Program Schedule
Encl 2: IAMD Project Office Responses
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Project Manager, Army Integrated Air and Missile
Defense Comments (cont’d)
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Project: D2013-DO0OAE-0136.000

Audit Location: Huntsville, Alabama

Finding Designation: A

Finding Title: Deficiencies in Software Delivery and Test Asset Availability Wil Limit Testing to
Support the Low Rate Initial Production Decision {Paragraph) Effects of Deliciencies in Software
Delivery, (Paragraph} limitations in Demonstrating Secondary System Requirements

Report Finding:

“As of December 8, 2013, the project manager]

The IBCS must meet these
specifications to demonstrate that the missile defense capabilities planned for the Army IAMD program
arc on a path to meet the system performance requirements in the “Capability Development Document
(CDD) for: Army Integrated Air and Missile Defense System-of-Systems (AIAMD SoS) [ncrement: 2,7
October 21, 2010.” (DoD IG Report p. 6)

Project Office Position:

The Project Manager agrees with the findings on the number of requirements affected but not with the
characterization that the softwarc would fail to meet requirements nor with the implication that the
planned partial implementation is not on a path to meet the Capability Development Document (CDI)
requirements. The program plan is designed for incremental capabilities delivered over time to ensure
test events have required capabilities present and milestone decisions have the proper body of evidence to
allow for an informed decision.

Supporting Evidence:

fRee) The IAMD System Specification requirements that were affected have heen discussed in several
forums, formal and informal, with the User, ATEC and the Director, Operational Test and Evaluation
(DOT&E). These discussions included descriptions of the trade-offs required between cost, schedule and
performance. This coordination was to ensure a common understanding of the limitations and to
incorporate feedback from these key stakeholders to the extent possible to ensure the suitability of the
software for LUT (Table A).

e Table A: Coordination Meetings

# Date Subject Audience

1| #/29/13 | User TIM TCM

2 [ 2/12713 | SW Capability Discussion With User TCM

3 | 3/6/13 SW Directorate/TCM Telecom on TIM actions TCM

4 13/11/13 | IAMD T&E WIPT Special Topics (Pre- WIPT meeting), ATEC, TCM,

DOT&E
SRl i oGl ENCLOSURE 2
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Project Manager, Army Integrated Air and Missile
Defense Comments (cont’d)

SRS ity
5 1 3/14/13 | User SW Build Allocation discussion TCM
6 | 4/9/13 AIAMD Limited User Test Planning Mceting ATEC, TCM,
DOT&E
7 1 5/913 AIAMD Program Management Review TCM

8 | 5/10/13 | TM discussion associated with necessary AMD assets for LUT ATEC

9 1 12/6/13 | AIAMD Software Replan Update ATEC, TCM,
DOT&E
10 | 12/16/13 | IBCS LUT Build 3.0.2 Initial Review (IR) TCM, ATEC
11 | 12/1%13 | IBCS Follow Up Deep Dive TCM, ATEC,
DOT&E
12 | 4/9/14 IBCS Link 16 Message Implementation Planned for LUT ATEC
Timeframe

&ESES) In order to facilitate the coordination, a summary of the impacts for each IAMD System
Specification section (136 sections which encompass 765 requirements) was developed which included a
simple metric to indicate the percentage of the requirements in each section planned for each software
version. This simple metric treats all requirements equally and alone does not convey whether the section
will pass or fail its underlying requirements or is sufficient for LUT. In 22 cases, there are [ess than 6
requirements in a scction and in the remaining, the number of requirements is much higher (e.g., Section
3.18.1 Joint Track Management Capability Bridge with 27 requirements).

Project Officc Recommendation: The Project Manager and stakeholder team recommends continuing
execution of the approved program plan to meet required capabilities and ensure a successful low-rate
initial preduction decision.

Project Office action taken or planned: The incremental approach for software capabilities and the
capabilities planned for LUT are understood by the Project Manager, the User and ATEC. There is a
resourced plan in place to address the capabilities beyond LUT with a phased implementation approach,
ensuring the capabilities are implemented and tested during I0T&E.

Additionally the following actions will continue:

I. Requirements reviews with User and Test Community to finalize critical requirements to be
demonstrated during DT/LUT

2. Involvement with key stakeholders through various established Working Groups to provide a
complete and synchronized body of evidence in support of Milestone C.

S it i ENCLOSURE 2
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Project: D2013-DO0CAE-0136.000

Audit Location: Huntsville, Alabama

Finding Designation: A

Finding Titte: Deficiencies in Software Delivery and Test Asset Availability Will Limit Testing to
Support the Low Rate Initial Production Decision (Paragraph) Effects of Deficiencies in Software
Delivery, (Paragraph) limitations in Demonstrating Secondary System Requircments

Report Finding:

“Deficiencies in meeting contract system specification requirements will reduce what the Army initially
planned to demonstrate, through the limited user test. Specifically, the deficiencies will limit the Army’s
ability to demonstrate that the IBCS can meet three out of the five key performance parameters (primary
requirements) and four of the six key system attributes (secondary requirements) defined in the capability
development document. As explained in the “Manual for the Operation of the Joint Capabilities
Integration and Development System,” January 19, 2012, (JCIDS Manual) the capability development
document is the “primary means” of proposing system capability requirements needed for a solution
intended to close or reduce gaps in U.S. military capabilities.” (DoD IG Report p.10)

Project Office Position:

@ik The Project Manager agrees with the findings on the number of KPPs and KSAs affected, but
not with the characterization of capabilitics provided in support of the Limited User Test (LUT). The
IAMD software replanning efforts affected 3 of 5 Key Performance Parameters (KPP’s) and 4 of 6 Key
System Attributes (KSA’s). During LUT, at least a partial capability is provided in 100% of the
instances. [n some cases, the requirements were marked as atfected when an alternative design was
proposed since it was a departure from the original conceptual approach (e.g. 3.2.2.11 Adjacent ASoS
Task Force). IAMD System Specification requirements that were affected were coordinated with the
User (TRADOC Capability Manager Army Air and Missile Defense (TCM-AAMDC) and Army Test and
Evaluation Command (ATEC). The Project Manager disagrees with the characterization that the planned
partial implementation is not on a path to meet the CDD requirements. The program’s plan for
incremental software capabilities delivered over time ensures test events will have required capabilities
present and milestone decisions will have the proper body of evidence to allow for an informed decision.
This is further detailed in Table B.

Supporting Evidence: 100% of the IAMD System specifications are traced through DOORS and all
ultimately roll-up to higher level requirements. Not all system specification requirements are required to
demonstrate the program is “on a path” to demonstrate capabilities {per DoDI 5000.02 and JCIDS
Manual). Reference Table B.

Project Office Recommendation: The Project Manager and stakeholder team recommends continuing
execution of the approved program plan to meet required capabilities and ensure a successful low-rate
initial production decision.

Project Office action taken or planned: The incremental approach for software capabilities and the

capabilities planned for LUT are understood by the Project Manager, the User and ATEC. There is a
resourced pian in place to address the limitation beyond LUT with a phased implementation approach,
cnsuring the capabitities are implemented and tested during IOT&E.

Additionally the following actions will continue:

1. Requirements reviews with User and Test Community to finalize critical requirements to be

demonstrated during DT/LUT as part of seheduled Test Integrated Product Team meetings.

it il ENCLOSURE 2
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2. Involvement with key stakeholders through various established Working Groups to provide a
complete and synchronized body of evidence in support of Milestone C.

9%y Table B

Specification Justification
PEO MS: (b) (3), 10 USC § 130

KPP/KSA

KPP1  Net Ready

KPP2  Inteprated
Defense Etfectiveness

KPP3 Common
Command and Control

KPP 4 Material
Availability

KPP 5 Force Protection
and Survivability

o ] ENCLOSURE 2



KSA I Diagnostics

3.8.2 Maintainability

3.12 Logistics

KSA 2 Maintenance

3.8.2 Maintainability

Ratio

KSA 3 Material .
Reliability Not Affected
KSA 4 Ownership Cost | Not Affected
KSA 5 1ABM Not Affected
KSA 6 Single Affected

Integrated Air Picture

[ WA TS N R RT T oY TRV

ENCLOSURE 2
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Project: D201 3-DO00AE-0136.000

Audit Location: Huntsville, Alabama

Finding Designation: A

Finding Title: Deficiencies in Software Delivery and Test Asset Availability Will Limit Testing to
Support the Low Rate Initial Production Decision (Paragraph) Effects of Deficiencies in Software
Delivery, (Paragraph) limitations in Demonstrating Secondary System Requirements

Report Finding:

“The secondary requirement most affected by software deficiencies is the requirement for a Single
Integrated Air Picture. A Single Integrated Air Picture allows the warfighter to have full visualization ot

. : - . . " PN O SD/JS: (b)
defended airspace, to include both friendly and threat information. The project manager identified 8
software deficiencies against contracted system specification requirements that affect this requirement.

(DoD IG report p. 12)
Project Office Position:

3 X . PEO MS] ; .
@) The Project Manager agrees with the findings thatoﬂwarc system specification

requirements with linkages to Single Integrated Air Picture (SIAP) are affected. JiPEO MS: (b) (3), 10 USC
cases, this is a result of a phased implementation approach. In [IESEHOIOREEESEEEY

In the remaining case, an alternate capability will be
implemented to meet that requirement. These capabilities and associated implementation timelines were
coordinated, at the System Specification requirement level, with the TCM-AAMDC and ATEC. This is
detailed in Table C.

Supporting Evidence:

The IAMD System specifications are all traced through DOORS and all ultimately roll-up to higher level
requirements. Not all system specification requirements are required to demonstrate the program is “on a
path™ to demonstrate capabilities (per Dol 5000.02 and JICIDS Manual). STAP related requirements are
detailed within KSA 6 (Table C).

Project Office Recommendation: The Project Manager and stakeholder team recommends continuing
exccution of the approved program plan to meet required capabilities and ensure a successful low-rate
initial production decision.

Project Office action taken or planned: The incremental approach for software capabilities and the
capabilities planned for LUT are understood by the Project Manager, the User and ATEC. Thereisa
resourced plan in place to address the fimitation beyond LUT with a phased implementation approach,
ensuring the capabilities are implemented and tested during [OT&E.

Additionally the following actions will continue:

1. Requirements reviews with User and Test Community to finalize critical requirements to be
demonstrated during DT/LUT

2. Involvement with key stakeholders through various established Working Groups to provide a
complete and synchronized body of evidence in support of Milestone C.

RSl Sy ENCLOSURE 2
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(POUE) Table C: KSA 6 Single Integrated Air Picture

KSA ecification Justification

3), 10 USC § 130

System &
PEO MS: (b) (

KSA 6 Single
Integrated Air
Picture

ENCLOSURE 2
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3.18.1 Joint Track
Management Capability
(JTMC) Bridge

3.13.2.1.2 Commen
Tactical Air Picture
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Project: D2013-DO00AE-0136.000

Audit Loecation: Huntsville, Alabama

Finding Designation: A

Finding Title: Dcficiencies in Software Delivery and Test Asset Availability Will Limit Testing to
Support the Low Rate Initial Production Decision {Paragraph) Deployment of Patriot Test Battalion Will
Reduce Test Program Effectiveness

Report Finding: “In response to the loss of the Patriot Test Battalion, Army Training and Doctrine
Command’s Fires Center of Excellence, the Army 1AMD project office, and the Army Test and

Evaluation Command (the requirements, program, and testing stg cd the A *s (Jepe
eatino Committee (the Steering Committee) on July 16, 2013
i the JAMID. The PPN O SD/JS: (b) (5)

Project Office Position: The Army agrees with the identified risk based on the information available at
the time. However, since the information was initially provided, the risk has been mitigated.

Project Office Recommendation: The Project Manager recommends continuing execution of the
approved program plan (o meet required capabilities and ensure a successtul low-rate initial production
decision.

Project Office action taken or planned: Since the information was initially provided the risk has been
mitigated by the following actions:

1. Recently approved schedule provides adequate time to provide Test Detachment Soldier training
prior to Limited User Test (LUT).

2. The TRADOC Capability Manager Army Air and Missile Defense (TCM/AAMDC) has

committed to providing a dedicated IAMD Test Detachment in support of LUT.

IAMD and PDB-§ test asset requirements are now de-conflicted.

4. 1AMD has procured additional dedicated assets for continuous use through Development Test
(DT)and LUT.

w
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Defense Comments (cont’d)
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Project: D2013-D000AE-0136.000

Audit Location: Huntsville, Alabama

Finding Designation: A

Finding Title: Deficiencies in Software Delivery and Test Asset Availability Will Limit Testing to
Support the Low Rate Initial Production Decision (Paragraph) Unclear When Software Will Fully Meet
Contract Requirements

Report Recommendation: “The Defense Acquisition Executive should postpone the initial production
decision for the Army IAMD until the Project Manager completes operational testing using software that
meets all system specification requirements, as defined for contract W3 1P4Q-08-C-0418.” (DoD IG
Report p.13)

Project Office Position: The Project Manager disagrees with the findings based on the guidance
provided in the Interim DoDI 5000.02, dated November 25, 2013 as the standard to meet “all” system
specification requircments is above the Milestone C standards as established in DoDI 5000.02.

Supporting Evidence: “Milestone C is the point at which a program is reviewed for entrance into the
Production and Deployment Phase or for Limited Deployment. Approval depends in part on specific
criteria defined at Milestone B and included in the Milestone B Acquisition Decision Memorandum
(ADM). The following general criteria will also be applied: an updated and approved Acquisition
Strategy; demonstration that the production design is stable and will meet stated and derived requirements
based on acceptable performance in developmental test; an operational assessment; mature software
capability consistent with the software development schedule; no significant manufacturing risks; a
validated Capability Production Documecat or equivalent requirements document; demonstrated
interoperability; demonstrated operational supportability; costs within affordability caps; full funding in
the FYDP; and properly phased production ramp up and/or fielding support.”(Interim DoDI 5000.02,
dated November 25, 2013}

Project Office Recommendation: The Army recommends continuing execution of the approved
program plan to meet required capabilities and ensure a successful fow-rate initial production decision.

Project Office action taken or planned: The Project Manager is working with program stakeholders
within the given trade space parameters. Additionally, several program events prior to the Milestone
decision allow opportunities to assess capability perlormance. These include detailed planning for the
Limited User Test (LUT), Test Readiness Reviews (TRR) for all Developmental Tests (DT) and LUT,
and the Operationat Material Asscssment report {OMAR) which is due prior to tow-rate initial production
decision. These activities provide opportunities to assess and inform leadership on the state of the
program’s capabilities and would influcnee the overall timing of the low rate initial production decision.

FORSE G SEBrhiY ENCLOSURE 2



Project: D2013-DO00AE-0136.000
Audit Location: Huntsville, Alabama

. Finding Designation: A

Finding Title: Review of [nternal Controls

Report Finding: “DoD Instruction 5010.40, Managers” Internal Control Program Procedures,” May
30,2013, required DoD organizations to implement a comprehensive system of internal controls that
provides reasonable assurance that programs are operating as intended and to evaluate the effectiveness of
the controls. We identified internal control weaknesses in test planning and defining system
requirements. Specifically, we determined the Army planned the initial production decision review to
occur before the Army completes and tests the software needed to demonstrate the IAMD can fully meet
capability requirements for the first increment. We also determined the Army was not adequately
defining capability requirements for future developmental increments of the IAMD. We will provide a
copy of the final report to the senior Army ofticials responsibie for internal controls.” (DODIG Report

p.5}

Project Office Position: The Army disagrees with the findings as the established program processes for
internal controls are working as designed to allow the program stakeholders to 1) maintain awareness of
ongoing development activitics and progeess, and 2) ehsure that progress is acceptable to meet future
milestone decisions.

Supporting Evidence: The Project Office is following established acquisition guidelines with respect to
the development and operational test planning. As stated in the Defense Acquisition Guidebook (DAG),
programs conduct DT&E throughout the systems life cycle, from program initiation through system
sustainment, to reduce design and programmatic risks and provide assessments. As such, DT&E:

e Assesses achievement of Critical Technical Parameter(s) (CTPs) and Key System
Attribute(s) (KSAs) along with assessment of progress toward achievement of KPPs and
Critical Operational Issue(s) (COIs).

»  Assesses system satisfaction of the thresholds as described in the capabilities
requirements documentation.

+  Supports progress toward and final characterization of the system readiness for dedicated
IOT&L via the AOTR process and document.

«  Characterizes system functionality and provides information for cost, performance, and
schedule tradeotfs.

»  Assesses system specification compliance.

» Reports progress to plan for Reliability Growth and characterizes reliability and
maintainability.

« Identifies system capabilities, limitations, and deficiencies.

»  Documents achievement of contractual technical performance and verifies incremental
improvements and system corrective actions.

Within the acquisition guidelines, there is not a requirement to fully meet 100 percent of all requirements
for Milestone C. The requirement is to demonstrate progress towards meeting those requirements. None
of the key development test events have been moved beyond the planned low rate initial production
(LRIP) decision. The planned Limited User Test scheduled during the Developmental Testing phase is
not the formal operational assessment made hy ATEC and DOTE. The progress on all Key Performance
Parameters will be demonstrated and made available to the MDA to enable a successful MS C decision.
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Operational testing will be conducted after Milestone C on the path to the final Operational Assessment
conducted by the test community prior to fielding. It is during this phase of the program that the
operational effectiveness and operational suitability of the system under realistic operational conditions
will he determined. This includes asscssment of joint combat operations, the satisfaction of thresholds in
the approved JCIDS documents and critical operational issues, impacts to combat operations, and
additional information on the system’s operational capabilities. All requircments will be addressed during
this phase of the program.

The Project Office wili continue to conduct Design Reviews with both Army and OSD Systems
Engineering organizations. These Design Reviews are in accordance with approved Acquisition Strategy
and Systems Engineering Plan and will ensure all required data is available to support a MS C decision.

The Increment 2 Capability Development Document {CDD) fully defines the requirements for an
Integrated Air and Missile Defense Capability. Page [ of the CDD states that “all existing AMD C2
command posts, Tactical Operations Centers and comimnunications will migrate to the Army IAMD SoS
common C2 configuration”. The CDD goes on to state on page 20 that ... This systems consists of the
common C2 capability, the common interface modules on elements (sensors and shooters), and the battle
management network to integrate across common C2 and system elements. Radars and weapons will be
modified to enable the Army IAMD SoS architecture, but changes in the basic design and capabilities of
sensors and weapons on the element-unique side of the interface are not principally impacted by this
CDD,” The CDD fully defines the requirements for a common mission command throughout the Army’s
AMD community to be used with various sensor and weapons platforms. While the CDD does explicitly
identify some systems to be included in the architecture, it was never intended to identify every potential
sensor or weapon. The follow-on increments described in the 1G report are the material developers plan
on how to implement the current approved requirements. Funding was placed in the program in FY 14 to
begin the design phase of the follow-on efforts utilizing the Increment 2 CDD as the requirements hased
on available funding.

Project Office Recommendation: The Project Manager recommends continuing execution of the
programs [nternal Control Processes, ensuring the plan is executable and meets the required capabilities,
and ensures a successful low-rate initial production decision.

Projeet Office action taken or planned: The following actions will continue:

[. Requirements reviews with User and Test Community to finalize critical requirements to be
demonstrated during DT/LUT.

2 Involvement with key stakcholders through various established Working Groups to provide a
complete and synchronized body of evidence in support of Milestone C.
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Management Comments

Project Manager, Army Integrated Air and Missile
Defense Comments (cont’d)

Table D: Acronym Listing

Acronym

Definition

ACM

Adirspace Control Measure

ACO

Airspace Control Order

AMDWS

Afr and Missile Defense Work Station

ASoS

Army Integrated Air and Missile Defense System-of-Systems

BFT

Blue Force Tracker

BIT

Built-In-Test

CCTDI

Classification, Categorization, Typing, Discrimination, & Identification

CDs

Cross Domain Solution

CID

Combat Identification

COBRA

Collection of Broadeast Remote Actions

CTBGR

Cooperative Target Based Geodetic Registration

CTP

Common Tactical Picture

ELNOTS

Electronic Intelligence Notation

FAA

Federal Aviation Administration

GCSS-A

Global Combat Support System- Army

GIG

Global Information Grid

GR

Geodetic Registration

1A

[nformation Assurance

IABM

Integrated Architecture Behavior Model

IAMD

Integrated Air and Missile Defense

IBCS

IAMD Battle Command System

1BS

Integrated Broadcast Service

ICD

Interface Control Document

[ETM

Interactive Eiectronic Technical Manual

[FCN

Integrated Fire Control Network

BAciada-cinodn
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Management Comments

Project Manager, Army Integrated Air and Missile
Defense Comments (cont’d)

FOROF eSOy

Table D: Acronym Listing

Acronym Definition

IOT&E Initial Operational Test and Evaluation

[PP Impact Point Predication

[UR Interface Unit Registration

JIFC Joint Integrated Fire Control

JLENS Joint Land Attack Cruise Missile Defense Elevated Netted Sensor System
JTMC Joint Track Management Capability

KPP Key Performance Parameter

KSA Kcy System Attribute

LEOS Low Earth Orbiting Satellite

LUT Limited User Test

MTBGR Mutual Target Based Geodetic Registration
NBC Nuclear Biological Chemical

PPLI Precise Participant Location laformation
RSM Radar Signal Modulation

TF Task Force

UAT Universal Access Transceiver

ENCLOSURE 2
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FOR-OFHCHAEGS—OMNEY Acronyms and Abbreviations

Acronyms and Abbreviations

AFCOE Army Fires Center of Excellence
IAMD Integrated Air and Missile Defense
IBCS IAMD Battle Command System
JCIDS Joint Capabilities Integration and Development System
JLENS Joint Land Attack Cruise Missile Defense Elevated Netted Sensor
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U.S. DEPARTMENT OF DEFENSE

The Whistleblower Protection Enhancement Act of 2012 requires
the Inspector General to designate a Whistleblower Protection
Ombudsman to educate agency employees about prohibitions
on retaliation, and rights and remedies against retaliation for
protected disclosures. The designated ombudsman is the DoD Hotline
Director. For more information on your rights and remedies against

retaliation, visit www.dodig.mil/programs/whistleblower.

For more information about DoD IG
reports or activities, please contact us:
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congressional@dodig.mil; 703.604.8324

Media Contact
public.affairs@dodig.mil; 703.604.8324
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Reports Mailing List
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DoD Hotline
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