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December 21, 2017 

(U) Objective 
(U) Our audit objective was to determine whether 

adjustments made to the 

data during the FY 2017 financial 

statement compilation process were adequately 

documented and suppo1ted in accordance with the DoD 

Financial Management Regulation (FMR). We also 

reviewed the- process for validating its information 

technology (IT) corrective action plans (CAPs). 

(U) Background 
(U) Prior audits identified deficiencies related to the 

Navy's joumal voucher QV) process and IT CAP validation 

process. The purpose of this audit was to determine 

whether these deficiencies also existed at thellll. 

(U) Findings 
-)Adjustments made to the- data 
during the FY 2017 financial statement compilation 
process were not adequately documented and suppotted . 
in accordance with the DoD FMR. This occurred because 
the-JV standard opel'ating procedures did not 
include specific instructions tied to the DoD FMR Until the
1111 consistently follows the DoD FMR to maintain fully 
documented JVs, the Navy's financial statements will 
remain unsuppmted and wiU be potentially misstated. 

(U/ 1111111) Two of the six IT CAPs that the­
Information Technology Audit Readiness (ITAR) Team 
verified as complete we1·e incorrectly closed. This 
occurred because the ITAR Team did not have an IT CAP 
Validation policy that included all Office of Management 
and Budget (0MB) Circular A-123 requirements to correct 

cou"trol deficiencies. Until the-consistently follows 
0MB Circular A-123 guidance to correct control 
deficiencies, tl1e Navy's control environment will remain at 
risk for unautho1·ized access. 

(U) Recommendations 
(U) We recommend that thellll Comptroller: 

• (U/~) Develop policies and implement 

procedures to ensure JVs contain valid GL 

accounts, include adequate documentation, reflect 

correct dollar amounts, contain accurate financial 

information, and contain required approvals. 

• (U/~) Implement quality control review 

procedures.in accordance with the DoD FMR 

• (U/~) Develop, document, and implement a 

policy to validate that corrective actions have 

been effectively designed and implemented-in 

accordance with 0MB Circular A-123 criteria. 

• (U/~) Test all controls to ensm·e deficiencies 

are corrected prior to closing IT CAPs. Specifically, 

· determine whether the controls are implemented 

correctly, operating as intended, and pl'Oducing 

the desired outcome. 

• (U/~) Maintain an updated and accurate 

status for identified contl'Ol deficiencies 

throughout the entire process. 

(U) Management Comments 
and Our Response 
(U) Thellll Comptroller addressed all specifics of the 

recommendations related to JV and IT CAP Validation 
policies and p1·oced.ures. Therefore, tl1e recommendations 

are resolved. We will close the recommendations once we 

verify the new policies and procedures have been 

implemented. 

j ; 
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(U} Recommendations Table 

(U//[ ) Recommendations Recommendations Recommendations 
Management Unresolved Resolved Closed 

I 
None I A.1.a, A.1.b, 8.1.a, INone 

Comptroller I s .1.b, s .1.c (U/~)I 

(U) The following categories are used to describe agency management's comments to individual 
recommendations. 

• (U) Unresolved - Management has not agreed to implement the recommendation or has not proposed 
actions that will address the recommendation . 

• (U) Resolved - Management agreed to implement the recommendation or has proposed actions that will 
address the underlying finding that gen_erated the recommendation . . 

• (U) Closed - OIG ve rified that the agreed upon corrective actions were impleme nted. 





INSPECTOR GENERAL 
DEPARTIIENT OF DEFENSE 
4800 MARK CENTER DRIVE 

ALEXANDRIA, VIRGINIA 22350-1500 

December 21, 2017 

(U) MEMORANDUM FOR UNDER SECRETARY OF DEFENSE (COMPTROLLER)/CHIEF 
FINANCIAL OFFICER, DOD 

NAVAL INSPECTOR GENERAL 

(U) SUBJECT: 

(U//- We are providing this report for review. Until the 
consistently follows the DoD Financial Management Regulation to 

maintain fully documented journal vouchers, the Navy's financial statements will 
remain unsupported and potentially misstated. Further, if Office of Management and 
Budget Circular A-123 guidance to correct control deficiencies is not consistently 
followed, the control environment will remain at 
risk for unauthorized access. We conducted this audit In accordance with generally 
accepted auditing standards. 

(U) We con idered management comments on the draft of this report when preparing 
the final report. DoD Instruction 7650.03 requires that recommendations be resolved 
promptly. Comments from the Comptroller 
addressed all specifics of the recommendations and conformed to the requirements of 
DoD Instruction 7650.03. Therefore, we do not require additional comments. 

(U) We appreciate the courtesies extended to the staff. Please direct questions to 
Ms. Laura Croniger at (216) 535-3749/Laura.Croniiier@dodia,miI. 

Lorin T. Venable, CPA 
Assistant Inspector General 
Financial Management and Reporting 
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Introduction 

(U) Introduction_ 

(U) Objective 
(U) Our audit objective was to determine whether adjustments made to thellll 

data during the FY 2017 financial statement 
compilation process were adequately documented and supported in accordance with 
the DoD Financial Management Regulation (FMR). We also reviewed the­
process for validating its information technology (IT) corrective actions plans (CAPs). 

(U) Background 
(U) Since FY 2015, the Navy has undergone audits of its Schedule ofBudgetary Activity 
to demonstrate the auditability of the Navy financial statements. These previous audits 
identified deficiencies related to the Ncivy's journal voucher UV) process and IT CAP 
validation process. The JV process is used when the Navy needs to make adjustments or 
corrections to transactions previously entered in Navy or DoD financial management 
systems. The IT CAP validation process is used by the Navy to validate that findings and 
recommendations related to IT systems and controls from the previous audits have 
been corrected and implemented. 

(U) The purpose of this audit was to determine whether the previously identified 
deficiencies also existed at the 1111· The-mission is to provide secure 
acquisition support to deliver technological advantage to the 
warfighter. 

(U) Review of Internal Controls 
(U/ ;1111111) DoD Instruction 5010.40 requires DoD organizations to implement a 
comprehensive system of internal controls that provides reasonable assurance that 
programs are operating as intended and to evaluate the effectiveness of the controls. 1 

We identified those adjustments the-made to its data during the FY 2017 
financial statement compilation process were not adequately documented and 
supported in accordance with the DoD FMR and that IT CAPs that the­
Information Technology Audit Readiness (ITAR) Team verified as complete were 
incorrectly closed. 

(U) We will provide a copy of the report to Navy senior officials responsible for internal 
controls at the-

l(eport No. lllll11C -2U 18-0S7 I 1 



(U) Finding A 

(U)The Should Update and Fully Implement 
Its JV SOPs 

(~)Adjusbnents made to the- financial data during the FY 2017 
financial statement compilation process were not adequately documented and 
supported in accordance with the DoD FMR. Specifically, 10 of 10 JVs tested did 
not contain valid general ledger accounts, adequate supporting documentation, 
balanced adjustments, correct appropriation and accounting data, or proper 
approvals. These 10 JVs totaled third quarter 
FY 2017 JV's thelllll processed. This occurred because the JV standard 
operating procedures (SOPs) did not include specific insh'ttctions tied to the DoD 
FMR. Until th- consistently follows the DoD FMR to maintain fully , 
documented JVs, the Navy's financial statements will remain unsupported and 
potentially misstated. 

(U) The Navy's JV Process 
(U) In FYs 2015 and 2016, an Independent Public Accountant issued two Notifications 
of Findings and Recommendations related to the Navy's JV process: 

• (U) Command Budget Submitting Offices did not comply with the Navy JV 
Policy.2 

• (U) JVs lacked sufficient detailed documentation to support the amounts 
recorded. 3 

(U) JVs are recorded at the end of an accounting period to alter the ending balances in 
various general ledger accounts. We reviewed the- FY 2017 data to determine if 
it complied with the DoD FMR and Navy JV Policy. 

2 
(U) Navy JV Policy refers to the "Department of the Navy Policy for Recording Business Entries Including Journal Vouchers," 

September 23, 2013. 
3 

(U) Because of the environment, Independent Public Accountants were not granted access to the-
programs. 



Finding A 

(U) DoD FMR JV Guidance 
(U) The DoD FMR dated August 2011, identifies elements of documentation that have a 
direct effect on the amounts presented on the financial statements. Specifically, JV 
documentation must: 

• (U) identify and support specific expenditure or receipt accounts used (U.S. 
Standard General Ledger [USSGL]); 

• (U) include adequate information to support the validity and amount of the 
transactions (Documentation); 

• (U) include support for the calculation of the dollar amount of the adjustment 
(Balanced Adjustments); 

• (U) identify and support specific accounts used (Correct Appropriation and 
Accounting Data); and 

• (U) include evidence of review and approval (Approvals).4 

· (U) Support for Adjustments 
(U/ ;1111) Adjustments made to the- data during the FY 2017 financial 
statement compilation process were not adequately docu_mented and supported in 
accordance with the DoD FMR. According to the DoD FMR, this documentation must 
include the rationale and justification for the adjustment, dollar amount of errors or 
conditions related to the transactions or records that are proposed for adjustment, date 
of the adjustment, and name and position of the individual approving the adjustment. 
The DoD FMR also requires that DoD Components maintain an audit trail. Audit trails 
consist of documentation that is readily available and necessary to demonstrate the 
accuracy, completeness, and timeliness of a transaction. We determined 10 of 10 JVs 
tested did not contain valid general ledger accounts, adequate supporting 
documentation, balanced adjustments, correct appropriation and accounting data, or 
proper approvals.s 

(U/ ~) USSGL. The DoD FMR requires that JV documentation identify and support 
specific expenditure or receipt accounts used. JVs must contain valid general ledger 
accounts to record the adjustments. When improper accounts are used, those accounts 
are inaccurately adjusted resulting in misstated financial statements. The-

documentation required to support all JVs. The June 2017 update of this Chapter re iterates the Importance of supporting 
documentation and further describes the required support, referred to as the five critical elements. 
5 (U) Theall provided a separate fi le that included DD577s however, these were not provided as part of the JV package to 

provide an audit tra il as required by the DoD FMR. 
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Finding A 

documentation did not include justification for accounts used or include supporting 

documentation showing valid accounts were used in the accounting system. We 

concluded that thellll did not support the general ledger accounts used to record all 
10 adjustments. 

(U/ ~) Documentation. The DoD FMR specifies that JVs must include .adequate 
information supporting the validity and amount of the transactions. According to the 
DoD FMR, supporting documentation must be attached to the JV. Adequate supporting 

documentation allows a reviewer or auditor to clearly understand the purpose of the 
entry and confirm its accuracy, completeness, and timeliness. The documentation the 

-provided did not include the applicable criteria or a reason for making the entry 
and did not include support for the adjustment amount. We determined that thellll 
did not support that any of the 10 JVs were valid or whether the amounts were 

accurate. 

(U/ ~) Balanced Adjustments. The DoD FMR requires that JV documentation 

include support for the calculation of the dollar amount of the adjustment. JV debits and 
credits must equal and reflect correct, balanced, dollar amounts. If imbalanced 
adjustments are made, accounts will be over or under reported, resulting in financial 

misstatements. Thellll provided the preparer's Excel JV entry form; however, the 
documentation did not include supporting information for the balanced entries in the 

system.6 We concluded that th~ did not support whether any of the 10 JVs were 
balanced. 

(U/ ~) Correct Appropriation and Accounting Data. The DoD FMR requires 
that JV documentation identify and support specific accounts used. JVs must contain 

accurate financial information for entry into the accounting system(s). Without 

evidence of entry into the accounting system(s), management cannot determine 

whether correct adjustments were posted. Thellll provided the preparer's Excel JV 
entry form; however, the documentation did not include supporting documentation for 

posting in the accounting system. We determined that th~ did not support that 

any of the 10 JVs accurately adjusted accounting information. 

(U/~)Approvals. The DoD FMR states JV documentation must include evidence 
of review and approval. JVs must contain required approvals in accordance with 

established thresholds. Approvals are necessary to maintain proper segregation of 
duties, ensuring oversight to catch errors, and prevent fraud .or theft. Thellll 
provided the preparer's Excel JV entry form signed by the approver; however, the 
documentation did not include approver designations and did not document the 

approval in the accounting system.1111 decision makers cannot be certain that JVs 

{U) 6 
JV entry forms are Excel work~heets used by the- JV preparers to document the debits and credits made for each 

adjustment. 
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Finding A 

were correctly approved and financial reporting was accurate. We concluded that the 
-did not support that any of the 10 JVs were appropriately approved in the 
system. 

(~)These 10 JVs totaled (67 percent) third 
quarter FY 2017 JV population. Thelllll is not following the Doti FMR and the Navy's 
financial st;tements will remain unsupported until thelllll leadership makes 
accurate JV reporting and approvals a priority and implements change to correct the 
identified deficiencies. 

(U) JV Guidance 
(U) The- JV guidance did not include specific instructions tied to the DoD FMR. 
Specifically, the- JV SOPs did not include procedures to ensure JVs were 
documented, supported, reviewed, and maintained, in accordance with the DoD FMR. 
Without effective JV policies that require proper supporting docume~tation, thelllll 
is not following the DoD FMR and the Navy's financial statements will remain 
unsupported. 

{U) Navy JV Policy 

(U) JVs pose a higher level of risk to the accurate presentation of the Navy's financial 
statements because JVs are not a normal part of operations and are often manually 
recorded. As a result, JVs require the establishment of additional internal controls. The 
Navy JV Policy requires that Navy components maintain sufficient and appropriate 
supporting documentation for all entries into the financial systems. For example, 
documentation used to calculate and record reported amounts such as invoices, 
purchase orders, or receiving reports must be included. 

{U) The - JV SOPs . 

(~)11111 officials provided four JV SOPs that listed a reference to the DoD 
FMR chapter. However, the SOPs did not provide details from the DoD FMR to ass.ist 
11111 officials when documenting, supporting, reviewing, and maintaining JVs. 
Specifically, while the following requirements are included in the DoD FMR, the­
JV SOPs did not include: 

• (~) instructions for posting or reviewing the USSGL in the system 
(USSGL); 

• (~) lists of appropriate support documentation required or 
instructions for maintaining readily available complete JV packages 
(Documentation); 

lteµort.No. DUDIG-20Hl-OS7 IS 



Find ing A 

• (~) instructions for posting or reviewing adjustments in the system 
(Balanced Adjustments); 

• (~)instructions for posting or reviewing appropriation data in the 
system (Correct Appropriation and Accounting Data); or 

• (~) instructions for appropriate post-validation approval in the 
system (Approvals). 

Ccallllll) None of the SOPs were adequate to ensure JVs were documented, 
supported, and reviewed in accordance with the DoD FMR. Because the- SOPs 
were not adequate, thellll failed to support the required elements of documentation 
for all 10 JVs tested. Thelllll Comptroller should develop policies and implement 
procedures to ensure ]Vs contain valid GL accounts, include adequate documentation, 

reflect correct dollar amounts, contain accurate financial information, and receive 
required approvals. 

(U) Quality and Compliance Review 
(U) The Navy JV Policy also requires that quality and compliance reviews be conducted 
within 30 days after the end of each quarter, qy the Accounting Director /Officer ( or 
their appointed designee) at each command. According to the Policy these quality 
reviews will be made using a random sample to determine whether the JVs were 
correctly prepared and processed, adequately described and supported, and approved 
by appropriate personnel. Evidence of the completed review must be retained by the 
Command. 

(~)Thellll performed its third quarter FY 2017 quality and compliance 
review, which included 7 JVs that were also included in the 10 JVs we tested for 
compliance with the DoD FMR.7 Th~ reported that six of the seven JVs were 
correctly prepared and processed. However, we determined that none of the seven JVs 
were prepared in accordance with the required elements of documentation identified in 
the DoD FMR. Specifically, none of seven JVs were not adequately supported and 
approved by app~opriate personnel. As a result, we determined that the- quality 
review process is not effective and cannot be relied on as an internal control.8 The 

-Comptroller should implement quality control review procedures in accordance 
with the DoD FMR. 

7 
(U) These seven JVs were part of the 10 JVs tested for compliance with the DoD FMR required elements of documentation. 

8 
(U) See Appendix fo~ 
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Finding A 

(U) Conclusion 
(U)-)The-did not prepare its third quarter JVs, valued at- in 

accordance with the required elements of documentation listed in the DoD FMR. These 
elements have a direct effect on the amounts presented on the financial statements. 
Without effective JV policies and adequate JV procedures that contain these elements 
thellll was unable to support that: 

• (U) valid GL accounts were used to record the adjustment, 

• (U) JVs were valid or amounts were accurate, 

• (U) JVs were balanced, 

• (U) JVs accurateiy adjusted accounting information, or 

• (U) JVs were appropriately approved in the system. 

Ctllllllllll) As a result, thellll reported at least- of unsupported JVs 
on its FY 2017 third quarter financial statements. Until thellll consistently follows 
the DoD FMR to maintain fully documented JVs, the Navy's financial statements will 
remain unsupported and potentially misstated: 

(U) Management Comments on the Finding 
and Our Response 

(U} Comptroller 
Comments on the Elements of Documentation in 
Finding Paragraph 

(U) The.-Comptroller non-concurred with specific results presented in the finding; 
specifically, the number ofJVs we determined did not meet the five elements of 
documentation. However, he acknowledged that improvements were needed and 
provided several attachments of the updates. Specifically, the-Comptroller 
provided updated JV Form and JV Log templates and updates to the JV Quality and 
Compliance Testing SOP. In addition, thellll Comptroller reassessed the 
JV population and found required documentation for six of the 10 JVs~ However, he did 
not provide this evidence as an enclosure to his response to the draft report. 

(U) Our Response 

(U) While the-Comptroller has taken action to update JV Fo~m and JV Log 
templates and the JV Quality and Compliance Testing SOP, we did not consider the 
updated policies because they were not implemented or available during our review of 
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Find ing A 

-3rd Quarter FY 2017 JVs. We did not consider thellll Comptroller's 
reassessment of the JV population because he did not provide the new evidence with his 
response to the draft report and the documentation provided is dated for 1st quarter 
FY 2018. We will test the effectiveness of these corrective actions as part of the FY 2018 
audit. 

(U) Recommendations, Management Comments, 
and Our Response 

{U) Recommendation A.1 

(U) We recommend that Comptroller: 

a. (U/;la) Develop policies and implement procedures to ensure JVs 
contain valid GL accounts, include adequate documentation, reflect correct dollar 
amounts, contain accurate financial information, and contain required approvals. 

(U} Comptroller Comments 

(U) Th~ Comptroller agreed with the recommendation, stating he is in the 
process of implementing Policy Memorandum 5-17, "Department of the Navy Policy for 
Recording Business Entries Including Journal Vouchers Update," dated October 19, 
2017. In addition, he is consol1dating the existing four JV SOPs which will reference the 
updated Navy JV Policy and the DoD FMR. He is expected to complete the update by 
January 2018. 

{U} Our Response 

(U) Comments from thellll Comptroller addressed all specifics of the 
recommendation; therefore, the recommendation is resolved but will remain open. We 
will close the recommendation once we verify the new policies include adequate 
guidance to ensure JVs contain valid GL accounts, include adequate documentation, 
reflect correct dollc\r amounts, contain accurate financial information, and contain 
required approvals. 

b. (U/;la) Implement quality control review procedures in accordance 
with the DoD Financial Management Regulation. 

Comptroller Comments 

(U) The-Comptroller agreed with the recommendation, stating he updated the 
1111 JV Quality and Compliance Testing SOP. 
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Finding A 

(U) Our Response 

(U) Comments from thellll Comptroller addressed all specifics of the 
recommendation; therefore, the recommendation is resolved but will remain open. We 
will close the recommendation once we verify the new policy includes quality control 
review procedures in accordance with the DoD Financial Management Regulation. 

Reµort Nu. LJUDIG-201B-057 I9 



e . 
Should Update Its Process to 

Validate IT CAPs 
(U/ ~) Two of the six IT CAPs that the- ITAR Team verified as 
complete were incorrectly closed.9 Specifically, the ITAR Team did not: 

• (U/ ;Ill) adequately test the corrected controls, or 

• (U/ ;Ill) maintain an accurate status for all control deficiencies 
identified. 

(U/ ~) This occurred because the ITAR Team did not have an IT CAP 
Validation policy that included all 0MB Circular A-123 requirements to correct 
coiltrol deficiencies. Until thellll consistently follows 0MB Circular A-123 
guidance to correct control deficiencies, the Navy's conh·ol environment will 
remain at risk for unauthorized access. 

{U) The Navy's IT CAP Review Process 
(U/~) In FY 2016, Independent Public Accountants issued Notifications of 
Findings and Recommendations related to the Navy's IT CAP review process. The 
Independent Public Accountants reported that the Navy did not have an effective 
process to validate that IT weaknesses identified during previous audits were fully 
corrected. We reviewed the- IT CAPs and determined that the ITAR Team did 
not adequately test corrected conh·ols or maintain an accurate status for control 
deficiencies identified. The Navy leadership relies on accurate assessments of its IT · 
systems to implement appropriate general and application conh·ols. 

{U) 0MB Circular A-123 IT CAP Validation Guidance 
(U) The Office of Management and Budget (0MB) Circular A-123, Section V.8., 
"Corrective Actions Plan," requires that management maintain detailed IT CAPs 
internally for audit review. Management's corrective action process must include 
testing to validate correction of the control deficiency. Management must also maintain 

g 
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Finding B 

accurate records of the status of identified control deficiencies related to access to IT 
systems. Control deficiencies are corrected when sufficient corrective actions have 
been taken and validated. This determination must be in writing and supported by 
appropriate documentation. 

{U)The IT CAP Validation Process 
(U/ ;1111111) The ITAR Team did not adequately test corrected controls or maintain an 
accurate status for all control deficiencies identified as part of the- IT CAP 
validation process. Specifically, the ITAR Team incorrectly closed two of the six IT CAPs 
it verified as complete. 

(U/;1111111) In the IT CAP #11 Validation Package, the ITAR Team recommended the 
- identify and reconcile all pending system change requests that were not 
implemented and conduct a Security Impact Analysis of the proposed change.10 Because 
information systems are typically in a constant state of change, it is important to 
perform Security Impact Analyses to understand the impact of changes on the 
functionality of existing security controls. The ITAR Team closed IT CAP #11 as fully 
corrected. However, according to the IT CAP Validation Package #11, the ITAR Team's 
recommended actions remained in process for three change requests. The ITAR Team 
should not have closed IT CAP #11 until it validated that the remaining system change 
requests had been implemented and the Security Impact Analyses were completed. 

(U/;1111111) In the IT CAP #14 Validation Package, the ITAR Team recommended the 
- develop a service level agreement (SLA) for all systems hosted on its network. 
SLAs are one way to establish roles and responsibilities with external providers and 
identify associated risks, to include unauthorized access to systems and data.11 The use 
of SLAs provides assurance that risk of unauthorized access from these external 
providers is at an acceptable level. The IT CAP Validation Package #14 documented 
only one SLA. The ITAR Team closed IT CAP #14 as fully corrected without identifying 
all the systems hosted on the- network, and with two systems missing SLAs. 
However, the ITAR team should not have closed IT CAP #14 without validating and 
documenting that the list of systems hosted on thtllali network was complete and 
that all hosted systems had SLAs. 

(U/;1111111) The control deficiencies were not corrected and the ITAR Team should not 
have closed IT CAP #11 or IT CAP #14. By incorrectly closing these, the ITAR Team 

10 
Guide for Security-Fo~used 

Configuration Management of Information Systems, Analysis is the analysis conducted by 
qualified staff within an organization to determine the extent to which changes to the information system affect the security 
posture of the system. 
11 

(U) The National Institute of Standards and Technology Gulde for 
Applying the Risk Managem.ent Fran:iework to Federal lnf9rmation System~: A Security.Life Cycle Approach, 
states agencies are re ons1ble for nsks incurred when usm external rov1ders or services. 
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Find ing B 

presented an inaccurate assessment of the- control environment to Navy 
management. 

(U) IT CAP Validation Policy 
(U) The ITAR Team did not have an IT CAP Validation Policy that included all 0MB 
Circular A-123 requirements to correct control deficiencies. Instead,' the­
guidance provided step by step instructions for completing the ITAR Excel CAP Form.12 

Specifically, the ITAR Team's IT CAP Validation guidance did not include 0MB Circular 
A-123 requirements to: 

• (U) communicate corrective actions to the appropriate level of the Agency; 

• (U) require prompt resolution by management; 

• (U) perform internal control testing to validate the correction of the control 
deficiency; 

• (U) ensure that accurate records of the status of the identified control deficiency 
are maintained and updated throughout the entire process; 

• (U) ensure that corrective action plans are consistent with laws, regulations, and 
Agency policy; or 

• (U) determine and support in writing that control deficiencies are corrected 
when sufficient corrective actions have been taken and validated. 

(U/;11111} Thellll Comptroller should develop, document, and implement a policy to 
validate that corrective actions have been effectively designed and implemented in 
accordance with OMBCircular A-123 criteria. 

(U/ ;11111111) The1111 did not ensure control deficiencies were corrected for two of the 
six IT CAP Validation packages. Specifically, the ITAR Team did not provide 
documentation to support performance of internal control testing to validate the 
correction of the control deficiencies identified in IT CAP #11 and 14, as required by 
0MB Circular A-123. Thellll Comptroller should test all controls to ensure 
deficiencies are corrected prior to closing corrective action plans. Specifically, thellll 
Comptroller should certify that the controls are implemented correctly, operating as 
intended, and producing the desired outcome. In addition, the ITARTeam did not 
maintain accurate records of the status of the identified control deficiency, as required 
by 0MB Circular A-123, because the IT CAP Validation packages did not include 
adequate support for closing IT CAPs #11 and 14. Thellllllcomptroller should 
maintain an updated and accurate status for identified control deficiencies throughout the 
entire process. 

ITAR Excel CAP Forms are Excel worksheets used by the !TAR Team to document the IT exceptions identified and the 
remediations made fo each. · 
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Finding B 

{U} Conclusion 
(U/1'111111) The ITAR Team presented an inaccurate assessment of the- control 
environment to Navy management by incorrectly closing two of the six IT CAP 
Validation Packages it verified as complete.13 The Navy leadership relies on accurate 
assessments of its IT systems to implement appropriate general and application 
controls. Until th~ Comptroller ensures his staff consistently follows 0MB 
Circular A-123 guidance to correct control deficiencies, the Navy's control environment 
will remain at risk for unauthorized access. 

{U} Management Comments on the Finding 
and Our Response 

(U) Comptroller 

Comments on the IT CAP Validation Process 

(U) Th~ Comptroller non-concurred with specific results presented in the finding. 
However, he acknowledged that improvements were needed and provided several 
attachments of the updates. Specifically, th~ Comptroller provided thelllll 
ITAR Validation SOP and the results of- reassessment of the IT CAPs. 

(U) Our Response 

(U) While thelllll Comptroller has taken action since our review ofITAR Validations 
completed as of May 2017, we did not consider the updated policies because they were 
not implemented or available during the course of the audit. While thelllll 
Comptroller issued a-ITAR Validation SOP and reassessed the IT CAPs for 
accuracy, the documentation provided is dated for 1st quarter FY 2018. We will test the 
effectiveness of these corrective actions as part of the FY 2018 audit.11111 should 
continue to validate their IT CAPs in accordance with 0MB Circular A-123 going 
forward. 

{U} Recommendations, Management Comments, 

and Our Response 

(U) Recommendation 8.1 

(U) We recommend that the Comptroller: 
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Finding B 

a. (U/ ;11111111) Develop, document, and implement a policy to validate that 
corrective actions have been effectively designed and implemented in accordance 
with Office of Management and Budget Circular A-123 criteria. 

{U) Comptroller Comments 

(U) Thelllll Comptroller agreed with the recommendation, stating he developed and 
documented a CAP Validation SOP in accordance with 0MB Circular A-123. 

{U) Our Response 

(U) Comments from thelllll Comptroller addressed all specifics of the 
recommendation; therefore, the recommendation is resolved but will remain open. We 
will close the recommendation once we verify the new policy has been effectively 
designed and implemented in accordance with 0MB Circular A-123 criteria. 

b. (U/;11111111) Test all corrected controls to ensure deficiencies are corrected 
prior to closing Information Technology Corrective Action Plans. Specifically, 
determine whether the controls are implemented correctly, operating as 
intended, and producing the desired outcome. 

(U) Comptroller Comments 

(U) Th~ Comptroller agreed with the recommendation, stating he revalidated IT 
CAPs #11 and #14 using the new CAP Validation SOP. 

{U) Our Response 

(U) Comments from thelllll Comptroller addressed all specifics of the 
recommendation; therefore, the recommendation is resolved but will remain open. We 
will close the recommendation once we verify the new policy ensures deficiencies are 
corrected, and controls are operating as intended and producing the desired outcome 
prior to closing IT CAPs. 

c. (U / ;11111111) Maintain an updated and accurate status for identified control 
deficiencies throughout the entire process. 

(U) Comptroller Comments 

(U) Thelllll Comptroller agreed with the recommendation, stating he will accurately 
track the status of identified control deficiencies and follow the new CAP Validation 
SOP. 

(U) Our Response 

(U) Comments from the-Comptroller addressed all specifics of the 
recommendation; therefore, the recommendation is resolved but will remain open. We 
will close the recommendation once we verify he is maintaining an updated and 
accurate status of the IT CAPs. 

Report No. DODIG-2018-0 57 IH 



(U) Appendix 

(U) Scope and Methodology 
(U) We conducted this performance audit of thellll from May 2017 through 
November 2017 in accordance with generally accepted government auditing standards. 
Those standards require that we plan and perform the audit to obtain sufficient. 
appropriate evidence to provide a reasonable basis for our findings and conclusions 
based on our audit objectives. We believe that the evidence obtained provides a 
reasonable basis for our findings and conclusions based on our audit objectives. 

(U} Universe and Sample 
(U/ ;11111111) We used thej IJVs developed during the 3rd Quarter FY 2017 to 
identify a universe of adjushnents made to the April 1, 2017, through June 30, 2017, 
accounting data. This data was extracted by the Financial Audit Readiness 
Team. The universe consisted of 74 JVs, valued at We nonstatistically 
selected 10 JVs, valued at-. for review. Based on guidance from the Federal 
Audit Manual. Volume 1, Section 400, "Testing Phase," we identified the following 
factors: 

(U) • 90 percent Confidence Level; 

(U) • 5 percent Tolerable Rate; 

(U) • 0 percent Expected Population Deviation Rate; 

(U) • Moderate Control Risk; and 

(U) • Limited Population of 3rd Quarter FY 2017 JVs. 

(U) Using these factors, we determined that zero deviations were acceptable. As a 
result, just one exception would indicate that internal controls were not working 
· effectively and could not be relied on. 

(U) We used the IT CAP Validation Packages closed by the ITAR Team as of May 2017, to 
identify a universe of packages verified as complete. The universe consisted of 
six IT CAPs. We reviewed all six packages to determine if we agreed with the 
ITAR Team's determination for each. 

(U) Work Performed 
(U) We collected, reviewed, and analyzed documentation for 10 JVs valued at 

-·to determine whether the-adequately documented and supported 
its adjushnent · · · 1entation which 



Appendix 

included JV entry forms, Estimated Accrual Calculations, and Trial Balance screenshots. 
Thelllllll provided the Appointment/Termination Records (Form DD577s) separat~ly 
from the JV package,to support the JV approver designations. We used the DoD FMR as 
the basis for our analysis. The DoD FMR requires that support be attached to a copy of 
the JV; therefore, we requested the..Comptroller provide complete JV packages for 
our review. 

(U) We reviewed prior Notices of Findings and Recommendations related to JV 
adjustments. We obtained and reviewed Navy JV Policy and the- JV SOPs to 
determine whether they m_et the requirements identified in the DoD FMR. 

(U) We determined whether the ITAR Team adequately tested the corrected controls 
and maintained an accurate status for all control deficiencies identified, in accordance 
with 0MB Circular A-123. To do this, we collected, reviewed, and analyzed 
documentation for six IT CAP Validation Packages. We obtained IT CAP Validation 
Packages thatthe ITAR Team closed before May 2017. We used 0MB Circular A-123 as 
the basis for our analysis. We reviewed the ITAR Team's IT CAP Validation Policy to 
determine whether it met the requirements identified in 0MB Circular A-123. 

(U} Use of Computer-Processed Data 
(U) We did not use computer-processed data to perform this audit. 

(U} Prior Coverage 
(U) No prior coverage has been conducted on the- JV adjustments or the ITAR 
Team'.s IT CAP validation process during the last 5 years. 
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06 Occunbcr 2017 

(U) MEMORANDUM flOR OEP,\RTMF.NT OF DEFENSE. OFPICE or, TNSPECTOR 
UENERAL 

(IJ) Suhj : Re,pnnsc lo DoD!O !Jrnft Report." IFinaucial 
Statement Compilation Adjustments unJ lnlomiatwn lcchnoJogy Correc11vc Action 
Phm Yalilfalion Process", Novemher 22, ZO 17 1 

(U) Encl: (I) Management Comments to UoUIG Dml\ Report 

I. (U) ·spunsc lo the subj.eel dratl audit report 
is attached. Enc losurc ( I ) nddrcsscs and provides: 

• Non·rnnrnrrence with three ~pecilic results presented in Findings A and 8, and 
• Concurrence with Kecommcnctaliuns A. I and ll. l. 

2. (U) This response reports on the progre,.~ heing rnnd~ 10 irnpl~nu,nt corr~('tiw octions 10 
address Recommendations A. I and 13.1. - estimates that corrective nctions to snlisfy 
Rcc:ommcndation I\. I will he implemented by 31 January 2018. I affirm that corrective nctions 
lo fully rcmcdiotc Rccouun~nJutiun n. I hove bccu i111pk111cmctl as of o· Dcccmher 2017. 
Documentation to support cmcdi:-ilinn el'fnrts hns b~en nltnched to linclosun:• (I) . 

3. (LI) We arc conl1den1 that the audit cornmuniculion improvements discu~sed during the 9 

ti -viii allow the floDIG to perform the audit on-site ,it 
cpcnc cnl communication channel needed to engnge wilh DoDIG kudcrship. 

The DoDIG's abi~crfom, th~audit on-sit~ ,11-will pmmnle timely follow­
up/fccdbnck with-stakeholders to ennhle the control crwironmcnl assessment. 

4. (lJ) My point of con1ac1 for this action is who can he ronchcd at or 
by email al 

No,·cmbcr 2017 Esit C:unforcncc will increase efficiency nnd milig,11c mi>intcrprclnlion of 
polic)', process. systems, controls. and documc111ntion . Speci fically, acL·ess 10 the 

vii nn in 
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(U) (cont'd) 

I 
I 

(LI) ~l111111g,·n11•11l Co111111enls lo [)mil Rtporl - Th,• 
Slnll'llll'lll Co111pll11llu11 Allju~tn1l'llb 11nll l11fvrnrntlu11 Tf1:h11ol1Jg,\' Currt:'\:"lin• Al.'.Uun Plu11 

Valld 11Uon Procl•ss 

l'lnnnclul 

111men1ofD~fcnsc lns pe~ lor GmerJI (OoDIG) for 1h eir rndil ove1 
ill) G,•mral ~lunng,nn•nl Comml' nls: 
1hanks 1l1<: D~p.
l'ouchcn (JVs) and lnlornulion 'kchnology (11) Com cli\c /\,lion l'lan V~liliJlion pro,css. We ag1\:c 
,,·ilh ·and nppr'-"i.il\,} lb..: r..:,onu1hmdn1i oru1 wi1hin tho OoDIG Drafl Hupa-t, however"'" l•k " t.··:"t:C\;plion 

wilh lhc rm,:s1.:nta1inn of thl! linclin2,s over llw 1:in:.nci:11 Stakmcn t C,)mtli l.11ion Adj1ulmL:nl-: ;ind lhc Ir 
C'omclil'e Aclion Pim \IJlidaliort Spccifica ll)', -dc.:s 1101agrcewilh 1hc foll owing M ulls 
reported in Findings ,\ and B: 

(11) In of 10 JVf.: tested d1cl not 11\l!CI lhc fi\'c t:lcnHtll"- of do i:: 111ne111.11lon idenllf1 d :u .-~,idnn" in 

lhc June 2017 updalc lo DoO Fl\CR \lol11111e6A, C~aplcr 2. -cassc.s,cd lhi s JV 
1wpulalion a~d dckrmincd c, of 10 JVs includtd e,·ide11ce lo address lhe required do,aunmlalion 
dcmcnls, ,lc rnons1r,11ing prc11JrJ1ion SOPs l1a,·c b,cn properly 1lesi(!,ncd. We have allachcd lhc 
upd,lc,1 JV ru, 111 (1\11 11 du11c111 I) ;111<1 Log (Allachn1c111 2.) 1cmpl;1l<8 which adhc1c lo 111, 
Dop ,,rln:,ml cf l/w Nm :t,• Pvh0•for /? Q;or,li.ns lJ 11xi11as.\' fi11hic.,· /11 ,• lruli11!,: ,l ,:x1n1,1/ l'ou ,:Jn,,.\. 

U11,/,1te (did 19 Uclohcr 2017) and rur1hcr slrcngili.:n lhc alig.nmcnl of lhe -\I pm:css lo 
1hc five rccpurcd clcmcnls ofdocumenlalion. (Fincling Al 
(U) l11c drafl rc1x111 rnnwyed lhal-nkn1.1l JiY 17 (.!3. Quali1r-mlt'om >liancc Review 
.1sscsscd 1ha1 six 01 sewn JVs were ccrrcc1ly prcpcrc<l an<l procc sell. "-sling 
workbooks md r.:sulis illmtilictl dHlt fo~rof si:v \ln J\ls \\'\.'f..: prepared ruul proc~ss.:-d con\iclly, 

demonslralire slrcnc1h .,nd nbjcclivily of-IV valid.11i,,n rrocc..scs . We h.wc allaclwl 
JV Qua lily and Compliance Tcsling SOI' (Allach1ncn1 3) upd11~s lo further slreng1hm lhc 
.11ignrnen1 uflhc liw ckmcnls of<locwncnlalion a., a part ofinlern:i.l conlrol lcsting valid.1lion, . 
Winding AJ 
(U ) T\\ u uf ~ix It CAl's \Cri fi..:t.l ,1 ~ 1,;1i111pkl4: w1.:n.: i111.:orn.a.1ly cluS\'ll.-'-~;:,~s~s..:t..l noh:ll 
~·.\'.c..:plions .1n<I v.,lidah.·d 111:111h1.· JT CA l's \\. CN cocri:..: tly closcJ for lhc spcdfio lindi.nys nnd ll131 

.1clcli1io1ul c,,mrncnl s incluckd in \'nlida1io11 pal.!k :tE\!S con1rih11lcd lo miscommunit·,11inn. \\'c ha\'c 
up,blcd-T Concclil'C i\clior1 ;1ml Validalion SOP (i\llachmcnl ~) in acconfancc wilh 
ll:\lll l'ircuhr A· 12] and all nchcd re; ·scs.scd IT C AP Valida li on l'Jck agcs (All.1chmc.nl 5) for 
IT C,\P 4 11 ;1ml 1114 10 demoml rJlc dusurc of C.H' spc, lnc llti<li ngs. 1Findi1111 DJ 

(U)-< co111111i11ed lo achie1ing a su11aired audil~hle linanci:i.l cnrirnnmenl. Accordingly, l\'C have 
reviewed lhe rccomn1<:nd.a1ions and haw d1hc1alrcad~· implemmlcd corrccliv~ aclims or arc in ~1c 
1fro1,;~ss uf i111ph;1111.:11ti11g \:um;cli\'\,': .:11.:lion,., lhJl w~ li.:d 1111..::ct lhc l1t11,;nl of lhc 11;11url'i n;\.umnu:11da1io11~. 

1,, -r• •'I I Nto. ll U[ 1(( ; ~II I IJ ll',/ j 111 
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(U) (cont'd) 

(L'/,,_ R1•ro1111111•111lntlu11 ,\.I: \\le recommend that-Comptroller: 

a) (UI/- Dcwlop policks ,nd impkm~nt proccJurc, to en,to"c JVs contain valid fiL iccmmts, 
include adequate documentation. reflect "nn:ct dollar amounts. contain acc1~atc fin ancial 
intonnatio,i. rnd cont,1i11 required approvals. 

h) (l.1// - I1npkn1c11l qualil-y ~onlrol rcvic,,· proudun!ii. in occorJan~c with lhc D'-iparlnuml of 
Oefon,e (lmD) Financial ~,famgen1en1 Regulation (Fl\lR). 

(LI) Mu1111gm11•11l Comnwnt.: Concur. We umlcrstand W< cannot ac hic\'c or sustain an auditable 
finan\iiol '-n,ironmcnt withoul folly supporting .ttljustm~nls lo th" G\.!111.:ml L1;algn 1lu1 nru oppro,~d h,\' 

outhnii:1al individuak Our cotl'C<liv..: .1ctinn"i In mct:I lhe rccomm1..,ul:11inns arc :t'- follows: 

(U) Corrccth·r Action (lJ) Stntu, 

(U) t:stlrnuil'd 
(or •cl1111l) 
Co11111lvtlon 

Dntc> 
(U)-lm;s not "rcali; S\,:para tt.: inh.m1.i l JS pulh.:icl and ill!ilc.ul 
adheres to policies cs1ab!M1cd hy the Departmml oflhc Navy 
(DUN). '111c Assistanl Scmllary or the Navy, J'inancial 
Man.1gcmcnl andCon1ptroller (.-\SN h\!&CJ iss ued l'olicy 
ldvmorand1111l 5-17. D,,pm·lmt>nl o/ t/, (1 Nm:,• Pollcy f or l?o,.orllii 1s: 
Busme:u l!."utru.·s lncl:J dmg J0:1n1f:f l'"oud,, rs Updtih•. cm 19 
Oclohcr 2017. \\'o \\i ll full\' impkment lhc policy a ol'.31 
l),l\:11mh"r :!017 t,y p.a-fonning tlu; following: 

(U) Update our cxislini: JV log with additional allrihulcs 
ddi11cd hy th, IICII' pnlic~~and 
(U) Update o.rrcxisting J\l l'orm withadtlitioml aurihutcs 
1i:c1uircd b,· th e ne\\ 1>olic,•. 

In progrc~s Jl Dr.: i:. 1:mb\:r 
2017 

(U) Comoli,l11c lhc C'\isting four JV Standard Opi.'1'ating Procedure, 
(SOi's) into a master-IV SI JI' which will reference the 
i1pdntl.!d DON JV Poli~,· mul lh..:.·fo llowing Sp!,;'.;ific infonnntion llrnt 
arc in ;1ccordancc wilh lhc Doi) Hm: 

(lJ) lndudcjustification to the Treasury Fir1ancial ~lanual 
lor ti!. accounts used; 
(U) h11.:lt.Kk· updakJ p1m.:cdur..:s lo 1.::unJm;:I pust-,·alid ;,tion 

1c\'icw of the .IVs posted to tho General Ledger; 
(U) Standardi,c and lisl al'ailablc sup1x111ing 
Jrn,,; umcnl~tlilu tu im.:lulh.; in tl1c J\' p;HJ...,ilgc~ autl 
(I I) ln"-lnu:lir,n s for complcli11 e, 1lrn f'l.!\i e\\' ancl apprnv.11 nf 
J\ls. 

In rm•gress 31 Jam1a1J 
2018 

I· 
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(U) Upd1tcd ournal \"ouchcr Quality md Compliance 
l\;sting !)OJ> lo indudu r..;r\.'r~ncus of our "...:i sling UUN Olli cc of 
Fin and al 01><r.ttions (Fi\ IO)-complia11t monthly Qu:llity Control 
procedures required by lhe DoD l·\IR. including: 

(U) hknilflcallon and suppon for specific c~pc11dllurc or 
wcdpl <li.:cnunls 111.i !.!( I: . 
(U) Adc,111,11,· infom1ation to suppon th·c v11idity and 
amounl of the lransJcliom; 
(U) fJuppotl fo1 Ilic \..,th..ul.11io11 \lfllic Jull,u J111mu11 ufth~ 

adju1trncnt: 
(U) l<lcnlilic ;,fion and suppm1 for •r>ccilic 1ccounls lLsed; 
and · 
(U Evidl!nc"' of r.:vicw and a lro\lal. 

Complelc 6 Dccm1h~r 
2017 

(l 'iialll ltl'l·omml•1ulatlon Ill: \Ve rccon11;wnd Ihat ~omptroller: 

:1) (l l/1- llc\ '1...'lnp, dnc111ncnt , .,nil in1plcnh.: nl ,1 roli cr I0\',11iJ.11c lh:11 cnncc li\'c :1 climt~ ha\'c 

l..:cn clkclivdy ,bigncd and im1~c.rnrntcd in 1ccc.rda11et 1, ilh Ollicc or I\ l.311a gc n11.: nt and 
lludgc l Circular A-121 crilcri1. 

h) (11/,- Test 111 corrcdcd controls to c1Ls11rc Jclidcncics arc corrc.:tcd prior lo closiui 
lnl'u111rnliu11 'l\:d 111ul ugy l'u1n:...:1hc A,1iu11 J'l :..111~. !\1ha;ilh.: ..1lly, lk:li.;mtirn; wh1.::1hi.:r lh.: ...:ualrub 
:i1'u in,ph.'lncnled ~rnTi: cll~'i op~r.11ing a, inl~n,lcd, :wHI t'roducing th ~ dt s.irl!,I ,mh:onw. 

,) (U//- Mainlain an 1~l<la1cd and :,;;curat~ , talU< fo1 id,,ntifi cd ,·01111,11 ddi cicncks lhrou!).houl 
o,~ ..:ntirc process. 

(( 1) ~lnnagt•nu•nt C'r,mn1l'n1': C oncur. \Ve h:n:..: laL cn llu following ~l!f"IS lo "-lrcnglh!.!n lhc IT <'AP 

l'alid.11iun process in ,cconlancc \\ith rcquircmrnl s cst~hlishcd by Ilic /\Ill Circular A· I 2-' : 

(U) Currn1h••• Acllun (U) Staiu, 

(lJ) 1,:,t111111kll 
(or aclual) 
Compl~llon 

11:itc 
(U) Documcnkd a cc.inprd1cn!d\'t Co1n-c tin.• .\cti on ~nd 
Validaliun SOP in acwrd.mcc with O~IB Circ~lar A-I B tbal 
pro,i,ks guid~nco on the following lopics: . (U) IT l'un1rol l)cfki<nc)· hk, 11ifk ,11i o11 

• (I ) ) nnnl ( 'ai.sc ,ln.,l~·sis 

• (U) D"1idci1<y t\sscssmcnl & P1iori1i1atio11 

• (U) l'OA&l'\f; anJ Correc1iw Action Plan, . . (U) Ddh:km:y Tr.id .. ing itnJ Ri.::p orli 11 i 

• (IJI Validation Tcslin, l'roccdurcs 

Co mplek 6 Dcc-:mh;r 
2017 

(U) Rcvdid:11~J IT CA I' Fl I and I H using llw updai~d L'om:ctivc 
Aclion .iml \'ali11.llion ::iUI' tu n :iil\ gui<Lin~c aml mitigalo 
itl1.1ntifi\!d ~sc~11lioru1. 

Complete 6 D"cm1h,r 
!UI 7 



(U) 

(U) We will continue lo nccurately track the slalus of identified ComJllCtC 6 Dccomhcr 
control dclicicncics mul follow the detailed guidelines oultincd in 2017 
tho 'Thilicioncy Tracking and Rcpor1ing' section oflhc updated 
.CotYoctiw Action and Validation SOP. 

Append ix 

1/eport No. DUDIG -201 8-0S7 I 21 



Acronym s a nd Ab breviations 

(U) .Acronyms and Abbreviations 

CAP Corrective Actions Plan 

FMR Financial Management Regulation 

IT Information Technology 

ITAR Information Technology Audit Readiness 

JV Journal Voucher 

1111 
0MB Office of Management and Budget 

SLA Service Level Agreement 

SOP Standard Operating Procedure 
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Whistleblower Protection
U.S. Department of Defense

The Whistleblower Protection Enhancement Act of 2012 requires 
the Inspector General to designate a Whistleblower Protection 
Ombudsman to educate agency employees about prohibitions 
on retaliation, and rights and remedies against retaliation for 
protected disclosures. The designated ombudsman is the DoD Hotline 
Director. For more information on your rights and remedies against 

retaliation, visit www.dodig.mil/programs/whistleblower.

For more information about DoD OIG 
reports or activities, please contact us:

Congressional Liaison 
congressional@dodig.mil; 703.604.8324

Media Contact
public.affairs@dodig.mil; 703.604.8324

For Report Notifications 
http://www.dodig.mil/pubs/email_update.cfm

Twitter 
twitter.com/DoD_IG

DoD Hotline 
dodig.mil/hotline

SECRET 

SECRET 

http://www.dodig.mil/programs/whistleblower
mailto:congressional@dodig.mil
mailto:pubilc.affairs@didog.mil
http://www.dodig.mil/pubs/email_update.cfm
http://www.twitter.com/DoD_IG
http://www.dodig.mil/hotline


SECRET 

DEPARTMENT OF DEFENSE │ OFFICE OF INSPECTOR GENERAL 
4800 Mark Center Drive 

Alexandria, Virginia  22350-1500 
www.dodig.mil 

Defense Hotline 1.800.424.9098 

SECRET 

http://www.dodig.mil



