
DEPARTMENT OF DEFENSE

CENTRAL INTELLIGENCE AGENCY

JOINT INSPECTION OF THE

NATIONAL RECONNAISSANCE OFFICE

INSPECTION REPORT No. 96-014 (U)

 ll U i

Handle Via

 Channels

 COPIES
CLASSIFIED BY:

 REASON:
 X1

DRV FROM: MULTIPLE SOURCES

fa:



23 July 1996

MEMORANDUM FOR DIRECTOR, NATIONAL RECONNAISSANCE OFFICE
DIRECTOR, ADMINISTRATION AND MANAGEMENT,

OFFICE OF THE SECRETARY OF DEFENSE

SUBJECT: Final Report on the Inspection of the National Reconnaissance Office (Report
No. 96-014)

(U) This is the final report on the inspection of the National Reconnaissance Office
(NRO) conducted jointly by the Inspectors General, Department of Defense (DoD) and Central
Intelligence Agency (CIA). The  of this inspection was to evaluate the efficiency and
effectiveness of the management processes used by the NRO.

 The NRO management responded to our findings and recommendations in positive
and constructive terms. Their comments on the draft of this report were considered and are
reflected in the final report.

(U) We appreciate the efforts extended by the Director, NRO, and his staff in
responding to the draft report. Management's comments appropriately addressed most of the
fmdings and recommendations. Further response is required on Recommendations 1, 12, 13,
18, 22, 23, 25,  33, 35, and 37. Director, NRO, action on Recommendation 4 is deferred
until after receipt of an Office of General Counsel, DoD, response, expected by October 1,
1996. At that time, the DoD/IG and  will assess the response and determine what
actions are required. 

(U) Please forward your responses to the above recommendations within 30 days of
receipt of this report to the Assistant Inspector General for Policy and Oversight, Inspector
General, DoD, 400 Anny Navy Drive, Arlington, Virginia 22202-2884.

(U) We appreciate the courtesies extended to the  team. If you need
additional information regarding the report, please
Intelligence Review Directorate, Office of the Assistant Inspector  j 
Oversight. Inspector General, DoD, at (703)  flpffllfflfflffl

 General. CIA.

Eleanor Hill
Inspector General

Department of Defense

 r.
Inspector General

Central Intelligence Agency



cc:

Under Secretary of Defense for Acquisition and Technology
Under  of Defense (Comptroller/Chief Financial Officer)
Assistant Secretary of  (Command, Control, Communications,
and Intelligence)

Deputy Undersecretary of Defense for Space
General Counsel of the Department of Defense
Assistant to the Secretary of Defense for Intelligence Oversight
Director, National Security Agency

 General, Department of the Army
Inspector General, Department of the Navy
Inspector General, Department of the Air Force
Inspector General, National Reconnaissance Office
Inspector General, National Security Agency

Director of Central Intelligence
Deputy Director of Central Intelligence
Chief of Staff, Central Intelligence Agency
Executive Director, Central Intelligence Agency

 Director for Science and Technology, Central
Intelligence Agency
Comptroller, Central Intelligence Agency
General Counsel, Central telligence  v 

 Deputy Director 
for Science and Technology, Central Intelligence Agency

Executive Director, Intelligence Community Affairs

Chairman, Committee on Armed Services. United States Senate
Ranking Minority Member, Committee on Armed Services, United
States Senate
Chairman, Committee on Appropriations, United States Senate
Ranking Minority Member, Committee on Appropriations, United
States Senate
Chairman, Select Committee on Intelligence, United States Senate
Vice Chairman, Select Committee on Intelligence, United States
Senate

Chairman, Committee on National Security, House of
Representatives
Ranking Minority Member, Committee on National Security, House of
Representatives
Chairman, Committee on Appropriations, House of
Representatives
Ranking Minority Member, Committee on Appropriations, House of
Representatives
Chairman, Permanent Select Committee on Intelligence, House of
Representatives
Ranking Minority Member, Permanent Select Committee on
Intelligence, House of Representatives
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EXECUTNE SUMMARY 

EXECUTIVE SUMMARY (U) 

(U) INSPECTION
GOAL AND
OBJECTIVES

(U) METHODOLOGY

(U) SYNOPSIS

(U) EFFECTIVE
PROCESSES

(U) AREAS NEEDING
SENIOR
MANAGEMENT
AITENTION

(UJ The Inspectors General. Department of Defense' and 
Central Intelligence Agency. conducted a jo1nt inspection of the 
Nationul Reconnaissance Office (NRO) from October through 
December 1995. The goal of the inspection was to determine the 
cffidency ancl effectiveness of the processes and mechanisms used 
to manage and administer NRO resources anti administrative 
programs. The objectives were to: evaluate the authorities and 
delegations of the NRO and oversight organizations: evaluate the 
proccs.scs used to identify mission requirement� and plan anti 
organize resources for them: c-vaJuatc internal administrative and 
management programs: and. evaluate internal manugcmenr 
oversight processes. 

� The inspection team conducted interviews and collcctcc.l 
data at the NRO head uarters facilities in the OSD - (b)(1) EO

Also. die team sent 
surveys to emp oyees covering topks such as: mission 
and organization: supervision, management. and leadership: and 
personnel is!lues. The inspection team conducted interviews and 
gathered data from the organizations which contribute personnel to 
1he NRO anc.l surveyed NRO customers and product users, Finally. 
the inspection team intcrvicwctl personnel at organizations having 
oversight rei;ponsibilitics for the NRO. 

(U) If a single phrase could cap
11lt's the mission that's important."

ture the ethos of the NRO as w'
found it 1 it would be:  The 
employees, management. and leadership of the NRO maintain a 
singul11r focus on the mission of development and operation of 
satellite reconnaissance systems. The NRO continues to transition 
from a federation of geographically separutctl. sometimes 
competing. progmm offices-�each with a <.listinct cu lturc and way 
of doing bui,;incss--to an organization which has consolidated 
programs. a more cohesive work force. anti a central headquarters 
facility. 

(U) The team found the NRO is particularly effective in
management of processes directly related to the development UD<l 
operation of satellite reconnaissance systems. their core business. 
We found other effective processes: mechanisms and tools to 
oversee :,;atc11ite system:; development: mechanisms to clcterminc 
anti prioritize mission requirements: and procedures to acquire and 
manage automated information und communication systems. 

(PO�O) In contrast. the team judged �cnior NRO officials to 
be lax in the management of the i;upport and administrative 
infrastructure. ln these areas. policies and procedures arc not well 
defined or communicated to cmploycc.c.. and employees arc 
un<.:crtain of their roles and responsibilities. The team 
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EXECUTIVE SUMMAR>' 

(U) AllTHORITIES
Al\"D DELEGATIONS

(l.)MAJOR 
�ADEQL'ACIFS 

( t:) Property 
Accountability 

( ll) Oversight

Cll) Infrastructure 
Support Monitoring 

(t:) Civilian 
Personnel S)·stcm 

acknowletJucs the :--;Ro mana!!cmcnt fuccs ;i dullcn!a!e to tlalanl'C 
mission tol:ll'- with reasonable attention 

\ 
to OVCrl-ight of 

u<.lministrativc ,UH.I ·uppor1 t'um1ions, 

(FOUO) Th� authorities and delegations for the NRO. the 
organizations providing support. am.I the organizations providing 
oversight. uo not facHitatc effective mission accomplishment. The 
chancr <lm:umcnrs arc written in vague im<l general terms ant.I 
contain five spcdfic wcakncssc�. Specifically. the fol1owing points 
arc not a<lcquutely <lcfinc<l: 

Responsibilities of the SECDEF. DCl. or DNRO: 

The DNRO's chuin-of-commaml: 

Rcla1ionsllip� between lhe NRO uo<l the present cxt('m:tl 
ovcr.;ight structure: 

The organizational status of the NRO: and 

The DNRO's administrative allthorifics. 

,i'QI ro> While senior management of the NRO views these 
weaknesses as opponunitics. allowing for tle�ibility anti avoiding 
burcaucnuil: constraints. they also contribute to rontlicting. 
inconsistent. and inatlequa1c policies amJ direction. 

(P et1e I We found four areas with mujor inullc4uat:ic!.. First. 
the NRO docs not have aLlc4uatc processes and mechanism; to 
account for pro�rty. While the NRO maintains well rsrnblishcd 
procedures for rc4uisition and approval of logistical ncc<l.s through 
both government anti comrncrc.:ial so1.m:cs. the NRO does not ha\'t' 
a pro�ny accountability program. 

(l'e!1e) SccomJ. we. found the former NRO Inspector General 
did 001 provide c-ffcctivc oversight of the organizution. The former 
DNRO larked rnnfidcncc In the Inspector Gcncml to provi<.k 
baluncc between effective oversight and the impoi-ition of 
pcrtcivc<.l atlrJitional bunJcnsomc prm:rtlures. The Jnspl'ctor 
Gcncrnl did not t'ullv utilize lhc staff und <lid not consisll'.'ntlv 
follow-up 10 ensure audit and inspection fL'COmmcm.Jarions W�C 
implcmcntcll. 

(FOOO) Third. while the NRO maintainl> rxccllcnt processes 
to monitor direct mission related al:tivities, thcv uo noc lrnve 
equivalent monitoring mechanisms or I>Qrfom1ancr measurement 
irit.licators for the infrastructure support functions. We Found the 
Internal Management Control Program is not fully implcmentcc..1 
t..luc to a luck o.f commitment to a standan.lizc<l prognim. 
incomplete training. non-stumJurd vulnerability assessments. and 
inat.lcquatc docurncntadon. 

('P6tl6) Fourth. while we fount.I the NRO ha.'; tci:hnically 
alletinatr prorcsses. mechanisms and management system-. 10
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EXECUTIVE SUMMARY 

support civilian personnel. the multiple civilian pen:onncl systems 
usc<l <lo nol support the NRO goal of a consoli<latcu. cohesive 
work force. We judge a single civilian personnel system. 
imp1emcnte<l over a period of a few yea.rs. woulu suppon this 
organizationuJ goal in the long term. Currently. no memoranda of 
agr:ccmcnt exist between the NRO and the agencies provit.ling 
personnel services to define rc�pomibilitics. Further. the NRO 
internal reassignment process is inadequate becau�c of the ·nhcrent 
clisparity of considering DoD rank-in-po:ition candidates and CIA 
rnnk-in-person candidates for the same positions. Difference� in 
promotions and awurds. while technically managed in accordance 
with parent organlzation regulations. do not contribute to a 
consolida.tccl. cohcsi vc work force. 

c,et,e:; In addition to the four area..-. with major inade4uadcs 
notcc.l above. the. team found notable inadequacies in three 0U1cr 
areal). 

•> First while the NRO maintains adequate proc::'sscs to
manage security requirements, the NRO neetls significant 
improvement in providing basic security policy guitlancr. We 
found confusion about the currency and UP- licabilit of the 
NRO/NRP Directiv s re 1

• 

ardin sccurit . 

their knowledge and use of security classification requirements. 
The well-tralncd and motivated security personnel. with their 
superior abilities and wealth of security experience. make thr 
system work tlcspitc the noted deficiencies. 

Second. the NRO docs not maintain u.n Equal Employment 
Opportunity (EEO) program in accordance with DoD Directives. 
The NRO relics on the parent organizations of the personnel to 
fulfill these responsibilities. The NRO docs not have a Director of 
EEO to bring dii;criminution and harassment issuci; to the attention 
of senior management nor diversity maMgcrs to publicize- the 
contributions of minorities. We judge NRO employees do not 
have ready access to the required full range of EEO support. 

EfOWO) Third. the NRO docs not have an adequate manpower 
requirements proccsi;, We found the NRO lacks a well tlcfincu and. 
tlocumentc<.I prm.:css to determine, validate. and manage manpower 
need.. The NRO relics on an informal. undocumented system 
where senior management groups periodically acltlrcss manpower 
ncct.l.i;. and request adjustments through the DNRO. 

(�) There were several areas in which we found the NRO 
overall hall adequate processes in place. but thcrr were some 
ina<lcquacics of note. These indudc the contract management 
process antl the military manpower management process. 

�) The contracts management system muintains overull 
adequate processes and mechanisms to monitor and manuge its 
contracts with the exception of: certifying funding_ documentation: 
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pa ment am.I invoicin rocc<lurcs y g p for rost reimbursement 
comracts: definition of Contmcting Oflin'r's Tcchnic�tl 
Representative rcsponsibilitici;: anti procr<lurcs for monicoring. 
some aspects of the operations am.I maintcnanrc comrnctor for the 
heat..lguarters fadlitics. ln audition. the f'..1RO <:urrcntly rnmcn<ls 
with three disparate comrac:ting systems and is <lcveloping u singlt' 
NRO Ac4uisition Manual. 

(f10'iji0) There are technically adequate processes to support 
military personnel and meet the nce<ls of th1,.' NRO. Like civilian 
personnel management. the NRO miljtary personnel managcn,L'nt 
system would benefit by establishing. or upuating mcmoranc.Ja of 
am-cement with the Sl"rviccs ro dearly idcntifv rok� antl 
responsibilities of the Military Service� - ant..l thi:- -�RO. Th� 
military personnel management system needs a pro.:css lO monicor 
the suppon provld�d by both '.'JRO anu thr parent Military Scr\'itc. 
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INTRODUCTION (U) 

BACKGROUND (U) 

CU) MISS101' 

(ti) Historica.1 
Background 

(U) Evolution of the
NRO

(U> The mission of the National Reconnaissanrc Offin' l�ROl 
is lo ensure the L"nited States has the technology and satellite 
reconnaissance sy�tcms ncctled to acquire superior intC'lligcncc in 
war and pcac.c. The NRO ai;(;omplishcs this mission through 
<lcvdopmcnt. a1:qui::iition. and operation of spaccbomL' dam 
colle ·tion systems. The NRO supports the monitoring of urms 
agreementli. indications and warning. anu 1hc planning and rnnuud 
of military operations. 

(Ul The NRO traces its origins to the late 1950s. Jn l95X. thC' 
National Security Council (NSC> issued 11 rncmorandun1 l.!ircccing 
the Department of Defense (DoD) to develop an operational 
reconnaissance satellilc to itugment the ctisting aircraft 
rccot:muissuncc program. In 1960. the U.S. successfully launc-hcd 
it!-. first imagery and i;ignals intelligence satellites. That same year 
the Reconnaissance Satellite Program was crC'atcll under the 
Secretary of Defense (SECDEF). 

tF9W9) The Rcconnuissancc Satellite Progntm became the 
NRO in 1961. A series of DoD and Central Jntclligcm;c Agency 
( Cf Al agreements between 1961 um.I 1965 further dcfltlcd the 
NRO. The ayrccmcnts inten<lc<l a consoli<latc<l program lo 
<lcvclop and operate satcnitc aml air vchick' projec.:ts for 
intelligence. groucsy and mapping. photography. anll l'k«.:-tronic 
siu:nal rnllcc.:cion. The Director of the NRO (DNRO) wus 
dcsigmLlCd the manager of the National Rcconnaissam:c Program 
(NRP). the sin�lc national program to meet consumer intelligence 
and operations support need." lhrough satellite reconnaissance. 
DoD Directive TS-5105.23. "NadonaJ Reconnaissance Office". 27 
March 1964. serves a� the DoD chartering- docum�nt aml 
<lcsignatcs the NRO as an opcntting agency within the DoD. 

. OS(' 

competitive prdt:lkcs led to examinations of the NRO business 
prnctil:es by both intcmal and c�tcmal groups. 

§Is�Ailil't :8 ¥:ilM»>l 'lM.lsilH'f r.E'¥1i1QI It
llamlk YrJ ll\'J-:M,-\�·TALE�T ta:ntou: <."on\rol ChunndsJ,>1n11, 



INTRODUCTION 

(U) STRUCTURE

2 

(U) In 1989. based on rccommcm.lations from the NRO­
chartcrc<l Geiger/Kelly Sru<ly. the DNRO. SECDEF. and DCI 
agreed to initiate an NRO reorganization. Key element: of the 
study incJu(.)ed: 

Creation of the National Rcconl11li!\s11Dce Review Boar<l to 
uuvisc the SECDEF. DCl and DNRO: 

Establishment of a Plans and Analysis Office: 

Creation of the Deputy Director for Military Support 
position: aml. 

Initiation of collocation activities for NRO elements. 

(U) In March 1992. the DCI fanned a panel led by Robcn
fluhrman co assess the NRO structure. management methodology. 
and ability to responu to Inte11igcncc Community needs. 1n mid-
1992 the DNRO, in coonlinution with the DCI. SECDEF. and the 
President, implemented key recommendations of the Fuhrman 
Panel. Changes included consoliliation of Air Force Program A, 
CIA Program B, and Navy Program C into t11c IMINT and SIG INT 
Directorates. 

(U) This report discusses historically significant infonnution in
the section on authorities and de]egacions. Additional information 
on the historical ucvclopmcnt an<l a bibliography of sources can be 
found in Appendix Band Appendix C. respect,vely. 

(U) The SECDEF. in concert with the DCI. i!; responsible for
the management and operation of the NRO. The SECDEF. with 
the concurrence of the DCI. appoints the DNRO. The DNRO is 
program manager for the NRP anu reports directly to the SECDEF. 

(U) The DCI responsibilities include the following:

(b)(3) 10 USC 424 

Approves. in concert with the SECDEF, the NRP budget: 

Provides security policy guidance for the NRP: and, 

Guides anu participates in the formulation of the NRP 
through the DNRO. 

(U) The NRO organization consists of three line directorates.
operational offices. and sevemJ supporting offices anti staffs 
operating under the direction and management of the DNRO. the 
Deputy Director of the NRO. arul th� Deputy Director for Military 
Support. 111e chart below illustrates the NRO organization 
structure. 

-'£CKE I �!I I .ftlHAN-1 ALEN 1 RE 1 HOLE 
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(U) INSPECTION 
GOAL 

(U) INSPECTION 
OBJECTIV� 

(U) INSPECTION
METHODOLOGY

JNTRODUCTIO.\' 

(U) The goal of the joint DoD·CIA inspection was lo
determine the efficiency and effectiveness of the processes and 
mechanisms used to manage and administer NRO resources .and 
internal managemertt and adm.inisuative programs. The scope of 
the inspection was an organizational management inspection of the 
NRO. Specifically, the inspection objectives were to: 

Evaluate the adequacy of the authorities and delegations of 
the NRO. the organizations providing suppon. i!lld the 
organizatjons providing oversight to facilimcc mission 
ace om plishmen t. 

Evaluate tbe adequacy of the processes and mechanisms 
used to identify mission requirements. and to plan and 
organize resources to meet those requiremencs: 

Evaluate the adequacy of the NRO internal adrrunjsrrarive 
and suppor1 programs: and. 

Evaluate the adequacy of the NRO internal mnnagemcnt 
oversight processes and mechanisms. 

�01'90) To achieve an jndependent. comprehensive. und 
objective assessment of the 1'1"RO. inspectors received briefings 
from the Deputy Director anc.l senior officials of c:ich functional 
area of the- organizarion on NRO structure. policies and 
procedures. and roles and responsibilities. Inspectors sent surveys 
to !000 NRO personnel on a wide range of issues with 
approximately 650 being returned. Numerous personnel requested 
interviews or made additional comments on the survey fonns. 
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Inspectors rn1lcc£cJ and reviewed documentation CO\'eting all 
function.ti ureas anJ rnmparcu the guiuing uirc(·ti\·cs 10 NRO 
policies an<l pro..:e1.h1rcl- as wrll a!; to wh,At lhcy i:ilW brtng llone_ 
Further. inspectors comJucted interviews at all levels of the 
organization to gain ttn appreciation for the perspective of the 
personnel. the tasks they perform. and chr guitlun1:c they use. 
Inspectors comparcJ interview results wich th� don,mcntc<l 
sources of policy and procedure. 

(F8ti.f8l Thi'i inspcdion wa!; initially int�nded to indudc 
ponion� on budget and financial managcmrnr. Bccausi:- the 
Conpcssionally mandated audit report of the forward funuing 
issue will Include the�e topics. we will not .td<.Jress them in this 
report. 
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GENERAL ASSESSJIENT 

GENERAL ASSESSMENT (U) 

(l') SYNOPSIS 

(U)SYSTEMS
DEVELOPMENT 
OVERSIGHT 

(ll} PRIMAR\' 
CHALLENGE 

(l') CHARTER 
AMBIGl'JTIES & 
IMPACT 

(C) Jf a single phrase 
'1l's thr mission that's imponam." 
could rapture the ethos of 1hc :-.."RO a,; we

fouml ic. it woull.l be: 
tribute 

1 It b a 
to the dcJkatjon anu skills ,of 1hc employees of rh1.' �RO 

chat they continue to forns on the development anJ 0pcr:11io11 of 
satellite reconnaissance sy.stcms t·ollccting data of nitical 
imponancc to the country's leadership while major changes in the 
nation's intclligcm:e priorities arc taking place. The NRO. no 
longer fill organization whose existence is classified. has 
maintained its mission. 

W@W8) Management oversight of :-;atcllitc devc1opmcnt itnd 
operations processes represent the strengths of the NRO. Th1.' 
.NRO management maintains �ontrol processes anti mechanisms 
<.lirectc<l at assuring collection systems arc <lcsigncJ aml built to 
meet intelligcnc:c requirements. These complex anti interrelated 
processes include ovcr�ight by senior management of systems 
<lesign. <locumcnmtion. schcdullng. conrracton,1 achievements. amt 
component interfm:es. 

{iQlIQ> The NRO's continued mission focus is admirable in 
lighc of i(s own ongoing rnmsition since 1992. from a fc<lerntion of 
geographically scpararctl. 

\ 
somc1imcs competing. progmm offices -

each with a <lislinct culture and way of doing businc-s::; • to an 
organization which has consoHdutcd programs. a more rnhcsive 
work force. anu u central hcadquancrs facility. 

WOMO) One challenge facing .NRO management ln a post cold 
war environment Involves balancing mi:.."ion fotus with reasonable 
attention to oversight of administrative and support functions. We 
found a hi.ck of appropriate management attention to these latter 
areas. As a result. the NRO is deficient in meeting stan<larJs 
cstablishe<l by the DoD. DCI. or their own NRO dircctivcli in: 
property accountJlhility: security policy gui<lancc: manpower 
management: NRO!IG inspection and nut.lit compliance: Equul 
Employmcnl Opportunity (EEO) compliance: an<l internal 
management control program implcmcntmion. 

( f(5C "' The tcum iucntificLI ambiuuitic� in the DoD aml DCI 
charter <locumcntation <lcfinin� the authoritic., or lhc '.\iRO io th<: 
arca.i of procu�ml'nt and ci�·ilian pcr),.011nd manug�mcnt. Wi: 
could not 4uantify adverse impact on the effectiveness of the- NRO 
in accomplishing its mission im the palil due to t.:hartc-r document 
inaJ\!4uadcs. Howei;cr. iJ new set of chanc-r documents thill 
dearly and completely Jcfincd current responsibilities. 
relationships. and authorities woulJ help resolve transitional 
problems antl promote continued cffcctiw and cffo.:it'nt mission 
accomplishment. 
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GENERAL ASSESSMENT 

(lT > \VORKFORCE 
ISSllES 

(ll) RELATION TO
NEW
0 RGANIZATIONS

l F8el@) Thl' NRO management maintains the goal of 
. 

achic-Yim� a coh('sivc. consolidated work force. Tor current 
personnel manag('mcnt strucmre inhibits cohesi\'cncss. and brin�� 
fonh employee opinions of unfairness in sulark!.. promotions. 
awaoos. ,.m<.J assignments. We 4ucstion whether the �"RO goal is 
attainable um.lcr rnrrcm SECDEF and DCI U!!rcements an<l 
directives whi<.:h tct1uirc Lhe �0 to � srnffcll frorn the CIA an<l 
DoD a,ccndcs. The ima.inmcnt of a con-.olidawt.L rnhesive \RO 
work fun:c woul<l be facilitme<l by a single tivilian ixrsonnd 
system. implcn1cntc<l over u pcrio<l of several years. This woulJ 
rct.1ufrc the DNRO to propose changes to the SECDEF anti DCI. 

(U) The designers of joint1y staffed DoD/Intrllig_cncc
organizations. such as the National Imagery am.1 Mapping Agency 
(NIMA) 'nccll to consider the positiYc and negative aspects of the 
NRO mollcl in llrafting th.cir chaner documents. We itlcntificll the 
NRO charter documents. relevant DoD. DCI. and NRO directives, 
and ex.prcssc<l our view of the resultant organizational procctlurt!s. 
especially those rcl11tcd to procurement authorities anll personnel 
man..1.gemcnt pmcticcs. Senior DoD and DCI management need to 
be fully aware of the impact on organizations such as ),JIMA if 
they adopt NRO-likc chaner <locumcnts in whole or in part. 
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AUTHORITIES .. � DELEGATIONS 

ISSUES, FINDINGS, AND RECOMMENDATIONS (U) 

(C) ln this section. we di�'<.·uss in detail the area.'- r('qumng
NRO management attention. We highlight superior work us well 
as deficient ureas. Our findings relate to four areas: Authorities 
and Dcll'l.'!ations. Resource M:.inaucmcnt. Functional Mamtt!C'm�nt. 
,mu Internal Manaecmcm Controls. We: makc rcmmn11.!11tlations 
whil'h supply one aJccmativc m correct deficient areas: al1cmativc 
solutions may appropriately rnrrcct the situations. 

AUTHORITIES AND DELEGATIONS (U) 

(U I BACKGROl'ND (U> Authority for the NRO originally came from u September 
1961 letter to the DC I from the Deputy Secretary of Dcfcn sc 
(DEPSECDEF) confirming his agreement with the Acting 
Director. CIA. to establish the NRO as a joint activity of the DoD 
and CIA. A series of agreements between the DoD antl thL� DCJ 
over the next 4 years culminated in the l I August 1965. 
''Agreement for th� Reorganization of the l'\ationul 
Rt-connaissancc Pro2ram." which "cstablishlt'tll the :'\'RO a!. a 
separ.tte operating agency of the DoD ... jointly staffed.'' The 
SECDEF. with the concurrence of the DCI. appoilll!i the Dl\""RO: 
the DCI. with the concurrence of the SECDEF. select-. thr Deputy 
Director. The DNRO manages the NRO uml executes lhc NRP. In 
audition to the 1965 ak?rccment. DoD Directive TS-5!05.23. (S) 
National Reconnaissance Office. was issued in I %2 anti revised 
on 27 March 1964. The Directive established the �RO as an 
operating agency of the- DoD. mandatcc.1 the ·l"OntJuct of th� � 
through the use of ''strcamlincLI management proccllun'1'." and 
c�ernptcd NRP projects from ''normal staff review". Ncitht'r term 
is further defined. 

(l') Over the past 30 years. the management owrsight !-.tructurt' 
for the NRO has unllcrf!onc numerous chan�es due to Exccurivc 

· Orders. Presidential Dirccli\'CS. Nalionai- Sc�uritv Drdsion
Directives. and inpuL'i by the Prcsiucnt's Fo�ign ·1mclligencc
Advisory Board. us well a." the chartering of new boaru.·. review
groups. and oversight offices. Furthermore. fro111 1989-1992 the
NRO itself initiated several significant organizaiionul changes.
some of which arc still in progress: creation of the Deputy Director
for Military Support (DDMS) position anu the Plans un<l ,\naly'\b
Otfa.:e (P&A): consolidation of the three -.cparatc programs into a
functional ("INT") alignment: declassification of the "fact of' the
NRO: and collocation of mo!;t clemcms of the NRO. A more
detailed discussion of the evolution of the NRO's authorities untl
its oversight structure is founu · n Appcnub.. 8.

ffi'a�e) Wc noted that functional areas t'ollo,, variou� ponions
of DoD and CJA !>tamtory and regulatory authorities. polick's. aml
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AUTHORITIES & DELEGATIONS 

procedures. Brirfrrs un<l those we intcn•icwed untl it difficult to fo
clcurly state \Vhat authorities the f\.'RO opc alc-<l under(  or why chcy 
followed either DCI or DoD stawcorv and rcculaton· authorities or 
particular DCI or DoD polkie: anJ proc�du�s. ·Reflecting chi:,. 
<lifficuhy in idcmirying specific authorities p

y of Defense (lnrellig.cnc� & 
Security) 

an<l �s onsibilitics. the 
Acting Deputy Assistnnt Secretar

raised several �anagcmcnt Inspection Items for our 
assessment: the NRO's compliance with existing DoD din.'L'tivcs 
and regulations: the ambiguity of the oversight and Ci?porting 
relationship: and the i..lifforcntiation between SECDEF an<l DCI 
policies wilh rcgartl to the NRO. 

(F8�8) ISSUE: The authorities and delegations for the NRO, the organizations 
providing support. and the organizations pr0\1iding oversight do not efficiently and 
effectively facilitate mission accomplishment. 

(ll) GENER.\L
ASSESSMENT

�FQlis!Q) Both of the charter tlocumcnts. the 1965 SECDEF· 
DCI Memorandum of Agreement (MOA) an<l lhc 1964 DoD 
Directive <DoDD ). are now more lhan 30 years ol<l. The mi.�sion 
of the NRO--taking satellite systems from ,mdlc lo grave using 
strcamlinctl managcmcnt-�remains unchanged. bm the 
environment in which the NRO opcrJtC's tot.lay is far <liffcrcnt than 
the "worl<l" of its orit?inuJ tlcsiuners. The or!:!anizalion. 
management. ancJ funding of the Intelligence Community hus 
change<l. The Jntrlligence Community and 1he DoD have 
significamly revised their methods of progr:.imming. and budgeting. 
The NRO i� becoming a consoli<late<l. unitary organization rather 
than a hc(l<lquartcrs directing three separate components with their 
own supponing infrastructure. 

{F8t:T8) F1NDINC: The NRO charter documents are outdated, amblguous, and 
incomplete. 

(l"tCHARTER 
WEAK.'iESSES 

(FQMQ � The charter <locumento, ..ire written in such \'ague and 
general t�rms that tht NRO\ responsibilities. its relationships \\'itl1 
those providing ovcrsighl and support. and its atlministra1ivc­
uuthoritics are subject to \'aried in1crpreta1ions. After 30 years of 
change. the documents contain obsolete or ambiguous provisions 
that conflict w11h other aulhorities an<l arc inconsistrnr \\'ith current 
polidc$ an<l procctlures. The dOl:uments art' aJ.-,o incomplcrc. The 
1965 MOA rnnstitutc� the only existin DC'I gui<lanee related to 
the NRO. 

g 
There is no DCI Directive !DCIDl or CIA Hea<lquurters 

Regulation comparublc to the DoDD that a<ldresscs the NRO': 
statu:-. anti rcsponsjbilirics within rhc lntelligcm:c Commtanity. its 
use of CIA authorities. or its relationship with the CIA. 
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(U) Roles and
Responsibilities

(ll} Chain or

Command 

AUTHORl11£S & DEL£GA T/0.\'S 

(F8tl0 l For those reasons. the charter Jocu mcnts <lo not 
clearly. l'omplctely. anJ accuratcJy Jcscrib� the �:\.isting 
rcsponslbllitics. relationships. anti authorities of the NRO and 
those providing the NRO with oversight or support. Torre arc five 
spcc-itic weak point� in the documents: SECDEF. DCL anJ D�'RO 
rcspom,lbilitics: the- DNRO's t:hain of comm.inJ: the :'\'RO', 
external ov('rsiuh1 structure: the NRO's ornaniiath.>na.l � swtu,: anJ 
I.he DNRO's at.lministrntive authorities. 

(¥8�0 > The- documents do not adc4uutcly llcfinl.' tile 
responsibilities of the SECDEF. oc;r or DNRO. 

The SECDEF and DCI rcsponi.lbilirics i;�dficd in the 
MOA arc no longer consistent with those currently dl'linctl 
bv 50 U.S.C. 403-3. 403-5. 403-6: Executive Ortlcr I D}3: 
and SECDEF-DCI procedural agrccmcnrs. For e:,.amplr. 
the SECDEF no longer ha-; "final power" to apprnvr thr 
NRP budget as the MOA states. anti the DCI has NRP 
reprogramming aulhoraty that is not atldrcsscd in the MOA. 

The PoDD makes no mention of I.he DO's responsibilities 
rc,utrdinu the NRP or the NRO. nor tloc� it mention the 
DNRO's� responsibilities 10 the lnrelligcncc Community 
outside of the DoD. 

The DoDD has never been revised to adJrnss the DNRO's 
responsibj)itics to clcv�lop and implement the Dcfcnsr 
Reconnaissance Support Progrnm (now the Defcnsl' Space 
Rcconnaissunl'C Program) as the DNRO was dirct �ti to do 
in u September 19�0 DEPSECDEF memorandum· �signing 
those rcsponsibilitil!s. The DN'RO llocs nor have 
responsibility for "air vehicle overtllght projen-.: 1 as the 
directive stutes: that responsibility wa." trnnsferrcll lO thc­
Dircctor. Defense Airborne Rcconnaissum;c Office. in 
November 1 �93. 

(JaQlslQJ The l'hltrtcr tlocumcnts Llo not a.t1cyu11tcly lI •finr the 
DNRO's chain of commanll. A Fcbruarv 199..J DNRO 
memorandum states that the DNRO repons dircttly co tiorh thL' 
SECDEF lln<l DCI. The MOA says the SECDEF will choose a 
Dt\RO who will report to him aml be rcsponsi\'c- 10 his 
instrnctions. bu1 il makes no mention of the DI\'RO reporting 10 the 
DCl. The DoDD is silent on U1c DNRO's chain of command. 
leaving the DNR0 1s precise relationship to the SECDEf.'--or the 
DCJ--undcar. 

(�) Bv contrast. the charter directive-. of I e other 
imclligcni.:c-rclatcLI Defense agcndes spccifkally detinl' thrfr 
<lircctor's chain of commam.l. The National SecuritY A!.!cncv 
(N'SA) and Defense lntc11igcn�c Agency {OJA) <lir\'Ctin·\--issuc<l a
few years prior to the NRO d�rcctivc--statc specifically chm their 
Llircctors report tlircctly to the SECDEF. The Ccntrnl Jmngcry 
Office (CIO) charter Llircctivc--issucu in 1993--gives ''ovrrull 
supervision" ·Of the CIO to the Assisrant Sccrciary of Dctrnsc 
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I 0 

(U) o�·ersight
Structure

(Commant..l. Comrol. Communkations and lntclligC'nCc} 
(ASDIC.:111): Lhat chuin of rnmmand follow;; JO LT.S.C. 19:!.(a). 
which says lhc SECDEF will a"sign "ovcr.tll .supcrv i�ion" of 
Defense aucndcs to an Office of the Sccr�'tan· of D.:-fenst.' lOSD> 
offkial otto thC' Chairmu.n o(u,e Joint Chiefs· of Staff. rx 'mptin� 
only DIA and J\iSA. The t,:hancr dirl'ctiws of all three- ag�nd:!-.-": 
NSA. DlA um.I CIO�-ulso contain provision!'- that 1.kfinL' thi:-ir 
<lirel:tor's relationship with lhe DCI. 

(M�e) The chancr dornmcnt'i t.lo not adequately definl' the 
relationships bc-twcc.n the NRO amt tile prc�cnt e�tcrnal ov1.:tsigtu 
structure. Oversight of the NRP and NRO aL'tivities by senior 
executive!\ of the DoD and Intelligence Communitv is an urea of 
uncertainty. Neither of the oversight mechanism� provic.kJ for In 
the chiuter <loeumcnts has existc<l for several years. 

(,fOt,O) The MOA cstublishcd an NRP Excrntivc Commitlrc-­
thc DEPSECDEF. DCJ. aml S�cial Assistant to the President for 
Science anc.1 Tcchnology-"to gultlc and participate in the 
fonnulation of the NRP through the DNR0. 11 However. that 
commiuec was eliminated by Executive On.fer 11905 in 1976. No 
comparable mechanism has ever rcplat.:c<l the NRP Executive 
Committee. all.hough President Reagan t.Jid tlircct in u 19�5 
mcmorJndum thnt the SECDEF. DCI. and his Assistant for 
National Sccuri1y Affairs llpericxlkally review the program. 
priorities and resources of the NRO. ' 1 

(fQI IQ) Thl' Do DD originally <lircctc<l 1hat the D�RO. "Keep 
the DircelOr of Defense Research um.I Ene.inccring anti the 
Assistant Secretary of Defense { Comptroller) pcrsonall�· int'orlllc<l 
on a regular ba.i;is .... " That provision was replm.:c<l in an October 
1979 SECDEF in tcrim change mcmoranuum which esrnblishe<l a 
three-member Defense Space Operations Committee a-. "rhe 
principal uJvisory body to the Set:rctary of Defense for the (S> 
NRP," The chungc wa.'i never forma.Ily miltlc to the DoDD. anu thl' 
1.:htmgc mcmorwu.lum wus cuntcllo<l by DoDD .3SOO. l. Dcfcn"iC 
Spate Cmmdl (DSC). in December l 9XK. That uirct'tivc 
cstablishc<l the Defense Spate Council. which rcplaectl lhl' 
Defense Spurc Op0rations Committee. The Defense Spm.:r 
Council. a large coonJinating cmi�y for all DoD sput:e ma1trrs. is 
now moribund. 

(�) While the ovcr.;ight mechani'>ms in the- 1.:haner 
<locurncnts have uisappcarc<l. the SECDEF and DCI have treated 
srvcr...il others that presently provide .1;ome fom1 of O\'l�rsight over 
the NRP anti NRO ilt:tivities. Tho� mrchW1isms i111:luuc the 
NmionaJ Reconnaissam:c R�view Boan.I. thc- lntelli!.!em:e Pro.tm1.m 
Rcviev .. · Group. the Joint Space Management Boartl. - lh� 
lntclligcnc� Community Exerutivc Committee. and the Expandct.l 
Defense Rcsoun:cs Board. The relationship or lhc NRO with those 
ovcrs.ighL mcchunhm!. is not dcfinc<l by the chancr dm:umcnts. 

I FQUQ) Day-to-Llay oversight of lhc NRO by the OSD staff is 
another area of unccminty. The DoDD �rnrcs that NRO 1 'projccts 

· ..



(U) Organizational
Status

(U) Administrative
Authorities

AUTHORITIES & DELEGATIONS 

will not be subject to normal Depan:mcnt of Defense stuff review.'' 
That provision conflicts with the Under Secretary of Defense 
(USD) (Comptroller) aml the ASD(C3D charter tlircctivcs. The 
Comptroller directive authorizes the Comptroller to 11proviuc tiscal 
managcmelit for ... nation..il reconnaiss;;ince activities .... 11 while 
the ASD(C3J) <lircctive authorizes the ASD(C31) to cxcrdse 
f\lirc<.:tion. authority and cont.rel'' over the NRO's Dcfcns� Support 
Program Office and '1.staff su rvision" over "the Air Force and pe
Navy Special lntclllgencc Progmms." an unclassified rcfercm:L' to 
what were then the two scparam DoD component!. of the NRO. 
The exception from normal staff review also contlil.:ts with a 
March 1995 DEPSECDEF memor�dum that makes the newly 
created Deputy Undersecretary of Defense for Spac.:r 
(DUSDISpac:cJ) responsible for oversight of space acq�1is1tion 
programs. 

(fiSt!JiS) In addition. the exception from normal staff review in 
the DoDD is not consistent with recent SECDEF and DCl 
decisions on the NRO. In October 1995. they told Congress that 
they intended to put increased emphasis on joint oversight of the 
NRO. croating a program analysis and evaluation capability in the 
Community Management Staff and a functional review capability 
in the DoD. Program Budget Decision Number 701 in November 
1995 put NRO funding under the review of the DUSD(Spncc). 
The NRO was also directed to participate in the USD(Comptroller) 
Piscal Year 1997 budgetary review process in the same m:.i.nncr ru; 
other intelligence-related Defense ugcndes. Those actions indicat� 
that the NRP andNRO activities may now be sub ect to the normal 
DoD staff review. 

j

�01!,0) The charter documents <lo not adequately define the 
organizational status of the NRO. making it difficult to Jcterminc 
the' NRO's relationships with or anizations that roviJc either 
oversight or support. 

g p
The MOA states that the NRO will be 

"jointly staJfcd ... from the C)A. the three military t.Jcpartmcnto; 
and other Government agencies." Elsewhere. the MOA implies 
that the- NRO will have separate CIA ant.J DoD <.:omponcnts and 
use the authorities of the CIA anu DoD. but <lacs not dearlv 
describe the nature of the NRO organization or thr miumcr in
which the dual authorities will be used. There is no DCJD or CIA 
Hcadquancrs Regulation on the NRO that amplifies the MOA. 

(F81!8) The DoDD treats the NRO strictly a� 11 Defense 
agency. It makes no mention of joint staffing of the NRO and docs 
not acknowlc<.l.gc any authority for the NRO to use CIA policies 
and procedures in lieu of DoD directives. 

(FQWQ) The DoDD docs not at!cquatcly define the DNRO's 
administrative uuthoritics. There arc no Llclcgarions of 
administrative authorities a� such in the DoDD. which snues only 
that the DNRO is 11specifica.lly delegated the authority to: I. 
organize. staff an<l supervise the (S) National Rcconn.tissancc 
Office. 2.. Establish. manage and conduct the (TS l National 
Rcconnaissoncc 11 Although the DNRO may legallyProgram .... 
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(U) IMPACT OF 
CHARTER 

WEAl\.�ESSES 

l1 

(U) Effects On the
NRO

infer aJminlstrali\'e authorities similar ro tho'ie !!ivcn to mhL'r 
Defense �gcn,y Jircctors from that pro,·ision. thl' DoDD i.iDL''- not 
follow the precc<ll!nl of othrr Dcfc-nsL� agcnl'). 1.:hancr JirectiVL',. 
While the DNRO's delegations ate implkit. tht.' t'h�rer Jirl'cth·e� 
of other Defcn�e agencies give the {Jircctor c>:pliril <lclt'gations of 
administrative authorities. The result is ambiguity for the KRO 
um.I the organization� providing. oversight or support. Neither c,m 
be certain of 1hc nannc und ex.tent of the DNRO's administrative 
authorities. leaving chem open ro imcrprctution or uisputc, For 
example. the Director. Human Resources Management Group 
(HRMG). told us the DNRO docs not have 1 'appoimmcnt" 
umhority for civilian personnel. while the NRO Office of General 
Counsel indicated chc DNRO did hnvc such authoritv. 
Funhcrmorc. the ClA Office of Gcnern.l Counsel inJii.:atcJ bci.:,lu�r 
the :-.mo docs nm actually administer personnel. and ha\ drnscn 
nm to hire a permanent cadre which would require it to do !\O. the 
'.'ffiO has no legal need to cxcrdsc uny personnel authority. 

(fl@t1@) The weaknesses in the charter documents cpumcrateti 
ubo e affc1.:t the NRO and the organizations providing ovrrsigh1 or 
support in different ways. From the NRO perspective. many of the 
weaknesses in the charter Llocumcnts arc actually strcnrrt11x. Their 
umbiguity increases the NR01s tlc>:ibility and enhances it-: fn.��dom 
of action. The contlicting aud inconsi�tcnt provisions �rmlt the 
NRO to maintain distance from what it 1.:onsiJcrs ' 10ffice of the 
Secretary of Defense staff bureaucracy."' Most imponant for th� 
NRO. the charter docurnenl!i. despite their obsolcse�ncc. still 
i;upport the NRO's ''core values:" strcamlincLI manag:l!ment 
procedures and management of systems from cnu.l.lc to grave. 
However. the NRO uses the generality of th.c uocumcnt� a!> 
justifo:ation for exercising extensive authority. not specified in any 
pankular document or delegation. 

�0l!J0) Although tJ1c lls1 of weaknesses in the l'lmner 
documents i.� long, the NRO has ai.:complishcc.J its mis:,;fon uncJer 
the uo�umcnts. We could not quantify any mission shortfalls 
directly attributable to the weaknesses noted above. In fhL' past. 
the NRO has operated largely in isol.ation from the rc-."it of the 
Defense .mu lmclligencc communities. Now. it is moving. doscr 
to the mainstream of both communities. The NRO is rakin� u more 
prom:th'l s1ancc in educating and meeting the needs �)f DoD 
customer�. We arc con1.:cmc<l. hO\.,..cVCr. lhu.1 lhc 1.:hartcr 
weaknesses will have an u<lvNsc impact on rnb,,ion 
accomplisbmcnt in the future. 

(trl The level or· extcrrutl oversight is lnl:Tt'ilslng rapidly. Three 
OSD �taff offkcs--USD(Comptrollcr>. DASDl Int<:'1ligcnn• & 
Sc1.:urity). anti DUSD(Spacc}--now have oversight rcspo111sihilitics 
for the NRP nnu variom; aspc1.:ts of NRO activities. The OSD staff 
and Community Management Staff are planning new program 
evaluation capabilitles. Congress in.�is.ts on ex.panucu exci.:utivc 
and congrcssionul oversight of the NRP. The effort to integrate 
military and iotclligcnc.:e !ipacc activitic.s will impose new limits on 
the NRO's tlcx.ibility and freedom of action. 
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(U) The present charter dm:umcnts leave the NRO vulncrabk.
Actions to move lhc NRO doscr to the mainstream. coultl affect 
th� NRO's cor� valu�s. We condu<lN.l nc"'· chan�r Jocumcnh 
would preserve 1hr ''1.:orc values" and limit the burdl'.'ns of 
additional oversight. 

(POMO) We a.re also concerned the growing gap betw�cn the 
oruanization for which the charter uocumenrs were dcsi!.mc<l anu 
the ort?anization which exists todav will evemuallv �have an 
adverse imparl on the f\."RO's mission accomplishmcnl. The 
charter tlocumcnui were designed for a covert organization with a 
small 11joint' 1 staff and three separate components. each with its 
own infra�tructurc. policies. and procedures. Todny. the NRO is 
an o-.·rrt organization with 1..1 unitary i:tructurc struggling tL' m1..•rgr 
the three separate infrJstrucmrcs of the past into a singk syst�m. 
As a CIA Dircctonitr of Science anti Tcchnolol!v offkial told us. 
"The NRO is cuught on its wuy to being something 11.lifthcnt).'' 
Our findings in areas such as contract and civilian personnel 
management. manpower requirement,; determination am.J equal 
employment opporruniry-lliscusscd later In this repon--illu.<aratc 
the uifficultics being cncounrcred in the transition process. A new 
set of charter documents that clearly an<l completely <lctinell 
current responsibilities, relationships. and authorities would help 
resolve transitional problem� and promote continued effective and 
efficient mission accomplishment. 

(F8t18) Our interviews with senior officials in organizations 
providing. oversight or suppon to the NRO it1<lkatc that the chancr 
weaknesses arc adversely affecting their relation:hip with the NRO 
and hampering their mission accomplishment. The Acting 
OASD(lntclllgcncc & Sccurlty)' and DllSD(Spacc) believe tha, 
their charter documents gjvc lhem ovcn.ight responsibility for thl' 
NRO. Offidals jn both oftkes cited several examples of thl'.' 
NRO's Jack of responsiveness. or rcsistam:c. to what they regarded 
as legitimate oversight efforts. The Acting DASDOntrllig.cncc & 
Security I and the DUSD(Spacc ). as well as Community 
Manaucmcnt Stuff am.J Pircccoratc of Sdcntc and Tcchnolm?.v 
oftkia!s. cx.prcs!.cd the need for some level of cx.tcma1 oversight of
the NRP and NRO activities. 

(}iQJIO) The Acting: DASD(lmclligcncc & Security). 
DUSD(Spuec), Executive Director for lnteUigcnl'c C()mmunity 
Affa1rs anti Directorate of Scicm:r and Tct:hnoloev officitlls 
:tdvocutcLI a new set of charter documents for the :'\RO to darit\' 
responsibili1ics. relationship!-., anti authorities_ As OnL' scnil>r 
offici,11 s{atcd. there is u need 10 institutionalize the m;cnt changes 
in the NROs ovcrsighl structure. At the snme Lime. all r,-prcs:,.ed 
com.:cm that ·the 11unl4uc capabilities" of the organiz,Hion be 
preserved. A new �ct of charter documents would furilitatc 
mission accomplishment by the organization� proviuing (l\'crs\ghl 
or support to the �'"RO. as well as by the NRO itself. 
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AUTHORITIES & DELEGATIONS 

(POFOl REC0�1ME:--;DAT101' l �DRAFT): fThe D�'"RO <lra t antl submit lo the SECDEF anu
thr DCI a new MOA lha! will !icrvc as thr term'- of reference for a rrvisct.l DoDD and a new 

ODCID to rhartcr tht �RO. The �I A shoultl u.<l<lrcss:

- The <livision of rcsponsibilitic!, bccw h Cccn t e SECOEF and D I for thr KRP anu �'RO
acti vi tics:

- The nature of thL' DoD am.I CIA contributions to the t\'RO anti the use of each agen�y·s
authorities by 1hc NRO:

- The DNRO's chain of command and the Jcgrce of external oversight that the N'RO
will be subject to:

- The applicability of DoD am.I CIA policies anti procedures to the NRO: and

- The need for a single civiliun personnel system in the NRO. implemented over a
period of several years.

( � J DNRO COMMENTS: 

(fiii€J+,/,91 Management cnncurs. The NRO w;Jf draft a new MOA for SECDEF and DCJ 
.�i1:11arures. and a DC/ Direcrfre. respectil't!ly. Gfren tire numerh11s wm:sofretl leKislarfrt• 
packa,1!.es am/ other lmelli,r<em:e Comnumity reform initiarfres. a logical rime co be.ciin the 
draf1i11R prac:ess is Jamwry /997

• Tar,c:er completion date is Sepremlier /t.)97. 

(�I COJ/MENTS OF THE DIRECTOR. ADMINISTRATION AND MANAGEMENT. 
OFFICE OF THE SECRETARY OF DEFENSE (DA&M(OSD)J: 

(�) Concur. wirlz the rccommendutio,1 thlJl Recommendation J he revised to uc:commodlllt.1 
t/rt!..ft1llowi11,: commC'tlfs. 
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- The NRO w,,s and remains eswhlls/wcl as " sepc,rate 01u•re1tln.� aRe1,c_v H'ithin th<'
De1wm1u•nr t{/' Defense. Accordi111:£v, �i,·en the provisions <i Jo U.S.C., there is 1w 
amhiRuity ,,bout the fact t/iut the Dire,·tor NRO carries ('1U his minion under tlu .. • 
0111/wrin·. ,hrec:tioll. and cnmrol of rlw Seactarv of Defense ( SEC DEF). Hnll'e\'er. tlw 
Direct<,;. /VRO ul.H1 is suhjeo w iht.• 110/ide.r wrd priorities ri the Direcrnr nf Cenrral 
Jmc/ligence (DCI) in mauers inw>fri11.r.: national for,•(r.:11 i111dli.�e11r.Y..·. This 
.fi,ml,mremal ,IM.�im, nf r.e:,pnnxibi/itics ht•tween the SEC DEF mu/ r/Jc DC/ is based 011 
sw.ruwry 1111d Execurfre Ortl(•r awhoriri£,s. t111d is 11nr mhject to mod{fication throu.r:h 
uny MOA us su,:gestecl i11 R£'commemlutin11 I. Accordingly. the• mf! nf sm:Jz c:mrL'c.'fJJ.\· 
us ''duLli drains of command." "joi111 twletn•nr, 11 nr "joint mies." m th<.'y arl' disc:mst·d 
in your n·port tJfl.' misleadin,f!, and they are 11or appmpriw(: .mbjectJ for 11t.�oriaric111 or 
i11clusio11 in a MOA. MOAs would he• upprhpriate fnr deruils of in111lc1111<!11tatlt>11, sird1 
as :m1ffin.r.:. {1roc:edural mauers. supporr m'ran.i:£·m�hts. exc:eprirms to policy. ere:. 

- The• DoD Charter Direc:ti\o(! i.,· hasetl only .on rele�·w1t (•:cisting stwwe.\' ullll
E . ..:ecuti,•e Orders wul wolfld 1w1 f/(ltmally cmzwh, time: scrtsirin! implementurio11 
details. AcctJrdingly. rhe MOA is not a prerequisite for de\'elapin,: the re\·isi!d DoD 
Charter Direc:ril'e. 

' 
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AUTHORITIES & DEL EGA T/0.\'S 

- The implicatitm rhat" DC/ Direcril•e is mxc-.fsary to charter the NRO is i1rn>rrcct.
The DoD Charter Directil'<' num /,e the estahli,\'/ii11g doc1m1n1t (f thl' NRO t.w11i11ul!.1' 

as ,1 DoD agency. A DC/ Directi�·t.1 • for t>rm·it!iJIR 
re/e1w11 1wrim1C1I foreiw1 in1elli1,:ehcl' 1>r>/ic.:v, program. L111d prioriri-.:aticm g11idd111c<' for 
the Din1<.Wr NRO. 

/rowerer, 1rm1/c/ he µ u.\'t.'ful de1•ic(! 

- Tiu• re,111in•nw111 for o :n!pararc c:frilian 11er.wmu:I sysrem for the ,\'RO would f>t·
linked tn SECDEFIDC/ a�recment.f 011 staffin,:. This suhjc<.·t was a major i.u11r in the· 
Depanment's ret'enr experience with the NJMA legislarh't pm·ka!fl', ,m,1 .l"houlcl 
provide si,:nfficam imi�hrs for determining alter11arives for rhe NRO case. 

- While the Direcror NRO must he a major l'layer 111 tlw ,levelopme11t of any MOA
im·ofri11.� rhe NRO. 1he imn1ecliatc staffs of the two principals ( S6CDEF1DCI I must 
ha\·e primary respo11sibi/ir.r for their pr,•pararfrm. The extent of the Director .\'RO'.s
lnw,frentt'n1 in tlit.· prepuratio11 of a DC/ Directiw: i.s a mutterfi,r the DC! to cleddt·. 

(F9W9J COMMENTS OF THE DEPUTY UNDERSECRETARY OF DEFENSE FOR SPACE: 

(P8t:J8, Concur wilh the report findings and recommendatium. 

(�J COMMENTS OF mE ASSISTANT SECRETARY OF DEFENSE (CO.\JMAND. 
CONTROL. COMMUNICATIONS AND INTELLIGENCE): 

(?1'b'�) Cohcur with rhe comments of DA&M( OSD ). 

(Jii81::}8> EVALUATION OF MANGEMENT COMMEl\'TS.-

(�J We conc:ur 1ritl, DNRO's proposed cKtimu. We believe Thl!S<' tJc:timrs should 
he tarJ!/.:tedfor comt>lerioil hy I June /Vt.J7 vice rite proposed dare of September Jt.JV7. 

(Jit#Hi) W� c:onrnr with the comnwll/.r pml'iilcd by th£' DA&M(OSD J m1t/ ha�·t· 
rC\'ised Rccommemlation I an:ar<N11.�ly us .foll<1w.\·: 

tF9tJQ) RECOMMENDATJON I (REVJSED): The DNRO draft and submit to the 
SECDEF and the DCI a new MOA that will serve as the terms of reference for a revised 
DoDD to charter the NRO and a new ocm. The draft MOA to be completed no later 
than 1 June 1997. The MOA should address: 

- Clarification of responsibilities bet"'een the SECDEF and DCI for the 1'iRP and
NRO activities;

- The nalure of the DoD and CIA �ontributions lo the NRO and the use of each
agency's authorities by the NRO;

- The DNRO's chain of command and the degree of external oversight that the
NRO will be subject to:

8.l!i@RS,f BYlsFtl/tPJ 'fAl!.l!tJy lit!Yll81sB 15 
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AUTHORITIES & DELEGATIONS 

- The applicobility of DoD and CIA policies and procedures to the �RO: and

- The need for a single ch·iliuo personnel system in the �RO, implemented over a
period of se,·eral years.

(f81!.18) RECO:vfMENDATIOl',; 2 <DRAFT>: The Director of AJministralion anJ Management. 
Oftkc of the Secretary of Defense. rcvi�c DoDD TS-5105.23. bused on the approved MOA. unu 
revise- the charter directives of OSD oversight offices as nec.:cssary to agree with it. The rl?'Yiscd 
DoDD should: 

- Delineate the division of responsibilities between the SECDEF and DCI regarding the
NRO and NRP:

- Describe the char..ictcristici. of the joint endeavor between the DoD un<.J OA:

- Clcudy define the DNR01s cha.in of command and the relationship between NRO anJ
the organizations in the OSD having oversight responsibility for the NRO:

- Specify. and differentiate between. the rcsponsibiJitics of the DNRO as the DNRO :mJ
as lhc Program Manager of the NRP am.J the Defense Space Reconnaissance Pn.)gram:

- InduJe a Jclcgation of administrative authorities similar lo tht' dt'lcgations given to
other Defense ugcncies: amJ

AJtlrcss th� applicability of DoD i.JirC'Cd\'t's. inscructfons und other issuance,;; to thL'
NRO. stating that the NRO muse comply with all DoD directives or that t\"RO will
comply wirh only selected DoD dircctiV�!.. If the lmtcr. indudc a process to identify
which DoD directives apply to the NRO and which <lo not.

f�)DNROCOMMENTS: 

( �) DNRO tm1cws. Director of Admi11istl'lltio11 wul ManagcJf/U!III. O.fjicl' rl Secrewry tf 
D<:fcnse, is rasket! ro tc>1 i/.1·'-' appropriau Dr1D directl\•es based 011 the 11£'W MOA. NRO ll'ill 
p;-m·idl! inputs as m•etl£1d. Tt1rger complf!tion dare i.v I 5£'prem{,er 1997. 

t�I COMMENTS OF mE DIRECTOR. ADMINISTRATION AND MAVAGE.\tfENT. 
OFFICE OF THE SECRETARY OF DEFENSE: 

(�J Cm1c:11r. TIit• rel'ised DoD Charier Din•ctfre u·ould be pret1"rrd hy my <!flkc. 1111r.'it1t1llf 
M rt'JfWJlsibilitie!i u11d .timc:rions auignecl m rlw Din'c:tor cl Admi11isrrur;n11 a1Ul Ma11ugi·me111 /1y 

rhe Sccre1ar,\' <�f Defense. cmd in cnortlinario11 with rnv,i:am DoD l>J}kials und rht• DC/. Tlrt' 
Directfr,• u·m,ld de,irly stare tire NRO's mission. 1·cspnnsibilities . .timcrions. nlationshi11s. 
amlwririe.v. und w,y ddcguted atlmillism.1riri• umlmriri,:s, hasetl 011 rdt·vw,t existi11.r: SIMWl:.'i ,.md 
£.,·ccmfre OrdNs. am/ DnD or.�ani:::iJrimwl and nui,w.�eme111 imperurNe. 

( �J Should the Secretary nf De/ens£' ('Olt,�id,·r ir appropriate M desi�nare the NRO t1s cl 
ComhaJ Support Agency p11rstamt w Section fl:;3. JO U.S.C.. as 1,•a.\' pl'(>JW.Yt!tl f<>r the Nl/vfA. th£111 
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AUTHORITIES'" DELEGAT/0.\'S 

th<> Cl1e1irmu11 nf the Joim Chhfs of Stuff u·mdd lw\•e a statutory Ol'crsii1:d11 role JJl!rtui11i11.i: ,,, rlu· 
,\'RO's f.(JcUlinesJ" ro mpporr ,he operarimlLII fo"·es. 

,re,tie,) EVALUATION OF DNRO AND DA&M(OSDJ COMMENTS: 

( !¥Jt:J(:J) W c consider rhe proposed Ul'tirms of tire DN RO to bf re.i;p,ms fr,, ro the 
Rec:, muu c111<Jt1 tion. 

(�> Wt' crmcur with rhe commen/.f <if tltc DA&.M(OSD) 011 this Recomme1ulmit111 u1ul ,111

Rt!i..·omnu.•11clmio11 l mu/ r,•vi.\·e Reconm1e11<illrio11 2 accordin.�ly us follows: 

(tJ8tf8 > RECOMMEND A TIO� 2 (REVISED)! The Director of Administration and 
Management1 Office of the Secretary of Defense,. revise DoDD TS-5 IOS.23 and re\'ise the 
charter directives of OSD oversight offices as nece�ry. Target date for completion is J 
September 1997. The revised DoDDs should: 

- Clarify the responsibilities between the SECDEF and DCI regarding thl.! NRO
and NRP;

• Describe the relationships and authorities of the DoD and CIA regarding the
NRO;

- Clearly define the D!\'RO's chain of c:ommand and the relationship between NRO
and the organizations in the OSD having oversi�ht responsibility for thl.! �RO:

- Specify. and differentiate between� the responsibilities of the DNRO as the DNRO
and as the Program Manager or the NRP and the Defense Space Reconnaissanc:e
Program:

- Include a delegation of administrative authol"ities similar to the delegations given
to other Defense agendes; and

- Address the applicability of DoD directiYes, instructions and other issuances to
the NRO, stating that the NRO must comply with all DoD directives or that NRO
will comply wilh only selected DoD directives. If the latter, include a process to
identif)· which DoD directi\'es opply to the NRO ond which do not.

(FQ\'Q) RECOMME:'\DATIO� 3 (DRAFT): Base<l on the approvc<l MOA. the Dt-;RO <.Iran 
un<l submir to the DC) u DCID on the 1':RO to parallel the revised DoDD. The llraft DCJD 
shoulll: 

- Delineate the division of rcspons1bilitics between the SECDEF and DCJ rrgu.n.ling the
NRO amJ NRP ant.I the DNRO'� relationship to both officials:

- Describe the characteristics of the jojm Crldcavor between the DoD an<l CIA,

17 



AUTHORITIES & DELEGATIONS 

- Discuss the DNRO's responsibilities us the Program Manager of the NRP anc.1 the
rclationshjp between the NRO and the Community Management Staff an<l 1ton-DoD
Intelligence Community members: llll<l

- Define the CJA's responsibilities regarding the provision of manpower. sccttrity polic.:y 
guidance. personnel management financial management. and other infrastructure 
support co the NRO. 

(,FlffJW@) Mana.c:emenrconcurs. NRO will draft a DC/ Directive on the NRO. 

(�) COMMENTS OF THE DIRECTOR. ADMJNJSTRAT/ON AND MANAGEMENT. 
OFFICE OF THE SECRETARY OF DEFENSE: 

(?8b\51) The inrenr of this recommendation is not clear. As we noted earlier, a dual charter 
concept has no le�itimacy. The role of rhe DoD Charter D;recrive i.v to establish rlw NRO as a 
DoD agency. TIie role for a DC! Directive i� to provide appropriate natimzal foreign 
imelli�encl! polity. pro�ram. and prior;rJzarion guidance for the Director NRO. Both are 
essential. bur (l1eir purposes must be clearly understood and remain mutual(v exclusive. 

(�) EVALUATJON OF !JNRO AND DA&M(OSDJ COMMENTS: 

(S61�@) We consider rhe proposed actions of rlze DNRO to be responsfre ro the 
Recmnmemlation. 

(P@U@J We concur with Jhe commem.1· of the DA&M(OSD) wul revise Recomme,ufotio11 3 
accordln�ly as follows: 

(P6U&) RECOMMENDATION 3 (REVISED): The DNRO draft and submit to the DCI a 
DCID on the NRO to parallel the revised DoDD. The draft DCID to be completed no later 
thnn 1 September 1997. The draft DCID should: 

- Clarify the responsibililies between the SECDEF and DCI regaTding the NRO
and NRP and the DNRO's relationship to both officials;

- Describe the relationship and authorities between the DoD and CIA regarding
theNRO;

- Discuss the DNRO's responsibilities as the Program Manager of the NRP and the
relationship between the- NRO and the Community Management Staff and non­
DoD Intelligence Community members; and
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(ll) NRO
CONTRACTING
MASAGEMENT

AUTHORITIES & DELEGATIO.\'S 

We found no inuication that the DNRO cxcn.:isc,tl has 
contraccing authority from the SECDEF · us a Defense agency 
director. 

(P8ti()) FINDING: The current and planned NRO contract�ng management systems 
include procedures which conflict with the legal constraints ofthe CIA Act of 1949. 
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AUTHORITIES & DELEGATIONS 

(U) LIMITS ON
DELEGATION OF CIA
CONTRACTING
AU':fHORITY

(U) COMPARISON OF
CIA AND DOD
AUTHORITIES

("Me) The NRO could achieve an efficient and effective 
unit· contractine s stem basc<l only on one set of authorities. 

20 S:E!@Ml'wBYEP.IAN 'fAL�NT lffl\'lt8L;E 



AUTHORITIES & DELEGATIONS 

(hH:ll Iii I ISC -f:!-1 

h)(J) 11) I 'Sl' -12-1 

of those DoD authoritiel> had impcc..Jc<l th(' NRO's use of 
strcamllnc<l management or sJowc<l uc4uisition of a u�sir�<l 
capability. 

The tlcvla1ions of itnponancc to 
the RO are all rclate<l to thr full an<l open rompctHion 
requirements of 41 U.S.C. 253. Similar authority for Jc:viations 
from 41 U.S.C'. 253 is given to DoD in 10 U.S.C. �JO-l<l')(6). 
which limiL'i t:ompctition when disr.:losutr or nerd-; wouhJ 
compromise national security. 
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AUTHORITIES & DELECATIOi\'S 

r � J D,\'RO CO,\JMENTS: 

(�J EVALUATION OF DNRO COMMENTS: 

( rt!!Jllt!!J > Sine<' tht: NRO was estahlisiit!d a,\' <• D<fense ARt'ncy. we requested a,1 o.nc:ssmem of rlu· 
delt!,f!llfio11 ,�f' DCJ cmur<Jc.'J/n,e, autJinriJ.v m perJionnel worki11� al the NRO hy !he DoD Offil'l! of 
Gemnll Cmmsd. The DoD Office of General Counsel wi/( provide a re.\'/1011.W! by I Ocroher 
1W6. at ll'liieh time the: Dt>DILG CJlld CIA/IC will as.1·ess rllt· DoDIOGC um/ C/AIOGC ,,ositfons 
aru/ detenrti11e �f tlu: issue fcquires f11rtlrer action. 
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MJSS/0,\' REQUIREME.\'TS 

(U l MISSION REQUIREMENTS DETERMINATION 

(F Obv) OVERALL ISSUE: The NRO has adequate processes in place lo determine and 
prioritize mission requirements. However, the NRO does not adequately assign 
responsibilities among its components for: coordinating requirements for new �atellite 
systems. and dealing with the near-tern, needs of primarily military users of operational 

roduct. p Moreover, �RO does not adequately coordinate with other DoO organizations
m supporting militaQ' commanders with NRO products. 

(U) Ft:TURE
SATELLITE
SYSTEMS

( U} Background 

Cf'flt'16) There is no simple way to dcst:ribe the- currcnc 
pr<><.'ICS!,iC!. whkh drive future reconnaissance satellite rapa'bilitics. 
That is Lhe c.:onscnsm; among senior NRO officials and oftkials 
from agcndci, which work. doscly with the NRO. Guh..lan�1.' to the 
NRO on future sutcllitc system needs results from an intcnictive, 
cvol-ving process involving many officials anti technical managers 
from throughout the imclligcm:c. defense. an<l polky communities. 
Typically, as the Plans and Analysis Office (P&A). one of th!! 
principal customer imcrfocc offices. bcc.:omcs aware of major 
concerns from military. incelli�cnce. or policy lead1..•rs about 
imelliucncc- collection needs. it becomes involved in an C').tcnsivc 
series -of discussions. task forces. study groups. etc .. over a period 
of years to help <lefinc what new capability is needed an<l projected 
rnsts. Other NRO directorates anu offic.:cs often contribut� to the 
prorcss. 

't'8") In th(' JmSt thcr(' wen� more cstablishctl means for th� 
Intelligence Community co provide the NRO with coon.limned and 
prioritized guiuam:c on future satellite rc1.:onnaissancc l.ystcm'i. 
Th<." SIOINT Overhead Requirements Subtommittc1..· of thc 
National SIGINT Committee hall provided NRO with 
requirements on overheat! SIGINT collection ne�<.ls for twenty 
eig.ht ycurs. and thr- CIO and its prc<lcc.:cssors provided guh.l:mt:c on 
IMI1'T collection ncc<ls for a wmparubk prrirn.l. These 
organizations continue to providc guidance: however. they are one 
•'voice'' among many. 

ff@�@) The NRO's efforts to cxpan<l amJ !'.trengthcn the 
support pro•,itlco to military customer!,, an<l ui.er-. through new 
reconnaissance satellite capabilitie-s is in it!\ initial stage:.. These 
efforts have already prodm.:cd positive results. (l'\ote: C'usrnmcrs 
arc government organizations that directly proviue thr KRO with 
collection requirements. help funu NRO project�. or validate 
collection rctJUin::mcnts. Users arc organizations that make 
substantial use of NRO prooucts.) DoD component� which hav£' 
been provi<ling requirements guidance 10 ]'.;RO induuc: the Joint 
Requirements- Oversight Council: the DlA: the \1ilitary 
lntelligcm:c Boaru: anu the liniticu Commands. TIK·y have 
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pro\'idru useful guidance in rccenr )'('urs. suppor&cd by th1.• cffon� 
of the Defense Support Project Oft'icc (DSPO) which. ulo11g wlrh 
P&A. huvc worked with l.l'icm to rran:-.latc their �uic.Jan<:l' inw 
<locumcntution tor dC'finiog a satellite rctonnaissan:C' capabili!Y· 
The -:-..'RO has recently been pr..iisc<.I by the CommamJcr in Chii:'f. 
U.S. Padfa: Comm.am.I. for taking the first stc-p, to fully cng.ag1.."' 
theater wartigh1crs in the design of NRO an:hilcctUrc�. 

(F9E.i9) ISSUE: The SRO has an adequate process for responding to coordinated, 
rioritized, customer needs for future satellite systems; p however, the NRO should

mtplement formal procedure� for informing customers in a timely mnnner of proposed 
design modifications lo future satellite systems. 

(ll) Responding To
Customer Needs For
Future Satellite
Systems

(if'8W8� The NRO ha!i formal. s1ructurcu processes for 
acceptance of requtrcmcots for new satellite collection systems. 
These prorc.1;scs. known as the acquisition derision approa<.:h. arc 
documented in NRO Directive 7. They arc gcncrnlly working well 
ba.'-Ctl on cvil.lcncc compiled from interviews with f'-'RO trrhnkal 
mana:eers and customer officials. an<l from examination of NRO 
rcquircmems l.locumcnrs. The processes include. amo11g other 
things. the procedure� for assessing technical risks. costs for each 
system option. estimates of time to licvclop uml uc4uirt' the 
collection svstcm. anu continuous assurances lha.t customer 
requirement�· rt'main current and va.li<l. 

(F81!:J8) In the acquisition uccision approach. the D�RO is the 
acquisition t.lccision authority at each key t.lcdsion point an(.! is 
advisc<l by the NRO Acquisition Board. chaired by the 01':RO. 
The members a.re: the Deputy DNRO. the DDMS. the program 
directors. anti the Director of P&A. The key decision points in the 
NRO acquisition llcd:,ion approach ate as follow!>; funuc<l concept 
ucfinjtion studies approval: pre-acquisition approval: unJ new 
program smrt. 

(P81!'.16') Our recommendation in the' Authorities anu 
Drlcgations .-:rction rnvcring designation of which tlirC"ctivcs ant.I 
guitlancc apply to the NRO shoukl result in a uccision 1..·ovcrin� 
application of the OoD or ClA al:quisition process 10 �"RO and the 
roles and responsibilities of DoD and CIA of ficials. Therefore. "-'C' 
do not make separate rcmmmem.Jations here with rcganJ co this 
matter. 

cFW '0) FL,UJNG: The NRO does not consistent!,• make a timeh' and concerted effort to 
roll·, inform customer organizations which exploit �RO collected data of future satellite 
system design changes. 
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�) The NRO gets mixcu reviews in interviews with senior 
personnel in custom0r organizutions ani.J in customer survey t.Jatu 
concerning responsiveness in meeting their needs. Customers 
contend that NRO has Jone an excellent Job in ocslgning. builuing. 
,.inc.I opcrat.ing satellite reconnaissance systems whid1 have 
continued to collect critical imcl1igc11rc informu1ion. Alth0t1�h 
recently NRO has bcrnmc muth better ir'I i.Jcalinl! with t\lMomcr�. 
lhcv stale the ��o ha.s been somewhat <litlkult to work with: that 
NRO employees would <lo better to t'onsi<lcr the n 'L'Os of 
customers. be· less arrogunt. am.l review ma,ior issrn:s with 
customers prior to making a dcdsion whkh affects all partidpunts. 
NRO customers chtlm a luck of timely feedback 011 system design 
d1angci: which c.:ould resuh in major co�t growth for exploitation 
equipment and srtious delivery scheJule slippages. The s\'.hcduk 
slippages ant.I customer dissatisfat.:tion wirh lhc <lcYc-lopm�m of the 
Requirements Management Sysrem and the Enhanced Hnaging 
System arc examples of problems caused by. in pun. lack of timely 
feedback to customers on proposed dc:-iign changes. The- NRO 
management has apparently made 11omc progrci;." with its 
employees on this issue as survey data inukatc NRO employees 
overwhelmingly agree that management emphasizes SL�r.·ic(" to 
customers. This is con. istcnl wilh the rcpons from rnstomcr.. that 
NRO is becoming better to deal with in recent years. 

(U) The customer survey duta. which reinforces the intcr.·icw
l:ommcnts. arc summarized as follows: 

(,f9l,8) 

Survey Siatcmcnt 

Satisfied with the working relationships 
with the 1':RO. 

Satisfied with the NRO's timely Llcvetopmcnt 
of new collct.:tion systems. 

Satisfied with a<.:ccss to the NRO if 
�uestions or problems arise regarding 
rci4uircmcnt�. 

Their requirements :ire L'onsi<lcrcd by 
the NRO In planning future systems. 

�3q. agree 
4()1"c diSil!;(CL'

46� jlgroe 
3t;(lf- uisagrcc 

5 2 (.} a.U.I\' l' 

3 I�·< disagree 

69( c a�rcc 
2 I w disa,grcc 

111cy were informed in a timely mant1cr when 
altcra1ionx to original plans were 
being considered. 

2.5% al!rcc 
_.;or;. u'fsagr�c 

Sa isticd the !\"RO has processes in place 
to adjust and upc.fatc ic's plans for 
future systems as priorities change. 

cutra responses not ref ccted. 

SECRET V\'l:Haltl T,t I EJJT .�i¥1iQJ.1t 

3:,C:c a�f('(' 
4Wc disagree 
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MISSION REQUIREMENTS 

( POt e, RECOMMENDA TIO� 5: The DNRO direct de,·elopment and implementation of 
formal procedures to inform affected cus1omers of proposed satellite system design 
modifications in � timelJ manner. These actions lo be c:on1pleted by I October 1996. 

1reene, D.VRO CO.\JME.VTS: 

( ,VU8f!il Concur. NRO rn.Hnmers c:urrt•mly ,meml major co11trncrtwl th.•sig11 rt>ri<'1r., am/ 
punidpare in numerous ttJ.ves.'imem c:aJ'"hiliry excrc:i.�es and 1 

llS£'1'S ,·mtfcrcm:i:s u·orldwidc:. 
Ne,·arlr<!le.u. WC' un• mindful of 1he need 10 bctrer inform c:ustamus '{{ t•i·en minor d,:sign 
d1w1ges. P&A will work to heller lfSC out exi.vting tools and l<' pmmotc already c.waila/J/t· 
opportunities by plcu;in,: the NRO's lntl!grntl'il Road Map on INTELINK in MC1y J'N6. Among 
the NRO's e.ris1ir18 ruo/.,· fa th£• NRO Directi1•e 14, "NRO Cu.mmwr wuJ U.ver Su111wrr." 
Implementation Pla11. Tlw DDMS, with t1s.1·istam:t· from NRO D/rc>croratt•s and Offices. will 
r,11•iell' rite lmpleme111atio11 Plan and inc:orporate l.ippropriate i1if<1mu.11io11 wirh reRurd to 
.formuli:.ing rhe ,·u.1·tomer 1wrtficatio11 proc:e.1·s by I October /996. 

(I oar,) £VALUATION OF DNRO COMMENTS: 

( � J We consider 1h1:.· proposed actions b_v DNRO tn bl! respo11sfre m rite Recomm('1ula1im1. 

(F8l!i8) ISSl'E: The NRO has an adequate process for upgrading future models of 
currently operational satellite reconnaissance systems to better satisfy customer 
requirements.. 

�1-1\i'Q) The process employed. by NRO to dctcrmim.� whether 
to expend resources on upgrn.dc.,; of currently operational satcll itc. 
systems i.� the s;tmc as for llctcrmininu whether to build a new 
surcllitc. This ucquisition deci�ion approach process is dcscrlbcc.J 
in NRO Directive 7. Approval by the DNRO is rc<.1uircu before ii 
progmm manager may take any action committing co major 
upgrade. 

(F8M8) There arc a number of reasons customrrs. anu 
somcrimcs NRO program managers. lobby for upgrades ot' current 
systems. The primary reasons induur new tcchnologi�s which 
would provide a signifo;antly enhanced capability. anu opi. .. ra1ional 
data ,vhich indicate that the satellite mull.I pro\'idc cnhanrcu 
quality or 4uuntity of data with system irnpro\'cmcnis. j 

26 

(�) The NRO made u commicmcm to a strong technology 
program lhrough assureu funuing of new concept" and an 
organizacional structure- for managing technology· u�vdopmettt. 
The organization sets aside 5 pcn:cnc of its research a.nu 
procurement buugct for new technology development with thi:: 
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MISSION REQL'IRE.\IE.VTS 

Technology Office. the uirrctoratcs. :mll scveml other ofticc-s 
being the major managers for th('sc fumh. 

"f'8o) Customers play an important role in assuring. that ;,,..;Ro 
technology ucvclopmcnts. which could upgraJr satellite systems 
of importancr- to rhcm. arc supponcJ. Accorui11g to the NRO 
technical munagcrs. customers are kept appriseJ of thl' ),;taut!-. of 
the technology projects. Customer support for major upgntdt's to 
operational systems bused on new technologies ls sought by thL' 
NRO acquisition board us an integral input of the acquisition 
llcdsion approach. 

� All technology projects are entcrc<l into the tcc.·hnology 
road map. a computerizcu graphical data base of all t�,:hliology 
projects. as soon as they show promise that they will be important 
ro a turrrnt upgnu.le or a future system. As the ti:-�hnology 
progresses ant.I a specific sa1clli1c program is iucntific<l where it 
will be use<l. senior management approves its in!.crtion into thr 
NRO integrdtcd road map where it becomes part of the formalized 
planfling and ovcr�ight procc:-;�. (Refer to the Strategic.: and Annuul 
Planning section for a description of the NRO integrated road 
map.) Technology projects ulso become subject to the 
configurntion control process which requires prior management 
approval am.I documentation of all changes unu upgn1Ul's to NRO 
sy.stems. 

(F91:l8) ISSUE: The NRO bas an adequate process for responding to requests for 
operational tasking or reconnaissance S)'stems. 

The NRO has a 
participant {not a member) on the working group. 
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MISSION REQUIREMENTS 

(F9ll(-..) lSSllE: The NRO does not have an adequate delineation of responsibilities 
umong its components for coordinating either long-term requirements for new satellite 
�ystt:ms or for dealing with the near-term needs of (primarily) military users of 
operaCional products. 

2K 

(ll} Coordina1ing 
Long-term 
Customer 
Requirements 

fFQYQ) The NRO Dircrtivcs 7 and 14. issued in Januarv 1993 
and June 1995 rcspcrtivcly. arc the prindpal documents -which 
define wrnponcnt responsibilities for interfacing with customers 
and users on their requirements for new satcllit� colkrtion 
capabilities. Prior lo the issuance of NRO Directive 14. the P&A 
was primarily responsible for working with the uivcrsr lmclligcnec 
an<..I Polky Community cu!itomcr base am) supponing them in 
crafting imclligcm:c rc4uircmcnts for the t\RO. The 0D�1S was 
responsible for working with the defense intelligence l·ommuniry. 

if61!J@} The P&A Oftkc keeps abreast of the long-term acn<ls 
in collection rct..juircmcnts, sueh as found in the :'\ational 
Intelligence Needs Proccs-;. particularly as they relate to satellite 

8iilsREiif JP;'Eltl.\wlli T:MsEPl'f' liE1Jll9bE 
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colle�tion. They iJC'ntify those long-term requirements nrr<ls 
which rnuld br satisficJ by satellite collcclion. The Polky anu 
lntc-11igcnc<.' Communilirs consil..let P&A 1tieir primary cntrcc into 
the- NRO. 

(fe�1ei The DDMS assures that the nci:d1; of the JCS. l'nifiru 
Commands. antl the Military Services for new rrconnaissanc� 
satellite Cilpabllltlcs arc heard at the highest levels of the NRO. 
NRO Directive 7 gives the DDMS this responsibility. Subordinate 
10 the DDMS is both the DSPO and the Operational Suppon Ot'tk1.• 
t0SO). DSPO serves us a staff which suppons !.he DDMS in 
interactions with various Pcntal.!on staffs. OSO llclivcrs tuilorc<l 
suppon to milirnry opcrUlfonul users of NRO produr.:ts an<l 
Sl!"fViL:CS. 

(fi8t,j8> FINDl�G: NRO Directive 14 conflicts with NRO Directive 7 regarding the 
responsibilities of P&A and DDMS for interfacing with c11Stomers and users on tong-term 
requittments guidance. 

(f QUQ) Prior to the issuance of NRO Directive 14 urn.I rhc 
Customer Suppon Implementation Plan. the DDMS unJ P&A 
JivktcJ the responsibilities for interacting with the fuJI range of 
i:uslOmer community organizations anu cooruinated their anivitil's 
as appropriate. Our interviews with NRO managers an<l officials 
from customer organizations lliu not illcntify any problems relating 
to interactions between P&A or DDMS am1 customer 
organizucions and committees on long-term requirements 
gui<l11nl'c. 

t.l The rnstomer interface responsibilities now fall most 
hcaviJv on the DDMS with rhc issuance of NRO Dircc1in� 1-l on 
19 June 1995 anll its accompanying Customer Support 
Implementation Plan. issucu on 11 October 199.5. NRO Direr.:Uvc 
14 c.Jcsignaccs chc DDMS a.,; 11the single managct anll Exccutiw 
Agcm for all NRO customer am.I user suppon". Arcor<ling 10 lhc 
Customer Suppon Implementation Plan. the "DDMS wilt us.: 
information on ru:;;tomcr rcquircmcnL� amJ satisfaction to hl'lp 
Jctcrminl' stmtcgk dircetion and priorities for customer �upport." 

11thc NRO authority on 
rcquircnu:nts consii.icrcd in 
P&A responsibilities arc now iJcmificJ ns 

progrum Jcdsions for current and 
fututc NRO svstcms.0 We note NRO Dir('ctivc 7. whkh i<lcntificd 
P&A as the primary responsible t.:0mponcn1 for customer interface 
responsibilities. has not been withurawn or rcwrilten. Th..-� h:.i.-. 
been no �RO policy statement on the reasons for shifting primary 
responsibility to DDMS for au NRO ctistomcr and ul\er .support 

{¥16�8) rt is our jullgmcnt the DDMS will not be fully capubk 
of discharging its rcspon!iibilitics a1, the Exccutiw Agent for all 
NRO customer am.l user suppon with its current staf f. The 
component\ or the DDMS. DSPO and OSO, <.lo nor nav� lh� 
personnel wirh the experience or skills ro fully manage the 
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MISS/0,\' REQUIREMENTS 

<.'omplex imcragency am.I intcrcommunity intcra,tions invoh cJ in 
long-term requirements gull.lance at this time. 

(fQUg) RECOMMENDATION 6: The DNRO issue a directive or lefter clarifying sections 
in Directives 7 and 14 and the Customer Support Implementation Plan relating to 
component responsibilities for managing intelligence collection requirements amt. for 
pro,·iding customer and user support. These actions to be completed by 1 October 1996. 

( �) DNRO COMMENTS: 

( /itt#IO) Concur with caveat. As an altemarive to Recommentlati<m 6. the DNRO will dir£'<:f that 
tlit' NRO Direcffre 14 Implementation Plan be updarC'd ro eliminate duplicarh•e and co11fi1.l'i11r;, 
ltlllJ!lWJW· Tar.�,11 wmpleri<m rif this ac1im1 is I October /9Y6. 

(.58.b'@J EVALUATION OF DNRO COMMENTS: 

(�) We affepl the proposed DNRO aJrernarive 10 Recnmmenclation 6. 

fll) Short-term 
�eeds of Primarily 
:\1ilitar}· Usen 

�) The OSO is lhc NRO component primarily responsible for 
interacting with the full complement of mililaf)' users of llaca amJ 
scrvi(.'CS from opcmtional satellites. Other elements of the NRO. 
including the Tactical Dissemination Group of the 
Communi<.:ation� Directorate and clcmcnt'i of the SIGI:--:T and 
IMINT Directorates. interact wit military u!lcrs� however. they ,in:­
cxpccm.l to coordinate their cffons through OSO. 

,..1110SD- (b)(1) EO 13526 Section 3.3(1) 
OSD- (b)(1) EO 13526 Section 3 3(1} 
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OSD - (b)(1) EO 13526 Section 3.3(1) 

(fl!ilWl!ill We. foun<l 1'.i'RO components have not yet been folly 
successful in coordinating umong themselves their int..:-rar.:tions 
with military users of NRO prouucts. NRO managers aou users 
state there need'> 10 be beater coordination between :-.;Ro 
components to assurt- that miliUtry commam..lcrs in the field ,Jo not 
receive rnntlicting or rec.Jund.ant support. Managers claim 1hut they 
arc working to solve 1he- problems: however. we founc.1 no l�viLlcncr 
of actions taken. All NR.O components responsible for providing 
proc.JU<:u; and services to military ui,;crs should agree upon the terms 
for coorllinating. lhcir efforts. 

(t'81!.'Ji6) There arc no aucquatc procc<lurcs in place for NRO 
<.:omponcnts to sysrcmatkally obtain anu use feedback from 
military users on the quality. quantity. and timeliness of NRO 
producLi; and services received. Components which interact dailv 
wilh military users receive numerous messages containing useful 
comments an<.J information. No useful database containing 
infonnation from these feed.back mcssugcs has been created. 
although managers have statct.l that such efforts arc underway. 
Interviews failed to surface other pror.:csscs in place for managing 
user feedback or utilizing such information in a systcmati<: manner 
to improve service. NRO components responsible tor regularly 
interfacing with military users should implement processes to 
effectively manage infonnation·dcrivc<l from customer feedback. 

(F9i99> Fll\l)J�G� Officials in the DL\, NSA, and CIO contend that the NRO is not 
proper)�· coordinating ils efforts to prm1ide NRO products and services to military users 
with their agencies. 

� Manugcrs of DoD agcndes which have �xtcnsivc 
intcmctions with the NRO contend OSO has be�B O\'crlv 
aggressive in marketing NRO products and services ro the military 
commands. In the judgment of the inspection tcaln. lhC' il;suc of 
ttic extent to which NRO's direct suppon to milit;1r)' commands 
infringes upon the rrsponsibilit1cs of other DoD agrndcs should be 
resolved by all lhc affected agencies. A senior mamig.er in ,, 
customer organization starctl OSO i'i trying to expand its d1ancr by 
servicing military commanders with "single solutions''. i.e .. uata 
from NRO satellites without consh.lcring other poLential 
imclligcncc sources anc.J disciplines. Another claimed OSO 
engages in activities. such as helping miJitary rnmmandl'r" in the 
fickl dircctlv acl:css NRO collcctcLI data. ,vhich. he brlicv\!s. arc 
the rcspon!;ibillty of the CIO an<l NSA. A thir<.J stated OSO fails to 
coor<linurc its contacts with the military commands with DJ A. 
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MISS/OS REQUJRE:\if ENTS 

OSO mana1!cmcm. aware- of these issues. rnnsiders it witnin tht: 
rc!;ponsibilitirs of JhC' NRO to support the tommandcrs in th!.! tic-Id. 

(P8tf6) RECOMMENDATION 7: The DNRO direct development. coordination, and 
implementation of a joint plan with appropriate DoD organizations for coordlinating 
support to military commanders in the lield. Coordination of the plan to occur no later 
than I November 1996. 

(l"m1'f9 J DNRO COJl,WENTS: 

(Jiit!Jtl!lt}J \Ve cnncur u•irh Rccnn1n1entlarin,r � The NRO'.s DD,WS ,, .. ill initlCJt(' a r>rocc.t\ rn 
clc,·elop. coord,nare. and implemenr " jr,inr plan with apJ,ml'rime DoD nrgani'::atitm:r fm· 
coordinating support with mili1ar_.., (·ommanders in 1hc field. This f1/a11 will hL' l'l't1dy for 
cnordi11atio11 hy I November /Y96. 

(�) EVALUATION OF DNRO COMMENTS: 

(, eee; Wl' consider rlie proposed <Jctions of the DNRO to l>e rt•sp,msfrt• w the 
Rer:<>mme1u/utiot1. 

Sl!t!llM'-1, I :tflllRN-TALl!.['CT Kf! t I IOLE 
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PLANNl.\'G 

(UJ STRATEGIC AND ANNUAL PLA..'i'�lNG 

(li> BACKGROlll\l> (U) Planning involves cstabli.,.,hing objectives amt goals as wC'II
us projecting resources am.I functional componcms to achicvt' 
them. RcsourL'CS include manpower. facilities. equipment. 
materiul. and fumJs. Ob ectives rc the rncrnl statcml'nt): of j a g.
intended accomplishment: goals arc the spcdtk. m�asur,ihle 
lilrg<.'t". Strategic planning toi:usc.s on broad. long-term i�i.ul'�­
Th(' stratcgk plan provides the ol'ganiz.ation a foundation for 
managers at all levels of the organization to set priorities. allocate 
resources. and anticipate nod incorporate future re�uircmcnts. 
Annual p.lanning links longer term objectives wi1h shom·r term 
goals. 

(U.l Performance indicators track an organization's status and 
progrcsH regarding objectives and goals. The indicators usually 
take the form of chum; which depict progress toward unit and 
organizational objectives amJ goal�. Fccdbud. mct.:hani:-ms kc:r
management. employees. 

p 
support and oversight pcrsonnd 

informed on the progress achic"e<l. 

(1',nle) ISSUE: The NRO has adequate processes and mechanisms to prepare strategic 
and annual plans. However, there is no com.prehensh·e, consistent system Cor identlr.)ing 
performance indicators. 

(IJ6tie> THE NRO 
STRATEGIC PLAN 

(50'10) The NRO Strategic Plan. last published in 199J. 
<locumcocs the D!\'RO vi!;ion aml strJtcgic contcx1. cstahllshcs the 
strategy un<l objectives. am.I provi<lcs approaches to uchic-ving 
near-. mid-. anJ long-term goals. The strategic plan forms the 
toun<lation for NRO planning. programming. an<l budgeting. and is 
uvailablc to all NRO employees. The current plan resul�d from a 
year-long cffon to iJcntify and respond to foctori; r�shaping the 
U.S. oational sct:urit)' interests and inl'OTJX)ntted rl!sllhs from two 
years of internal -am.I c�tcmal rfvicws and unalyses. im:luding thr 
Woolsey and Fuhrmun tcports. The Plans. Resoun:cs uot.l Po1i<:y 
Divis·ion of [he P&A Office maincains responsibility for 
t:oor<linaring. the strategic planning. prol·css. 

(f8U81 The NRO Strntcl!ic Plan rccol!.niz('s the followinl! kc,· 
external intlucnccs whit:h will clitc1.:1Jy impact the org,mizatiori: 
new 1hrcats to U.S. security: U.S. National Sct:urity Policy: 
Congressional issues: lntclligeocc Community issues: ,uppon for 
military and other ovw;cas operations: anJ new tct.:hnolog,·. 

(lii,QWQ) According to the plan. the macro-strategy "rcspon<.I.', 
to current condjtions. while enabling transition to longer term 
strategic objectives" to achieve the DNRO vision. The plan further 
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(U > LONG RA1'GE 
A�A�NUAL 
PLA�NJNG 

slates "the maL·ro-stratcgy rccogniz.es the conrncting pressures 
among sunk costs. existing infrastninure. current i:upubilitics. 
ncur-tcrm nccu.i;, changing needs. and future invcstmcnc 
re4uircmcnts to build and mainrni11 ncclled new rnpability." Tht' 
macro-strategy consists of: 

Jnvcsting in rhc fururc whlk acc.:cpting near-term risk: 

Increasing emphasis on suppon to military O(X'rations: 

Maintaining functionality ,md flexibility while 1.h�<:rcasing 
cupacity. until prut.Icmt to decrease capability: 

Ass1.1ring a·viablc imJusuiul base: 

Developing and protcc.:ting rritical technology: and 

Improving overhead mission management. exploitation. 
and <.Jisscrnination. 

(H5l1l'5) The NRO uses the lntcgnncJ Rouu Map. along with 
the NRO Master Schedule. as plunnlng tools for both long_-rangc 
and annual planning. The Integrated Roal.I Map consis s of an 
intcracrivc soft copy document which is used to maintain ovcn;ight 
of rhe schcc.Ju\cs and milestones for the numerous and complex 
systems development and rcchnology programs. The Ma!itcr 
Schedule provides on-Unc informutlon on key activities for i;hortcr 
spccifo: periods of time. 

(FA' IA) FINDING: The NRO Strategic Plan is oul-of-datc. 

(FOOO) The: NRO lntcgrutcd Road Map should reflect the 
ma.in foatutes of the Strnteg,c Pinn. It serves ..is the primary tool 
for the scheduling of milestones in systems development to 
achieve the pl..inncd objectives amJ goals. The Intcgrateu Roau 
Mup suppom intcgratc<J planning across the uircr.:toratcs: 
<levclopmcnt of investment strategies: dcdsion-making at all 
levels: and implementation of the NRO Strategic Plan. The 
availability of the Integrated Roal.I Map via the Government Wi<.lc 
Arca Network makes it an invaluable tool to communicate to all 
employees the currcm �tatus of all programs anc.l long-term 
direction of the NRO. 

,fetce\ The Imcgmtl!ct Roat.I Map is updated m yuancrl; 
senior management meetings with the DNRO approving changes. 
A.,;. directorates anc.J offices review ,m<l upJa1c their 0,,11 road maps. 
the '.\."RO lnlcgrn,c<.I Roac.J Map reflects these changes. The end 
result rctlccrs current program slatus anu rclalionships between 
programs. 
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l�l.Q) The NRO Master Schedule shows !\:RO milestones in 
4-, J 2-. and 36-month increment.,. It includes baselinl' program 
sche ulcs. laum.:h manifests. con2rcssional briefin!! ,·isil st.:hi:duk's. 
nnd other significant at.:tl'.'itics ot' s<:nior management. The l\"RO 
uses it to maintain sraff awareness of future a�ti\'ities and potential 
cont1icts that may require resolution. Although operational. lhi'.' 
format and structure arc �till undergoing d�vclopmcnt. 

(f@M6) :vlanagcrs used varying techniques to ..tL<.'omplish 
annual planning. Some usc<l formal monthly planning :--rssions. 
while olhcrs used their office roall map. c.:ombinc<l with me 1'RO 
lntcgratc<l Road Map. to plan their activities. A minority c.litl not 
U.'�C any annual planning mechanisms. 

(F@ef8� The long-term nature of development of 
reconnaissance satellites do not require annual review and 
adjustment of strutcgic.: plans: however. the orgimizational 
infrastructure supporting. the major development progrnms needs 
upclutlng more frequently than every 3 years. Changes in industry. 
high-technology. customer-supplier relations. arc cx:.impks of 
external factors which ocwr too rapidly to allow a chrcc or more 
year hiatus between stm.tcgi<.· planning reviews. 

fF8l18) RECOMMENDATION 8: The DNRO direct development and implementation of 
o process to update the NRO Strategic Plirn annually to ensure it accuratel)' portrays and
communicates lhe organization future. Actions to be completed by 30 May 1997.

(?elb'el J DNRO COMMENTS: 

( �) Cont'ur. Tlw Jeremiah Panel was cutJted ro define rhe NRO n.f the 2 J sr ce11111ry with 
final report <Jul.' June /')96. This teJ)(m will hflf'(JC:t the NRO Srrate�ic: Plw1. The DNRO ,rill 
pro\lide a revised Strutt!J�ic Plan by 30 May I <)V7. In cm1junc1io11 with tlw Mc.(v / 91)7 rei•i.fcd 
Strare,qrc Plt111. the NRO will institute a prm:ess pr<Widing f(n- annual te�1it!1t•, mul updare if 
rt'llllired. of its Straregh: Plan. 

r.C91s'SI EVALUATION OF DNRO COMMENTS: 

tl-fl#!,OJ We c011.vida th<' proposed actions of rlw D.'1lRO tu bt• respm,sil·t' m thf 
Rt'L'<>mme11datim1. 

(l') PERFORMANCE 
I?\DICA TORS AND 
FEEDBACK TO 
STAFF 

(fb(.0) We found various feedback mechanisms in use bv the 
ornanization. The DNRO uses E-mail. called. Director's Notes. to 
apprise the entire organization of achievements toward corporate 
objectives and goals as well as significant cvcnt!oi. Senior managers 
use formal Quurterly Management Meetings to provide feedback 
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to mi<l<llc managers on how well their components have pcrformc<l 
in meeting performance objcctivc1. for further dissemination down 
the line. Program· managers u�c various meeting· rorms to obtain 
and distribute performance information. The Intcgrn.tcd Road Map 
and Master Schedule serve as one form of feedback to nll 
employees. 

(PetJ5) FINDING: The NRO Jacks a comprehensive ·and consistent system for identifyjng 
performance indicators and providing performance feedback to all employees, 

(1'<56<5) The NRO docs not maintain a documented. regular. 
routine prot.:ess of performance data gathering. presentation. a11.d 
feedback covering a11 aspects of the organization. Satellite 
<levelopmcnt. launch, and operations indicators appropriately take 
a pre-eminent cote; llowevcr. at the corporate and directorate \cvcJ 
there arc few performance indkators for the support infrastructure 
of the organization. 

(F9l!J9) Managers couL<l verbalize the performance indicators 
they use<.1 and communicate<l to their subordinates, but few 
formalizecJ them in written poJicy and procedure. Some managers 
used the obvious indicators, such as success or failure in auhicving 
a launch and proper orbit. and raw production Imagery. signals. 
and communications output. Managers who have responsibility 
for support and administrative functions usually <lo not have 
quantitative or well <lefinctl performance indicators. They often 
use subjective assessments to indkate progress. 

(U) A wcJI dcvclopc<l and <loeumcntcd system of corporatc­
wi<lc performance indicators coup1cd with feedback rncthanisms 
appropriate for various i;Orporato levels. woukl provide visibility of 
corporate health. establish a basis for intemal Hntl external 
customer satisfaction. antl provitlc a method to identify problem 
areas to management and employees for resolution. 

�FQWQ� The Government Pcrtormancc and Results Act 
(GPRA) of l993 will require all federal organizations to establish 
formal pertormance intlicators by 1999. The NRO needs to 
�dtlress the complex issue of formal pcrtormancc indicators and 
prepare itself m implement the GPRA. 

(F8�8) RECOMMENDATION 9: The DNRO direct development and implementation of 
corporate-wide performance indicators and measures of effectiveness for managers to use 
in the lnternal Management Control Program and to provide a basis for meeting GPRA 
requirements. Completion date by 31 October 1996. 
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(fflU8� DNRO COMJ/£.VTS: 

(rOUO) Co11rnr. Th£' NRO A:i;snciatt! Director Jnr Rc,wnm:t: 01·erslgl11 und /',.fanagcmcm will 
prcpm·<' " plan to dcw!IOf' and implenwm corporar<!-11'/dc f)l!rformanct! i11din11or.1· t.mtl m,•a.Wr<'S 
for mt111u�ers. The.'il! meu.mrement tooJ.v will be used in rhe inremul m,mugeme111 comm! 
pro1,:rwn ullll will he responsive ro Gm•t•mment Pe�fornu.mce and Remit.� Act (GPRA) 
req11irements. Correct/1·£• <Ktlou com11ll!llm1 cJme i.s JI Octoher 191.)6. 

(�J EVALUATION OF DNRO COMMENTS: 

t�) We consider the' propnsed action:. by rhc DNRO to be• respnn.tin· w rfi,, 
R1.•,·anll11£'11datian. 
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(U) MANPOWER

(U) BACKGROUND

3X 

(U) Three Primary
Manpower
Authorization
Sources

(U) Two Other
Sources of
Manpower Support

(Ul Manpower management is one of the rcsponsibiHtics of 
every activity director. We ucfinc manpower management as the 
management of the organization's structure aml th<' manpower 
authorizations. Personnel management is discussed later in this 
report. 

(U) Manpower management is an essential pan of the effort Lo 
impro\le- efficiency aml effectiveness. An organization's 
manpower requirements should be based upon processes that 
itlcntify program objectives anu the projected manpower ncc<letl to 
achieve those objectives.·

(t'e1'6) Manpower management throughout the DoD is 
govemeu. by a 30 June 1993 manpower guiuance mcmonl.11<.lum 
signeu by the Under Secretary of Defense, .Personnel and 
Readiness. That memorandum slates it is the overall responsibility 
of organizationaJ heads and program managers to ensure 
accomplishment of their specific mission� 
in the most efficient manner ossiblc. � 

"'8) The NRO obtains its overall manpower authorizations or
posilions to support the NRP from three primary sources-the NRO 
it�elf. the 

(IIIJ positions to support the NRP. However. the NRO
it,;clf owns only 

DoD. anti the CIA. For Fisc:l.i Year 1996. the NRO is
a11ocatctl 

• of the total allocations, [ii I.I of which arc
government civilian anLI arc Air Force millta . ry Tllr- other
positions are authorized aoc'i funueu by the parent organizations.
Congress authorized the Ill ositions for the NRO's restructuring_ 
ncctls in such support areas as logistics. Office of Inspector 
General. Office of General Counsel. ilntl administration. The 
rernai. lIIJ positions belong to either the DoD ilIIII or the 
CIA ) with the individuals encumbered in those positions 
being assigned duties ut the NRO from their parent organization. 

p

� Besides ..authorized positions. the NRO has two other 
primary sources of manpower-borrowed anu contractor. The 
NRO has approximately rmlll full-time individuals known as
"borrowct1 11 manpower. wlii'Tc common in intelligence agencies, 
this is a source of manpower not normally avalhtble to federal 
org-,mizations. These arc military personnel and government civil 
servants not assigncll to any of the DI11J NRP positions. and 
should not be oonfuser..1 with the a NRO authorizations. These 
indivitluab; work in NRO offices throughout the organization. 
receive tasks from an NRO manager. anu provide full-time support 
to the NRO. However, their positions arc i.:ounted against the 
organizutions from which they come. Those organizations believe 
they derive a benefit by providing individuals to the NRO. Some 
of the organizations providing the NRO such manpower arc the 
DoD/10. the CIA/IG. the Community Munagemcnt Staff. the CIO. 
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the Defense Mapping Agcni.:y. the DU. am.1 the Air Force Space 
Commam.l. 

'('M) The NRO also uses contr.1ctor 

(iQ' 'Q) ISSUE: The NRO does not ha,·e adequate processes and mechanisms lo 
determine- and manage manpo�·er requirements. 

(F8J;8) FINDING: The NRO lacks an adequate manpower requirement determination 
and validation process. 

(lJ) Determination 
and VaJidation of 
Requirements 

< L: I Allocation of 
Authorizations 

� We founu the NRO htcks well dct'incu and tlocumcntcd 
processes for determining. validating. and managing manpower: no 
!-iystem exists bascll on DoD or CIA guiuam:c. Neither munpowcr 
managers at the NRO nor supponing organizations could providr a 
basis for the l\"RO's current tmI11J authorized positions as the 
minimum ncc<lc<l for ct11cicnt an<l effective mission 
accompli,;hrncnt. Senior management an<l HRMG personnel 
indicated the NRO uses an informal system in which the y..iriom 
manugerncnt lc-.·cls affoctc<l discuss thcir nceus anJ thc-n stuff a 
rcqucsl l'.hrough rhe D1'iRO. 

�We Jiu find the Information Technology Group (ITG). in 
the Communil:ations Directorate. performed scv�ml studies in the 
arcn of resource planning over the past year. One of these slttdics 
produced manpower standards for application in JTG detachments. 
We were not .informed of. an<.J <lid not fiml LLny. similar fl'Sourcc 
planning studies in other NRO clements. 

tvQI 10) Officials throu�hout me t\"RO stat�<l thc,· Jo not have 
a process for allocating current authorization.; or ariy suh!.c4u�m 
rcJ111.:tions or adJitions in ..iuthorizations. To da1c. the- SRO has 
accepted significant reJuc.:tion� from its parent oq,iani7.a(ion, 
without issuing redamas. To al'.rnmplish this. tht' �RO uses an 
unJcxumcntcJ process to i1.lrn1lfy nn<l eliminate -.·ncant po�itions m 
me-ct manpower reductions imposed by the parent organiz.ttiuns. 
A yearly rcvit'w of the vucam positions by senior NRO offkials 
determines which ones are critical anti the non-essential positions 
arc targeted for elimination. To Jatc, the NRO m:hicvcll l'�l]Uircll 
rctluctiom: through eliminating current or projected non-csst'ntial 
vacant positions. We notctl the review process <lacs not validate 
nor rc.tllocatc authoriz.ations bused on thl' prloritizl'<l work 
requirements. 
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(l" • MuJtiple Causes 
and Impacts 

Sl!!@ltR'f B'lr!MAPJ 'f)ttslsPJ'f IS!l'lH8lsE 

ff8e'8t Thl' lack of comp'liani:c with DoD g.uiJunc(' rrsult-; 
from Jmbil.!uitr in the NRO chancrinc: Jocumcnts as to what 
Jirctti\'C'> appiy and Jack of spcdfo.:ation on the sourting of 
p:rsonncl. The >JRO. bused on streamlined manag�mcnt pral'.ticcs 
and the joint nature of the organization. docs not follow DoD 
m.m owr-r manaecmcn< 1?.uiJuncE'. In aJdition. _ • 

Furthcnnorc. we found the �"R s ab1 uv to USC' borrowcJ 
an comracmr personnel provides lirtl(' incentive to im,titutl' a 
manpower management program. 

0:000) Without m1y type of fonnal m.anpowcr requirements 
uctcrmination process, the NRO cannot substantiate its manpower 
needs to indutlc both the number of personnel anti the sk.i11s mix 
required for efficient and effective mission accomplishment. This 
dcfidency makes uny NRO manpower requests for a<lditiom11 
manpower or directed reductions suspect. 

ff8�8) RECOMMENDATION 10: The DNRO direct development and implementation 
of a documented standardized manpower management program �ing uppropriate DoD 
ond DCl guidance. The p.rocess should consider the borrmnd and integrated contractor 
personnel Completion date by 31 July 1997. 

1F@l'f11DNRO COMMENTS: 

/'fit8+!1() J Conrnr. The- NRO 11'ill ,n;tiate w, e.rternul . .r�m·enrtr1C!11r-led ( wnm.1c1or-u.11.r.:meilled) 
11·orkforcr! analvsi.,· w tfti\•t·lh/1 standardi:.ed pmcL·.ues 10 determind,·alidutc llrl' ll'l'el ,�( effort 
rec1uired to mmp/ett' l'ach fw1ui011ai ra.sk ll'ithin the NRO's misJfrm. This i11iliu1i\'e 11'ill tts<' rlu· 
,1pprm·l'd mi,t.SiOIH'dUled rn11clusio11s and rec:omr,u·rulatfrms /mm the .I nemia/J Panel a:, rhc 
/u1sis ft>r the 1rorkf<>rc£' analysis. Based m1 rliis premise. 11·,t estimate compll'fion in July 1997.

(J Ol56/EVALUATION OF DNROCOMMENTS: 

f Pl!ltfel I W,: c:1111.\-idt:r the prop,m:d actions of the DNRO ro he rc.sponsi\·c· 1<1 rli ( ' 
Recr,mnwndarhm. 
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(1.:) CO�TRACT .MA�AGEME�T 

(l') BACKGROU� (LI) Contract m..1nal!cmcnt at ml' '.'lRO invol\'C'\: the 
<lctcrminatiOll of requirements for major system�. supplies. anu 
services: Jcvclopment and execution of plan!-. to rnntract for thosL' 
requirements: ailll dcsignutlon. <.:ct1ification. unJ pcrformm1ct' of 
4ualifie<l personnel to manage an<l monitor the resulting contract:,;. 

�) The NRO Offo;c of Contracts 
u<lministcrs. 
. 

and terminates contract'> to su 

a
(Jle�e) The Office of Contract-; is consoliuatinl! its rl'sourccs. 

uthorities. polidcs. an<l procedures ba'icd on rccomm1?nuations 
from ttic 1992 Fuhnnan Report 
The rccommcntlutions included 

Wll
conso 

�'!i iltlOn 
WS-f

o
a 
hhc 

11111. 
conlral'ting 

I,

oftic� personnel. with its own mies and regulations. into one 
conrractjng org.anizution with a single NRO-spcdfic acquisition 
manila!. The Office of Contracts is currently developing the NRO 
Ac4uisition Manual (NAM) 10 accomplish this msk.. Tor NRO 
intcn<ls the NAM lo combine unc.J document the bci-:t procurement 
pra<:ticcs of the former progrnms. 

(P:et1e1 L'ntil chc NA� is implemented.. th� Office of 
Contracts and lhc staffs within the indivic.Jual directorate-. urc 
c;ominuing to apply the procurement regulations of the parent 
organizmions for a.II current or near-completion comracti-. The 
NRO dill not alter the proccJurcs for on-�oing rnntracr:,; because it 
would have imposed uuact.:cptablc risks .mu added costs to the 
progmms. 
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W�Q) The NRO. however. is exempt from the governing 
provisions of DoD Directive 5000.1. Defense Acquisition. dated 
23 February 1991, based on the Secretary of Defense letter of 27 
August 1995, National Rcconhaissancc Office (NROl and DoD 
Directive 5000.1. 

(FSt:18) ISSUE: The NRO has adequate processes and mechanisms in place to monitor 
and manage its contraets with the exception of: certifying funding documentation; 
payment and invoicing procedures for cost reimbursement contracts; defining the 
responsibilities of the Contracting Officer•s Technical Representative (COTR); and 
procedures for monitoring some aspects of the operations and maintenance contractor 
for the NRO Headquarters facilities. 

(U) POLicms AND
PROCEDURES

42 

�) We selected at random a number of high dollar value 
contracts covering a wi<le !ipcctrum of NRO requirements to 
examine the roccssc.c; b which contracts were awar<lcc.l anJ. 
mana ed. 

� The procurement processes the NRO followe<l ar(' both 
complex uncl highly structured. While the contracts WC' c-xaminccl 
foJJowc<l the s ccific regulation base (b)(1 )(c) (b)(3) ·10 USC 424

• 
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tf8li8) Fll\1>11'-G: The �RO does not hne established policies requirin� that NRO 
contracting o�cers receive a written certificalion or appropriated funds ovailability prior 
to the processing or contract actions. 

(l') Funding 
Certification 

(f@(!;@) We found lhat the acquisition procedures usc<l by the 
NRO art' no1 in i.:ompliancc with 31 LS.C. 1341. FAR 
1.602( I )(b>. FAR 4.K03. anti FAR 32.702 which rr4uirl' rhe 
wriucn ccrtiticatio11 of appropriated fund, availability prior co 
contract 41Ctions being taken. We found contract mes where the 
contract m.:tions pre-dated footling ccnifo;ation and prc-l'Ontra1.:1 
c;oncurrcncc forms. � typt' of approval. Typically. contracting 
officers took steps to ensure that funds were. or shortly woulu be, 
uvailablc such as obtaining this information from budget pcr�onncl 
within each directorntc; however. the contract files <lo not 
document the comr111.:1ing officers' actions. 

(F8W8) Toe current NRO procedures for prO\·kling 
certification of fund'\ availability lo contmcting officers is not 
con!>istenl. and doc� nm ensure that the contractim.!. offo:cr ha..\ a 
writren commitmcm in hand ·prior to obligating contra,1 fun<.ls. 
Failure to ensure receipt of appropriated fun<.ls places the NRO an<.I 
itl.i contn.1cting officcrii in fiscal jcopun.ly. 

(FOOO) RECOMME�ATION 11: The DNRO direct development and implementation 
of a procedure ensuring NRO contracting officers receive a certification of funds 
availability prior to taking any contract action, and that lhc record of that certification is 
maintained in contract files. To be completed by I September 1996. 

(/"8fs18') DNRO COMMENTS: 

( �) Cm,cur with l'CH'c>tlf. We assume t/i(1 definitiaJJ of "certUkmion'' implie.v "a.trnra11cc."

Thi! NRO Acquisitim1 Mumwl provides o cmui.rnmr />mcedli.r<' for t1J/ NRO l'Ollfracrin. • t�tfit..·ers 
ro ,·11.rnrt..• wri11,•11 os:surµm:,.: of fwul� ll\'t.Jilahilitv is re(.'t:iw:d 011,I maintained in the cmurnc:1 flit·. 
\fr m.11sidcr <:orrec:Til'(: (It;ti,,,i �f this Rccomme1idatio11 compleu.•. 

(!"Mm) EVALUATION OF DNRO COMMENTS: 

(�) We c:onsider the J)l'(>posetl '"'firms of the DNRO w be -responsfr,: 10 rlw 
Rt·<.·omme ndmiln1. 
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(PA�Q) FINDING: The NRO does not have adequate procedures for managing contractor 
payments of cost-reimbursement contracts. 

(U) Payment and
Invoking
Procedures

(170t,0) We determined that Uic NRO lacks consistent 
procedures for assudng interim monthly contractor payments for 
cost reimbursable contracts arc certified for technical pcrformum:� 
by the responsible Conuacting Officer's Technical Representative 
(COTR). It is normally the COTR who ha� authority. based on 
technical knowledge, to certify payments. are supponcd by 
pcrfonnarn.:c. Contracting officers arc often certifying contractor 
payment for technical performance without full knowledge ot' 
contractor performance. 

�) Because of the large number of cost-reimbursable 
contracts and the magnitude of the clol\c.1rs involved. the Office of 
Contracts should implement procedures to more closely review 
costs on these high risk contracts. We found the Office of 
Contracts relied on the Defonse Contract Audit Agency for review 
of allowable contract costs on reimbursable contracts mthcr than 
reviewing these contracts themselves before the NRO makes 
payment. 

(�) There were inadequate procedures for assuring all of' 
the documentation on a contractor's performance is complete and 
available ro award tee boards. We found some instances where 
customer comments were not retained in the contract files. 
Although NRO personnel had taken many of the required steps to 
evaluate a contractor's pcrfonnancc. the briefings given to the 
award. fee board by the COTRs presenting the govcmmcnt's 
position should be bucked up with documented performance 
evuJuntions. 

(fdtl") RECOMMENDATION 12: The DNRO di.-ect development and implementation 
of standardized procedures for processing cost-reimbursement contractor payments, and 
ili1plement an effective mechanism to ensure documented COTR review of applicable 
contractor invoices. Action to be completed by 31 October 1996. 

(""11("}) Dl',/RO COMMENTS: 

(fie'U19) Concur wirh cavear. The NRO does nm /rave '1s1t.mdardir.ed11 procedure.\' as su.�ge.mul 
/Jy Recommendatirm 12,· h(lwever. they are adequate. We at:ree rhat the DNRO should direct 
del•e/opmellf and implementation of sra1u/ardh::ed procedure for process in,� cosr reimlmrsemellt 
<.:(mfract payments; lwwe,•er, the pwc:edure,1· will n()t require documented COTR rei·icw. Instead 
the NRO procedures will re-emphasize FAR procedure that the Contracting Ofjic:e .vhould seek 
expert advice as appmpriate. We believe thar requirin� dacumenred COTR review would not 
only 11arrnw the NRO comra.cting officer's Jatirude t() exercise business ju<igme111, hut }liould 
c:r.eare an exrreme administrative burden. Corrective acrion completion date is 3 I October /996. 
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(,W"b'-' J £\ :.\LU AT/ON OF DNRO CO,\f,\f ENTS: 

(f DOV} We consider the· proposed ucti<m.1 by rlie DNRO ro he 1wriiully n·s,1011:rin: tn rhc 
Recommendation. Tlw Rec:ommendation fornse.1· a11 imerfm monthly paym,•nr.r for tltos,· cmt 
reimhursemcnt conrr11crs which ill\'Ofre engineering and te.clmical progn·.u by a .. :omr<1t·ror. 
\V

i

rile we tJckiwwleti,�<· rhe FAR does nor require' COTR rerific:utih11 <f conrr'f(.Wr 1
:, ft'ch11h·,l/ 

,,,ogress fnr the cmrrractinp, officer ro c:ert(f_,, imerim puyments. it ;,,· sotmd lmsines.,· pru .. ·rh't' ro 
require rhe 11m1-rechnil.'u/Jy 1raine1l contracting ,�fjic:l'r to obtain the donmu•nted ccmc11rr('l1C<' ,!{ 
the COTR that the co11trlJCtor hm. ·;11 foci. mudt• the e11gineeri11,: 1n·o,qre.'is chtiml'd. Tha1..· i.\ 
vrecetlence in ,,rher DoD agencies .for monthly or quarterly documenrt!d COTR n•viC'W.'i <!( 
c:ontn.1ctor ted111i<.·"/ prop,re.u. DNRO 11<:<!lls w direct chanl(es to tlw NAM rrflectinp, rnTR 
\'L'l'{ficatlon of co111rt1C.'to/' rechnlcal pr<>l(l'e.1·s H'ltt!rc appropriate tis standard opl'tati11g ptucrh·c. 
NAM chan.�es to he me.ult! l>y 31 October JCJ96, 

(Li) ROLES Al"tt'D 
RESPONSIBILITIES 

(P:000) Roles and responsibilities for rnntr:J.ct maaugcmcnt 
personnel urc generally wcll-clcfine<l. Howrvcr. 1hcn� llfC two 
areas the NRO must address to p�bcttcr concmct 
management within the organization: - limitation on 
delegation of authority and the role of thr COTR. Each dirc<:torutc 
and office has irn own uedicareu contracting <lh:ision and staff. 
following the ucccntralizcu team concept. Contrilctin,g personnel 
work closely. amJ urc usually collocated. with their countrrparts on 
lhe technical learn, This fosters dose communication an<l almo�t 
daily contact with members of the team. inl'luuing progr.1m and 
budget personnel. We found the N RO contracting personnel to be 
vocal anti informed mcmrers of the tel.Im. partidpating in Program 
Review Boards. Configuration Control Boards (CCB ). 
negotiations. and other relateu meetings, 
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tleQTz'Q) For training and ccrtitkation rcquift'mcnts. Air Forcl'.' 
anu �.l\'Y rnntrm:ting officrrs follo\\· th1..' regulation!\ of th1.' 
Defense Ac uisition Workforce Im rovcmcm Acr. ['111 

We fo'i'iiw 
that contrnning officers assi�ncu to r c ha<l proper 
certification from their parent organizmions. 

(ll I Contracting otl1cers on comp le>. technical contract� or 011 
!iervicc rnnlmcts that re4uire dose monitoring. ofrcn .appoint 
COTR�. While many agendes have clear guiuarn:c on the- dutk"!-.. 
responsibili11cs. an<l requirements for COTRs. the FAR itself 
provides little gui<lam·c and it is Jett up to the agencies to develop 
COTR policy. 

(F8l<J8) FINDING: The NRO has not adequately defined, implemented, and 
communicated the roles and responsibilities for its COTRs. 

46 

(U) Role of the
Contracting
Officer's Technical
Representatl ve

(li81!!18) We foun<l me NRO uoes not provide dcar. <:onsistcnt 
guiJc]incs on the role� and responsibilities of the COTRs. This i'l 
due. in pan. to the COTRs coming from diffoIT'nl parent 
organizations with variations jn lhcit role!. am.l rcsponsibilitic�. 
The ?\"RO has no program to imJoctrinatc assigncll COTRs into th� 
complexities of the NRO's contn.1ctin� environment. Of th� 
COTRs and project offit·c� interviewed we founll that no1 all had 
letten; of delegation of authority. anJ about tcn pcrc(:nt hau ni>t 
been formally traincu. The quality am.I extent of COTR r.cvie,, 
varie<l within different sections of the NRO. largely based on the 
parent organization experience of the COTR. Thl" NRO 
management i!) awa.rc of this problem. They arc reviewing issues 
of COTR craining and <lclcgation of responsibilities an<l plan tt)

address them 1n th(� NAM. 

(if8ic19) The COTR is often the on-site managrr or th�' 
contract, ancJ is the main point of rontucr with the <:antracror. The 
COTR normally gi vcs rc:chnkal guitluncc 10 the contractor. und 
provi(Jes l.iay-to-uay tcchnicul advice to munugcmc-nt. Agencies 
usually have a rigorous screening process to develop their COTRs 
am.I ensure 1ha1 they have aucquarl' technical bad.ground an<l 
ttaining fo, the jobs they arc required to perform. Bccaa!)� of chi.'.' 
complex und highly technical aspects of the NRO's acquisiEion!-o. 
the job of rhc COTR ili L:ritical lo the mission. COTRs must a\surc 
that contractors arc performing a<lequardy. arc on tra1.:k. ,mcJ 
within rnrgcteu costs for their assigned rnntracts. 

Cfi9e8) The large- number anll high uollar value of 1'i'.RO t.:osc­
rcimbursemcot type contract" rrquirl''- pruJcnt conm1ct 
admillistrc.1tion. The FAR recognizes cost-reimborscmcnt contract� 
rcqujrc dose attention by management. Unless there is adequate 
guidan1:r which has been communicatct.1. to the workfon:c. there is 

Si.QAiiT R YiiH.Of T:UslUJi' lf.ii\'H8h� 



COXTRACTJ.\'G 

risk lhar C'OTR� will act outsitle the Sl'OJ)C of their authority. ;.mJ 
ch.11 contructors will br <.Jirectcll 10 art outsille the scop� of the 
rnntr.act. It ii; in the NRO's best iotcrc!oil. as a uooJ business 
practice. to establish tonsistcnt or�anizutio1Hpccific COTR 
proceuurcs un<.J rrain the COTRs on them. The COTR can he a 
v�luablc tool ro the NRO by ensuring thut they un: getting 
sufficient return of effort on their con1racts. 

(F8l'8) RECOMMENDATION 13: The DNRO direct the development and 
implementation of consistent guidelines for the responsibilities of all NRO COTRs. The 
guidelines should incorporate a training progr11m to reinforce the valuable role of the 
COTR. Actions to be completed by I April 1997. 

(PfiJf.r/91 DNRO COMMENTS: 

(FfiJEi9) Concur. We lrtJ\.'e complerc•d the r£'Commcrrded tJ<.:ti<ill to de\'elop and implt·nr,•Jit 
cm1.tfare111 guidelines. The NRO Acquisitio11 Manual (NAM) wus implemented 011 31 .\farc/1 
JYt)f>. For the fir.st rime there i.s a con.solidated NRO reference 011 a COTR's rol,· and 
respomibility. The NAM contains in e.f:ces� of 40 references, atul we .starred an extensirf COTR 
NAM familiari-.c,tion training proiram m, 23 Awil JI.J96. 

(F8&8) A formal training pmgrum I.\' m:eded. Wt- will need to develop a cout·.�e imd then 
implement ic. Correcrh'e action C()mpletion dare for course de\·elopment: 30 Scptemlu.!r /9Y7. 
Corrective a£·rion comph•rlor1 dare for rrailling implementarfrm: .H December 19CJ':'. Rt,wurce 
co11.�m.1ints prew:nr earlier accomplishmettr of this more formal rrai11it1,r: effort. 

<�J EVALUATION OF DNRO COMMENTS: 

( /ii8H€) J Wt• l'Onsider rhc prnposetl ac . .'tions of tilt DNRO w he• rc.\11011.\·h•c ro rhis 
Rt•commendat/011. However. ucrions are to /,e com/1/ered by I April J<J97 \'kc the J>1'0Jiosl.1d 31 
Dt•c,,mhcr I tJV 'J. 

cl'> MO:SITORl�G {Fbbt:51 The monitoring of eom.rJ.cts for major systems. 
supplic!-.. anu services at the NRO is aucquatc with the cxcepcion of 
the review of invoices by COTR personnel and the monimr,ng of 
some aspects of the operations and maintenance contractor for 1he 
NRO Hl'LH.lqwmcrs facilities. We have already uiscussl!u the 
vuluablr role the COTR plays in contruct munugcmrnt. Thl' NRO 
has u number of processes am.I met:hanisms in place to monitor 
contrartor performam.:e anl1 to ensure that it ac4uircs th<.' quality 
systems to support its mission. These include: monitoring of 
conmu.:tor progress by COTRs. contraL'ting officers. and program 
manager.,;: the pcriollit: monitoring of contrnctor!. by r�vicw 
boarlls: Defense Contrdcl Audit Agency review of allowable 
contractor costs: and the review of contractor-gcncratcu contract 
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(U) Maoagement
and Busiriess
Controls

font.! 11tatus reports. earned value reports. and cost schedule status
reports.

(F01!10 l The NRO has e.�tabUshc<l n series of management and
business boards to monitor and conrrol all aspects of the
contrnctor's activities in the complex major acquisition process.
Some of the boards that have been established and arc workitH.!.
well arc the CCBs. award foe boards. ant.I program review boards.
These boards impose control and structure on the entire acquisition
process and ensure that the NRO int('.mal and external customers
have addressed all i>1tcrfacc questions. They a.re also the venues
by which budget and funding issues arc discussed and resolved. 

(FOWO� The use of award 'fee/incentive contracts by the NRO
rcquirc<1 lhc creation of award fee boards to dctcrmjne whether the
contractor has earned a fee and what that fee should be. We found
the process to be well designed. documented. and followed. The
evaluation standards and criteria considered by the. board arc
included in the contracts. The process requires that contrncLors are
apprised on the s-tatus of their fee position before any formal
presentation. The NRO also utilizes a series of program review
boardi,; to ensure that all parties to a contract arc aware· of and
address the business and te�hnical issues on the specific contract. 

(l>QW9} FINDING: The NRO does not have adequate management controls over some
aspects of its operations and maintenance contractor for the NRO Headquarters facility. 

4X 

(U) Management
Controls for the
Procurement 
Support Function of
the Operations and
Maintenance 
Contractor

The NRO uses (b)(1)(c) (b)(3) 10 USC 424
as its rime contrnc.:tor for opcrauons and mamtcnuncc

support. was awarded contmcts for purchase of land and
services to support the NRO facility collocation project. including
all the interim buildings and Wcstfields f. The work
statement of one of these contract:; authorizes • to act as the
agent for the NRO for its daily procurement support. 
"pass-through 11 

This is a
contract, i.e .. supplies and services arc purchusc<.L

with no added fee or l!encral and administrative and overhead
burden. Purchases tor facility support and opc1·ation and
maintenance arc made under another contract. and arc fully
burdened. We did not review any aspects of the land purchase
portion of the contract because it has been reviewed and audited
extensively. We did.. however. review the addition of a
procurement support function in to the 0pass d1rough11 contract.

"81'8') We determined that the mechanism for muking a major
modification to the operations and maintenance contract did not
follow FAR 1uklclines as destribed below. (b)(1)(c) (b)(3) 10 USC 

Ma_;or changes to the
c which increased the contnict value from llllJ

These changes were not supponcd by a
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liL'tcnnination aml flnJing or a new justificacion anJ approval
pro<.:t>ss. The NRO made a determination that a justitk�Lion anJ
approval process wa� not rcquircJ bcLausc the i.:hang.C'� \\'('re
within the sropt> of the comr.1ct. Although the wording of the
contract moJifkation indicates ic was a revision. 

WilS 

the procurement
function transfer not a<lc4uatcly <lowmcnte<l with u
determination anJ finding on the rrasons for the transl'1.·r. In 
a<l<lition. all review� and concurtcoccs were not obtainrtl r,riL,r to.
thL' effective <late of the modificution. Thi!> is a systemic pmhlcm 
in tne NRO a.� pointed out elsewhere in this r�port. tS.:r
Rci:ommcn<lation 11.l 

(J'e"e, We. found the contracting officer who authorizes
invoke payment for the rmIOa 11pass throui;W' l'Ontracc is not
receiving sufficient back-up<llitaor proof of receipt of the supplies
anli services ortlcrc<.J for the NRO by -$1 even though it L�
available elsewhere Within the NRO or from CISCO. Th\.' NRO
contrat:ting ottker has been relying on the .. y of the
rnntractor's receivinu records. the. contrd.ctor's mvcntor\'. the
monthly financial staius review rcpom. the comractor's a.pprovc<l
invoicing procedures, and meetings between the NRO progr..im
personnel and the contnu.:-tor. The contracting. officer shoukl be
receiving a monthly rcpon of an independent assessment of the
invoices pai<l anti supplies received. 

(me+ The NRO relics on • to rocurc !-:up plies an<l srrvkes 
for rhc Headquarters clements. makes every atrempl to 
follow FAR guidelines. but is un<lcr no contractual obligatlon to Jo
so. It may be more cosl �ffieicnt for the NRO to procure some or
all of its supplies and scrViccs from approved go\·emm�nc or
competiti\'c sources once salaries. competitive pricing aJvantagcs
and general. administrative. an<l overhead cost differentials and 
profit arc factored in. We reviewed a small .ponion onQ>lQM
pa.-.s-lhtough purchases and. while we did not note any major
discrmanl'ics on pri_ccs pai<l. we founll some "purchase: or<lcrs:· for
ovcdJQIM. whtch unllct the FAR would J\ormally rcl1t11rc a
t:ontract. and a so�c source order placed against a basil: onlcring
agreemem for - IXVa· The NRO shoukl rcvicv .. · its nC'1..'u ro
use a rontrut:tor in this mamncr when the <.:ontr.i.ct tx:comes
renewable in I 99�. 

('e) RECOMMENDATION 14: The DNRO direct an audit or thermIDiel contracts to 
compare pr:ocurement options, including all associated costs, for �RO support. The
audit will be�in no later than 1 November 1996. 

( �J D.VRO COMME:VTSt 

(� Concur. NROI/G w/11 (Judit 1heMa O&M conrracts h_v I .'V<wember /996. 
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(P8�8J EVALUATION OF DNRO COMMENTS: 

(I 030) We conskler the proposed actions l>y the DNRO to be respm1.'iive to the 
Recomntetrdation. 

(ltQUQ) RECOMMENDATION 15: The DNRO direct development and implementation 
of a system to review contracts based on changes in scope or contract dollar v.alue in 
accor�unce with appropriate contracting requirement authorities. Actions to be completed 
by 31 October 1996. 

(�) DNRO COMMENTS: 

(fi8Es'8) Concµr. The NRO Office of Contact� will address t/1 fa· iss"e of contract re\•iew.r based 
on scope and dollar changes in an update to the NRO Acquisition Manual. This update will be 
applicable to the whole NRO. and its expected completion date is 31 October 1996. 

(r:9Jsl�) EVALUATION OF DNRO COMMENTS· 

( �) We consi,Jer the proposed actions by the DNRO to be responslw: to the 
Recommendarinn. 

(F8tJ8) ISSUE: The NRO has adequate processes and mechanisms in place to manage 
and monitor the transition from three different contracting systems into one 
consolidated system. 

50 

�FO:W0) The NRO Office of Contracts has muimaincd an 
aggressive schedule. with full commitment of time and resources. 
to complete and implement the NRO Acquisition Manual, The 
NRO intends the NAM to combine the elements of: the FAR� 
Defense FAR Su lcmcnt. Where applicable: IJllf•ftflR• 

the interim contracts policy uircctivcs; 
an o er app tea e rcgu · tions under one umbrella document. 

(�) The creation of the NAM as a supplement to the FAR 
is a far-reaching and a formidable effon. The NRO intends the 
NAM to address every FAR section with tlircction and guidance 
for compliance with the regulation. or to contu.in the basis for the 
deviation or waiver. its justification. and alternative regulation, 
process, or written clause to be u1,cu as the NRO standard. 
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(�} Since January 1995. contracting of
f

icers have 
operated un<.11.•r NRO interim contracts policy ui{cctivcs whit.:h 
u.cfined the conuitions. pro1,:cs.,,;cs. an<l <.locumcntatlon to be usc<l by 
all contracting personnel until the ulioption of the NA�1. Thcsl' 
directives it.irntify the regulations for justification ant.I l1ppm,·al 
processes. uuthority. llclcgmion an<l apptoval lcvrls required for 
�'RO contrJCting. thC' pre-contrac1 role of the �ational Program 
Conrracts Rrvicw Boan.I. contract sculrmcnt ao<l closeout. -;pedal 
and gcncrul exclusions. amJ organlzationul contlict of interest. 
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I.YFORMATION RESOURCES

(L) 1,·FORMATIO� RESOlJRCES

(l") BACKGROU�D 

52 

(F8F0l Jnformation Rl•sourt.:cs Manac.cmL'nt (IR'.\1) is thL' 
process of managing information resoun:cs ro iJLTOmplisb 
oreanjzatlon missions. It cm:ompasscs th(' information itself a11u 
rclatc<l rc,'ioun:es. such as pcn;onncl. c4uipmL'nt. foml...,, an<l 
information technology. The Paperwork Rc<lui.:tion Att (4-l U.S.C. 
Chapter 35) establishes a broud m.imlatc for orgitnizarions to 
perform IRM acrivities and is the uurhority upon whh:h fo.kral un<l 
tlefcnsc regulatory guidcliMs arc based. Section 3502 of thL' 
Paperwork Rctluction Act exempts intelligence acti\'ith� · from 
compliance. While the NRO is excmptcu from thL'm. the 
following �g.ulations proviJe a foun<lation of sound businC"ss 
pmcticcs upon which to base an effective aml cftkic111 lRl\.l 
program: Office of Management anti Budget (0MB I Circular ,-\­
l 3(). "Manuucmcnt ot' Fctlcral Information Rt:-soun:l•s". 
15 Iulv 1994: - DoDD 7740.1. "DoD Information Rcsourl'C'S 
Management". 1 'Dcrensc 
Information Management Program.'' 

20 June I 9K3: and. DoDD XOCXl. l. 
27 October 1992. 

.__ - �\ 

�) [RM in the NRO incorporates a fully integrated network. of 
automation and communications whkh encompasses the ·?
Automateu Duca Processing. sr!.ccms. the tclccommunkations 
rnca s bv which the Information 1s movc<l to its internal cus1omcrs. 
as well ·as the management processes to suppon its act1uisi1ion. \
operation. un<l maintcnam:c. The Information Technology Group \
OTG) of the Communications Directorate i� the office vcstcu w'ith 
th1s communications aml infonnation S\.'stcms infru�1ructU� 
m1ss1on. The Director. JTG has budgci anJ polky-mak.ing 
authority to establish and maintain the NRO communications uml. 
information systems infr.istructufc. 

SECidi-B I EMAJ<-IALEl4i KEihOLE 
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(F'6tJ8) ISSUE: The NRO does hnve an adequate support program to determine 
automated £RM requirements and to acquire and manage the Automated Information 
Srsterns f A.IS) needed to accomplish ils mission: howe,·er its IR�I str.itegic planning 
process and monitoring programs are inadequate. 

(U) POLICIES AND
PROCEDURES

(U) ROLES AND
RESPONSIBILITIES

� The NRO has adequate internal polidcs ,m<l procl'thtrcs in 
place to ensure they manag.l! the lRM program using !-.nund 
business practices. While the NRO docs not dearly rcfcrt'nt'<.' 
ft'Jcral or ucfi:n�c guiJancc, their polh:ks and prol'l'llul'es 
incorporate mo!.t of the rc4uiremcncs for IRM programs l.1$ smtl'J 
in 0MB Circular A-130 anJ DoD Directive 77-lO.I. Th� ITG has 
creareu and publisheu detailed internal pr0t:cl.111rcs whkh provide 
guidance in IRM areas. such as re4uircments determination. AIS 
Life-Cycle Management. und software <lcvclopmcnc anti data 
.u..lministration. 

"'8) The NRO bases its IRM policies on the cxh.'miivc 
communications and automation cxperiem:c of the Director. ITG. 
as well as the NRO's imcrpre1arlon of accepted practices of the 
DoD and ClA. Considering that the ITG hus only been active as an 
IRM activity for !es� thun three years. they have achi�ved 
rnmmen<..lablc progress in establishing anu implementing polidcs 
and procedures to effectively an<l effo:lently managt' their 
operation.!\. 

(P:e"e> The area where NRO fRM procedures deviate most 
:ignitic,mtly from fcucr:1t and Defense lRM program re4uireml'Ols 
is in information system!i managcmcnc oversight. spcdtkally in 
I.he im:orporation of a review program. Anothct <liffercnc� r�sults 
from their c�cmption from compliancc with DoDD 5000. I. which 
proviues the basis for AIS Life -Cydc Manug0mcnt. The NRO is 
not re4uirc<l to follow specific.: guidance ourlinc<l in AJS Lif0-
Cyclc Management rclutcu ilircctivcs. however they <lo have 
.liuffidcnt procedures cstablisheJ to satisfy the ovcrnrching DoD 
Life-Cycle Management objec,ivcs. 

� Policy and procedure development ls ;.m ongoing procci.s 
wirhin the- ITG. They make publ!sheu documents a\'ailablc to all 
ITG personnel. an<l NRO pcrsonnt'I as appropriate. on the !",jRQ 
KcXT-ba:-.cd Government Wide Arcu Network 1GWA�l. The 
ITG's ongoing effort to stanJ.ur<lizc opcrntions through polky an<l 
prorcdurc <levclopment shouf<l c.:ontinuc as it has .i direct impact on 
implcmentu1ion of ''sound bttsmcss proces.scs''L which is a statcu 
NRO IRM le11dcrship concern. 

� The NRO ut..lc4ua1cly kli:-11tlflcs roles and responsibilities of

the IRM supporr program so the organization c,u, be responsive to 
the user's information nccc.l:;. The ITG has a rnmprehensivc 
Mission and Functions <locumcnt which dearly ucfincs it:,; 
organization and responsibility. The NRO's intemai IR� policies 
anti procedures incorporate the idcntifie<l roles anu rrsponsibilitks. 
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(U) REQUIREMENTS
DETERMINATION
PROCESS

.54 

!RM managers and i11tcrnal customers huvc. a. thorough 
undcrstanJ.ing of the ITG's roles and responsibilities and the 
processes used to get support. Most NRO managers (90 percent) 
we interviewed were smisficd with t.tw IRM support program 11ml 
its ability to meet the organization's needs. 

� The Director. ITG. fulfills the role of th<' Senior 
Information Resources Management Representative in the NRO 
and centrally conirols all policy and procedures. budget uuthority. 
AIS at.:quisition, Life-Cycle Management. and operations and 
maintenance. of all information resources. The Director. lTG. 
functions under the authority of the Director. Communications 
D���. 

� The centralizatLon of the IRM function unc.ler ITO is nn 
ongoing i:llld evolving process. For example. the lTG has 
identified at least ml non-standard LANs whose functions cannot 
be trani,;fcrrcd to the standard NRO NcXr-bascd Manau.cmcnt 
Information System until the organization migrates to a more open 
operating system arch itcccurc. 

�) The NRO has an a.dcqtiate procedure in place to Identify. 
validate. and prioritize IRM requirements to meet the collective 
information needs of the NRO. The ITO has a staff specifically 
dcsignm.l to define customer requirernents--thc Customer 
Requirements Staff. 'Th_is staff is the customer1s primary intetfacc 
with the lRM requirements process. 

� Customer requirements must be signe<l by an authorized 
valiuator. a senior manager designated on a published validator 
list. The Chief. Customer Requirements Staff us signs a Point of 
Contact to work with the requestor on tcchnicaJly defining the 
requlrcmcnt. It is reviewed by the ITG's Requirement� Action 
Board which assigns the requirement to a responsible division or 
tlcta1.:hmcm for project development und management. The 
rcquiromcnL is then tasked for t'ururc action at a Senior 
Management Board or a CCB. where pmjci;t development wilt be 
reviewed. 

f8) Requirements are validate<.l and <levelope<l to be compatible 
with the NRO communications an<l information management 
baseline architecture. The baseline defines the stundard 
information technology processes aiHJ equipment for the NRO 
[@IJIU>i network. If it is not possible to satisfy the customer's 
requirement using the baseline. an exception may be approved 
after review by the CCB or an alternate solution may be proposed. 
This process provides sufficient control lo ensure standardization 
and interoperability within the NRO. 

� Requirements are prioritized based on the "required datctt

needed by the tustomcr. and agrec<l upon by the ITG. Most 
customers we interviewed indicated that ITG has always met their 
mutually agreed upon operational <late. A few customers were not 
satisfied with the responsiveness of ITO. They stated projects took 
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too long. ITO docs not keep them informed of the project statu!.. or 
the project was not developed to meet their technical 
spedfialtions. Reviews of a sample of the mentioned project files 
revc.uled there were significant coordination problems. such as 
leasing lines. system comparibiliry l"C<1uircmcnts. or rc.';carch 
engineering jnto new tcchnolog.ics. which mauc the origi11aJ 
requested dates impractical. Our review showed that eusromcrs 
were either not sufficiently informed or did. not concur with the 
drcumstunces surrounding the project change. lmprovcmcnts in 
customer interaction are addressed .in "Program Monitoring" later 
in th is section. 

tpt,t;t,) FINDING: The NRO does not have an adequate mM strategic planning process 
at this time that provides a basis to address future information architecture requireme.nts. 

(U) lRM STRATEGIC
PLANNING PROCESS

"t8' Although the IRM strategic plannin·g process is currently 
inatlcquatc. the NRO is well on its way to successfully 
incorporating previously clcccntralizccl planning cfforL-; into a 
consolidated product so that lRM resources can cnhuncc future 
!,Upport of the NRO mi..ssion. The Vision 2005 IRM Strategic Plan 
is ilil draft form and is ready for review by senior mnnngcment. 
Some supporting plans. such. as the ones for Asym:hronous 
Transfer Mode technology and the MJS Modernization. arc 
developed through the concept phase. The JRM portion of the 
NRO'.s Jntcgratcd Road Map describes some uirget infrnstrncturc 
technologies, but is not sufficiently developed to i.:omplcmcnt the 
NR01s Jong range golds. While u good !>tart on proper planning. 
these products clo not yet f11lly define the future organization 
un.:hitccturc by identifying specific objectives, the tmnsition 
strategy to move from current to tnrget architecture. resource 
requirements. antl scheduled milestones. 

OSD - (b)(1) EO 13526 Section 3.3(1) 

�) Fiscal Year 1996 is the first year that the ITO l1us managed 
a consolidated bu(]gct and th-c linking between the bud.get line 
items. project plans, uncl strategic plan objective!; is still 
progressing. The ITG has an uclcquate method to control funding 
to current projects. but is still worklng towards atlcquatc]y 
resourcing defined strategic objectives. If the JTG'� internal 
budget analysis process continues as obi,;crvccl. they wil1 achieve 
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un uL1c-4uatc planning process to m�t aml funLI idcntitietl .slratcgil.'. 
goals an LI ob jci:tivc�. 

-te-J There arc SC\'Cr-.tl factors: that aftcct the NRO's uc,·clopmem 
of JRM strategic plans. One is 1hc 1TG's ongoing cffon 10

dcccrminc TRM bi.lselinc architecture. A bai-:clinl,;' is essential to 
establish the current com.mun ka1ions and i11formution mantH!C'mcnt 
processes anti systems so that full.U"c plans can im:orporatc 
appropriate trunsition strategics. All current projects arc cvaluati.:-<.J 
for compatibility with this baschnc. and future plan� rdc:rrn<:1.' th� 
baseline urchitcc:turc as the mi ration oint. g p

�F8:WQ) The NRO has adequate data adminhmation uuU! AIS 
program management to ensure current interoperability. cosl 
cffid�ncics, anLI stanLlanlizatio11 within the NRO. Thcv- Jo not 
c:urrencly paniciputc in the DoD Data A<lministmtion Program. 
Consi<lcring their interest in incrca.-.ing. interoperability with the 
intelligence amJ Defense i:ommunity. partkipation in the 
functional Data ALlminisrration-lntelligcncc working. group woulJ 
be beneficial to their pla11ning effort�. 

�) Senior TRM managers recently insiimtc<.J threr·programs to 
improve lRM strategic planning. First. they cstabH�h�i.l an ITG 
consolidutcd buugct amt arc conncl'ting projects anu .. u.:tivities to 
bui.lgel and Llivision/uctachmcnt line items. This is a ncccssury 
seep towan.ls <lrtcnnining funLling for future project-.. Sccom.L they 
initiated project management training for ITG go\'emmcnt 
personnel. who come from a prcuominantly opcrarions and 
maintenan,c backgrountl. This should re,;ult in more 
comprehensive project planning i111LI rcinfom.' th(' strutcgk 
planning process. ThirLI. they taskc<l the rn.: wly staffed lTG 
Systems Enginc�ring Staff with lhc responsibility to srrcnglhcn the 
lRM strJtcgic planning processes through t.!cvclopmcnt of the JTG 
Integrated Reau Map anLI a more cxpl il'it strategic phm. 

�Petre) One reason the NRO has not Llcvclopeu ai.lc1.1uatc IRM 
strntcgic plans is. that its planning: C'fforts have been focusc<.I 
primarily on near-term ob cL'tivcs. j such us establishing_ operating 
procedures. supporting major organization rcstntcturing. anLI 
Jeccnnining baseline architecture. These must be acrnmpUshcu 
before conccntr:ntng on future planning so that there is a Llefincu 
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base from which to plan. Now that many of the near-term 
objective!. arc close to completion. more time must be <.k-votcu to 
ucflning ancl developing the NRO's information management 
requirements and system architecture for future years. 

(.OlJO) Inadequate strntegic planning results in thl:' 
unpreparedness of the NRO Lo meet future information 
requirements in support of the organization's mission. NRO 
personnel arc fn1stra.tcd with lhc slow progress· towards a more 
open architecture. IRM managers find the lack of u well-defined 
future archltecmrc impact,; on their ability ro execute current 
projects. as they arc unsure of whether the project will be 
compatible with future NRO technologies. Lack of a wcli-clefincd 
IRM strategic plan also impacts on future years budgeting 
processes as the architm:ture must be defined before resourcing can 
be accurately projccrec.J for it. 

�) RECOMMENDATION 16: The DNRO direct development and implementation of a 
complete [RM Strategic Plan which identifies current and future architecture, transition 
strategi� objectives, milestones, and resourcing, and includes a perjodJc review 
mechanism Guidance for IRM Strategic Plans may be found in 0MB A-130 and DoDD 
7740.2. IRM Stratebric Plan to be completed by I October 1996. 

(Jitt!H!J,8) DNRO COMMENTS: 

( �) Concur. The NRO will continue establishing its srrate,:ic planning pr()c:ess us detui/ed 
in rhc inspection Report. A final /11Jormat/01t Resource Mana,:ement Strategic Plan ll'ill he in 
place by I October Jl.)96. 

(/ii€H!Hj) EVALUATION OF DNRO COMMENTS: 

( ,-(Jr:,r, > We cm1.1"ider the proposed ctcrions l>y the ONRO to he rcsponsiw: rn the 
R ccomrrumdat/011. 

(U> MON1TORING 
PROGRAM 

(P6t!©) The NRO conducts ac.Jcquatc monitoring of its AIS 
development and acquisition activities. It docs not have an 
adequate procedure to monitor customer fcc<.lback or perform 
intcmal assessments of its programs to determine if it effectively 
and efficiently meets the 1RM nccus of the organization. 

{"9) Adequate processe� exist to monitor the daro administration 
program. AIS development. and 11ystcms Lifc-Cydc Mltnagcmcnt. 
incJuding a rccap.ita.lization program. fTG uses a formal project 
management process Which incorporates CCBs to review 
milestone accomplishment and ensure that the project is 
compatible wid1 the baseline architecture standurd. 
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fPQelQJ There- is no formal an<l consistent mctho<l to monitor 
t'ccuback to and from the customer. anu gauge the cu.'lOmrr'� 
ultimate satisfaction with the IRM program. There arc a vuricty of 
informal ways irt which marh1gcrnc11t rcc�ivrs frC'tlbad� sud1 us E­
mail from customers. interaction at the rnany organization-wide' 
working group meetings. panidpation in other directorate'!- CTBs. 
an<l an clcl.'tronic survey of network cus10mers in late 19lJ-l vdth 
phlns for a follow-up in late I �96. While these an� the tyfll.' of 
efforts lhat are <lone as part of a good monitoring progrnm. thr 
NRO lacks a comprC'hcnsivc plan to integrate this customer 
fccJback into process and prouuct improvements. 

�) The Help Desk is the one consistent customer poinc of 
contact. wu.l the majority of rnst0mcrs we intcrvkwcu h�t1..l high 
praise for the 4uality anu rcspo sivcncss of se"·icc from the Help 
Drsk an<l the local ITG detachment\, The Help Desk l.'.tn be a 
valuable source of rnstomer feedback anti lnfonnution. bur then� is 
no organization-wide methou ro allow milllagcmrm m monitor 
historkill and trend analysis from this source. 

�) Some cuscomcrs intliratcd that they do not feel that thC'y arc 
an imcgral pan of the [R.J'\1 process. that ITG "work!> for another 
master" as one person put it Several customers cxprcsscll 
frustration that they were not kept informed of project evolution. 
One re_ason for this is lhc l�i.:k of a consistent. method to L::('C'p the 
customer informcLI of requirements development. 

� �he Customer. Rc4uircmcnts Staff is <lcsignrd to be the 
cusromcr's interface wilh the ITG and works with the cus;tomer to 
initially ucfinc the technical requirements. Om:c the requirement 
is assignell lo a project manag.cr there is no uniform prOCl'llurc to 
keep the wstomcr apprisctl of protrcss or ensure concurrence as 
the project is dcvC"lopctl or milestones arc alljustru. The Customer 
Requirements Staff only provitlcs upuates to a nistomcr if the 
customer i;,1)1s to ask anti they �avr no intlucncr over how the 
project is dcvclopcu since the project managers work for the ITG 
<livisions or <lctachmcntc;., 

(ii,) The comments on project timeliness that were: noted in the 
previously tliscus.�ctl "Requirement,;'' section arr also catJ,l"d by 
lnsuffo.:icnt interaction with customers. Since then' is no 
consistent mclhotl of proviJing fccuback. mlsunt.lcrstandings 
between the TTG .mu its customers wlll continue. ITO should 
develop and implement procedures to comprehensively monitor 
ITO L"ustomcr support lli1d tccuback. This will Hitl the Internal 
Management Control program and help meet GPRA requirements_ 

(F8'tf6) FlNDJNG: The NRO IRM program lacks a consistent, £omprehensivc self­
assessment review program to determine its effectiveness. 



INFORMATION RESOURCES 

(fi6U6) The NRO <locs not have an ad.equate mcchotl to asst-ss 
the overall effectiveness an<l efficiency of its IRM program. 
Federal fRM guitlancc. a.<.: well as sounc.l business practices. 
advocate some type of scU'-as!icssmcnr program. One. option for 
establishing a review program is avuilab\e jn the Office of the 
Secretary of Defense "Guide for Asscssillg Component 
Information Management Activities". A self-asses�mcnt revi�w 
progmm shoulu be pan of the NRO's execution of its lntC'mal 
Munugemcnt Control (IMC) program. since both lnformution 
Technology aml Telecommun.ications arc considcrcu assessable 
units with significant level of risk. 

�) Several JRM monitoring mechanisms are in use at the 
NRO· ITO quarterly buuget reviews monitor the planning antl 
funding process: the formal management processes ot' 
Requirements Action Boards. Senior Management Boar<ls. ru1t1 
CCBs monitor the systems development proccsi.;: -and off-site! 
scm;nars proviuc opportunities for development of specific 
management interest items_ The Communicat(ons Directorate has 
recently complcte<l a review aimetJ at streamlining the 
rcquirementi. development proeess and conducted a. survey in early 
1995 aimetJ ut improving internal processes. These arc aJI positive 
self.-assessment effom, but Jack incorporation into a comprehensive 
antJ on-going evaluation and improvement process. 

�) JT Gs Detachment 7 provklcs a posjti ve cxumplr of an 
internal process assessment which has resulted in improved 
business practices. Positive und enthusiastic i:ustomcr t'cct.Jback 
during on-site interviews indicate Detm:hmcnt 7 was sucrns!oiful in 
restructuring its internal organization 10 be more. 1.:ustomer 
responsive. 

(U) Senior IRM management has stated thur their primary
efforts have been on establishing intcma1 policies aml proccuurcs 
am.I baseline architecture. anu now they can focus on jmproving 
customer interaction and monitoring processc�. In our judgment. 
the ucvelopmcnt of an TRM program is not a i1cqucntial process of 
establishing one criteria at a time. The institution of all five key 
lRM areas of policies ant.J procedures. roles an<l responsibilities. 
requirements uctcrmination, strategic planning 1 antl customer unc.L 
program monitoring. must ucvclop ani..l occur concuttcntly. 

(FOeJO) The impact of the lack of focus on customer und 
program monitoring is unrc!-;ponsivcncss to the orgi.lnization's 
nccu.';. Some customers do not have full cont'iuencc in the ability 
of the IRM program to meet their need.� and cin:umvcnl the 
process to get what they want. The organization becomes focused 
on maintaining in-place procedures. rather than looking for 
opponunitics to improve management procc.sscs to better serve the 
NRO's mission. 
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INFORMATION RESOURCES 

(Pelf�) RECOMMENDATION 17: The DNRO direct development and implementation 
·or procedures for a comprehensiYe IRM self-assessment review program, incorporating
applicable DoD guidance and concepts similar to U1e OSD II Guide for Assessing 
Information Management Activities 11 and 0MB Circular A· 130. Actions to be completed 
by 1 September 1996. 

(J "V 1'J DNRO COMMENTS: 

(J eo ()J Conr:i1r. Documents frlemified iu the f11specrfon Report will be reviewed to identify 
Jntenwl prncesses which can be used in NRO self-axses!imf!III. These procedures will be in place 
/)y 1 September 1996. 

iPOVO} EVALUATION OFDNRO COMMENTS: 

(F9Es'e') We consider the proposed actions by the DNRO to be respon-sive w the 
Recommendation. 
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(t;) CIV-ILIA� PERSON�L 

(C) BACKGROU!'\D {lf I Civilian personnel management is a primary rcsponsihility 
of organization managers. The org_anization's d..-ilian p...�r,onn�I 
offo.:c support� manage mcnt through pro:.u:ti \'l' in \'OI vi:-mcn L 
ac.Mcc. anJ guiJancc unJ provides rcrhnil"al ser.:il\�s to aJmini..;IL'r 
the personnel sy.s1cm. The per. onnrl manugrmcm sysk m mus, 
tomply with u.ppropriarc s1a1urory. n:g.ulamry. anc..J polil'y 
requirements. which must be clearly unJcrswoc..J by rmployccs. 
managers. ,md the personnel office. as welt as the servicing 
external personnel suppon agencies. lf 11pplkahlc. An a1.JcqLuJt0 
personnel management system includes programs for r,osltion 
management and dassiflcation. recruitment an<l pluccm�nt. 
management-employee relations. employee training ,mu 
<levelopmcnt. and technical suppon. It shoulu also iadu<lc u 
mean� to usscss its overall effectiveness and its rrsponsivcnrss to 
the needs of employees. managers. am.I 'the organization's mission 
as a whole. 

(U) The NRO's DoD <.'hartcr directive s1,.ucs that the D:,..JRO has 
the authority to "organize. staff. anti. supervise the '.\ationaJ 
Rcconmtissancc Ofticc." However. rhc DoDD doc:. not spccifa:a\ly 
delegate civilian personnel management authority to the :-,.;RO. 
According to legal counseJ. the chancr Llirrctivr is suflkicnr to 
give the DNRO pcr:,onncl munagcmcni authority. although an 
NRO senior personnel manager maintains 1hat the authority should 
be darificJ further. The DNRO has chosen n01 to cx.�rcisc hi� 
staffing authority am.I instead relics on 1hr CIA am.I the DoD. 
specifically the Air Force anu Navy l'ivilian personnel sysrrms. to 
perform all the NRO's personnel man.tgcmcnt functions. 
NR01

The 
s HRMG coordinates with these external support agcnL'i ·s 

unLI administers the NRO's dviliun personnel m:.ma.gem�nt system. 

CU) Personn c I practkcs for Air For cc and \av� c i \' i I ian 
employees of the NRO arc allminjstcreu i11 al·ror®nl'(' with Title 5 
Ll.S.C.. guidelines issued by the Oftli.:c of Personnel '.\lunugcmcm 
am.l DoD rcgulalions. Personnel prnrtkc, applirnbk' ro CIA 
employees arc bascJ on T.itlc 50 l'.S.C. :mu ,uJmjni1;1ercu 
arcoru.ing to regulations which urr excepted from Ot'tkc· of 
Personnel 
1 'NRO Rcstnicturc Guidance Document'' 

Man,tgcmcnl guiuelincs. HR\iG consider" the 1993 
to be I.he .i,ouri.:c 

ucx:umcnc establishing internal NRO personnel policy guiuant:c. 

(UJ NRO senior management content.ls that the multipk parent 
organization concept. while challenging. gains the NRO a uiwrsc 
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intcmal sLructurc am.J provides an rxtC'mal pool of resources from 
which to sdert future employee:. Senior management continually 
emphasizes the establishment of an NRO rnrporu1c cu ltur(' unJ 
the-it tlcrcrmination to gel personnel from the formerly sepanm.· 
progmm-; 10 operate as a consolklatc<l. cohesive tc,lm. 

u.reut>) ISSUE: The NRO has technically adequate processes, mechanisms, and 
management systems to support ci�ilian personnel and meet NRO needs; howe,·er. these 
multiple personnel systems do not support th.e goal of a consolidated. cohesh·e work 
force. 

(U � kOLES AND 
RESPO�SIBILITIES 

(U) External
Support
Relationships

(fi@lll@l) Tor roles anti responsibilities for personnel 
martagcmcnt arr unc.Jcrstoo<l by HRMO. senior manugcm�nl. and 
external supporting agencies (parent organizutionsl. although no 
formal ag.-rccmcms exist. The NRO depends on th.: parent 
organizations for personnel guj<lance and action. HRMG staff 
displayed thorough understanding of CIA and DoD authorities 
applicable to civilian personnel a<lmini.strution. 

(m'J The fundamental differences between the parent 
organizations personnel practiccs--basc<l on statutes. regulations 
and polit'ics--rcqulrcs HRMG to maintain expenisc at,out each 
personnel system. Interaction between HRMG umi the Air Force 
und Nav arcnt is ccntrillizc<l. 

(FU( 0) Fl�DlNG: There are no Memoranda of Agreement (MOAs) between lhe �RO 
and the agencies pro,·iding ch·ilian personnel sen-ices which define their responsibilities in 
accordance with DODI 4000.19, 
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fl"et:10) While the HRMO. :cnior NRO rnanal!en1cnt. and the 
.i.upporting external orgunizations have a positive and cooperative 
relationship which pmvidcs 1cchnically adc4uatc pcr•.onncl 
manag�mcnt suppon. there arc no formal agreement,;; which 
�pccify roles and responsibilities for those inrnlvc<l in pro\·iding or 
receiving. support. This results in the inability of the SRO antl its 
�Llpporting agencies to provide the most effective amJ efficient 
personnel manug:C'mcnt. As we show in the following arcu. the 
HRMG and supportlng agencies maintain duplkative personnel 
record.-; anc..J im.:ompatiblc per..onncl tlutabasc systems. It is 
difficult for the �"RO to monitor the timeliness and yuality of 
�upport received since there is no statement a. .. to whar suprort ii-
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expected. The lm.:k of !Hatc<l responsibilities has adversely affcc.:tcu 
the quality of the NRO's employee training an<.I development 
progt.ims and the NRO'x ability to aunlinistcr personnel recora..ls, 
We iucntify spcdtk inu<lcyuacics in the employee m1ining anu 
uc,..clopmcnt area lut�r in thi" sci:tion. 

fFQls18) RECOMME:\'DATIO� 18: The D!'lRO designate and direct a Support Agreement 
Manager to develop and establish MOAs with lhe CIA, Air Force and 1'iavy to speci�- Toles 
and responsibilities for civilian personnel management in accordance with DoDl -1000.19. 
Actions lo be completed by 31 July 1997. 

(,'"Vt>; DNRO CO.\IME.\'TS: 

( J e,e t,J C'tmcur 11·ith ca1•ea1. Clt.. employees work;nK wi1hin tire NRO srrncrure, i11c/1uii11.� tlrllst· 
u-/10 ore tl£'tuilt!d to NRP funded posi1i()nJ·. rmwin CIA employees ,.uul are e11ti1h•d to tht· 
rt.:qufa1rc: perso1111e/ s11pporr from rhe CIA. Prior to 011y final agreemc11t on the creation tf a 
si11J,(h: ,frilicm JJL1r:wmu:I syJrem for the NRO anti tile .wl1.\'t:q1u!nt .uruc.wre of 11,ar s_\'stem. tlu.!rt' is 
11ri ne,:d for. or benefit from. documenting the pm'l'isio11 of 1,erso1111t!I support ro CJA employees 
in the NRO in cm MOA with the CIA. 

(�) The NRO, as ,1ctfrity hes!, has no DaD offidal l'<!rs<mrrel authorities us cl£:fi11ed in 
DaDI 4000.19. Witlr the Air Farce servinl{ i11 thf! role cf Exerntit·e A,i:e111 011 the DoD .�id,· of tht· 
NRO. c1.c:ai11 tlu:t(' is 110 11ecd to have w1 MOA wirli tire Ai,· Forc:e since tire Air Fora iJ 
rcspm1sibh' fi1r the Air Force people supporting tile' NRO. 

r FtJt5 OJ An MOU �1·/fh rite Nm:v would 1,e cufruma.l:£'(JU.li sint·e the persrmm:I prm·idhr,� s11111mrr 
to the NRO an· a.trigned U> a larger Nu\'_\' parem 1111it1 A Nm·y MOU wa.\' -�ig11ed i11 Februury 

I 996. 

( F('iJi&/t!J) Thacforc. t1ppnintmenr <1f a "Support Agreement Mcma}:a 11 and uccomplishment <�fan 
MOU with rlre CIA (or uny 01/ier MOUs l\'ltidt might ht' 1tC!ces.wry .\'uc:h us one with Army or 
Nmion<ll Seeuriry A,l!,ency perso11rwl offices) depe11d on resolwion (�f' the Joim lMpectio11 Tec-lm 1.1· 
.vinglt• persom,el syMem recomme11dution ( Se(' Recomme1u/mio11 22 ). Should resolution of rlre 
si11,qlt J)('l'.W>llll<!I system issue require MOU.1·, a Support A.t:rt!c'me111 Mmwgcr will be appointed 
and MOU.\· accomplished by 31 July 1997. 

( P8#!HJ J Tlun:f<>r£1 , und accnmplishm,mr <f w, 
MOU w;r/J rhe Cl/\ 

c.1ppointme111 of a 11St1pporr Agn•em£'Jl1 Mo.na.�er 11 

(or any mhe1· MOUs ll'hich migltr lw llc'Ct!.\'.\'ary sud, a<, mw 1i'ith Army or 
Nwimwl s,,curity A�e11c.y personriel office!;) depend 011 re.wlutimr r�f the J oim lnspl:.'crio11 T,:am'.t 
sin.�le f1C!7,\'fHlll£'1 system remmme11dutimr (Sec Rewntm!·nclwim1 22 J. S/1()11/(/ re.wlminn ri Ill<' 
.v/11,qle pc•r.wmnd .l'ystenr isrne require MOU.\', cl Support A_qtet!lnt!lll Manager will hL1 a/>p<>i1m•cl 
and ,'UOUs m:com11lfahL'd by 3 I 11'fY /99-:. 

( Ft9b'6J EVA LUA T/0,V OF DNRO COJ!MENTS: 

( Pt!J@J8 J We cmuider the propo.s£•tl uc1io11.� hy the D.VRO to ht· />'1rriully n!spo11,ti1·t· to the 
Rt.•am1mendurim1. We agree with the DNRO'.s comments on deferring an MOA on per:mm,cl 
sup11orr with the Cl/\ u11tl wirh his swremrn, rhar thN<' is 110 need to l1£m! an MOA with th<.: Air 
Force. Hm,·e\'er, MOA.r.'MOUs witlt tire Sm·y. Arm_\·. and NSA 011 persmmd SUJ>pr>rr ore nectlt.>d. 
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The Fchruani 1996 Navv MOU. whic:lt �enerally establishes rhe relatinnshit) henw:en the 
Deparrmenr of the Na�·y "and the NRO. n-lrt.YI be Stlf'plememerl by agreements (() address the 
spec(fic responsibilities of the Department <d' the Ncn:v mul the NRO reRartling personnel 
supporr. Action.f to be completed by 31 July 19CJ7, 

{U) Jnternal 
Management 

(U) 
ADMINISTRATION 
OF THE PERSONNEL 
MANAGEMENT 
SYSTEM 

(U) Understanding of turrent personnel management rolc-s anti
responsibilities by NRO managers and employees is aucquat�. 
HRMG fiUs the role of fu.dlitator between NRO-nssibr-ncd 
employees and thCAr parcot organlzations .. They administer NRO 
pcrl-onncl management based on the requirements and gu.ldnrn:c of 
Lhc three parent organizations. 

(U) While the HRMG uses a variety of methods for rdcasing
pcri;onnel information to NRO employees. HRMG officii!.ls noted 
employee concerns that they do not receive sufficient management 
perspectives needed for employees to make decisions. such us the 
career service issue. Personnel information is dissemiriatcd in 
multiple ways--E-mail, Director Notes. training sessjons. 1111d staf

Since there is no standard method by which aB 
f 

meetings. 
personnel information is released. employees might miss 
something critical. Each employee interviewed noted personnel 
information flow as a problem in one respect or another. We found 
employees beUeve senior and mid-levc-1 managers inadvertently 
filter the personnel information they rcccjvc at meetings alld pui-;s 
on to their employees. Some employees bcHcvc manager� assume 
since they (the mcmagcr) received the information, tlrnt it hai; been 
disseminated to alt employees, and so <lo not pass it on. Some 
employees cited management's singular focus ou mission-rclate<l 
issue� as a reason why they arc not cognizant of the importance of 
this personnel information to the employee. 

(P:e"e) We found the admin1stmcion of the separate personnel 
systems dcscribctl below to be in technical compliance with 
regulations. However. we found the c.:.urrcnt pcr�onncl 
munagemcnt arrangement flawed on two counts: it docs not foster 
u consolidated, cohesive work force and it results in perceived 
inec.iuitab1c treatment of cmploy�cs in promotion opportunities. 
assignments. an<l awards for equivalent work. As a result. this 
section contains several findings beyond the ability of the NRO to 
rcsol vc. Depending on the SECDEF/DCI approved wording of the 
rccommendcu DNRO proposed MOA, resolution of these findings 
would require. chang_cs to law. DoD Directives, or SECDEF and 
DCl agreement,. 

(P8l;@) Senior management asscnc<l the oivcn;ity of 
experience brought into the NRO by the uiffcrcnt personnel 
service� far outweighs the udm inistrativc uisau vantages of 
operating multiple systems. Yet. senior managers throughout the 
NRO arc attempting to develop an NRO consdousness in their 
employees. Retaining the uitl'crent personnel systems docs not 
serve to reinforce this goal. 
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Management and 
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Interviewees noted several is!iues. HRMG personnel noted 
sig.nificant duplii.: atiVl' efforts on their pa.rt and .i lark of sufficient 
uutomatc\l systems connccrcJ to pm·cnt organization systems us 
cJctractorl\. Nearly all non-management employ��s interviewed 
abou1 the personnel system commcntct.1 on diffo:uhy und�rstanding 
an organization goal of a c:onsolillatcll :,,.;Ro while maintaining 
separate personnel system". DoD employees f'l-'rcd,·e uncttuaJ 
opportunity when they wmparc their system 10 thl' seemingly 
more tlc,,;iblr and decentralized CIA personnel systi:-m. 

(POl!tl9) Results of our survey of NRO employees on those 
c.1ucs1ions relating to human resource management issues im.licarr 
that NRO manager� :1ni.I CIA employees arc very sutisflr<l with the 
civilian personnel suppon rcccivc<l. However. OoD cn1plny.:\?s 
indicated JissutisfacLion wilh some spcdfa: personnel j,;suc!.. 
Results arc rabu lutct r below. Comparative data bctwcrn DoD 
dvilian:i anJ CJA personnel indicate DoD dvilians arc more 
t.lissuth;ficcl with: personnel !.Upport: being trcatcl,.I fairly O!l 
promotions. assignmcms and awards: und training oppommitic� 
available to them. 

(�) 

Survey 

I am i,;atisficd with the 
personnel support r receive 

Trcatc<l fairly regarding 
promotions 

TreatcJ fairly regarding 
as�ignmcnts 

l'rcatcd fairly rcgurding 
awards 

Performance apprai\iuls fairly 
retlcrr my performan<.:c 

Satistic<l with 1.ruiniJU! 
opportunities uvuilublc ro me 
for prot'cssional <lcvclopmcnr 

S11ffidcnt time. opportunity. 
resources for me to fulfill 
my training plans 

"' cutra rc�ponscs not ret ct·1crJ.

Respon�* 
DoDCiv CIA 

31% 63'7< Agree 
50% 22% Di1mgrcc 

33Ck 52q· Agr�l' 
44':c 26�c Di..,agrcc 

44q. 51 'c AgrN' 
;?X'ic '.!5<:", Di:agri:-c 

49% 5 IW Agn.'l' 
35% 27�i: Dis,1grcc 

79':i: X'.!rc Aun.•e 
t 5<ic l)< '( Disagree 

:W<:i- 73'"( Al!rCl' 
279'r I:,<,;- Dlsa�rcc 

51% 5W, Agrl'c 
29q. 27c, Di,;agrcc 

(:�etJe; Whik the acJmini.i.tnition of po:-;ition management and 
classification is adequate by the stum.Jard� of the parent 
organizations. the effect of multiple proccs.-ics docs not support thr 
NRO's goal of a consofo.JatcJ. cohesive work force. The i.liffcrenc:t' 
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(U) Recruitment and
Placement
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between the DoD's rank-in-position practice and the Cl A's rank•in­
per.son system is the root cause of several of our findings 
concerning personnel management. 

(•"1"JQ} DoD requires that the position and the individual 
filling it have the same grade and its classification program is 
tightly controlled through centralized management at an extcmal 
(to the NRO) hea<lquarter!-i. A CIA-managed employee llocs not 
have to have the sume grade as the position they arc filling and 
CIA position classification is managc<l ut the CIA <lircctor atc level. 
CIA-managed employees thus have more flexibility to fill 
positions within the NRO. HRMG and senior management 
brought to our attention examples where persons of different 
grades untler different pc{sonncl systems were filling similar jobs. 
Th is creates inequity as the employees. by nature of their 
personnel system, are compensa.tcd differently for doing the same 
work. 

(F9H9) The CIA and DoD recruitment antl placcmcm procc. s 
for hiring external applicants into the NRO is adequate. NRO 
senior management goe� through an annual succession planning 
exercise to assess personnel requirements for the organization. 
Thi:, exercise includes: identifying vacancies. created by personnel 
separations; determining external recruitment needs: projecting 
internal reassignments: allocating position cuts mandated by the 
parent organizations: antl. planning professional development for 
potential future program managers. 

('8) Within both the Air Force an<l the Navy. external 
recruitment for NRO positions is accomplished through the 
respective. centmlized commancl structures via classified antl 
unclilssifie<l channels. 

(f'8l18) FINDING: NR0 1s inter'oal reassignment process is inadequate because of the 
inherent disparity of considering DoD rank-in-position candidates and CIA rank-in-person 
candidates for the same positions. 
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(PEI WEI) The NRO's practice of announcing va1.:ancics 
organization-wide is hampered by the inherent requirement to 
satisfy both DoD and CIA posHlon classification and promotion 
procedures. Internal reassignments of DoD personnel depend on 
cxtemal DoD da'isificatjon spcciali$t concurrence. whereas CIA 
personnel. due to thc_lr rank-in-person status. arc not <lcpcndcnt on 
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a�ccmcnt of positii:m dassificalion anu their g.raue to fill a job. In 
this rnsc. th� rcas-;11mmcnt of u CIA �rson can � more rcadil\' 
cftcctrll because then: arc no promotion or budgetary tsalaf):) 
consrr..ijnt� rclalivc to the rca."isignmcot. The practil\' of 
announcing_ ccnain vu1.:ancie!-. to DoD anu CIA cmpJoyr�s. and 
ancmpting lo till these position.� by conforming co thc rc4uircu 
prJcticcs of the tlispara1c personnel systcmi,, inherently r�strkN the 
NRO's ability to selccr the most capable. appropriat(' candidate for 
I.he vacant position. 

(U) RECOMMENDATION 19: Refer to the "Overall Recommendation" at the conclusion
of this section.

(F&fs\@JDNRO COMMENTS: 

(ffll5 C, J Com.:ur with c:avear. The NRO'.\· i111ernal reassignmen1 proc:t:.Y,'f i.r CJl.so limiu:d hy
civilian directh:eJ requiring po.sitions 10 l,efl/le,I by members of the pare.nr orguni:mion (DoD i11 
DoD biller.s. CIA in CIA hilleu ). While rhe F;ndinR il rrue, HRMG w<Jrks diligetlfl_v w m·c•rcome 
tlw idenr(fied c·mistrnint.r. Job aw,mmcemenrs are opened up to all p,ow:rnmenr em11/o_we.v 
a.tsi.c:ncul 10 tit<' NRO 11•hc11 the requiremellls of rhe po.sit ion a /loll' for ir. N RO ieaderslii11 the11
\\'orh haul on<:e rhe be.st qualified ca11didat£• i.� idcmified tn work the! slot isJue. Thfa mc,111s
.�t·urd1in� thmu.�h the org1J.ni:.urim, to fiml a i·actJfll slat which cun be murchetl ro rhe selecwl
t>£'r.wm. and rra11sferrin� tlrm slm to the liirin� Din.·lwrate or Office. Co11srrai11rs of the: \'Urious
ft'dl'fal personnel sy.\·tems and limited mm,het tl "'Jc:t11ir positions tines 11m ensllrt' succt!S.r in
ei·crv inscance. Sina the "O�·cral! Recnmmelldation" is Reconm1cmlmio11 ::!2. whi<:h .tuv.'i tha,
the b.VRO should estab/M1 u sinRle NRO cfrilia11 personnel sy.rtem. we must defer LIL'Tion 011
Rt'cmnmt!1ulur/011 /9 u111il 1/Jis issu� is rc5,,{\•cd. (fa si11,:le- personnel system is determined tlw
Ll/lf'ropricue s(J/urion to rhc NRO Personnel inuc. till' Flndinf.? -..i·i/1 be re:wl\·ed. (f nm. aiwther
c<1rrel'fiw: action 11•i// he proposed irl follow-11p and in place b}' � I July 19<)7.

(fii¥H#J) EVALUATION OF DNRO COMMENTS:

(F6M8 J We consider till' proposed uc:tlo11s of /Jw DNRO to he respQ1uire f<1 th<: 
R(·c.·ommenc/arimi. 

(L) Management­
Employee Relations

{TQVQJ Manag�mcnt-cmployce rclinions in the urea of 
employee pcrfomumcc :mm<larJs am.I apprJis..tls is atlr4uarc. The 
Employee Opinion Survey showcu thut }{2 percent of the 
rcspon<lcnt.'i agreed that pcrfonnant.:c appmisals fairly anti 
accuratc!y rctTcct their pcrfonnam:c. Managers who haw 
subonJinatcs belonging to different systems must be profici('nt in 
multiple apprai�al systcm!:--not only lhc lhtc� civilian systems. but 
scvcml Llifforcnl military evaluation systems as well. Training on 
the various appn1isal systems is ot'fcm.1 by HRMG. but not all 
managers have attended. 
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(l,) DoD employees an(.) their managers mutuully establish 
criteria. based on I.he position ucsniption. upon which to 
<lctcnnine the employee\ pcrformann' work plan. DoD 
employees have an annual. static appraisal cydc anu ratings arc 
based on performance as measured against lhc ,tillll.lan.ls 1.kfincu in 
the pcrformam:c work plans. CIA cmployct'S arc also rxpcctc<l to 
pcrfonn to the duties um! rcsponsibilitic� of their positil,n 
uescriprion anu. there shoukl be.- ongoing ilialoguc hl'tw(·�n 
employees and managers a.� to level of performance: however. 
there is no rc4uircmC'Ol to develop wriitcn work plans. The 
appraisal process for CIA is .a staggcrcll. annual cyck bascu on 
grade: rn.tings are based on the performance of those duties unll 
rcsponsibilitic:-; as dctinctl in the position description. 

(li'QI IQ) Management-employee relations in thr area of 
disciplinary actions is adequate. The NRO's unwritten polit'y 
concerning disciplinary actions is to encourage resolution at the 
lowe�t pos.�iblc level. between employee anu. manager. regardless 
of the parent organization affiliation. However. managers within 
lhc NRO--whcrhcr Air Force. Navy or CIA--havc authority 10

issue letters of warning and/or rcprimanu. am! in cases of a<lvcr1',l' 
work pcrfonnancc tlocument unacceptable aL:tions on ml' pan of 
employees and any follow-on counseling. 

(f40el0) Di�dplinary recommcn<lations for DoD employees 
arc forwarded by HRMG to the appropriate pcrsonnr.J management 
organization for uction. CJA em lovcc t.lisd linarv issues arc
rcfcrrc<.l to the CIA\ � 
---· when t e cmploycl''S con uct may impact on 
�tus. Otherwise. HRMO rccommenus the 
approprhltc CIA tounscUng forum. 

(�) FINDING: Employee promotions and awards are correctly mnnaged in 
accordance with parent organization regulations. However, separate promotions and 
ownrds systems do not contribute to a consolidated. cohesive work force. 

6H 

(FQ'J�) The rcl!u·latorv <liffcrcnccs hclwccn th\:' rank.-in­
position DoD work force ari<l the rank-in-person CIA work force 
result in a c.Jispari(y bcrwccn the way promotions and awards ar1.' 
adminiswrcll in the NRO. DoD employees are nominate<l by chcir 
f',.'"RQ mll.nagcrs for awards. but the employee's parent organization 
uctua.lly approves Lhc award. Awar<ls arc- lied to thr annual . 
pc,formancc appmisal cycle and to fixed allocations anc.J specific 
budget limitations. DoD promotions must be appropriately 
classified am.I approvC'd prior to awurding the promotion. as 
discussed previously, and arc also subject to pcrsonnc-1 funuing 
constraints. CIA award and promotion authorities arc <lckgatcd to 
<lcsignat�<l organizational mana,gcmcnl levels. Euch office t.lirrt:tor 
has the authority to promote up through !he grade of GS-I 5 in the 
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CIA system. which ust's a -.rnggcred cycle for promotion\. ("IA 
awards arL' not tied to a performance cycle nor arc they subjc-.·t h' 
the se\'erc budg.ctary constr.iints which are imroseJ on DoD 
awards. 

(U) RECOMMENDATION 20: Refer to the "Overall Recommendation 11 at the conclusion
of this section.

(1"l't1JJ DNRO COMME.VTS: 

(C.,' J Rt•t·ommendatim1 211 is 1..1tldresseJ in the NRO respnn.tr to Rt:c:ommendario,, 22. 

(ll} Employee 
Training and 
Development 

, (U) The HRMG Training and Development Division proviJcs 
truining oppon:unitics to all employees assigned co the NRO. Thl' 
staff considers its biggest challenge io be organizational 
tlcvelopmcnt. with a panicular focus on blemlinc: the parent 
organization cultures. Such training initiatives a.s 1

1

' 0rganization
Culturc ' anJ "Team Building" arc intcndeJ to bTing all NRO­
assigned employees (both civilian and military> to a bcucr 
unt.lerstuntling of the cultural differem:cs of the parent 
organizations. 

(�) FINDING: Employee training and development is inadequate to .support 
knowledge and skills development necessary for all employees to fulfill their duties. 

(,f'0t1'0) The NRO docs not have a way lO assrss skill level 
anc.J necJs of their cmployc('S so they can aL1c4uatcly plan for 
futurr training. While soml" offiec� huvc Jcvclopcd their own 
tailorcJ profcssionul tr.tining. there is no NRO-widc management 
of training rcquircmcnti;. 

( EDI IQ) Parent organiz.itions control the budget:-. and thl.' 
positions for program-related tcchnital training an<l rc4uircJ. career 
Jcvclopment courses: the NRO is only a re4ucsror of thb suppon. 
While this works a1.l<x1uatcly for some skill un:as--thc DoD and 
CIA contracting officers we intcrvicwcll alJ had 1hc proper level of 
parent orguniz.ation training_--it docs not provide sufficient training 
to all NRO employees. Only S9 percent of DoD employees agrc1.�tl 
(and 27 percent tlisugrccu) thut there we.re sufficient training 
opportunities available. while CJA employees ex.pressed ii D 
percent agrccmcn1 am.I a 15 percent disagreement rate. The Air 
Force tivilians we spoke with were cspcciully ,orn:crncd about 
their limited opportunities for training. Bccausl' thcr,' aTl' oo 
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MOA, between the NRO and its. parent organizations. lh1..'re i� no 
basis o uL'tl'rminc whrchcr each pany is aucljuatcly supporting the 
training system requirement�. 

(f8lf8t RECOMMENDATlON 21: The DNRO direct development and implementation 
of an annual process to forecast. plan for� coordinate. and obtain needed training for :i,,.;RO 
employees. Actions to be compleled b�· 31 July 1997� 

( �� D.VRO CO!vlME.VTS: 

(SQ(.f(i>J Com:i,r. fmplcmemaricm <�( rht: 1995 Trai11;11,t: um/ Dc•,·elopme111 Straregi<-· Plan 
int.:.lm/e,1 ;1,irlatil·e.1· ro provide a sysrem for performinf!, ongoin.� tra;,,;11µ need.I' m·.1·t.•.1·.w1enr to 
.fulfil rhe NRO mis.,·ion ,md.facilitare reali::.arion (If indMdual pe1:f'ornumce goals. /11 ucldirlon. as 
pt1rt <d" an IC efji,n. tire NRO r('n!nf/y idemified core <.md supf>0rtf11.� skills uml rt'lart1cl trnini11.lf 
rc:qulrt.!cl ro ac,:ompli.slr rlie NRO -nd;Hion. This effort. t..mcl rle NRO ll'orkfnrcc cmalysix i to /,c:
completed in early /99:, will be use,J to illc•nrif)· NRO-wicle training requirements t.md cnl.Jh/ish 
1.111 ,1111111a/ systematic plannin;: process. Full implem.e11tario11 <�f rhi.1· pmce.vs fa e.q,ecrt·t! hy 31 
J ul_v I !)97. 

(ffH#JJ EVALUATION OF DNRO COMMENTS: 

(� J \Vt· co11Jider the proposed actimrs h_v the DNRO 10 be resportsin• to rlic 
Rcc:m11mem/a rirm. 
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(lf > Per"sonnel 
Records Services 

tf8�8� While the personnel records scrvkc.1s system ii. 
meeting the n0cJs of the organization, it is not as L'ffc,tivc as ir 
�oukl be. The separate pcrsonnC'I management syMcrns uscJ by the 
CIA. Air Force an<l Navy. coupk<l with security restrictions. 
prohibit intcropi:rnbilily between the sy�tcms. Employees· offidal 
files arc maintained at the parent organization: the HRMG 
maintains an crnploycc me and a rnnsoliuutcd t.lurnba-;t' of all it!. 
employee.Ii oo its Human Resource� �1anagcm�nt lnformaiion 
Sys(l'.!m. Whifc this proviucs ccntralizet.J fik management internal 
to the l'i"RO. iL Jocs not interface with the parent organization 
systems and thus requires <lua! entry of Llata. The HRMG has no 
prorcss to verify tlata inte£rity between the sy5lcms. While dual 
entry is inherently inefficient. l'.hr 1.:mploycc ulso must �nsurc that 
rccorJ.� and <lata arc- accurate at both the parent orgunization an<l al 
the NRO. 

(¥0tJ0) The NRO uocs nor have an aJequatc retard<;. review 
process established to assist in maintaining rcrnru., int1..•grity. An 
MOA between the J\�O Wl<l its pare-nt organization:-. rnukl 
enhance the effectiveness of these separate systems by requiring 
periodic review in a usable format of the parent agency's rccor<l!! 
antl incorporating employee re·vicw into this cycle. While this 
docs not resolve the uatabasc interoperability problem. ii. specifics 
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rcsponsibilitic.s for suppon and provides a mechanism to impron� 
ucrurJcy of personnel record'-. 

(UJ An adequate monitoring program provi<lcs an organization 
with a way to <.lctcnninc quality. respon,;ivcncss and act:uracy of 
suppon. as well as employee satisfaction with personnel processes. 
It also fumishcs an analysis tool to dctccl trcn<ls an<l amidpat" 
problems so that actions can be taken to improve operations. 

(f\�Me) The NRO docs not monitor thl' quality or 
rcsponsivcncs!I of support its employees receive from their external 
parent organiza.tions. nor their employees' .-.atisfacrion with chat 
support. We found tJ1c HRMG staff to be professional. technically 
capable and cnrhusiastic to provide whatever personnel suppon 
they could. In their role as facilitator between the employee and 
thr parent organization. they <lo not oversee how well support is 
provitled am.I cannot aet.:\Jratcly assess when a.hey should g.cL 
involve<l m c,-pcuite the process. The lack of a review proc('SS for 
employee rocorus. for example. results in tliftic.:ulty detecting 
inconsistencies before they become problems. 

WQWQ� As tliscusseu in the 11Training am.I Development" 
section, the NRO does not m.lc4uately monitor the training nce<..ls 
and requirements of its employees to �nsurc the right type anti 
4uantiry of training is available. Without a mechanism to monitor 
employee development. the NRO cannot a<:cura1ely ucterminc if it 
has employees wilh lhc proper skills to pcrtotm its mission. The 
Management Services ant.I Operations Office tMS&O} should 
<lcvelop and implement a prm:css to monitor the '.\l<O's �r�onnrl 
suppon program. 

Cl'�H'.10, In our judgment. the continuation of ,;eparnte- civilian 
personnel systems docs not support I.he NRO goal of a cohesive. 
consolidated work force. Comparisons between rhc.- xystcms Is 
inevitable and our interviews and employee.' survC'y prove that 
employees perceive unfair treatment. While we found each system 
administered properly in its own right. perception ii. reality to all 
employee. The administration of rank-in-pcrllon untl rnnlc-111-
position personnel systcms is so uiffcrent that it cannot be 
cqualizcl!. ff I.he DNRO wishes to al·hic\'c the seated goal. the 
:"\'RO must move towar<.l a single civilian personnel system. 

(F8t"8) OVERALL RECO'.\.l�ENDATION 22: The DNRO include provisions for 
establishing a single NRO civilian personnel s)·stem. implemented o\·er a period of years, in 
a new SECDEF/DCl MOA, as recommended in the "Authorities and Delegations" section. 
Actions to be completed by l June 1997. 

f�I DNRO COMMENTS: 

(�) Coll<-'W' with i11tenr <if Recommendution 22 to improve cii"ilia11 p,•,·son11cl management 
and s11p1mrr. Hmre\·er, the NRO is nor fJ!C!JJ<.1red 10 conu11;r w a sinp,le NRO drilian pcr.wnnel 
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sysrem at r/ris time. Unrcs",,h·ed feglsla1h·e pa<.'ka,e.es and other IC reform i11i1iati\'cs are dynamic 
players in the current IC em·ironment. Ad,lirionally. rhe NRO's Jnemia/J Panel h reriewin� this 
sped/fr" issue. As with the NRO charter dncumenTJ. 011ce these polirica/ mu/ adminisrrurfr,· 
issues re.wfre. the NRO wil/ include its per.\'(mnel system recommendation in the SECDEF-DCI 
MOA am/ cnrrespn11ding DoD Directfre and DC/ Directi,·<: (DCID J. Target cnmpletirm dare is 
31 July 1997 . 

..... ----1111-1111

(�J We consider rlie proposed m:1lrms of rite DNRO t<, /,e responsive to 1/ie 
Recommc1ulmion. Tarf!.el I June 1997 ,,s 1/u: c:ompletion (law vice 31 July 19t.J7. 
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(U) MILITARY PERSONNEL

(li) BACKGROUND (LT) Military personnel management programs typically inc.:lu<lc.'
processing personnel actions such as promotions an<l awarJs:
evaluating personnel performance: coordinating service directed
anti professional c..levelopment training: and provitling separation
an<l transfer support and counseling. Muny DoD components
sponsor joint activities amt comply with policy conceming joint
limy qualification. Title 10 U.S.C .. the 1300 series or DoD
Directives and lnsr:rnctions an<l governing Service regulations
prescribe military personnel management. 

(U) Service headquarters normally control the as!iignmcnts
process using various forms of skUJ specialty codes. To ensure
proper skill <levclopmcnt. personnel require spcdfic tr,1ining at
partic-uJar points c.lcpenJcnt on rnnk and skill specialty. This
training is managed at S�.rvicc spctitic levels. 

(Pet'Je) The originul NRO Programs A. B. an<l C maintained
ci1cir own personnel staffs and relied on the parent organizations to
provide support to them. To<.Jay. the Military Personnel Division 
(MPD) of the HRMG. serves us the focal point for the NRO
assignments process anll provides tailorcc.l pcrsonnrl support 10 the
military personnel of the NRO. 

� As of September I. 192l.,Jhc MPD pro,l(.l scrvke tO,jW
NRO military :-itaff totalling - Air Poree. Navy, an<l 11
Army officer� am.I enlisted personnel. The NRO maintains no
Joint Duty Assignment List positions. 

(t'8ti8) ISSUE: The NRO has technically adequate processes, mechanisms, and
management systems to support military personnel and meet the needs of the NRO:
however, the NRO needs to update Memoranda of Understanding and Agreement
(.\10U/MOA) and monitor service provided to military peDortnel. 

(F8t48� FINDING: The NRO lacks adequate and CUI'l"ent MOUs/MOAs specifying
military personnel support responsibilities. 

(l1 > ROLES AND 
RESPONS1BlLITJES

(ll) Memoranda of
Understanding and
Agreement 

(U) The !\'RO has MOLis and MOAs with the Depamncnts of
the Navy and Army covering I.he contribution of personnel to the
NRO am.I functions to be performed by each organization. 

(FOO ) We found the NRO has not clearly established roles
()

anti responsibilities through appropriate MOU!VMOAs anti
Suppor1 Agreements regarding 1hc management and support of
assignct.J military personnel in accordance with DoD Instruction.
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4000.19. lnterscrvicc and lntragovcmrnental Suppon. Without 
clear an<l current gu1<lancc on which organization provides what 
funt.:tional support. suppon systems cannot meet cxpecta1ions of 
the or aniz.ations or people involved. g

(<M) A 9 July 1976 MOU with the Assistant Sccretitrv of the 
Navy (Installations and Logistics) defines the relationship 6ctwcen 
the Navy Space Project. Program C. and the NRO. Howc-vcr. lhc 
MOt; does not a<ldress personnel support 10 any <.kgree. Another 
MOU from 19�7. si ned b the Dirccmr. g y Program C. and the 
Naval curity Group Comman<l 

11
provides Naval support to the

111111: program. The MOUs do not rctlel'l the 1992 NRO 
rcs1rucrurc and consolidation or a system of perioui<.' review. The 
significant changes since the original memoranda leave 
responsibility for Navy personnel support in question. <Note: 
Durjng the course of lhe inspection. rhc fli."'RO 11ml the- Navy wcr(' 
negotiating an MOU to update the responsibilities of each 
organizution for support services.) 

("!M!t) An MOA wilh the Secretary of the Anny. uatc<l 30 June 
1978. defines the interface between the Army Space Program 
Office an<l lhe NRO. lt states the Anny Deputy Chief of Staff for 
Opcrntions provides pcrSonocl support. but doc� not spedfy 
funh�r. While it spceifically atldresscs oftkcr suppon to NRO, it 
fails to a<.ldress enlisted support being provide<.I. We found no 
in<.lication of period.le review of this 17-ycar-old document. 

{i§ll@i) NRO personnel believe they do not require ,m 
MOU/MOA with the Air Force. They belirvc th� designation of 
the DNRO a: Assisnmt Secretary of the Air Force (Space) and the 
Director of Launch uod SIGINT a.� the Dirct.:tor. Secretary of the 
Air Fort:c for Sprcial Projects, provides udc<watc means of 
obraining Air Force suppon. An MOU/MOA with the Air Force 
woulll be bencfo.:ial in c.:overing 1hc eventuality of these positions 
not being uual-hi\lteu. 

(l"Offl:)) The NRO depends on parent Services to provi<.Jc 
support rcganling: profcssiorwl mili1ary c-l1ucation. skill specific 
servic.:c mt.ining. drug testing. an<.I other programs. The NRO 
maintains limited expertise in some areas to help their J)C'r.;onncl. 
The existing MOUs/MOAs uo not at.l<.Jrcss these ftm<.:tions and this 
resuhs in t.Juplkation of responsibility similar to that identified in 
1hc civilian personnd section. These responsibilities shoulu be 
clearly spcGificd in the MOA or a scparntc support agreement that 
provillcs more s�cific information. 

(J28l!J8) RECOMMENDATION 23: The DNRO designate and direct a Support 
Agreements Manager to develop a single comprehensive agreement ,�ith each supporting 
military organization in accordance with DoDI �00.19. Actions lo be completed bJ 31 
December 1997. 
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(I "'"' J DNRO COMMENTS: 

( �) Concur with the intent of the f-indin..� and Recommendation 23. Reference l'ar/;er 
respm1se to Rec:ommendatfrm 18. While the military systems are not effected by the single 
c:NiJlan personnel system derermination, rhey may ha effected hy orher (m-g()ing initiati\ es <
relurivl!- to th<' entire imelliRence c:<>1111111t11iry (TC) -· legislmive and otherwise. (R,j'erem:e 
DNRO response w Recommendations I. 2. aTJd 3.) Pendin,i: re.mlurion of the JC issues cmd 
uppointment nf a Support Agreeme11ts Manager. ne.i:otiations of military personnel agrel'nlt111u 
will he accomplished by3J July 191/7, 

( �' ffi!ALUATION OF DNRO COMMENTS: 

(fifiJf!,'fiJ) We consider the proposed actions b;v the DNRO to he resJ>misivl! to the: 
Recommend,uion. Howe\•er. !ltcse actiollS ure to he completed hy 31 Decemher 1996 ,·le<: the 
proposed 31 July /997. 

(l.') External 
Relationships 

(LI) Internal
Relationships

�) The MPD functions as the ��O liai�on and facilitator 
between the Service personnel s1,.1ppon hcad4uancrs uml the NRO 
managers and personnel. The MPD works clirc1.:tly with the I I th 
Support Wing at Bolling AFB and the USAF Pcrsonnc) Center at 
Randolph AFB: tbc Space and Naval Warfare Systems Commant.l 
clement: and the USAF Army Element within the Army Offkr of 
the Deputy Chief of Stuff for Operations. 

(8!'8) The Navy docs not have personnel professionals 
assigned anti located at lhc NRO hcad4uaners. unlike the Air 
Force and Annv. Rather. the �an· consolidates this function 
within the Space and Naval Warfare Systems Command and 
mainrains tighter service concrol of Navy filled !'¥RO positions than 
Ute other �crvkcs. We were told the planned revision of the f\:RO­
Navy MOU may provide for intcgrnting Navy personnel specialists 
into the MPD similar to that of the other services. 

ffl'> The Deputy Chief. HRMG. an Air Force officer. primarily 
uircccs sctYice ancl support to military personnel through the MPD. 
The ChiC'f. MPD. an Air Force civiliU11. with a staff of dvllia.n and 
milicary employees. provillcs military personnel a centralized link 
into unclassified parent Services. 

(P8U8) Like the civilian personnel section. the MPD usci. the 
Human Resource Management Information System to trnL·k 
military personnel. The limitationi-; of this system, us cnumcratL'U 
in the civilian. personnel section. also exist rcganJing mi1itary 
personnel. While the �ystcm meets the ncc<ls of the organization, 
h is inherently inefficient due to dual entry of data. Parent 
organizations maintain employee ot'fo:ial files S)"itcms. \\·hill' the 
HRMG maintains a file system with duplicate information, 

{if@ili8) The NRO <lacs not have an adc4uatc records review 
proces:- establishcll to assist in mtlincaining records integrity. An 
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MIL/TAR}' PERSONNEL 

(U) Assignments
Process

(U) Management
Training on Military
Personnel Needs

MOA between the f'-RO amt the personnel parent organization� 
could enhance the effectiveness of these separate systems by 
requiring perioc.Jk review in a usable format of the parenr agency's 
record-; aml incorporating employee review into this cycle. While 
this would not resolve database interoperability. it woul<l 
reasonably ensure personnel rcL'Ot<l accuracy. 

(�) Processes used for tilling position vucnndes tlcpcnd 
on the Service designated for the position. The NRO obttins 
listings of personnel meeting rc4uiremcnts from the Servi1.:c focal 
points ancJ makes some by-name-requests based on information 
from cunently assigned personnel. The NRO or the Scrvic� makes 
appropriate preliminary sct.:urity background inquiries. The NRO 
men makes a selection and the Service focal point serves as the 
interfa.cc to get the person assignc<l. 

(� Some personnel questioncu the occcJ for Service 
assignment personnel to be BYEMAN cleared. While the ncc<l for 
BYEMAN cleared in<livi<.Juals at the a.,;signmcnc� locariom may be 
beneficial to some extent. a review of security criteria indkatc<l 
establishment of personnel quulifications shoulc.J not require the 
BYEMAN caveat. 

{fetJe) We found the internal processes uscu by the NRO for 
assigning personnel within the NRO met the needs of the 
organiz.acion and the personnel. However. interviews indicated the 
J\iavy c,;crts more conrrol over personncl position management 
than the other services making some movci; more <lifficult. We 
found no significant impact from this: howc\·cr. the !\'RO could 
clarify this issue in the rccommcmlcd M0l"M0A rc-\·ision. 

(�l The NRO elected not to implement joinl otTkcr 
management provisions of the Goldwater-Nichols Act because 
they thought the provisions wo11ld impede accession anll retention 
of personnel in the NRO. In l 992. the NRO revised that decision 
and in a I 4 August 1992 DNRO memorandum rc4uc.�tc<l 
DEPSECDEF to approve 50 percent of NRO milital)' officer. 
positions as· Joint Duty Assignment List. The Joint Chiefs of Sm.ff 
imposed a moratorium before DEPSECDEF made a <ledsion. Jn 
Mav 199.5. the NR O addressed the issue lt!!ain with a 
memorandum from the DDMS lo the Director. �fanpowcr ancJ 
Personnel. Joim Chiefs of Staff. asking for 19 positions on 1hc 
Joim Duty A,signmcnt List. This request is being hclu pending 
further review ot' the Joim Duty Assignment List and proccssc, 
involved. Joinr du1y a'.signmc ts wi!.hin the NRO woul<l benefit 
the organization and the Services by providing superior talent 10 
the NRO an<l officers with better undcrstandin!! ._ of satellite 
intelligence capabilities to the Services. 

(J'IOOO) The HRMG mukc� training available to the managers 
un<l i;upcrvisors of military personnel covc1ing the cJiffcrcnr aspct.:ts 
of 1.:arccr management. C'Valuations. promotion an<l awar<l 
rccommcmlation syi.tcms. ancJ c.Hsciplinary systems. 
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(U> MONITOR 
SERVICE 

MILITARY PERSONNEL 

(f8ij8) We found the NRO uocs not maintain a process to 
ensure managers and supervisors understand the impacts of their 
actions regan.ling miliu1ry �n;onnel. The NRO docs not maintain 
policy on. or a system to track_, who receives or nec<ls this tr.tining. 

(!1201!;0) Interviews indicated . senior management. HRMG 
officials. anti military personnel assigned arc concerned about chis 
issue. Some civilian supervisors tlo not clearly understand the 
needs of militury personnel regarding perfonnam:c appraisals i.mu 
awards an<l Utcor.itions policy and procedures. actions 
signifitantly impacting military careers and promotions. The 
MRMO shoukl develop an<.! implement a policy on and ,\ 
mechanism to track training provklc<l to supervisors of military 
pcr..onncl on military personnel management matter... 

�> The NRO docs not maintain u process io evaluate ot 
monitor the 4uali1y of services provided to military pcrsonnl'.'l 
assigllc<l to the NRO. Establls.h1ng such proc'essc!. or mcthm.L, 
would provi<lc several benefits to the NRO. First. they woul<l 
provide a basis for JctcTlllining rhe Slafting nccJs of the .\1PD. 
Second. lhcy woul<l provi<lc a basis for knowing when .mu whal 
changes arc needed in the MOUs/MOAs with the services. Third, 
they would provi<le a basis for determining infonnation nccue<l by 
non-military supervisors or military supervisors of other services. 
The HRMG should <lcvclop an<l implement a prrn:c�:- to monitor 
the quality of services provirJccJ NRO military personnel by th1.: 
MPD aod Military Services. 
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LOGJSncs & SUPPL}' 

(U) LOGISTICS AND SUPPLY

(U • BACKGROUND (U) We lletinc logistics and :mpply management as the storugc.
distribution. pr0<.:u remcnt. mai ncenancc. transportation. foci I itics.
communications. <lata processing. property dispo);al.
accountability. umJ personnel used to suppon or m:u1agc support to
the organiz.at.ion. An adequate progr.im ensures logistka) am.I
supply support requirements urc fulfilled in the n:questc<l time
frame and at the expected costs. It also contains a mcchani ... m to
ensure accountability for that propcny and equipment. 

�) The MS&O provides logistical support to lhc NRO
hcudquaners facilities lhrough lhe Fadlitie.o,; Su n Grou and the
Pro rt Muna 1ement Office. The NRO 

(FQ�QJ ISSUE: The 1''RO logistics and supply management system is generall)'
adequate; however, it lacks a property accountability system and has some shortcomings
in verification of GSA Fleet Vehicle credit cnrd charges. 

(ti) ROLES AND 
RESPONSIBlLITIES 

7X 

� • Roles anJ rcsponsibmtics arc ,tdcquatcly llcfincd in
stund,'lr<l opcrutions procedures, position descriptions. statements
of work with the contractor. anJ staff mcrtincrs. "' Thcv arc also
dcfincJ in publkations such a: lrucgr-,11cd Logistics Plan�.

Mt@ftl"•ff+flf:1-
Ofttinj lnstrut:tions. Customer Suppon Manuals. anl.i the

& Computer Supplies Manual. 

" ost supp1mu1rcmcnts arc provfrletl through
concractcd scrvit:C!. with . as the NRO's prime c.:ootrai:tor. 

(m"l The Propcny Man11gcmcnt Office controls antl manages
Government Furnished Equipment illltl Contractor A.c4uircu
Propeny. This rcsponsibilil\' includes ucquisiLion. ist - tion 
and uis osal authoril 

OSD - (b)(1) EO 13526 Section 3.3(1) 

1' . 
. 
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(U) REQUIREMENTS
IDENTIFICATION
AND FULFILLMENT

(lt) Logistical and 
Supply Suppm1 
Requirements 

{U) Transportation 
Requirements 

LOGISTICS & SUPPLY

• OSD - (b)(1) EO 13526 Section 3.3(1)

.. . . .  ,. ... ... 

• OSD - (b)(1) EO 13526 Section 3.3(1)

• 

• 

Q'Q�Cisl) The need for official business ground �ransportation is 
met through a fleet of General Services Administration (GSA)­
lea$ed vehicles. Etnployees reserve vchidcs through an on-line 
system. A rental agreement. the keys an<.! a OSA Fleet Crc<lit Card 
for gasoline purchase� arc picked up from the Logistics Officer. 
Current, and ending o<lomcter rcactings arc noted. along with fuel 
status. Crc<lir rc<.:eipts arc tume<l. in with the keys at the 
completion of the trip. The credit card receipts are collected an<l 
fotwardc<.l monthly to GSA. 

(MM;+>) FINDING: The NRO does not have a mechanism to verify GSA Fleet Vehicle 
credit card charges. 

(PO"e)) The NRO lca.c;;cs approximately IJ vehicles through 
the GSA. Interviews wjth personnel in charge of NRO vehicles 
indicated they <lo not verify credit car<l receipts. The responsible 
personnel coHect and forward the crc<lit card receipts ontc a month 
and annotate the cn<ling mileage an<l other information for each 
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vehicle into an automated database system. There is no internal 
control jn place to verify that credit cards are used in accordance 
wich GSA rules and guidelines. 

(F8:t.8) RECOMMENDATION 24: The DNRO direct development and implementation 
of processes to verify credit card charges on GSA Fleet Vehicles. Actions to be completed 
by 1 October 1996. 

(;C@Ve') DNRO COMMENTS: 

(A5Jb'8) Concµr with caveat. While tl1e NRO does not currently have a mechanism to verify 
GSA Flee/ credit can/ char,:es. It has " comprehensive, automated database for rrackin� GSA 
Fleer Vehicle LJSe. The NRO will re\•iew and modify as necessary irs leased vehicle monitoring 
process. to include periodically verifying credit ca.rd use. Corrective actJ()n will be complere by 
1 October 1Y96. 

(rdbd) EVALUATION OF DNRO COMMENTS: 

(EQCCO) We consider the proposed actions nj the DNRO w be responsive to t/iq 
Recommendation, 

(F8�8) RECOMMENDATION 2S: The DNRO direct the NRO Inspector Gene.-al to 
conduct an audit of the GSA Fleet Vehicle and credit card usage. The audit to be 
completed by 1 April 1997. 

(fii"t##'J) Concur. NROIIG will audit GSA Fleer Vehicle and credit card z,se by 30Jzme /997. 

(�) EVALUATION OF MANAGEMENT COMMENTS: 

(�) We consider 11Je propose() actions nf the DNRO to be respo11slve to Jhe 
Recommendation. Unless constrained by resources or priorities, the NRO/IG audit should be 
completed 110 later than 1 Apr/I 1997. 
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to Needs

t8') We interviewed personnel to determine if they received the 
required support in the requested time frames and ut the expected 
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LOGISTICS & SUPPLY 

cost. Each person interviewed expressed a high degree of 
satjsfaction regarding the 1-upport that is providc<l by the Facilities 
Support Group. as wclJ as external support organizations. In 
addition, we reviewc<l a listing which contained all of the requests 
for logistical an<l supply support services in FY 95 and found the 
requirements were fulfilled on or before the rcquirc<l time frame 
antl at the expecte<l cost 

{Pt,t;t,) FINDING: The NRO does not have a property accountability program. 

(U) PROPERTY 
MANAGEMENT 

(�)Lack of 
Published Property 
Management 
Procedures 

(U) No Property
Book Account
Established

(�) The NRO docs not have a property accountability 
program because it lacks a published property management 
procedure. docs not have an established propeny book account. 
and <loes not have a comprehensive Government furnished 
Equipment and Contractor Acquired Property foHow-up process. 
As a result of not having a precise count of NRO-owned assets. the­
NRO cannot accurately meet its reporting requirements to 
Congress. 

(POIIO� The NRO tloes not have u published procedure to 
implement a property accountability system. The March 1994 
draft MS&O Property Management Procc(lures Document has not 
been finalized and impJcmcntcd. This document assigns 
responsibilities and defines criteria for propeny management and 
accountability. Only the Reviewing Officer and the Pro crt 
Manaocr have been a ointed. and this done verbal] . 

(fi.et1e) The NRO <locs not have a. property book account 
which would provide a physical reconJ of all NRO assets. In an 
effort to establish a property book, the 111111 contractor
<lcvelopc<l a database of 1111 accountable properly on which they 
hatl a record back to FY 90. However this generally only intludcs 
property for which mllll was the source of supply. There has 
not been u physica'i�ciliation of this listing and it docs not 
include propcny which ca.rnc under NRO's control at.; a result of 
the program consolidation. The contractor provides qu·arterly 
rcpom to the MS&O from this data base. 

�) The NRO exclutlcs furniture uncl safes from the current 
database because they are not accountabJe property 
-c. However· for FY 95 alone the 

.11\ifl
! ."U spent

approxunatcl�mJI for furniture. The database also doe.s 

81 



LOGISTICS & SUPPLY 

(FQl;Q) Inaccurate 
Database Used to 
Report to Congress 

(U) Accountability
for Government
Furnished
Equipment and
Contractor
Acquired Property

not include all NRO automated data processing cqulpmcnt. The 
ITO maintains an inventory list of automated data processing 
equipment and was conducting a 100 percent physical inventory at 
the time of this inspection. However. no process exists to integrate 
this information into the MS&O accountability reports. 

(ft,l;@j The Chief Financial Officers Act and reporting 
requirement.:; mandated by the 0MB. the Department of Trea.,;ury. 
and the Congress require agencies to maintain accurate inventory 
records. Since the NRO does not have a property accountability 
system antl has not conducted a 100 percent physical inventory, 1t 
cannot �ccuratcly report on NRO-owned assets and is, therefore. 
nor satisfying its reporting rcqufrcmcnts. 

�) We found the NRO Property Management Office maintains 
a well established process to identify and track: Government 
Furnished Equi.pment an<l Contractor Acquired Property in 
accordance with the FAR. Part 45. However. we found the process 
to track disposition instructions for Government Furnished 
Equipment and Contractor Acquired Property lacks strong. timely 
follow-up action to ensure contractors implement instruction�. We 
reviewed Plant Clearance Reports for FY 92, 93, un<l 94 to 
determine how many cases were stnl open an<l the <lollur vaJue of 
equipment and property assocjated with those cases. The result'i of 
our review follow: 

EY. 
92 
93 
94 

� Tf the Property Management Office ctocs not follow-up ·with 
contra.ctors regarding the disposition of govommem equipment. the 
government loses active use of both the equipment an<l the 
monetary value <luc to depreciation of those assets. It also creates 
an atmosphere conducive to lost viRibility which easily results in 
the loss of the government's property and equipment. 

(Pt,t,t,) RECOMMENDATION 26: The DNRO direct development and implementation 
of a property accountability system including physicaJ inventory requirements and 
periodic reconciliation with property records. Actions to be completed by 31 March 199"7. 

( .tBt,'&' DNRO COMMENTS: 

(�) Concur. A draft NRO Headquarters Fadlity Property Accountab,tiry plan is complete, 
and a 100% physical inventory "!-viii he scheduled once Westfield.s collocation is complete. 
Actions re.r;arding this Recommendlltion will be comp/ere 31 March 1997. 
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Ii "l'Jt5J EVALUATION OF DNRO COMMENTS: 

r, "b en We cmisider rite prnposed action.I/ r,f Tht! DNRO co be resprmsi\re m 1/ie 
Recommendarion. 

(F8ll8) RECOMMENDA TIO� 27: The D. 'RO direct development and implementation 
of an effectivt Government Furnished Equipment and Contractor Acquired Property 
follow•up system to ensure disposition instructions are carried out. Actions to be 
completed by I October 1996, 

('/i''MJ<)} DNRO COMMENTS: 

(} Ol'JOJ Concur. We judge• th£• weakness i,1 thefolloll'•llp syst<!m is that an inadequate mm1bc:r <�f 
people are a\•ailahlc1 to perform follnw-up actions. To better ensure properry disposition 
ill.w·uctinns cifl' curried 0111 I�\' its cm11racmrs. the NRO u·i/1 increase the numhcr ,,J Plant 
Ch•,1ra11ce Spedulists fr<>m two to four. We expe<:t ro hcwe 11ew staff in place hy JI July /')96. 

1 J eae, "EVAU)A170N OF DNRO COMMENTS: 

(/ii8f!HJJ We co11sider the proposed actions of the DNRO to he parlialf.v rcsp(msi\'£' to the 
Recommendation. The actions propos,:d hy DNRO to i11creas,: the number o

f 

Planr Clew·,.wcc 
Spec:hllisrs will he helpji,I i1t f{.Jd/itatin,� pmperry disposirion Jo//nli'·Up. Holl'e\W, alsr> 1u:,:dcd is 
the implemenwrirm oj a system TO ensure fnllow-1117 011 1,ropc.'rf)' dispnsi1io11 i11srrm:rio11J, 
lmph•mentatimt of rhis system is ro be uccomp/;s/red hy I October I 996. 

(fflt1 e1 RECOMMENDATION 28: The DNRO direct the NRO/IG to perform an audit of 
property accountability with spedfic focus on determining If accountable propert)· can be 
located. Action to be completed by 1 October 1997. 

(�)DNROCOMMENTS: 

(P'f1f1'0) Cmic:ur. NRO/IG will audit property uccowiwhiUry by 30 lune !YV7. 

(�/E\'ALUATTO.V OF D.VROCOMMENTS: 

( l'T1r!f!1> \Ve cmt.'iitler rhc proposed cu:rions of the DN RO to be responsive w rhe 
R<1cmnmendarion. Acrinns w he completed by I Ocrnl>t•r 1997. 

X3 



EEO 

(
l

J) EQL"AL EMPLOYMENT OPPORTt;NITY PROGR�'1

(U> BACKGROUND (U) ExccutivL' Order l I 47t ( 

um! agencies to "establi�h and maintain
� August 1969. requires lhr 

executive departments  an 
affirmative program of c4ual employment opportunity for all 
t:ivilian employees .... " It states the EEO polil:y must be an 
integral part of all aspects of personnel policy an<l practice jn the 
employment. development. advancement. und treatment of ull 
Federal Government civilians. Agendcs must provide sufficient 
resources to a<lminis£cr such programs and provide training and 
advice to managers and supervisors to assure their unuerstanding 
and implementation of the policy. Agencies also must ptoviuc ,in 
internal system for pcriodi<.:ally evaluating the effectiveness of 
their program in meeting the Excl:utive Order policy. 

(U) Title 29. Code of Federal Regulations (C.F.R). Senion
1614. establishes the polky an<l responsibilities in tcdcrJl agencies 
for implementing WJ affirmurivc employment program. lt scares 
each agehcy shall: 

Develop plans. procedures and regulations to CUJTy out its 
program: 

Regularly apprai.,;c operations to assure r.:onformity with_ 29 
C.F.R. 1614:

Dcslgnatc an EEO Dircxtor and diversity manager�: 

Make written matcr. ial'li ava.iluble throughout - the work 
��= 

Ensure full cooperation by employees: and 

Publicize and post nmnc/\, phone numbers. a cJ office 
addresses of EEO i.:ounsclors. 

(U) DoDD 1440.I. 21 May 1987, established the Civilian
Equal Employment Opportunity Program within DoD and 
prescribes implementing polidcs 10 indullc diversity in their 
affirmative at:tion programs. consistcm with guiu.ancc from thl' 
U.S_ Equal Employment Opportunity Commission. Office of
Personnel Management. and the DoD Human Goals Charter.

(Ul Likewise. DoDD 1350.2, I K August 1995, expanded th� 
EEO policy to military personnel and rcgulatc<l the Military Equal 
Opportunity Program while cscablishing DoD-witle sramlards for 
uJscrimination complaint prm:cssing. anti r,�solution. It requires 
agencies to develop policies to prevent tmlawful discrimination 
amt sexual harassment and prominently post and enforce them. to 
provide qualitic<l EEO counselors. and to establish local hot 
lines/a<lvkc lines 10 provide complaint processing information. 
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(F81!18) ISSUE: The NRO does not huve an Equal Employment Opporlunit�· Program. 

(U) POLICI[S AND
PROCEDllRES

(l'e5el0) The NRO's primary EEO role is to act as a fudlitutor 
between employees and parent organizations (CIA. Anny. Na\'y 
and Air Force). Employees with EEO rclatctl issues may go 
directly to the parent organization or obtain information on where 
to go from the HRMG personnel officials. 

(FOUO) FINDING! The NRO lacks an EEO program meeting employee needs in 
accordance with Doll and CIA require�ents. 

(�} The NRO docs not have an EEO program. Senior 
NRO management contcntl.c. the EEO need." of alt employees are 
utlcquutcly covcrec.l by the parent organizations anc.l atlc.litional 
NRO resources in this area woulu be wasteful. Senior NRO 
managers also stated appropriutc parent organization officials 
woul<l be 1.!rcllltctl access into the NRO facilities to conduct anv 
inve!ttigation or fact finding related to an EEO complaint. 
However, the current MOAs/MOUs do not ud<lrcl:s if or how this 
service would be providcu or contluctct.1. 

(ltQI tQ) The absence of an EEO program places the NRO in 
violation of DoDD 1440.1 and t 350.2. It h: not a compelling 
argument 10 claim that NRO employees have the same 
opportunities as other DoD employees for EEO �uppon. The '.\!RO 
docs nol have a Director of EEO to bring <liscrimination anc..l 
harassment issues to the attention of senior management nor 
diversity managers to publicize the i:ontributions of minorities. 
We judge NRO employees do not have reu<ly acccs� to the 
appropriate full range of EEO support rcquircc.J. 

(JiiiQ,I.IQ) Based on rcspon:;cs co our employee opinion survey. 
we found NRO cmployCC'� do have EEO concem" ncc<ling·NRO 
management attention. Survey responses int.licatc minorities anti 
DoD civilians find the NRO dcticicnt in providing a strong 
commitment to EEO cffons and in being treated fairh· for 
promotions and assignments. The lack of an-NRO EEO program 
has contributed to the employee pcn:cptiom, cited below. 

Interviews with NRO employees rcvcalctl they had inal:curatc 
or incomplete information aho\1t lhclr EEO responsibilities. We 
at1rjbutc this. in pa11, to the lack of readily available information 
on EEO for NRO employees. Employees interviewed were 
unclear if the NRO had an EEO policy as they had not seen any 
EEO information pubHshcc.J or posted on bulletin boards. 
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Survey Response* 

Personnel pructiccs 
dcmonstr.uc a strong 
commitment to creating 
an<l maintaining an 
effective culturally 
diverse work force. 

All NRO 5K'k agree 
2 1 % <lisagrcc 

Minority 49% agree 
29% disagree 

DoDCiv 4�'k- agree 
33% disagree 

People in the NRO arc 
ttcatc<l f a.i rl y 
regarding promotions. 

All NRO 5K1'.t agree 
2 l 9c disagree 

Front Otl 43c:'r agree 
33<k disagree 

Minority 4�% at?rcc 
27% <lisagrcc 

DoDClv 3-3% agrcr 
44% disagree 

People in the NRO are 
treatcu fairly 
regar<ling assignments. 

All NRO 60% agree 
20% <lisagrcc 

Minority 54'* agree 
249c disagree 

DoDCiv 44 '7c a l!l"CC

2K %· disagree 

* �eurral responses not rct cctc

We found the NRO m11� an effort to augment employee EEO 
training provided by the parent orgunizations. HRMG personnel 
statc<i EEO tmlning. incl11tltng sexuul harassment prcvcnlion 
m1.irling, w,,s accomplished NRO-widc in-house. with training 
meeting the guiJclines of the purcnt organiuttions. However. 
inspection of training. reconls showcu no rceonl of completion. 

We fount! the NRO maintains no prot.:csscs or mechanisms to 
monimr the effectiveness of EEO polides. HRMG officiah sratc<l 
the NRO has not established a mechanism to tra1.:k EEO employee 
complaint data. While the parent organiwtions mulotain this. they 
arc not proviuctl to HRMG without a spccitk rc4ucst. Without a 
t'onnal monitoring mcchani!\m NRO management is unable to 
determine. usscss. or report lhc effectiveness of the EEO supporr 
proviJ.lc<l by the parent organizations or their internal training. 
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(P8t.i8) J{ECOMMENDATIO:",J 29: The DNRO direct dev-elopment and implementation 
ofan NRO EEO program in full compliance with DoD Directives 1440.J and IJS0.2 and 
applicable CIA requirements. Actions to be completed by 29 November 1996. 

(ffJ+J,€}' DNRO COMMENTS: 

("""', C 011cur. A ch hf.for rlw """' NRO £ £0 Office will he iclemified by ) I May /9Y6. and 
t111 NRO EEO Pmgrum should h<' fully implcmenred by 29 Nm·emh,•r /996. 

rr�n £VALUATION OF DNRO COMMENTS: 

(ufiQHQ) Wl' con.tider the 1>ro1>osed acrions of the DNRO to be re.,·po11.\'iw• ro tlll' 
Rc('t111/mendatio11. 
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(U) SECURITY

(ll) BACKGROUND

xx 

(U) DCl Security
Polky Followed

(U) Organizalions should base good security environments on
well defined security policies and procc<.lurcs. roles ant.I
rcsponsibllitics, . ano oversight mechanisms at each level of the 
organization. To be thorough the program should uutlrcss core 
<lisdplincs of physical security. personnel security. information 
security. communications security. and oper41tions security. 
Depending on lhe organization. the disciplines of industrial 
security uno AIS security may be addcu. Because of the extensive 
use of AIS within the NRO. we au<lress AIS sccurl.ty in the 
following section of the- report. 

(U) The NRO follows DCI !iccurity policy anti g_uic..l.mcc "to
maintain a uniform svstcm in the whole National Reconnaissance 
Program area" as stipulated in the Agreement For Reorganization 
of the National Reconnaissance Program. tlutcu 11 Alll!llst l 965. 
between tile DCI and the DEPSECDEF. This agrcrmcnt follows 
the provisions of the jll;ational Sc�urity Act ot' 1947. which 
establishes the responsibility of the DCI for protection of 
in(cllircncc r sources nn<l methods. Therefore. the NRO WiC'S the 
following DCIDs as the basis for security pol ides nnd guidance: 

DCJD 1/7: Security Controls on the Disscminution of 
lntclligcni:c lnfonnation 

DCID L/14: Personal Security Stunuar<ls am.I Procedures 
Governing Eligibility for Accc8s to Sensitive 
Companmentrtl lnformation 

DCID 1116 Sccuritv Polkv for Protection of lntc-lliecnc.:� 
lnfonnution Systems ind 1':ctworks 

DCID l/ I 9 Security Policy for Sensitive 
Companmcntctl Information·

. 

DCID 1/20 Security Policy Concerning Travel an<l 
Assignment of Personnel with Access to Sensitive 
Compunmcnted lnformation 

DOD 1/21 U.S. lnlelligenct Community Physical
Security Standard.-; for Sensitive Companmcnr lnformation 
Facilities 

DCID l/22 Technical Survcillum:c Countermeasures 



(U) NRO Securih·
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�) The NRO security staff structure has <:han!!c<l 
significantly over the la.�t sever.ti years. The 191{9 rcsmi<.:ture 
study dctcrmincu security management was fra_gmcntrJ and 
uncoordinated with lhc ,separate program offices operating. in a 
highly compurtmentcd. um! segregated munnrr. ThC' program 
security offices proviuc<l conilkrlng_. incoMistcnt. and risk 
uvoiuancc-bascd guiduncc. As a result of this and other scrnrity 
mana2emcnt reviews. the NRO moved awav from risk avoiJam:c. 
a high COSI approach. to a practical. cost-saving. illlU L'OVCr­

cnhancing. philosophy of risk management. ln conjunction with 
t�is philosophy. the NRO reduced lhc m1.1lti-compartmcmcd 
information access suucrurc to a simplified BYEMAN 
compartment in February 1994. 

-

TI1est• . officrs 
point� to extcrna, government security policy 

� The 1hrce directorates and major o.ffa:cs under the DNRO 
each maintain separate se,urity sraffs. The Program Security 
Chiefs of lhcsc staffs report co ,he head of the Jircctoratc or office 
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unu not to the DOS. The security staffs implement the corporate
level security policies and procedures. develop directorate/office
level security polices and procedures. am.l provide primary scrurity
direction and oversight of the various programs nnd projects for
both government and contr.ictor personnel and fadlitics. They
also serve as the c.Hrcctoratc1office focal point for jnrcrfacing with
the Office of Security. 

(U) The NRO 1eu<lership proudly states it maintains a very
dose working relationship. more like a partnership. with its
contractor base regarding security_ The NRO involves contr,u.:tor
representatives in dctet to
security requirement, in order 10 

mining the impact of propo!icd changes 
manage costs while achieving

necessary security, 

(�I ISSt;E: The �RO has adequate processes to manage security Tcquirements:
however, mechanisms used to provide basic security policy guidance, esJablish
responsibilities, and monitor performance need significant improvement. 

(ll) POLICIF.S AND
PROCIDURES 
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(U) Basic Policv
� 

(S!'B) BYEMAN
Manual 

(ll) Flexibility Key
at Sites 

� The NRO cites sever.ii rypcs of documents for
establishing security polidcs and procedures as well as providing 
ditcction and uiuancc to 1ovcmmcnt cm lovccs an<l contraclors. 

�) At WVUIIQ>J sites. lhc NRO relics on some security 
policies anu proccuures. w1<l in many tallt!s on the scrv

Bemuse of this. 
ic�s. of the 

local scc.:urity ofticiaJs whiLh provide t:ovcr. the 
�RO must be' flexible in external fadlity �curity rc4uircmcnts. 
The NRO <.lepcn<ls on MOU,MOAs. a� well as close working 
relationships. for security arra,,rncnts at scvcrul � 
wo ano rcmu -mwJ11IWJWtM ......

1'8,li8) The NRO policy tlclCnninalion process inrnrporates
input from employees. contrnctors. the Offo.:c of Security. an<l 
uircctorate and senior l\'RO management through the DOS Senior 

\ 
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(U) FINDING: Corporate security policies and procedures are not clearly defined and do
not provide a sound basis on which to establish roles and respon.sib�lities.

(l') CONFLICTING 
GUIDANCE 

('M)BYEMAN 
Manual 
Applicability Not 
Clear 

(ll) Complex
Classification Guide
System

� We found confusion about the currency uncJ applicability 
of the NRO/NRP Directives regarding scturity. The :'11:RO 
provided them as being ,current and we tonfinnctl tnili through 
other offices. However. the Office of ScL·udty stated three of rhrm 
were :mpcrsc<lcd by other guiduncc an<.J none of U1cm were widely 
available. The Directives cont1ictc<l with NRO Security Policy 
Directives and Notices and the BSM. Numerous dassit'icution 
guides in varying stages of update provide fertile grnun<l for 
confusion on whether material is Scmitivr Cornpa11mcn1cd 
Information (SCIJ or nol anJ what level of clas�itil'"ution applies. 
1'o clear policy or procedure exists to Llctcrmin1.: dcx.:umcn1 
supe�cssion or prccc<lcm.:c. 

(� The NRO movcu from a system with mlllliplc 
companmcntc<l. information sy�tcms to an overall single 
BYEMAN compartment in February 1994. The NRO shoulc.l be 
recognized for making significant a.dva.ntes in reducing 
information compa.nmcntation and incrca.,;ing dissemination of 
information siru:c that time. However, significant opportuni1y for 
further progress lies ahead. 

(M) The !\'RO publisllcs multiple dassifo:ation g.uitlcs: th�
NRO Classification Guiuc. directorate level Security Classification 
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(lJ) o�·er­
CJassific�tion and 
CompartmentaUon 

Sl!19RFltf JITll!lll:11.N T t I ,£)la:' IiiWHAI F 

[ 
-

>;g 
tind Special Clas�ltkution Guiucs for 'MJa"'

\vJ material For NRO personnel arn.l contractors 
wider · · access. the current system is confusing. conaibutcs to 

i n ovcr-dassificalion. an<l losr rolluctivirv. 

(Jiet'1e!i) The maJonty of documents we rcvicwctl lacked 
<lcdussificatron instructions. We jutlgcd this resulted from thr 
highly sensitive nature of the information. where people infcm.'u 
tledassifkation unlikely or found it diftkult to <lcrcrminr. and a 
lack of manarrcmcnt ancntion. Prcsi<lcntial Ex.cc..:utin� Order 
I 295l(. Classrfication and Protccflon of �.Hional Sccuritv 
Information. requires the NRO to uctcnniac dcclassiticatioo nerd�� 
on an cxuemelv large amount of cJassiticd material. 
significam Of 

with a 
amount over approaching the timclincs for re(juirc<l 

rcvicw/<lcclassification. In November 1995. the DNRO 
cstabli:hc<l the Information Declassification Review C('ntC'r to 
<lcve1op a systematic mctho<l ot' a<.ll.lrcssing this issue. 

(s,'ft) The over-classification antl compartmcnt-ation list�<l 
above inhibits needed free tlow communication between the NRO 
un<.1 activities needing information from the NRO. Interviews 
c:onductcu with senior DoD. CIA. and NRO officials rcvcalc<l 
indicaLions the NRO somctimcli w;es sec..:urity dussifications ai; a 



('8,11\) Decisive 
BYEMAN Definition 
Seeded 

(U) �o Svstematic
Document Change
Processor
Supersession System

(U) Lack of
A ,·ailable Securih·
Documentation
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policy tool. r.ither lhan a protection mechanism. We found one 
case where the NRO inhibited infonnation shnrinl! on moc.Iclinc 
an<l simulation systems with other DoD agcndes '"by use of th� 
BYEMAN caveat. 

("81'8) A method of dcarlv u�finim.? BYEMAN material docs 
not exist. In 1992. the ClAIIG anc.J NR.OtIG Joint Inspection of 
BYEMAN Security Management poinceu out "an urgent ncc<l" for 
a definition of BYEMAN. 

11NRO Protection Revic\\.' 'What is BYEMAN'" 
The DCI t.lircctc<l a study anti lhc 1'1.'RO 

published it as in 
November 1992. The studv rnncludcd lei.� information must · 
rcsic..l.c in the BYEMAN Control s tcm. r but does not provi,.k il
mcchotlology to achicvc this goal. j§J•MIQJi••traditionally 
used to define BYEMAN material. They inc1udc: 

Applying these crhcria to document,; we rc�·icwcu. we <lrtcrrn incd 
a significant number did nol mce1 the compartmcntation criteria. 

�) No consistent prOl:css c�ists for formalizing. changes to 
NRO security dot:uments. for communic.iting these changes to !he 
NRO and conirm:tor personnel. or to ensure changes bcc.:omr 
effective. The 1992 ClA/IG and NRO/JG Joint lnspcction of 
BYEMAN Sccurlty Management ma.uc a simila.r finding. Their 
finding focused on establishing :and stuffing an oftkc to ccntraliw 
planning an.d coor<linatc �c<.:urity policy cha11gcs. Despite this, thl' 
NRO docs not have ,Ul established supcrsc-ssion or prcccc.Jcncl' 
system in effect so personnel can <lctcrminc the current. valid 
uuidance. 1n Novemb�r I 995. the DNRO crc.1tcLI the Ioformation 
Manugcmcnt Group and charged them with dc,1cloping a 
mcthanism 10 provit.lr this guidance for the organizittion. 
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(lJ) Memoranda of 
Understanding & 
Agreement Need 
Clarification 

OSD - (b)(1) EO 13526 Section 3.3(1) 

(fQ1i.TQ) The NRO needs to ensure <levclopment and. 
Implementation of dear and specifo: MOU/MOA for security 
mana.gcmcm at ground stations jointly operated with other 
agencies. One team member found problems previously occ:urretl 
with access rights of non-NRO personnel needing to conduct 
required acti vitics. The team also determined significant 
operational security c.Jifferences arose between the NRO and 
another agcney rc�unling infonnation. facility. and equipment 
access at another location. To avoid such security issues. 
MOU/MOA documents must clearly define the polidcs and 
procedures. roles and responsibilitiC!!. amJ rnctholls all involvcJ 
organizations will u�c to ensure appropriate sceurity_ 

(flfM,O) RECOMMENDATION 30: The DNRO direct development and impJementaHon 
of a process to provide NRO employees access to a complete and current set of securit)· 
policy documents and an appropriate sub-set or these to contractors. Actions to be 
completed by 30 November 1996. 

(�) DNRO COMMENTS: 

, ?BL'O J Concur. Recomnumdatio11 ,o ;s ucc.·t..•prct/ and /ras been a,·c.·om11/i.\·Jwd. All se<.·uriry 
reference material:; (DCIDs. Executi1•e Orders. NRO Classificatim, Guiclcs. etc.) are availuhll' m 
NRO personnel CIIUI internal conrr()ctors mi the NRO network ill w1 t1pplicatimr emitfrd 
STARga;,er. To ensure that the STARga�er remains ,:urrent, tlle NRO will prepare ,111d 
implement a pr(1cl!ss to ensure perimlic revit'w <l the security documents. This proadttre will be 
implemented by JO Nm•ember 1996. 

(l"fJt:J(J� EVALUATION OF DNRO COMMENTS: 

"""1'0'J We mn.iider the proposed actions hy rlie DNRO t<> f>c respnnsi\'t! to rhc 
Rccommendatirm. 

(f8�8) REC0'.\1:\fENDATION 31: The DNRO dlrect a complete review and re11ision or

current NRP/NRO security documentation for consistency of policy and clarih· of 
applicability. Actions to be completed by I September l996. 

- .� ' 
"
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f12'8&8JDNRO COMMENTS: 

(�) Recommendation 31 is accepted and has been accomplished. Changes resulrill� from 
rhe NRO Declussificarion Rel'iell' and E.w.•cutil'e Orders ;mpacri11g chisslfi<:atimi. 
declassl/kation. and requirements jnr access to dassijiecl infnrma1im1 lia,·e l>t!e11 incorporared 
into appropriate nntiftcarfrm and trainin,C? for NRO perso11nel. Dirertor. .VRO S!!curity, 
tlistribt11ctl a 19 April 1996 ntemoramlum to all NRO Sec:uriry personnel highlighting cwrt..·m 
,mrhoritit!s ,hat formally suwrscde hi.m>rical sec:uriry noticel· and proadure.t ( itlemijietl m NRP 
Directives 1. 4, nnd 5) nmed in rile report. 

(P§bl§JEVALUATION OF DNRO COMMENTS: 

( £Ql.''1) Wt• consider the actir>ns taken hy tire DNRO 10 be responsl\'t: ro the Recanm1endmio11. 

(�) RECOMME1'i"'DATlON 32: The DNRO direct development and implementation 
or a systematic process or NRO document management. Actions to be completed by 31 
August 1996. 

( Yw'e'w') DNRO COMMENTS: 

(�J Cm,cur. The NRO's ManuRt:nlt!lll Ser\•kes and Operations (MS&O) ;s de\·l'/0J>i1r.f?. a 
dncumt!ll( mana.r:emem s�'St(!m. TM.i system w;J/ he administered by MS&O's Jnfor111a1i011 
Mana.r:ement Grou,, and will he ;mpl1.·111ent,:d by 31 Jul_v /1)96. 

<!¥!Hi'8) EVALUATION OF DNRO COMMENTS: 

(fiii,€H;O> We <:cm.,·lder th,• pro1wsecl action.� hy the DNRO w l>e rtspt111sl\·t! ro rhc 
R ecnmnu•1ula ri(m. 

(S,,,, RECOMMENDATION 33: The DNRO propose, coordinate, and implemcnf clear 
policy on how to distinguish BYEMAN inrormatton from other SCI and collateral classified 
information. Actions to be completed by 1 June 1997. 

(Ft9&6'J DNRO COMMENTS: 

(�) Concur. A rl!l'ently dcw:loped NRO spon.�nred clasJ/fic:arinn merlwtlolo,:y k11ow11 a.\· the 
Decision Toni. has become the srandard for use· in read,;1t,g ciassifica,;on guide e,·aluathms. 
This Dt!cisinn Tool a,u/ the re:mhing dwmJicarion review of all NRO program information will 
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prm·frJe t/le baJis for dear written policy defining what constlruteJ BYEMAN information. 
/mpleme11tatim1 of the revised clas.�ificatlon policy requires review tJni.l update ({{ ecich NRO 
pro�ram's classification guide. Because these guides are contrac:tual tequiremenrs. their chullge 
requires cnntractual modificatinns wlri<:h may include cnmracr <:(>st increases. Bernu.\·e fuJ/ 
implemenrmlnn of this Recnmmendation cannot be c:laln1ed 1�111il avpmpriatt' c0111rac:ma/ 
modifications are ill place. tbe rarger cnmplerim, date for rhis Rec:ommendarin11 is lime JIJY7. 

tF8Esl9J EVALUATION OF DNRO COMMENTS: 

CU) ROLES AND 
RESPO!'\SIBILITIES 

96 

(tl) Office Of 
Security 

(U) Overall. we foun<.l wclJ-1rainc<.1 anti motivated sccuritv
personnel. Their abilities aml wealth of scrurity experience. 
c.ombinc<l with the tlcx.ibilitv of �0. make the svstcrn work 
<.lcspite 1hr no1ell c.lcticiencics. Similar LU Lhl' Ulh('·r functional 
areas. we found personnel t'ocusct.l on meeting organizational 
mission cn«J-gouls of timely utquisition, launch. anti operation of 
satellites. 

"'8'> A DNRO mcmoranc.lum. R<.>structure of National 
Reconnaissance Office Security. <luted 5 September f 995 .... pcdfies 
I.he Llutics and rcponing <.'hain of pr'imary Offa:c of Si:!curity 
personnel as well as the divisions and b,...1nchcs within the otfo:c. 
The duties spcdticc.1 cover all the security disciplines mcntioncc.l 
above. The mcmoran<lum specifically tusks the DOS to: 

Serve as principal security auvisor to the DNRO: 

Chair the NRO Security Panel: 

Represent the D1''RO on the U.S. Security Policy Bo:u<l's 
Policy lntcgration Committee: an«J 

On:hcstrntc. in concert with program directors, consistent 
security policy. planning. and implementation throughout 
the NRO. 

(iiit The memonmdum also authorizes tbc DOS to rcornanizc 
the office as ncL'cssary. exccp1ing for program scrurily stat'fs. to 
bcltcr �crvc the NRO ncc<ls. Funhcr, it eliminates the position of 
Dirci:tor of the NRO Security Center in favor of the position of 
Deputy Director of Security. We found this action also c.li1;solvcd 
the former NRO Security Center, but kept the cl ivisionul 
responsibilities as described in the background information. 



(U)Program
Security Staffs

((j) Security 
Awareness Forums 

SECVRITY 

fr8U8) The DNRO memorandum specifics program security 
staffs report directly LO their program directors and provide the 
programs multi-l.lisciplinary security policy guidance and support 
services. In addition. it charges the pro�ifam security staffa with 
justifying. staffing. and rruining their security personnel to ensure 
consistent NRO security policy implementation. A review of the 
program security staffs indicutcd they provide security guida111:e 
covering all the security disciplines mentioned above. 

m The DNRO mcmorJndum establishes tht" purpose: am.I 
member.;hip of the NRO Security Pimel. This- panel fonnulatci,;. 
coor<.linatcs. and promulgates security policies relevant to NRO 
programs. The NRO Security Panel includes observer membership 
from the U.S. Polic Board Sta.ff. the NSA. the CIO. ao<l th� CIA 

. Meetings are also open 10 

�> To facilitate rrsolution of security policy anu

implementation issues. the DOS formed the DOS Senior 
Management Group. whkh operates as a working group to staff 
security issues. 11 includes mo.st of the same people of 1he NRO 
Security Panel plus rcprcscnrntivcs of the Depury Director for 
Security Polky an<l Operational Support branches. but cxduucs 
the exremal organization representatives. 

(U) The Oftke of Sccuri1y publi.shcs a monthly newsletter to
help keep employees informed of security procedures anti their 
l'Csponsibilitics. They provit.lc employees lhe 11,.."RO Security 
Reference Guide in soft<:opy on the GW AN to assis1 them in 
<letcnnining where to go with security 4ucstions. This guide lists 
numerous subject areas along with a focal point for 4uestion!t. 
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(F89'8) FINDING: The NRO socurity guidance is not readily available and lacks clear 
applicability to government employees so they can determine their roles and 
responsibilities. 

('8,1,8) The BSM docs not dearly apply to government 
personnel and fadlitics. Due to the lack of clarity in the BSM and 
conflicting: guidarn:c providcJ by other security documents. 
government personnel Jack clearly documented an<l defined. 
security rcsponsibilitie�. 

l�) We fountl no consistent process of communicming 
sernrity roles an<l rcsponsibililics to the personnel of the Office of 
Security. program security stafffi. and personnel of the 1'.'RO. 
While the September 1995 DNRO mcmor.im.lum provi<le<l dear 
anJ. consistent ovcr.u-ching guidance to the Office of Se,urity and 
program security staffs. below this level we found varying deg.recs 
of specificity. Some clements of the Office of Sccuriry ma.intain 
extremely wcll-dcvclopc<l Operating lnslructions for reference by 
their personnel which clearly define lower level policy. 
procedures. roles. an<l rcspon!-iibilitics: other elements do not 
maintain similar <l.m:umcntc<l. sources. 

(f 81;8) RECOMMENDATION 34: The ONRO direct development and implementation 
or clearly defined roles and responsibilities for NRO security personnel and NRO 
employees. Actions to be compleLed by 1 Deceml>er 1996. 

(fiieJlleJ) DNRO COMMENTS: 

f,fiHj;,,J. Cr,m:r,r with cm•ear. While n(Jt formally tloc1mu'nll!tl, NRO personnel an: 1a111:h1 rlwir 
l't'S m11sihiliricw in sernrity hriefi11gs, 1rai11m� da.�ses. w1tl s,·c11riry awareness efforrs. 

(�J E\'ALUA170N OF DNRO COMMENTS: 

(�J W<• l'onsicler rhe proposed ac1io11:. hv tire DNRO f(J he responsfre ro rhc 
R l'<.'tm11nendario11. 

I.JX i'iiCRiiT Pl'�H e aJ T t lw�>IT t�:VIIOW: 



(U) MONITORING
MECHANISMS

SECUR111' 

(FO' [0) The DOS employs various mechanisms to monitor the 
security provided so that security practices remain current. achieve 
the desired goals and objectives. and focu.1- on meeting the NRO 
mission. 

(F8e0) The September 1995 DNRO Mcmor..indum charge� 
the DOS with reviewing amt assessing security prot·cJurcs and 
personnel resources necessary to implement security policies 
throughout the NRO. It further charges the DOS with proviJing 
NRO program Directors with annual usscssmcnts of security 
programs implemented by their security chiefs. As chis is a rcccnr 
rc4uiremcnt. we coul<l not <.lctcmiint the crtct:tivcness or this 
mechanism. 

tretJe) The DOS established a s(:heoulc of scmi-�moual 
formal reviews of the directorate security plans uevelopctl. 
impleme111cJ. urn.I maintainc<l for their programs and projects. 
These include accompli$hmcnts. specific goals and initiatives for 
the fol1owing year, security cnhancemcnL"i. cost-saving proposals 
and peninrnt management ts!;ucs. In u<ldition. the DOS initiated 
presentations by lhe various prime- comraclor security 
representatives to brief program specific anivitics from the­
contractor perspective. 

(F91&9) F[NDING: The DOS and Directorates do not routinely '1Se a system of 
performance measures on which to base decisions and changes to security policy. 

{,e,) Corporate security managers indicated they provide 
oversight of their rr.-;pcctivc areas by exception. Nearly atl 
managers intervicwc<.I stateu lhcy empower their employees to 
perform and employees inform them if a problem cxist"i. Outside 
of the Pct�onncl Security Division. we found very few managers 
use performance indicator data from subordinate work centers on 
which to base decisions. Thi;, i:cc.::urity personnel at all levels lark 
the type of pcrforman�:c measures necessary to fulfill an a<l�quate 
IMC program. adequate oversight program. or future 
organizational ncccJs to meet GPRA re(!uircmcnt�. 
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fli8ll8) RECOMMENDATION 35: The DNRO direct development and implementation 
of security performance measurements for security management functions that meet the 
needs of an ndequnte IMC program ond will meet GPRA requirements. Actions to he 
com1>leted by 1 October 1996. 

1, "(}t.'jJDN'RO COMMENTS: 

(EQC£0) Cmu·ur. NRO Sec:11riry will develop Qn IMC plan. which incarporute.,· pcr_fi,rmancl! 
measurenu:111.v as a key Tener. This plan will I"-' i11 p/aci· l)y 1 October 1996. NRO Sernrir_v will 
esruhli.sh a ll'arking woup to address security dnlatio,r and incident reportin.� dc:ficiencics 1wt1.·tl 
in 1/11• report. The Wl',:ered elute for completion r�f thi.Y lu.Jk is 3 I December I !,/91>. 

(�J EVALUATION OF DNRO COMMENTS: 

(� J \Vl' consider the t>roposed actions by rhe DNRO. ro he panianv l'e.,ponslt•c 1<1 the 
Ri•rnmmenclmion. The performance measuremems dc\·t:loped.fmm rhi.t Recommc11dutfrm should 
b" in support af the corpnru1e wide performance n1<!us11remc!llt.\- TO he dc,·eloped in atn,rdam:c 
ll'itli Recomme11darion !J. 
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AJS SECURJn' 

(U) AUTOMATED INFOIL"\1AT10N SYSTEM (AIS) SECURITY

OJ)BACKGROUND (U> Due to lhc pervusivcncs .. -; of automated information system 
integration in this highly classified environment. we cvuluateJ AlS 
security separately from lhc other security dlsdplincs. 

(U) The Computer Security Act of 1987 (PL I 00-235)
mandates Government-wide computer security: security training 
for all persons who arc involved in the management. operation. 
aml use of Fe<lcraJ compurcr !tystcms: and. assures the COloil­
cffcctlve· sccurily and privacy of sensitive information in FcJeral 
comparer systems. DCID 1116. Security Policy for Uniform 
Protection of Intelligence Proccsse<I in Automated Information 
Systems (AISi.l anc.l Networks. c.JatcJ 19 July 19�8. assigns polil:y. 
execution roles anJ responsibilities, ancJ esrablishes a procedural 
framcwotk for implementation of AJS security. nu: Security 
Manual for Uniform Protci.:1ion of lntclliucm:c Processed in 
Automated h1formation Systems and Networks. a supplcmcn1 lo 
DCID 1/16, provi<.fos more specific guidance. 

(U) The NRO uses. and assiste<l in Jcvclopment of. the
lntelligcm:c Community's Automated Jnformution Systems 
Security Manual (AJSSM) 200, tlarctl l 8 February l994. They 
also use. and assisted in llcvclopmcm of. the National Industrial 
Security Program Operating Manual Supplement. datcJ I February 
L995. These documents provi<lc gul<.lancc for many areas 
indmling AJS se�urity. 

�l Security poliL'y and practices for AISs and networks is 
l"ontinually changing to kC'ep pace with L�volving technology. 
When DCID J/16 was written. most AlS security policies. 
atl<lrcssc<l large mainframe computers which were just entering the 
nctworkcJ arena. The ever-changing Al$ environment requires 
vigilant management to ensure aucquatc f.iccurity is maintained and 
intclligem:c information is protected. Bcc.iusc many of the 
national level policies <lo not rrflcct current technology practices. 
ir is essential an organization be proactive in developing and 
executing its AIS security programs. ToJay. each Jntclligcn�l' 
Community organization 

, .... 
hiL� its own internal local anJ wiJr area 

networks. · in a<.Jllition to connections with other Intclliemcc 
Community networks. They arc also clcc1ronically conncctcJ to 
their supponing contractors an� cuslOmcrs. Sot'twur� ucvclopment 
has also evolvct.l. from each organization contracting for their own 
uniqu<.> applications to using primarily commercial- or 
government-off-the-shelf. anJ now Internet-ready !iOt'twarc. 

�) The NRO has been in the forefront of developing w1d 
�an extcnsivcWIUlsecurc network. Their GWAN has 
� NRO connectivity with over IIIJ user m:counts. Limited 
network connectivity extends co the NRO's contractors over the 
CWAN which ha� lltll account4-. 

IO

approximatcly  user 
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AIS SECUR!n' 

tp:8ti8) lSSlJE: The NRO bas adequate processes and mechanisms to manage its AIS 
security program; however, the AIS security rnonitoring program needs improvement. 

(Ul POLICIFS AND 
PROCEDURES 

102 

Cl') Proce�s and 
mttbanisms are 
adequate. 

(U) AIS security policy lays the foundation for dctcnnining
what tc"hnicaJ and non-technical processes anu mc1,:hanisms are 
needed to protect A1Ss.. NRO uses DClD 1.-16 as their baseline tor 
developing NRO AIS security processes and mechanism!.. The 
NRO developed the A1S Security Plan to specify the technical aml 
non-technical information requirements which must be used in 
$Ccudm?. accreditation for A1Ss and networks. The AIS Scc.:uritv 
Plan b,- <locumcmcJ in the A!SSM 2<X> for NRO sponsored 
government and conrractor AIS l-iystems. 

�) The NRO installed limited lnrcmct access bur has not 
devclopc<l adequate polky and procedure incorporating 
appropriate security considcrntions. Access [O the Internet 
provides a security challcngr to the NRO. The: <lcsirc by NRO 
managers for Internet connectl vity was implemented w:ing the 
only secure technical solution a\·ailablc at this timc--physical 
separation between the N"RO network!. and the Internet. An 1'RO 
Internet policy has been proposeJ. but rc4uires testing. 
coordination. staffing_. anJ approval. With the changes underway 
in ccurity implementation practk:cs by the lntclligcm:c 
Community unJ the <lcvdopmcm of new offensive mu.I ucfonsivc 
security tcchnotogicR. the NRO is co11ccmed insufficient time is 
being allowed to plan mu.J implement J'")ropcr sci:urity measures. 
The problem. especially for highly sc,:urc systems sud1 as thC' 
NRO's. i� that technological improvements ucvclop faster than 
policies and procedures can be Jraftc<l. tcsrc<l. am.l implemented ro 
encompass them. The l\"RO Security Panel shoul<l ucvclop an 
NRO Internet Access Sc<.:urity Policy which tlcsnibcs conditions 
for app,oval of acces$. specific security protections. anJ 
monjtorln mechanism.� such as ca ability to relate usage and type 
to the user. 

g p

(fl6t'.76; The NRO ha.;; a<lcquatr processes and mcl·hanisms in 
place to pc-rform AIS security. Thr :-,.."RO has established and 
achieved their A IS securitv uoals of dam confalcntialitv. <lata 
integrity, an<l system survivabifity. 

�) The NRO has implcmcn c<l restricted access controls to the 
OW AN. All network connections arc password protected. 
OW AN ac<:css is managed by the local ITO detachment anu · 
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A/S SECUR1n· 

t:cntrally reviewed by the ITG's Network Opcnuions Di\'iSion. ln 
audition. various networks arc isolated by filtering unit.Jue 
addresses or data formats to determine who or what uata i� allowed 
to trayersc those networks. 

�) The NRO implemented a. log-on iucntificmion unu 
authentit:ation tool on the NeXT workstations unu on lhc-ir DOS­
based svstcms that connect to the GWAN. Networked !lvstcms 
Jock the- screen while not in use and require another authenrkation 
prior to unlocking the screen. Funhcrmorc. many applications 
have their own identification and authentication process. creating. 
another layer of security. 

� The NRO installed AIS technical security systems. 
firewalls and guard systems. to provide secure connectivity 
between their GW AN and the contrat:tor CWAN anti the GWAN 
and their Intelligence Community links. The NRO documcnrc<l 
their use ot' firewall technology via u technical paper a.nd in the 
rc�uiretl AIS Sccuri�y Plan. 

tf'e�e) AIS security analysis is an integrn.l pan of the project 
planning and configuration management processes. used 
throughout the NRO. AIS project plans 1.kx:umcnr specific 
<.:ontlgurations of routers. bridges anu filtcri- to cn�urc the St'n1rity 
ot� the network. These project plans arc reviewed at CCBs ant..i 
undergo operational testing to ensure viability of the system. This 
front-end planning anu coordination allows security issues to be 
rcsol\'Cu prior co hardware ant.I software being inirouuccd into an 
operational configuration. 

� The NRO rnmponenLc; have rcsit..icm AIS security 
reprcsentativ�s. Each of the major 1:ontrai.:tors has a specified ATS 
security representative ai; well. Ta increase security program 
cffectivcnc!-S, these program and contr.ictor Information Systems 
Security Representative� c.:ompletc an NRO 1raining coursl� and 
then arc empowered to manage on-sire AIS sccuriry am.I pn:parc 
security <loi.:umcnts. The AISSM 200 and the National lntlustriaJ 
Sc<.:urity Program Operating Manual described these duties. 

b)(1)(c) (b)(3) 10 USC 424 �> While the ( of 
lhc Office of Security. retains responsibiliry for ccncmlize<l AIS 
accreditation oversight the Information Systems SccuritJ 
Representatives have AIS ccnification authorit\' for their anicular 

rol!ntm. 
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fS,) FINDING: The roles and responsibilities for AIS security Dre not clearly define<t for the
Office of Security, the ITG, and the remote sites. 

t8") Both the Office of Security antl the ITG have mission onc.J
functions documents which indicate responsibilities for AIS
security. but the dear delineation of what is an Office of Security
function and what is an lTG fuoction is net apparent. In fact. mosr
projects will be impacted by both the progrnm an<l policy fun,tions
of th c Office of Secudty and the development. operation and
maintenance fundions of the ITG. Management in both offices
admitted that better tlcfinition of responsible arc.is was needed.
Cusromcrs are not fully aware of the separation of responsibilities
either. 

�) The pervasiveness of AlS sccuriry in the planning. process
cn�urc.� that pro.per measures arc incorporated: howcvc,._ the 
<:urrcnt ambiguity of respons.ibihtics brtwccn the Office of
Security. ITO. wii.J the remote sites incrca�cs confusion and 
degrades timeliness in resolving security-related issues. 

(Sit RECOM�IE�ATION 36: The DNRO direct deveJo-� ima1eg'811
clearlr defined responsibilities for the DOS, the 'JTG, b• ••fJt.ic \ fa 
regarding AIS security. Actions to be completed by 1 October 1996. 

(�)DNROCOMMENTS: 

(ilio) C,mcur. NRO Security .uippnrts tlrP "l!NI ro rc\·h•w and re.wfr,, m·crlapping um/ <lten 
C(mjlicti11x aret1s of responsibi/iry, Rcpresemutil'l:s from NRO Securily a11d NRO Information 
Technology Group in tire Communications Directorate! formed ll working group wMd1 has het'II 
meeting for the past Mo m()nfhs on a hiweekly basis. Tht's gmup is rc.vcard1in,t: authorities and 
adtlressing i.�.mes of m·eriappin.� imerest. Furthermore, an Automated bformatim� System 
refercnl from Facili1ies and lnfnrmarim1 Securiry Division. NRO Security. has hee11 ass;�tied w 
the Pro.r.:ram Security Officer in the Commzmicwinns Directorate 011 a part rime husis w a.rsisr ill 
rcso/l'i11g tlies<' issues. A status report and rccommendarions for reso/urion of this item 11•11/ be 
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prtwid<!d hy I AttflllSI J':}96. Implementation nf the l Augu�r 1996 roles and respnnsibiliries 
recommendari011s will be accomplished by l October 1996 

({i(;ll,{9 J EV ALU A nON OF DNRO COMMENTS: 

(I "" e / Wt· c..w1sider the proposed actimrs by the DNRO ((I be respcmsi,·e ro the: 
Re,:ommeru/arian. 

4'9t FINDISG; The NRO does not h1n•e an organization-wide program to monitor AIS 
sec:urit ·· }

(ll) M01'ITORll'\G � While some monitoring tools exist there is no program 
which rovides an p organizution-wiuc analysis of A1S security 
effectiveness. The Office of Security centrally manages AIS 
accreditations but docli not have a consolidated record of me AISs 
within their purview. The DCID I/ t 6 requires the maintcnarn.:c of 
r<.>1..'ords on eai:h system which int.licate the dassitkation lev0l. 
compartmenti. and Special A<.·cc,ss Programs (if ay). an<l klenlity 
of othcT connected systems. g

n

 Dele ating. the act:rcditution authority 
to the site's Dcsig.natc<l Appro ing Authority docs noc relieve the 
headquarters of the rc,sponsibility to maintain basic; infomrntion 
about their systems. 

ofITG has the <:�pilbilitv 
usage rcpon W It they USC to monitor Site 

license agreements. This tool. or !iOmcthing similar, can be usctl 
by the Office of Security to monitor AIS security violations, but u 
program for this is not currontly in place. Rcsponsibmtics for AIS 
security monitoring of operational systems is an area that should 
be better defined in the above-noted suggestion on tlcfinition of 
roles and rcsponsibnitics. 

Cf'e�e) There Lli no consistent method for reporting AlS 
security violation� to the Office of Sccuri ty. Interview comment� 
in<licatc<l components were unaware they had to report AIS 
security ind<lcnts. There musL be some way for the organization to 
receive and trnck. security incillcnts. Without a srun<lunJ system. 
the NRO cannot. perform t.rcn<l analysis an<l establish an accur.itc 
prioritized program fo, correcting ucfkicncics. 

(f8l'8) RECOMME'.\'DATIO� 37: The DNRO direct development and implementation 
of a comprehensh·e program for monitoring AIS security and identifying and correcting 
incidents. Actions to be completed by 30 June 1997. 
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t:.'9C,b'8J DNRO COMl1,/ENTS: 

�) Concur. Although no comprehensfre program for monirori11g AJS security presently l'Xisrs. 
NRO Se,.-urity curtenrl,v audits seiecu:11 systems. We are engaged in an ongo;,,g Jlllt(v of 
imrusion clerec:tion within AJS as a precursor to the de,·eJopment of a u·lde area network 
capobiliry for audir. COM/JTG, ill wnjunction with NRO Securiry, anticipates full 
impiemenrmion of the inrrusinn detection mm1iroring p,a.�rarn h.v 30 June 1997. This system will 
allow NRO security ro bmh detect and correct AIS security inc:ldenrs. 

(P8&'8J EVALUATJON OF DNRO COMMENTS: 

(�I We consider the proposed actions by the DNRO rn be parrially responsiw.' to the 
Recnmmendarinn. The DNRO must also addreu the securiry auditing of the independent /()( .. "di 
area nenmrks opera tin.� ill the NRO. Acrioi1.r to be completed hy .,] June 199i, 
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OVERSIGHT 

(U> OVERSIGHT 

(�) ISSUE: The NRO has adequate processes and mechanisms .to measure the 
effectiveness and efficiency of direct mission related funcHons: howen�r. the processes to 
measure the effectiveness of NRO administrative and support ru.nctions are inadequate. 
ln addition, the NROn.G does not provide adequate oversight of the organization. 

(U) BACKGROUND

(lH MISSION 
OVERSIGHT 

(l') o,·ersight of the 
Syst.ems 
Development and 
Acquisition Process. 

(U) The NRO senior management cmphusizcs the llrlcgmion of
rcsponsibllltics ant! authorities to the lowest practical level in th� 
organization. This manugcmem practice requires supervisory 
accountabillty for achieving goals a.nu a set of control� or oversight 
mechanisms by senior management to assure that mujor 
organizational activities arc being successfully pursued. Prinl'ipal 
al.Inti a i�trativc · and su ppon functions. no less than core mission 
activities. require appropriate oversight. 

{U) To l!Upport i;enior management oversight efforts. lower 
level components must have proccssci; to monitor the cffcc ivcnci;s 
of their activities uml have measurable in<licators of effectiveness. 

(U) As the central focus of the NRO is the ucvcloprricnt and
acquisition of satellite rernnnilissance systems. NRO management 
has creatc<l oversight processes for activities <lircctly conrcmcJ 
with the accomplishmcm of these major missions. Many of thi:se 
processes <lirccrly involve lhc DNRO anll the senior management 
anJ are uniform aaoss the cntiic NRO. Others have been crcat�<l 
and i.mplcmcntc<.l by the directorates and officcl- to suppon the 
higher level processes ant! to provi<lc u<l<litionul oversight as 
rcquircll for their specific mission. 

(V) Management oversight of the ucvclopmcnt an<l tl<.'l!uisition
processc� requires an overlapping set of cool!\ unJ mechanisms ro 
asl!ure the i11fonnation on eal:h program i" rnmplete� acl.'uratc-. amt 
timely. anti the intcrrclarionship!i among program!- is dearly 
dcfinetl. In a<ldition. there must be processes in place to use the 
infonnation derived for proper oversight. 

(�) The DNRO and senior program managers use- several 
systems ctcvclopmcnt ant.l acquisition process ovcrslght prcx:cllurcs 
anti mcchunisms. All cvitlcncc indicates that they urc working 
well. Among lhc major oversight processes arc-: a DNRO 
controllcu ,omputerizcll schedule of -all progr:ims: formallzc<.I 
ag:rccmencs between the DNRO unll senior program managers to 
meet schcllulcs an<l buugcts� configuration control processes for all 
programs at all management lcvcl.s: anc.t. a systems ac4uisition 
process ovcrs!'.!cn by the D�RO. 
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et78�8) The �"RO has created and maintained a compu1crizc<l 
lntcgrated Road Map to maintain oversight of the schedule� and 
mHes(oncs for the numerous and complex systems developmcnr 
and technology programs un.Jcrway. This road map u.lso iJentifie� 
inrcrrelationsh.ips among programs. Oversight of thrsc programs is 
maintained lhrough the process whereby there arc no changes 
permitted to the Integrated Road Map. i.e .. the program schedules 
and milestones. unless lhev have been fullv ui. cussed b\" the 
DNRO and all senior management an<..I agreed io by the DNRO. 

(�) Another tool uscu for providing senior management 
oversight of the systems development and acquisition processes is 
a baseline agreement. which serves a.� u "contract'' berwcen thc­
DNRO am.l the rc-�ponsiblc �cnior program manager for progr.im 
delivery schedules. costs. anu t1tpabili1ic.i.;. Our interview data 
indicates fhe baseline agreement procedure is working well and 
adhered to by 'the panics concerned. It provides all employees anJ 
tontractors invo1vc<l in a program with clear guiuancc on whut 
they arc responsible for and when. As an oversight tool. it serves 
to augmcnr the NRO lntegrated Road Map. 

(Jii@iW@) The CCB process i:. another oversight an<l systems 
development management tool. This process assures aJI '.'IIRO 
components involved in the Jevelopment of a system. as well as 
thos� components Which have responsibility for intcrfudni; with 
the system. have u voice in the system specifications anJ all 
change!. to it. and huvc. the same documentation. System changes 
approved by a CCB which affcrt the hascline agreement. or the 
NRO Integrated Road Map. come to the ilncntion of the DNRO. 
NRO managers generally agree that the CCB process . .ilthough 
time 1.:onsumine anJ documentation intensive. is essential in 
effectively over.'iccing the complex tcrhnology associ11tc!.1 with 
space systems. 

(�J CCBs oversee every major dcvcJoprn�nt program in 
the NRO and operate at c.111 management levels. Typically meeting 
twice a month. at a directorate level the CCB Is t:haircJ bv the 
Director :mu the membership consists of the Deputy Din:ctor. the 
group chiefs. the bu<lget offi<.:cr. the contracts offkcr. ant.I the 
security offker. CCBs identify .an<l maintain architccrorul. system 
ucvclopmcnt. integration. anJ operational standard'i: control 
changes to those standan1s: imLI m.:or<l or report the status of 
chanec implementation. The CCB ensures that proposcu changes 
to the program stun<lanJs UJC' necessary and rct1ect a rhorougl1 
consi<.Jcration of all affected Interfaces: represent a. trnLlcoff amone 
performance. cost. amJ schedule: an<l arc documented 1Kcur..1tely. -

ff8l!!IO� Overall oversiJ_ht of the at4uisition process is 
ac:romplishccJ through the NRO Ac4uisition Boan.I. chaired by the 
DNRO. The inspection team ju<lgct.l that this is a wcU srnictureJ. 
effective. mcchanL'im for oversight. As lliscussc<l in prior sections 
of this report. the NRO Acquh,ltion Bouru at.lviscs the DNRO on 
Whether to continue the ac4uisition of a sutcllitc syi;tc-m at 
prc<lcterminct.l. key Jcdsion points. At each of these key decision 
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OVERSIGHT 

points. the r-:RO Acquisition Board evaluates a number of critical 
clements aboul lhc program. including smtui.. rc4uircmcmrs 
validation. cost drivers. acquisition strategy. and alternative 
approaches. 

W8ef8� Each of the senior managers below the directorate 
level has procedures for conducting oversight of the system:,; 
<lcvelopmcm aml ac.:4uisition processes whhin their areas of 
responsibility. Some common prncticcs used by most of them 
include: 

Weekly mccting.H with division chiefs. contr.i.ctors. an<l 
contracting officers to review program starns. surface 
problems. an<l set priorities; 

Monthly one-on-one meetings between senior manager am.I 
division chief to t,uve -candid exchange on progmm issues 
and agree on courses of ru:tion: 

Monthly meetings with each division on program issues 
and status an<l surface new technologies: 

Mccrings. every 4 to 6 weeks. at a comrdctor's facility lo 
get a first hantl account of program status, and evaluate 
c.:ontr.ictor pcrfonnancc: anu 

A<l hoc meetings wirh staff a.ru..l orhcr technical pcopk to 
discuss alternative technical approaches and new 
technologies applicable for lhc progrum. 

(U) All senior managers interviewed used these oversh.!.ht
activities and ma<lc them- an integral part of lhcir management 
plan. These mnnagcmcnt oversight activities have been created at 
the initiutivc of the individual munagcr untl implementation 
reflects their management philosophy. Senior managers believe 
this level of oversight is essential to properly manage their 
tlcvc1opmcnt anti acquisition programs. remain knowledgeable 
about the st.itm of each. and be comfortable they hilvc a first hand 
view of the contra.ctor1'' progress. The inspcc;tion team concurs in 
lhis assessment Much of rhr suctrss the NRO achieved in 
buil<ling: satcllitr �ystems can be attributed to lhis �tructurctl. 
management ovcr!;ight process. 

(L") We cxt1minc<l the �'RO's monitorin!.! of allministrn..1..i\'e anti 
suppon functions in <lctail in other sections of this rcpon. In this 
section. we summarize our principal findings and repon them in 
me larger context of senior managcmcm ovcrsighl of component 
rnon itoring efforts. 
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(P8t18) FINDING: The NRO does not have systematic oversight proceMes for their 
administrative nnd support functions, 

(U) Information
Resources
Management

(ti) Logistics and 
Suppl)' Management 

(t'> Contract 
�lanagement 

(l') O\·ersight of 
Customer Feedback 

110 

(17t!ilWQ) The Deputy DNRO excrdscs senior management 
oversight for the Communications Directorate review of all 
telecommunications circuits used by the NRO. The 
Communicutjons Dircctomte rec.:cntlv com.luctcll this review to 
uctcnnine If the cirruit� are actjve or redundant anti which 
organization-�NRO or some othcr--lhcy principally serve, There 
arc potcrHially large savings for the ?\'RO if rc<lunJant circuits are 
dosed and other agcnde.'i pay a ponion of the costs for thl' joint 
circuits useJ. MOAs. �ignec.J by the Deputy DNRO. wilt be 
requht:d octween the NRO and each of the agencies involved to 
document the cost-sharing fonnuJa. 

(iO! IO) We found uspccr!. of the NRO logistks and supply 
munagcmcnt processes to be ina<lc4uutc. largely c.lur to a lack of 
effective monitoring. There is no comprchcnsi\'c propcny 
accountability system in place which woul<l enable the NRO lO

accurc1tcly rcpon to Congress 011 NRO-owncJ assets. an<l there is 
no process in plal'c to assure that Government Furnished 
Equipment and Contractor At:4uirc<l Propcny arc disposcc.1 of 
ucc.:or<ling to direction, The NRO needs to regularly condu<.:t a 
complete inventory of all property in accordance with established 
government procedures and to reconcile the inventory with 
previous purchases. The proi:css needs to be monitored anti 
management oversight proce<lurc� instituted to assure complhmcc. 

ffQIJQ) We uctcrminc<l lhe !\'RO lacks consistent' procedures 
for a."isuring interim monthly invoices for cost rl!imburscmcnt 
c.:onrracts arc ccnitlcll for tcdnit:ul performance by the responsible 
COTR. Contracting officers ot1cn certify interim invoice� for 
technical pcrformam:c without rc4uisitc tcchnic.:al knowledge to 
determine if the contractor has performed adequately. The NRO 
needs to implement a monitoring mechanism to assure documcntcLl 
COTR review of all contractor invoices. 

(liQ\11Q) The �"RO has u tnh.cll rccortl in manaein1t customer 
and user fcedbai.:k. Feedback management i� not part of rhc NRO 
rorporatc culture. Where customer feedback is properly ,.:ollectcd 
and usc<l to improve customer service.-. it is more by the initi,nivc 
of ini.Jivid�ials or components than by the plan of management. 

("""°) Customers in the lntclligcncc Community express 
satisfaction with the rcsponsivcncs" 01

Oversight of the NRO's responsiveness to 
' the NRO to ad hoc.: tusking 

of operntional satellites. 
tasking of operational satellites resides with both the lntclligcm:c 
Communhv and the NRO ma.nauers of the mission !.!round stations. 
There arc formal. 

t 

but not documented. 
--

processes in 
-

place for �RO 
ro rcsponu to suc:h tasking. All members of the lntelligcnt.:c 
Community participate in cttc�c processes. 
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SECRET BYEM 4.¥, T& T ENT KFXRQ"lii 

OVERSIGHT 

tiO!IO) Military users of the NRO products a.ml scrvicci­
inform NRO components via message about quality. quantity. and 
timeliness of what is being provided along with comments and 
suggestions for improvements. The NRO has no processes in 
place to use this focdbac'k systematically to improve service to the 
military users. 

(�) The NRO c.locs not have processes to obtain :feedback 
from parent organizations on the quality or responsiveness of the 
personnel management �crvice those organizations provide to their 
employees within the NRO. This Um.its the oversight the HRMG 
ha� of the support provided and inhibit<; assessing when they 
should get involved to better support the cmp1�ycc..

(�) There are no feedback mechanisms to senior NRO 
management for the tracking or evaluating of security incidents. 
The majority of NRO employees. including managers. did not 
know about the three levels of violations nor an NRO report fonn. 
We found no consistent process of reporting violations that would 
facilitate data gathering for management oversight or developing 
pcrfonnance indicators. 

(fi8�8) We found the NRO has no oversight process to assure 
MOU/.MOAs with other agencies arc current. complete. and serve 
the interests of all parties. We came upon ca�cs. spccitkally in the 
area� of personnel support and security. where new MOU/MOAs 
need to be negotiated. 

(�) There are no MOU/MOAs between the NRO and the 
Navy. Army. er NSA which specify roles and responsibilities for 
those involved in providing or receiving personnel support. The 
1978 MOA with the Army addresses supporr to officers: however. 
there arc no provisions for support to the Army enlisted. personnel 
now present in the NRO. The NRO depends on the Military 
Services to provide servlces regarding professional military 
education. specific service skill training. drug testing. ethics 
training. etc. Current MOU/MOAs do not address these functions: 
they ,i;houl<l be clearly defined in new MOU/MOAs. 

(�) The NRO needs to develop an<l implement clear 
MOU/MOAs for security management at ground stations jointly 
operated with other agencies. We found problems at ground 
stntions over fu.cility access rights of non-NRO personnel and 
operational security differences regarding information untl 
equipment access. MOU/MOAs must clearly define the policies 
and procedures. roles and responsibilities. amt methods all 
involved organizations wilJ use to ensure appropriate �ccurity. 

(li8�8) RECOMMENDATION 38: The DNRO direct development and implemeJttation 
of a plan for systematic oversight of administrative and support functions including 
performance measurements to meet the needs of an adequate Internal Management 
Control progrnm and the GPRA. Actions to be complelecl by 1 February 1997. 
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(Pt9elt9)DNRO COMMENTS: 

(�) Concur, The ADROM ,,.,1iiJ develop a plan for .systematic oversight to include 
dejlnitions of roles and responsib;/ities,· dol'Umelltarion of po/;cies, procedures, and lnteragcncy 
up,,-eements: and identification of relevant pe1formance measures to determine system 
ejfectiven�ss. Target completion date is 3/ October 1996. 

(l-€J+l,l)} Target completi<Jn dare for the NRO's GPR.A implementation pla11 is 31 October 1996. 
As referenced in the NRO response to Recommendation 40, the NRO's lMC pm gram will be fully 
implemented by 31 October 1996. As implementation of the NRO's IMC pro_rp·am progresses. 
and the NRO's GPRA plan e;recurion urifo/d.r, additional NRO performance measures will be 
Identified and documented. A.r ma11dated by the Government Performance and Results Act.full 
implementation of these oversiRht processes will be in effect by 30 September 1997 in order to 
support rhe January 1998 suhmissinn of the FY 1999 budRet. 

(/i€##J) EVALUATION OF DNRO COMMENTS: 

(fi'fJt'J'8) We consider the proposed acrimu by the DNRO to be responsive to r/ze 
Recommendation. 

(U) OVERSIGHT BY
THENRO
INSPECTOR
GENERAL

(U) Effectiveness of
the NRO/IG

112 

(U) Note: In November L99S, during the course of this
inspection, the DNRO announced the NR0/£0 <.lcciuc<.l to leave his 
position. Jn February. 1996. during the processing of this report. 
the NRO Dlrcctor and Deputy Director were re-assigned. 

(�) Un<lcr the <.lircction. authority. an<l control of the 
DNRO. the NRO/JO has broa<l responsibilities for assuring. all 
activities arc conducted in compliance wjtll appropriate law. 
Executive Orders, Presidential Dlrccti ves. an<l DNRO 2uiclance 
an<l direction. The NRO/IG. who repom; directly to the DNRO. is 
not a statutory inspector general. NRO Directive 9(q. tlatc<l IO 
January 1990. <.lcscribcs the major functions of the NRO/IO. which 
incluucs investigation of allegations uno repons of frau<l, waste. 
and abuse. and conducting vigorous and intlcpcn<lent inspections 
or audits of NRO components. 

(JeQYQ� The NRO/IG consists of uuuit. inspection. and 
investigative sraffs. The authorized staffing level is II which 
includes secrcrnries and other su pQort personnel. There arc 
currently on board II auditors. B inspectors. and 11111 
investigators. In ad<lition. the IO staff is augmented by a few 
rotational personnel from CIA. Air Force. and Navy. Sixty�scvcn 
percent of the NRO/lG positions arc filled at this time. 
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ftl8t+O) FINDING: NRO/IG management practices, as well as DNRO lack or support to 
the JG resulted in ineffective oversight capability. 

(�) We concJmic<l the former NROIIG ilid not provide 
effective oversight of thC" organization. Interviews and survey data 
indicate inadequacies in the management practices of the NRO JG. 
and a lack of confidence by the former DNRO in the SRO 10 
which contributed to this state. 

(�) The i.naue4.1uacics in the management prncticcs of the 
NRO/IG were repo11cd Lo the team by CJ.llployccs from �cvcral 
NRO components. These arc summariz.cu as follows: 

The time required to pro<lucc a report was excessive an<l 
rcpons were outdated when published. There arc no 
derailed records kept within the NRO/IG which would 
enable us to identify the.- time fmmes for each stc p in rhr 
process: however. sever.al knowlcug-eablc people claime<l 
that the imemal JG editing process. including thut t,y the 
director. too� longer than necessary. usually 2 to J months. 
We found. several recent reports which too� X to 10 months 
from ioitintion to publishing. We judge this to be e.xccss1ve 
given the limited scope of the rcpom, anu the i;mall size of 
the components inspected. 

The entire inspection stun would be assigned by the 
Dircc.:tor. NR0, 10. to one inspection at a lime an<l woul<l 
not be disbanded until the rcpon was l verbally) approved 
by DNRO. Because the draft report usually took Sc:'Veral 
months to edit. the inspection staff woulll be 
un<lcrcmployc<l for that lime period. 

We found no current process to ensure components 
implement �commendations. This is in conflitt with 
provisions of a DNRO letter to senior program tlircctors 
and the NRO/IG. dated 22 November I 9H9. on procedures 
for NRO/IG follow-up and resolucion. · One of the 
provisions is: "The status of open findings shall be reported 
every 90 days starting with the <late of the draft report." 
Tht: 10 has created a database of thcs� findings or 
recommendations: however. the database has only been 
used sporadically to check on compliam:e. 

(�l We also found the DNRO ha<l limilcd confiucncc in 
the NRO/IG to provide balance between oversight of the 
organization anu the imposition of perceived additional 
burdensome procc<lurcs. The DNRO prcforrc<l to have all issues 
surfaced in a11 inspection or au<lit to be solved between 1he 
componcnl affected aml the NR0/10 before the substance of the 
report was presented to him. Some employees stated th�ir belief 
the D�RO generally supported the manager of rhc inspected or 
auilitc<l component over the NRO/IG. 
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(fOt:10> In a<.ldition. cherc were other indi<.:ations of a lack of 
general suppon by the DNRO for the NR0'10. The IG had not 
prcx.luced an annual plan describing inspections an<.J auditi; to be 
pcrforme(J since FY 94. Allhough the �"RO/IO requC!.lCd the 
DNRO und all scnjor NRO manage� to provide topics for 
inspection or aU(.iit. none have been submincd. The NR0/10 has 
been unsut.:ccsst'ul in getting DNRO suppon to fill �cveral vacunt 
inspection staff positions by technically skilled employees on a 2-
ycar assignment. Effective inspections of components cng..igcd ln 
high technology efforts tlepcml upon having !-»m:h skiLl:s in the IG. 
These positions have not been tillcc.l for about 3 years. These 
poinL� suggest a lack of support by the DNRO in the activities of 
the NRO/IG. 

(�I The installation of a new Dt-.i"RO and new NRO'IG 
provh.les an opportunity to revitalize the NRO IG a's ;.m dfcc:tivc 
and im.Jcpcndcnl office. The DNRO an<l �'ROtlG should C>iplorc 
appropriate mechanisms to a.<.:cornplish this. 

(j:QWO) RECOMMENDATION 39: The DNRO direct and support development and 
implementation of an efficient IG project planning, monitoring, and follow-up system to 
improve oversight capability, effectively use the NRO/JG staff. nnd ensure component 
compUance with recommendations. Acliorn to be completed by 30 September 1996. 

fi "''"' DNRO COMMENTS: 

t�I Concur. Tiu• NRO/IG 11,,w panidpates rm the NRO Senior Staff 1111d J,Ja1U.(l!L'nwm 
CommiUeC': se\'era/ .special m•ersighr wsks lu.n·c bee11 assi,:11ed m the NROl{G: am/ clarificatio11 
of the NRO.' {G's reparti11g chain will f,c reflected in a f(!l'i.'ied NRO <WKal1i;-.arion chart. 
lntertta{ly. tht: NROtlG will develop amt implemem a11 O\'t'rsi,�lit plwming. mmtirorln.lf, and 
}<>llm,·-111> .(vs rem by 30 Sej)T£1nrber f 996. 

(Ft9&8> EVALUATION OF DNRO COMMENTS: 

(�) We ,;onside, th£• propm£1cl actions by DNRO m ht" rc.rp(lns;,·e 10 t/u• Rccnmmemlurir111. 
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(U) INTERSAL MANAGEMENT CONTROL PROGRAM

(ll) BACKGROUND . (Ll The concept of internal controls cncompa.'iscs organization 
plans and management methods and procedures to ensure rcsoura 
usf consistent wlth law·. regulations and polil'ics. 1ntemal 
controls are designed lo safeg ar<l rcsoun:c.,; agaim,t waste. loss. 
and misuse� and to obtain. maintain. an<l falrlv Llisdose reliable 
1..hua in rcpons. 

(U) DoDD 50 I0.3H, dated April 19K7. establishes the Defense
Dcpanmcnt IMC program. It provides polic:y guidance. prescribes 
procedures. and assigns responsibilities for IMC program 
cxccL1tion. There arc fifteen specific IMC reporting categories 
contained in DoDD 50 I 0.38 tha Defense agencies must address. 

(P8t<J©) The NRO Directive 13. dutc<l 22 September 1994. 
documenc.i; NRO policy and assigns responsibility for 
implementation of internal management controls. lt does not cik 
DoDD 5010.3H as a rcfcrem:e. However. previous DoD TG audits 
cite DoDD 50I0.3K a-; a reference in findines reMed to 
t.lcfo:icncics in NRO io1crnal manaQcment controls� 1n one DoD 
IG Audit. Rcpon No. 90-068. the DNRO com:urred the NRO 
lm:kecl ''imcmul controls over advanccu fun<line as a material 
internal control weakness in accordance with -DoD Dirccti,·c 
5010.3�." 

(�) The NRO Chief of Stuff maincain� overall 
responsibility for IMC Program implementation and che �RO 
Complroller is the executor. The Comptroller ctcvelopctl thl' 
program. provided guiuancc to facilitutc the assessable unit's 
1mplcmcntation. monitored implcmcmat!on of unit progrnms. 
reviewed unit vulnerability assessments and management control 
plans for compliance. am.I used assessable unit annual Smtcmcnt!i 
of Compliance as the basis for developing the DNR01s Annu.il 
Statements of Compliance. The first DNRO statcmcnrn were 
submitted to the SECDEF am.I the DCL on 29 December l 99�. 

C,.Ot<JO) The NRO's (MC Program is govemc<l by the 
following documents: 

0MB Cirtular A-123. Managcmem Arcountabilit\' am.I 
Control. 21 June 1995: -

0MB Cirrnlar A-127. Financial Management � Svsteml\· . D 
July 1993: 

0MB Circular A-130. Manal!.(�ment - of Federal lnformation 
Re�ourccs. IS July 1994: 

DoD Directive 5010.38. Internal Managcmcnr Control 
Program. 14 April 1987; and 
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NRO Directive 13. Federal Managers Financial lnt�'rfity 
Act. 2Z September 1994. 

(siQJZQ) The OoD/lG conducted an audit of the NRO lMC 
'lllc report Stated the NRO t.Jid not havc.> an program in 1994. 

adequately implemented lMC progr.im. It further staret.J the �RO 
had not prepared and submitted annual statements of assurancr to 
the SECDEF and OCI. 

(�) ISSUE: The NRO does not have an adequate IMC Program. 

(U) 
lMPLEMENTATION 
OFTHEIMC 
PROGRAM 

W0t?J9) The NRO IMC program consists of a !.cries, of self­
evaluations whereby assessable unit<; establish and monitor internal 
controls to provide reasonable assurance of compliam:c. 
As!>cssablc units Include all directorutcs. offices. and staf

f 

clements. The assessable unit m11J1ugcr: establishes a program of 
vulnerability assessments. audits. reviews. and rnrrcctivc actions: 
performs a vulnerability assessmen, of each component in the.' unit 
assigns a risk ractor--high. medium. or low--10 the unit as a whol� 
and each component: develops the unit's managcmcnl control plan: 
and submits a t.:crtifo:a1ion statement to the DNRO by 1 :",;ovcmbcr 
every year. 

(�) Fl'IDING: The NRO's JMC Program is not. fully implemented. 

a78H9J The NRO began implementing an IMC program in 
FY 95. We found some rnmponenrs cxpcnc.lctJ the resources and 
time to properly uml completely implement provisions of NRO 
Directive 13 amJ others who&c cffons were inadequate. The 
principal barrio� 10 fuJ] implementation were: 

Lack of a strong commitnicnt to a stum.lardized imcmal 
management control program: 

- Lack of completed IMC managl'r training:

Lack of complete assessable unit management t;Ontrol
plans: and

Lack of st.amJanJ ,·ulnembiliry a-;scssmcnts.

(F8U8) RECOM.ME�ATio�· 40: The DNRO direct rniew and revision of the Internal 
�lanagement Control Program lmpleme11tation Guide to ensure full compliance with NRO 
Directive 13. Actions to be completed by 31 October 1996. 
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W8f:i@J DNRO COMMENJS: 

(fit##}) Cnnrnr. NRO Directive 13 anc/ rlrt• NRO IMC Pro1:rum Implementation Guide are 
current(\/ /;ein,e, revised. Directive 13 will inc:011mrate grearer srandardl:::urion ,.mumg cmnmon 
prr>,�ram elemel/ls while allowin,e, appr()priate flexibility for imph'lt1t·ntarim1: i,uli\·id111JI 
rcsponsibilitios for all NRO munagers mid stuff: um/ Jpecijic irems tn be included in asussahh' 
unit mancJ.�ement canrrol planl'. Corn•ctiw! action completim1 date is 31 Ocrober 1996. 

(FOOO} EVALUATION OF DNRO COMMENTS: 

(F€Hfl,8) \Ve ronsitler tire propos<·,t ,Ktirms IJ\' rite D,VRO ro ht! resptmsfre 10 th1: 
Remmme 11da rion. 

(ll) JNADEQL'ATE
DOCUME�'f A TION

( U) There are components with if'I the :-ffi.O with ai..lcttu.uc
at:ross-thc-boan.l documentation concerning specific IMC 
processes. Wr founu 1hc (lircctoratcs have proper documentation 
on IMC proccs.�s rclatcu to the development anti ac4.uisition of 
satellite systems. inclu<ling requirements definition documentation. 
confiiguriltion control board process liocumcnration. am.I 
procurement process <.tocumcntmion. However. we <.lit.I not finu 
such a<lc4uate documentation for other proccs-.cs. 

fFQWQ) FINDING: The NRO lacks adequate descriptive materials on policies, procedures, 
administrative practices, responsibilities, duties, and authorities. 

(F8'90) rMC managers were oot aware of the full rJ.rtgc of 
tlcscriptivc <loc.:umentation on operating proc<!<lt1r�·� ant.I 
administrative practices. unu responsibilities · ru1<.l authorities for 
accomplishing programs and activities required for proper 
implementation of NRO Dirccliw 13. In our judgment. 
inadequate <locumcmation of rhis rypc weakens 1hc l\"RO':- lMC 
Program and results in internal maT1agcmcnt t'ontrol failurrs. We 
found the NRO does not have a<lcquatc <locumcntation for <lefining 
proccuurcs for receipt an<l payment of tosHcimburscmcnt rnnrract 
invoke:-; and Joe� not have an adequate propeny m:rnumability 
system due to the lark of a publi!ihe<l propcny managemcnl 
procedure. These examples indicate bask failures in internal 
management control Jocumcntation. monitoring. review. aml 
verification. 

(li'Qt:Q) RECO�MENDATJOS 41: The DSRO direct additional training as required to 
ensure 1.\-IC managers understand the full range or IMCs reqllired for a successful 
program, including documented specific policies, procedures, and administrative practices. 
Actions to be completed by 31 October 1996. 
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,.88�18J DNRO COMMENTS: 

(PfJbl8) Concur. The• NRO is implementi111: " rraining concept to sup1,f.v the proper lei·el <�f 
training wall managers and staff members, In addition, un <mgning pro.�ram ofvisits with eac:I, 
usJessah/e unit cncmlfoator wirhill the NRO addresses mana,qemcnr conrrol documentaritm 
requirements. Thrm,�h these \'isits a11d ,raining se.ssions ir is cm·isione,J that unit conrdi11ators 
um/ munu,r:er.s will fully understand the range <if mana.r:ement cnnrrols required for a successful 
l'rogrcmr. In fucr, mriom clirectorate.s and offices are already refining or creating poli<.'y. 
procedure and admini.rtratire practice manuals. Wf 11·i/l continue ta review all fum:rinnal £Jreas 
to determine where additional d<Jcumemarion is needed. Corrective action <:omp/erion ,i<m: is 3 J 
October /':i96. 

t ,fifJb'8J EVALUATION OF DNRO COMMENTS: 

(�) We consider the propose(/ actions h_v the DNRO to be respm1sfre u> 1/w 
R ,:aminu: ndalion. 

(P8tTfJ) Fl1'DING; The NRO's IMC Program ts non-standard and not adequately 
monitored. 

(ll) A NON�
ST ANDt\.RD IMC
PROGRAM

I I>-

(fdbv) We judged the NRO Implcmcntution Guide docs not 
provide sufficient detail for TMC managers to develop ll 
standardized. comprehensive program. Scvcrul senior NRO 
managers im.lit.:.ated diftil:ultics in implcmrntation bccau�c they 
had no stllndard mo<lcl for their programs. The �'RO's IMC 
Manager cla!mcJ the guide.- was not designed as a proccdurJI 
standard. but aUowccJ assessable unit managers to implement 
programs tullorcd to needs. Therefore. each nssessablc unit 
irnplemcntc<.l quite different IMC Programs. 

(r"et.!e) We found the following shom:omings: 

Risk assessments were nol created correctly; asscssablr 
unit comparisons were not meaningful: 

Vulnerability assessments w.:-rr t'TC'atc<l tlift'crcntJy among 
iJSscssable units� 

Control techn'it1ue cJcscriptions were dissimilar among the 
assess:.ablc units: and 

Review schedules we� incomplete. and review check.lists 
were not used. 

�) We found inadequate monitoring of infra. tructurc 
support processes led to internal management control failures. 
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Previous sections of this report identified scvcrul such failures: 
lack of proper procedures to assure funds cen1fic;uion prior to 
processing conlract actions: contlkting security guidance: anu lack. 
of a propert A fully developed anll 
monirorcd IMC program 

y accountublllt_y system. 
would. alcn the NRO to these an<l similar 

problems. 

(fil8�8) RECO�MENDATION 42: The DNRO direct implementation of a standardized 
and comprehensive IMC program. Actions to be completed b}' 31 October 1996. 

( fit!it!J() J DNRO COMMENTS: 

11-8f!K)J Concur. The modified NRO IMC Program 11-i/l he based on: I) 0MB Circular .Vo. A­
/23. Mahugcmenr Accmmtabiliry a11d Control. dared:! I hmc /995, and 2 J DoDD 501(1.38 which 
i,,· c:11rren1/y being reissued to incorporate the mnre flexibl<! I 995 0MB guidance. A re·dsed NRO 
Directfrt• I 3 will pml'ide u stci11clard structure fnr a comprehensive ma11agcme111,.:011rrol 
11ro,t:ram wltilt1 alloll'illg appropriate jlexiblliry for. imph1me11rarion. Ad,lirionally, ,he NRO IMC 
Program lmplemenrarion Guide is l,eing re\'ised rn lnc:llulc rt!<:ommended s1tJ11dard roofs. 
i11d1uli11.i: a ma11u}!eme1t1 m,m·ol plan format and control review cht1,:klisrs. Program mo11itoring 
is e11lta11cwl by unit coordinamr meetings held e,•ery 4-6 week.,· w discuss pm gram is.mes um/ 
lrupp<.·11/ngs. These mecri11gs au mpplemenre,I by i•;siu idrh each assessable zmir cnordillarnr to 
od,lrt•ss nw,w,�cmenr cm11rol dncumenratio11 rcquirenu:ms. Ct,rrccri1·c ac:tio11 ,.:omplerinn date i.v 
31 Ocu,her 1996. 

fGQ'2fQ) EVALUATION OF DNRO COMMENTS; 

(T�) Wt• cmuider rlze proposed actions of the DNRO to he responsfre rn the 
R ec:m1111u!1UilJ tltm. 
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APPENDIX A 

PRIOR COVERAGE 

APPENDIX A SUMMARY OF PRIOR COVERAGE (U) 

(U) DEPARTME�T OF DEFENSE COVERAGE

(FQl!i'Q) Audit Report on the lmJ!)ementation of the Internal Manaz:ement Conlrol 
Program at the National Reconnaissance Office. Report No. 95-1,"i7, February 28, 1995. 
The audit objective was to determine whether Ille NRO successfolly implemented an Internal 
Management Control Program. The uu<litors found the NRO hu<l not a<lc4uatcly implemented un 
lnternaJ M:magcmcnt Control Progam that fully t·omplictl with 0MB Circular A-123. The 
NRO h!l<l established an 1ntc�al Management 

r

Control Program for it� SlOINT Dim.:torutc but 
not for its IMINT Directorate and other NRO Offices. In adclition. the NRO had not prcparctl 
and submitted annual stutcmcnts of assurance to the SECDEF and the DCJ on the stutus of its 
internal controls system. It noted the NRO is:.ued guidance thut adequately addressed the 
auditors com;cms regarding. the establishment and implementation of the Internal Man.igemcnt 
Control Progrnm in each of its sacellitc systems and other offices. However. 1hc auditors noted 
the guidance ditl not fully adllrcss concerns rcgaruing annual statement of assurnm:c. 

HMM Audit Report on thetv>tPJ<DWW Satellite System, Repor1 !'\o. 95-136, 
&bD!ilD: 27. 1995. Evaluated the dtectivcncss of the acquisition management of 

'9'1

the 
1W

mummj �ystcm. The audit showed the r�c.:hnicul performance aspects of theffl@ R�11IS-1m ....... 
system were outstanding and theltl@IIUI Prom:am Office aggressively a<.klresscct the 
tcl:hnical issues that arose in the system. The rQ>IQteit;>I Progmrn Office uJcquatcly manugctl 
thi: 'iystcm's contrarL procedures. mission cffcctivcnc.s�. prcxlun improvement. opcrntion an<l 
maintcnam.:c buugcr spending trend.Ii. and cosl c-stimuting and anulvsis. However. the auc.llt 
identifictl conditions re- ulrin!! corrective actions: ' ' 

.. 1hc 
syslcm contractor: an • t c Busi, 1. s1on uu..lance ocumenl was outdatc an ates on uaily 
tasking messages <lid not correspond to the time frames utilized by the mission planners. 

� Audit .Report on Air Force Specialized Incentive Contracts for '.'\ational 
Reconnai�nce Office. Report No, 94-096, May IJ, 1994_ The primary objective of the autlit 
was to e\'aluate thl' overall upproach. principal provi"ions aml features. and rationale for 
spcc:ializc<l incentive pr01.:c<lurcs in contract:- for NRO systems. The aullitors found the Air 
Force incorporacc<.J ini.:cntivc an<l award fee provisions into its spcdalizcu incentive contract in 
accordance with FAR. DFAR. am.J Air Force guidance. Evaluation criteria contained in the 
incentive and awan.J pla.ri!. allowed fee de1cnnining officials to equitably score each contractor's 
performance. Administtulion of specialized incentives was consistcnl with the 1crm� of the 
rnntracr.-. anti with the criteria stated in the plans. 

SEeRSf lPJ/lstctArJ Ts\M!Pi'f M\'ll8I!ls 121 
t111ntll� V10 BYEMAN•T /\U: '1' K.:'VUOLE ConU'ul Chann.ils Jointly 

I::_' 

,,\ 

-' 

\ 



APPENDIX A 

PRIOR COVERAGE 

�} Audit Report on the Acquisition of the IJQW Satellite Svstem, Repor1 No.
9�2. Februao- 17, 1994. The audit objective was to cvaluare the effectiveness of the 
acquisition milllagement of theBIJIW satellite sys[crn. The autlitors found that the_.
Pro�ram Manager was takinu sumdent management actions in the areas of corrccrionor­
deficicndcs founJ i.n prior reviews� audits. and tests: design maturity: pr-tabitity; test an<l
evaluation: and mission need versus system requirement�. However. the • satellite system
Jacked ttistoril:al and contractual documentation and did not h.ivc written acyu1sttlon plans. 
Program decisions could not be analyzed. system evolution was lliffo:ult to tn.tcc. acquisition
plnnning 1.:ould not be reviewed anl.l evaluated. and internal controls were wcakencu. There was
insufficient as!;ur�cc thu�W>IUJII satellites were being to.st-cff�ctiv.rocuret.I: The slructurc 
and content of portions of the current contr.1cl for prodm:tlon at ®XP a.re not m the be.'H 
interest of the Government. 

conferees.

(l') Audit Repon on Internal Controls at the National Reconnaissance Office,
Report �o. 90-068, May 18. 1220. 
The objective- of the audit was 10 uctcrminc whether lhc l\�O haJ. adequate controls over
funding and contracting and hall implcmcntc<l the Fc<lcrn1 Managers Finandal Integrity Act of
t9K2 (FMFlA>. The audit showed the internal control environment at the NRO was positive� 
moreover. the NRO had extremely competent personnel who were instrumental in the suci.:cssful
ucve1opmcnt und ucploymcnt of reconnaissance satellite �ystcms. The NRO's organizat.ionill 
structure and management philosophy. however. impeded the bility of the Director. NRO to
cx.crci!'iC management oversight at the three components. The NRO stu.ff was reluctant to 
exercise oversight of lhrcc components. The autlit note<l the followlng dctidencics: DoD
incremental funding policies were not allhcrcd to by NR.O components: and. u substantial 
number of mmlitkarions to <.:ontrn.cts in the autlit sample were not cxecutcu in acrnruancc with
Fcdcr-..il Ac4uisition Regula.lion guidelines: rhc NRO llid not formally implcmcm the FMFIA. 
The auditors foumJ. thl: NRO Jiu not fully implement the FMFLA: tlit.1 not have a formal aw.Ht or
inspertion follow-up amt resolution procedures in place: ui<l nol tlocumcnt most controls: llild 
oil! nm t":\.pantl the NRO .secure hotline to contractor' personnel. The aut.1.ilOrs rccommcntlcd that
the I\"RO implement the FMFIA. the NRO Inspector General review internal control proccJur��.
the NRO c�cablish a formal follow-up and rcsoluc.ion procc<lurcs. and the NRO establish a secure
ra Hot Linc for their personnel. 

(U) CIA COVERAGE

l:U ii'-ll:it::r U¥iiU.taltl '.Jl/Ii.taJ::r Ulfi\'IHllm 
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(ll) 
(h)Ul 10 USC -E'-l. (b)(:i)

(ll) NRO COVERAGE
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1"') Inspection or the Human Resources Manai:ement Group, NRO IG Project 95-
01, June 9, 1995,

\
 The inspectors identit'icd the follO\ving findings: Luck of communication 

between NRO senior management and HRMG in some personnel an<.J staffing dcdsions c,rcatcu 
important voids in a critical partnership: the HRMG Wcstficlc.ls plun benefits the group wnh 
intcmaJ focm; for collocation antl consolidation an<l doesn't atldrcsi; the potential impact 
ccnrrallzeJ collocation might have on customer support in the <HrcL·torates: employees arc 
frustratetl at a luck of action an<l need rcussumncc from senior management of e4t1itub\c 
treatment, whether Air Force. Navy or CIA: Navy personnel supporr remains isolated. narrowly 
focused. through SPAW AR and prohibit� un effective and effidcnt NRO-Navy working 
relationship: the Trnining. and Development Division (T&OD) lucks the management suppott. 
resources. fiscal. or program authority lo implement an adequate trJining an<l til!cer 
<.lt'\'clopmcnt �ervice. Inspectors noted a probable duplication of cffons. lack of needs analysis. a 
pos.-.ible waste ot <.Jollars: an<.l. lack of a i:orporatc tr.iining priority. (nspcctors review of th!! 
Civilian lntclligcncc Personnel Managcmcm System (CIPMS) suggcsrn- jt may allow for gn'ntcr 
tlexibility in Air Force civilian pcrsonneJ management an<l has been in review by HRMO for 
some time. 

Ins ection of the Pro ram Office I Pro· ect o. 4-4 
March 28, 199S. 

• 
The inspector's assessc.d how . . meets: demands for satisfying 

customers. managing human and financial resources. and maintaining. some measure of 
'itanuardization. stability. Citro!. am The Inspectors noted three significant findings amJ made
scvt<ral key suggl.'stions: IJU expanding mhs1on and lack of Government personnel 
resources rcsultctl in hirin·g non-Government personnel ,o accom lish the mission: the rnrrcnt 
joint Confornrntion Control Bou.n.l (CCB) ai:tions with • take an extraordinary :.nnount 
of time with risk to the Government. Suggestions inclu· c : t c- icfs of Contracts ano Project 
Engineering St'-'ff implement a year end spending plan: thcl111111 rccvaluutc what shoul<l be 
done with his resources to ensure current roles and missions arc not atlcctc<l: lncrca�cd emphasis 
be placc<.l � roles within and the NRO and efforts be ma<lc co keep employees
uuvisctl ofllilllfactivitics: ' ' find a better way to ensure all 
affct·tcll pa11ks gel appropriate car y commumcat1ons <.Junng the c4ucst for Change (RFC) 
proccs�. 

C*> Audit of Funds Transferred 'Io and Received From Other Gm'ernment 
A&1,encies for the National Reconnaissance Office; NRO IG Proiect So. 9-1-34, February 28, 
1995. The auditors reviewed the NRO's pro<.:<!<.lurcs and internal controls governing fum.ls 
tr The auclitors foun<l Lhr Comptroller 
and NRO finance officials 
nnsfcrrec.1 to anU rcceivcu from other government agencies. 

have instituted effective prm:c<lurc� governing funding transfcr.i.:. The 
au<.litors also foun<.l in almost all cases thUt program oftidals tasked. to monitor implcmcntatiu11 
of tnmsfcrrc<.l fun<ls proviuc<l the necessary oversight to assure the re4uircu goous or services 
were received or <lclivcrcd satisfactorilv. Funhcr, the auditors dctcrmine<l that the NRO 
Directomtes have implemented a variety of proccllure.o,; govcmin� fumlin2 tru.n.�t'crs that mav or' may not indu(.)c the a roval of rrnnsfcrs bv ?\'RO mana"cmcnl officials. 
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,li'Ql'Q) Audit of Conference Reeistr'lltion Fees for the National Reconnaissance 
Offi G ce, NRO J Project No. 94-25, October 21, 1994. The auditors reviewed the polkies.
processes uml procedures for the collection and u.sc of contcrcm:c registration fees wilhin thr 
NRO. The auditors determined the finam:ial a<..lministrutlon of <.:onfcrcncc tees and any 
outstamling surpluses were accomplishc.J through informal rcconJ keeping. outsi<le official 
government accounting systems, an.J was not subject to normal management policy and 
oversight controls. The auditors aJso identifieu differences in u<lministrmive procedures 
governing the assessment of conference fees and rnnfusion regarding. chc appropriateness of 
providing refreshments to govcrnm�nt employees attending NRO-sponsorcd conferences. 
Finally. a.llhough the auditors identified five isolated instance., where NRO employees were 
mistakenly tcimbursc<l for conference fees which paiu only for refreshments, the auditors found 
no irn.lication of intcnr to defraud the government. 

;:::=.....:..::;�· ctachmcnt 4. Joint 
. was established in l 9X4 as an 

ri ar · mission to provide 
communications support to the . The goal of the review was 
lo provitlc the Director. Information cc 110Jogy roup ilTO). wit a useful management rool to 
assist in measuring the success and effectiveness of Dc111 am! ro identify areas where new 
initiatives or l'Orrcctivc actions might be neede1.L The pnndpal areas of review were 
management effectiveness. use of resources. am.I relationships cs1ablishcd and maintained by thr 
Detachment. The review resulted in no signiticam findings. 

M) Inspection of Counterintelli1ence Staff, NRO JG Proiect 93�32, l. une 13, 1994.
The inspectors fount.I the NRO CI Staff to be a small. dcdicascu. motivar�d. cx.pcricnccu. highly 
spcdaliz.ct..l cadre of professionals with varying backgrounds. The inspct:rors. howcvcr . thc 

• followin 1 fim.linus: There is no offidal1y documented ae.recmelll between the NRO anti • 
rcgar<llng.thc!Nlia positionson lhc CI Staff: t c CI

tatt as ma e4uatc resources to ct ectjvcly accomp tkns growing opcrationaJ and analytical 
requirements: the protection of the affiliation between the CJ Stuff and tile NRO at the 
BYEMAN level inhibits productive, efficient. effective working relationships. 

t!t> Review of NeXT Workstation Acquisition for the NRO Headguarters, Cnse 92-9,
September 30. 1993. The review was initiated ai; a r<�!iUIL of i�Jlcgations that tho acquisition of 
NcXT workstations was unnecessary and a wasrc of NRO funds. The rcviewcri. found the 
allegations to be- in error anti not substantiated in fact. The reviewers noted however that the 
impact on users causct..l by the transition to NeXT workstation.� coulu have been rc<luce<l if the 
ucdsion process more fully uocumcntcd. coordinated. anu communicarcd development anti 
acquisition information with the purtidp1.uing offices. The reviewer.� findings were: the tlcdsion 
muking aoll review process used for the uc4uisition of the NcXT wor1':.stations did not adequately 
uocumcnt. coordinace. an(! communicate infonnation wilh the affected NRO head4uarter.s 
offices� an<.J O&M data was available- which was not exploited or analyzed to contribute ro 
improving the rnrrent anll fucurc NRO AIS. 
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management oversight oflIDJ oper.itions need,;; strengthening to cnh.mce the imemal controls.
security requirements and l'ost benefits. The auditors also found the NRO nce<leu to monitor the
truvcl of non-mission-essential personnel tu�'!* ititl"!s am.I llcvclop a policy am.J prui.:c<lurcs
to ensure the program was not used inappropriate y for unnecessary travel. 

t8tW, Review of Economy Act Transfers in the Intellia:ence Community to Non­
Defense Activities, March 29, 1993. Pursuu.nt to d1rcction in the Classified Annex to the House
Ap ropriution Committee Report accompanying.f.  the Fiscal Year 1993 Defense Appr�pr�lion 
Bil , the l\"RO 10 conducted a review of fund� transferred from the National Reconnai�sancc 
Program (NRP> to any activity not fumlctl by the Defense Appropriation Act. The NRO IG 
determine uH transfers to non-<.lcfcnsc appropriated activi[ics were within the terms of the 
Economv Act of 1932. as amended. All of the ti.mus transfcrre<l reimbursed other activities for
goods und services directly benefiting and supporting uuthorizc<l NRO rc4uiremcnrs. missions or
functions. 

{P8�18) Review of Fine Arts AcgUisition for the NRO Headquarters. Case 93-3,
Febtuan· 22. 1993. A compluint from an NRO employee resulted in the NRO 10 review of.circumstances surrounding the procedures and processes usc<l by Management Services and 
Opcmtions (MS&O) ro ac:4uirc art works. The i\'RO uctcrmiBcd the general processes and 
proL·cdures uscll by �S&O for the aL"4uisition were proper and rcasonuble. However. the review
lJC'nlificd procedures am] 1.:on1rols needing improvement: the NRO <locs not have no approved 
\vrlucn policy or procedures endorsing and governing the acquisition of non-essential publit: and
onicc iLrea enhancement.., such as an: the responsible oftidals who sign such rc4uisitions had not
bceo formally delegated suc.:h authority by the contrnL'ting officer; the NRO had 110l ocvclopcrJ
,ind. implemented a unified control system for acoountublc propcny in the NRO headquarters 
urea. 

it of i m Su ort t th N tiona) R c nnaissa c O ovemher 20
1992. For Fist.:al Year 1992. the J\l"RO bm.lgetcd about • for airlift support to Programs
A. B. and C. The audit evaluated the economy and cftil"icncy of llirlitt practkcs and intc-mal 
controls exercised over the budgeting and billing process. Thr findings arc us follows: the :-.:RO
.couhJ a,hic\'e 'iignificant savings by consolidating flights to oottcr use cargo spuc.:c and by taking
ad-..·antal!c of <lis1:ounti; offered; the NRO ncc<lcd to as/ie:-s the pr.1.ctkc of routinely billeting. 
rtm91ew•1 aircrews in more costly off-busc commercial uancrs instead of usin,
�,vu, u c gov<.'f'Tlmcnt qunncrs; problems c>.istc<l with • • ' ' billing
vcrificmion. 
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APPENDIX B EVOLUTION OF AUTHORITIES (U) 

(U) A 195H 1'ationa1 Security Council <NSCl memoian<lum tlirccting the DoD ta gi\'e
priority to the <lcvclopmcnl of an opcrntional meonnaissuncc satellite am.L the creation of 1hr 
Reconnafa.c;ancc Satcllilc Program in 1960 laitl the foundation for the NRP ant.I the NRO. Since 
their inception in J 961. authorities and oversight for the NRP anu NRO have followc<l tliffcrcm 
evolutionary paths. Although there was a rapid evolution of management authority in the early 
1960s. there has been lilllc change since 1965. By rnntrast, the oversight stntcturc and 
merhunisms cvolvc<l slowly at first. progressed markc<lly in the 1970s. ·an<l changed significantly 
in the 1990s. In faet. evolution of the oversight structure has continucu to the point that there is 
now little relationship between the authorities for the NRP am.I NRO activities outlined in the 
charter documents anu the oversight of that program an<l organization. 

(U) The 1960s

(U) The r-."RO charter consists of a pair of separately derived documents: a 1964 DoD
Ditcclive an<l a 1965 Agrcemem be.tween the SECDEF and the DCI. 

[ LT> The l 965 Agreement is the last of� scri�s of four agreements �igncd between 1961 
anti l 965, During. thi� period. official!) struggled to balance DoD an<l CIA c4uities in managing 
il national program through a covert. joint agency. The first AgrcemcnL Management ot the 
Sattonal Reconnai�suncc Program. was signc<l by the A�ting Director. CIA and the 
DEPSECDEF on 6 September 1961. This Agrccmcm provided for a program con<luctctl 
''through lthr) usc of streamlined special management procedures" amf Jointly managed by co-
equal DoD ant.I. CIA oftkials. 

.._ . �.· placing it um.lCr the direction of the Linder Secretary of rhc Air 
Force \::· and the Deputy Director (Plans)/CIA. at:ting.jointly. A NSC committee rejected. almo-.t 
immcuiatcly. the co-tlircc[or provisions. regarding divided management inappropriate for !;uch 
,tn important program. 

.. 
The first Agreement also included joint (DoD/CIA) stafting langmtgc umJ 

u definition of the NRP: g:.iv� the NSC a review role: and directed the establishment of a uniforrn 
security control system. \.' 

{U) The second Agreement. Responsibilities of the Nu.tional Rcconnuissancc Oftkc. w11s 
signed by the DC1 and DEPSECDEF on 2 May I 962. Bused on the NSC rccommcntlation. this 
uocumcnt specified i1 !-iinglc director. <lcsigmucu by the SECDEF and the DCI. responsible 
uirectly to them for the management and conduct of thC" NRP: it also gave rcsponsibilily for NRP 
security policy to the CIA. Like the first Agreement. the 1962 Agreement came under qukk 
scrutiny. this time by the President's 

11stu<lv · a more satisfoccorv � tlocumcntarv · basis for the NRO."
Foreign Jmclligence Advisory Board (PFIAB). Base<l on a 

PFIAB recommendation to  a Lhiru 
agreement was tlrnftctl. 

{ LT) The third Al?.reemcnt Mi1J1a1.?cmcn1 of the i':atiom.11 RcconnaissilJlcC Procram. ,vas 
signcu by the DC[ an<l DEPSBCDEF on I� March 1963. Thi� Agrccm('nt CSUlblishctl the 
SECDEF as the Excc.:utivc Agent for the �RP. although policies an<l bTUidam:c to develop. 
manage. an<l conduct the �P were m be "jointly agreed to by the SECDEF and the DO." This 
was the first agreement to establish the NRO tls a separate operating agency of the DoD. under 
tht' direction. authority. and conuol of the SECDEF and to exempt the DNRO from unsolicited 
oucsiue assistance. Returning to a provision in the I %1 Agreement but absent from lhc 1962 
Agreement, this version al:,;o excrnptcc.l NRP projects from normal DoD or CIA staff review. 

SECRET BYFM1 N Ti I ENT KEXHOI E 12? 
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( U) As a TC!iUlt of critkisms noted in a May 19.64 PFIAB memorandum. I a tbunh
agreement was crafted. The PFJAB recommended strengthening che role of the SECDEF us 
Executive Agent for the NRP: ·trengthcning the role of the DNRO; and establishing a 
1.:oorc.Jinared. comprehensive budget for all clements of the Program. The PFJAB also 
recommended the Executive Agent rcpon perioukally to the President's Special Assistant for 
National Security Affairs and the PflAB com.:cmlng all aspects of the Progr.im. The 
DEPSECDEF aI)d DCI signed lhis founh and rnrrcnt Agreement for R1:-organization of the 
t\ational Reconnaissance Progmm on 11 August 1965. While this Agreement dic.1 strcngtllrn the 
role oJ the SECDEF. giving him review anc.J final approval power over the NRP budget. thcsr 
rcsportslbilltics were later transferred to the DCI.2 The 1965 Ag_reemc111 also established the 
NRP EJtecutivc Committee (BXCOM) "to guitlc and paniclputc in the fonnulation of the NRP.'' 
but this committee was abolishe<l by EO 11905 in 1976. Finally, this agreement in duded joint 
!-!taffing lang-uagc missing from the 1963 Agreement but ir di<l not indutle the previous version's 
wording concerning exemptions from normal DoD or CIA �taff review anu un:-;olicited ouish.lc 
a,;sistancc. 

"'8') The DNRO at the time c�prcsscd his concerns about the l 965 Agreement to the 
SECDEF. ln a letter he wrote in lac September 1965. just prior to his departure. the DNRO 
assencd that the l 965 Agreement went to less ex.tent in <lcfinlng the structure of the NRO thutJ 
the 1963 Agreement. He snitl the 1965 Agreement was less explicit In stutin_g. the authorities of 
the DNRO and too circumst:ribell in those it uiu define. and he believed It both weakened the 
NRO and introduced sources of additional friction. The three specific weaknesses he noted 
were: 

The Agreement wa.� ambiguous iJI uctining the authority of the EXCOM: 

lt almost completely omitted reference to responsibilities of the DNRO in 
connection with reconnaissance opcrutions; an<l 

It imposed no obligation upon the CIA. or anyone other than the SECDEF. to 
provide a focus oJ responsibility for action umlcnakcn in the NRP. 

l ll) Largely independent of the agreement process. thi: DoD Directive that cscablishcd 1hc 
NRO as an operating agency of the DoD was issued early in the evolution of the SECDEF/DCI 
ugrcem�nt. On June 14 1962. the DoD issued DoDD 1'5-S 105.23. Subject: National 
RcconnaisHancc Office. which 

.. 
... 

Prl!sitll'llt !al Dirci.'ti vc/NSC I 7. August J 977 anLI EO l 20]6. 2-t Januarv . 1971!. ,tssi !,!nt!d progr.im and nudcct� 
autlmrity forthe NRP \l't lhc OCI. 

12� 

es1ablished a coven National Reconnaissance Office within the DoD under a 
Dt-,;RO. appointed by the SECDEF: 

defined the NRP; 

mandated the conduct of the NRP through the use of "slrcamlincu management 
procedures; 1' 

cxcmptc<l NRP projecrs from normaJ DoD Man' review: 

Tiw mcmorJndum ()1'St'1Wd 1hat tl}c NRP h:u.! mil rc.11:hcd ils full p11tcntial hl'CJU� •·or inallcqu.ich!s in thl' 
or1!,U111 .. 1t'mnal murLure and su!lfmrt or lhc nammal rcrnnnalss:inrc cffon ... complkaLeLI lw the .11\se1wc of 
dear. ,iuthoriuatiw dclineution anJ undl!ts1:u1L1ing of pcnincm mies am.I missions or the Dc,6. CIA. an.I. 
DCI., .'' 
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exempted the DNRO from unsolicited outside staff a.11sistance; 

granted the DNRO authority to 11organize. staff. and supervise the (S) NRO":
''establish, manage. and conduct the (TS) NRP 11

� and review all DoD budget 
requests ... within the NRP. 

W9U9) The Direc.:tive did not. however. address all the concepts included during the 
various iterations of Agreement development. such as the NRO fa1lfog under the direction of the 
Under Secretary of the Air Force and tne Deputy Director (Plans) of the CIA acting jointly. the 
joint staffing language. or the CIA responsibility for NRP security policy. A revision wns issued 
on 27 Mar 1964. which gave cognizance of special security control systems for NRP 
communications to DIA an<l addressed other security arrangements. In addition. the Directive 
was amended via memo in 1979 to include the Defense Space Operations Committee and 
OtitabUsh iti, rolo as ''the principaJ a(.!Yisory body to the SECDEF for the (S) National 
Reconnaissance Progmm."3 In September 1980 the SECDEF requested the DNRO ''update and
revise" the Directive to incorporate chunges resulting from the establishment of a Defense 
Reconnaissance Suppon Program. but the 1964 Directive was not revised ancl remains IJ1c cxtanl 
Directive for the NRO. 

(U) The net result of the chartering process was that Che NRO was established us a
Defense agency. which it remains to this day. The NRO consisted of a small headquarters staff 
that provided direction for the Linc functions of the three component programs. The first clirector 
of the NRO established by memorandum the busic structure of the organization as three primary 
programs cuch supported by a non-NRO parent--the Air Force (Program A), the dA (Progmm
B). and the Navy (Program C). 

(LJ) The SECDEF wai; given 11ultimate responsibility for the management and operation 
of the NRO and the NRP" and ha<.\ the authority to choose the Director, NRO. with the 
concurrence of the DCI. and to "review and have the final power to approve the NRP budget." 
The Directive authorized "streamlined management procedures", and exempted NRP projects 
from "normaJ DoD staff review'' and \msolidted assistance. As the operating arm of the NRF. 
however, it nlso had national ta�ks with anentlunt responsibilities to the DC1 as well as the 
SECDEF. The DCI had authority to establish the tollcction prioritjes and requirement'>. provit,lc 
sccuiity policy guidance. and review and approve the NRP bu<lgct. 

(U) Although authority to "organize. staff, an<l supervise" the NRO and "establish.
manage and conduct" the NRP was set by 1965. neither the Dfrcctivc nor the 1965 AgrccmcnL 
addressed oversight of the organization and program. The NRP EXCOM. consisting of the 
SECDEF. DCI. and the Special Assistant to the Prcl>idcnt for Science and Technology. proviclc<.J 
some budget and programmin_

No OSD staff clement was identified to assist the SECDEF in 
g oversight. but it really served as a joint steering committee for

the SECDEF and the DCL 
executing his responsibilities until 1969. when the SECDEF esrablishetl a Special As�istant for 
lntc1Jigcncc. whose responsibilities included the NRP. 

(U) The 1970s

(U) The designation of an OSD official in 1969 to monitor the NRP initiated a practice
that was inconsistent with the streamlined management language ln the 1960 NSC memorandum 
that called for the development of a reconnaissance satellite program. as well as the Dirccti vc. 
which specifically ex.empted NRP projects from normal staff review. The 1972 establishment of 

3 DnDD 3500.1. 29 Dcccmoer I 9t(8. canl'cled 1hc memorandum and e�tallli!;hetl the Dcfcn�c. Space Council: 1hc 
Do DD wos nm revised to reflect this 1988 chungc. 
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an ASD for Intelligence and the emergence in 1 977 of the ASD(C3I) funher established a level 
of review that. to the NRO. exceeded the bounds of its chatter. The 1 977 Directi ve on the 
ASD(C3I) notes that the ASD(C3I) is the principal staff assistant for "reconnaLi;sancc acti vitics" 
with responsibility for "satell l te accivities''; that language was further refined in the rcvillcd 
charter issued in 1 985 which stated that the ASD(C31) is the ''Principal S taff Assistu.n t . . . for  
reconnaissance activities and including those National Programs for which  the [SECDEF] ha� 
execution authority.' ' The I 985 Directive goes on to say that the ASD(C3D will exerc ise 
"direction. authority and control" over the NRO's Defcn�c Support Program Ot"fice and l lstaff 
supervision over Air Force and Navy Special Intell igence Programs." an unclassified rctcrcncc 
to the DoD components of the NRP. 

(U) A number of changes w ith in  the Intell igence Community that occurred shortly after
the estab1ishmcnt of an OSD oversight official also i mpactetl NRP authorities set in the previou�. 
decade. Unhappy with the In telligence Community as a whole. President Nixon sought 
improvements in the very functioning of the Community. its end product. and its resource 
management. In 197 1 he directed the DCI 1 1to assume leadership of the lntelligcm:e Communi ty 
in planning. reviewing. coordinatin g. and evaluating all in tell igence programs and activities. and 
in the prouuction of national intelligence.' ' and to prepare a consol idated intelligence progr.:11T1 
budget. The consolidated budget later became the National Foreign Intelligence Program (NFIP) 
un<l included the NRP as i ts largest component. Once the NRP became pa.rt of the NFIP. it lost 
i ts "un ique" character. and became just one of several in telligence programs. 

(U) Throughout the 1 970s ti1c President directed the DCI 10 exercise more and more
�ontroJ over the NFIP; as a resu l t .  DCI authority over the NRP expanded from the col lec tion 
priorities and rr.quiremcnts authori�y of the 1 965 Agreement to the program and budget authority 
assigned in Presidential Directive/NSC l7 .  August 1 977 and Executive Order 1 2036. January 24. 
l 978. Thi s  was a sign ificant change in DCJ/SECDBF responsi bil i ties compared to those stated 
in the 1965 Agreement. Also <luring this time frame. Executive Order 1 1 905 ( 1 976) abo l ished 
the NRP EXCOM. wh ich had provided NRP gu idance uml budget approval. and cstabl ishccl lhc 
Committee on. Fore ign Iote1 1 igcnce (CFI). Whereas the NRP EX COM had been responsible for 
the NRP alone and had given the SECDEF final uuthority over NRP matters. the CFI. chaired by 
the DCL was responsible! for all national fore ign intell igence programs. 

(U) Joint oversigh t  responsibilities exerc ised by the SECDEF and the DCI th rough
steering grou ps such as the NRP EXCOM also changed. in nature. The Intell igence Resources 
�dvisory Committee ( 1 97 1 ) . the CR ( 1 976). aml the National Foreign Intell igence Board ( 1 977) 
moved the focus away from the NRP/NRO it!ielf and towards the lntelligence Community and 
in tel l igence mutters in general.  As the DCI/SECDEF joint overs ight broadened to include 
partic i pants whose interest!. covered a range of i n tel ligence init iarivc. · .  the NRO began co move 
to a closer involvement with the larger Intel l igence Community. 

(U l Congressional oversight of intelligence programs was also formalized dur ing the 
1 970s .. By l 976 permanent committees were formed in both Houses of Congress to oversee the 
In tel l igence Commun ity . including the NRP. Moreover. Presidential direction for greater DCJ 
control over the NFIP meant that the DCI . as NFIP !.pokcsman to Congress. had to balant:e NRP 
needs against the needs of the rest of the NFIP. Again . the emphasis was on the NRP a"  pa.rt of 
an integrated whole. not a.'> u separate stand-alone program. 

(U ) The establ ishment of lower levels of review wjthin DoD. 1!he move from a 'un iquc 1 1 

single program co be ing part of an integrated i nte1 1 igencc program. changes in the budget 
au thorities . the creation of advisory boards. and the formation of permanent Congressional 
in tell igence ov�rsight commi ttees il lustrate how the authorities and responsibilities evolved 
\Vhi lc tho charter <locumenti:; lhemselves remained static. However, the changes wrought by tile 
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1970s were mostly external to the NRO aml NRP: the 19�0s would bring changes of a different 
na1urc. 

(U) The 1980s

( U) The early pan of the dcraue was mark.cu primarily by a Prt'.si<lcntially-c.lircctet.l.
(August 19l't3) PFIAB review of the I\1RO. Askct.1 to thoroughly examine the r�sponsibilitics and 
organization of the NRO. the PPIAB sent two separate mcmora.n<lu to the President (December 
19�3 and July 19�4) with similar fin<lings. Concerned in particular wim the NR01s loss of 
tlc>.ibility due ro increased oversight. the PFJAB wrote that 11the unique managcmcntstrucwrr 
that minimizc<l external program oversight and review ... has been cr.oc.lc<l in the la.c.t <lccatl.e 
hy the Office of Management and Bull.get anll. the Congress." and the "SECDEF and DCI agrcr 
to seek specific measures to increase the program :.mu budget flexibility of the DNRO." The 
PPTAB observed thut ''more detailed oversight is beginning co handicap the NRO." anu that the 
1

' SECDEF and DCI lmustJ ensure chat the conduce of the NRP permits continued streamlined 
management and avoids unnecessary oversight and program review." 

(U) The PFIAB'.11 worties about increased oversight and a potential loss of �areamlincd
management authority had no impact on the charter documents in effect ar the time. as rhc 
President did not request any revisions or <.Jevclopmcnr of a new <locumcnt at the nationul level. 
lnstcutl. ihey merely rci;ultcd in a February 19X5 nonspecific Presidential request that lhc 
SECDEF. DCI and Assistant to the President tor Narional Security Affairs "periodically review 
the progr.1111. priorities antl resource:- of th� N"RO. as recommcmJed (by the PFIAB J." 

(U) From l 9X6 to 19}{1-< the DNRO initiatr-d several studies to look at the strul'ture and
management authority of the NRO. These studic. highlighted problems associated with the three 
,;L'paratc program (A. B. anti C) struet1.ue of the J\:RO anc.1 the lack of DNRO line management 
authority. Before rctiri11g in 14:Jl'{�C the DNRO passcc..l his rccomrncnc..lations for rcsaucturi11g the 
NRO to ihc DCI. The At:ting o:-..'RO and the :,-;RO Progr..im Directors initla1ctl another study in 
19XtJ to reexamine. in detail. the organizational problems identified in curlier studic!. with a viev.· 
10 r-nsurr tbc NRO could rcsponc..l to "future intelligence challenges" and maintain the strengths 
of the NRO: strcamlinc<l management cradle-to-grave responsibility. and Service/Agency 
compo.sition. This 191-{9 c.tlort. formaJly titled the NRO Rcstrucrurc Study but known as the 
Ocigcr-Kclly study. inclu<lc<l panicipant.i; from the NRO. the DoD. and other Intelligence 
Com.munity u_gcndes. 

(U) The Geiger-Kelly study condudctl that the NRO chancr antl mission were still v,tlill,
although eventual <lcdassitkution of the 11fact ot' 1 appeared likely. A key rccommcntlation 
�Upportcd maintenance of the separate program i<lcntitics. but the rcpon .,lso rccommcndc<l 
initiation of u process to rnllm.:atc the NRO. To begin this process. the study g.roup 
rccommentlct.1 collocation of staff support and the standarJizarion of those support function!. 
af1cr collocation. Other key rc<:emmcmlaLions later i mplcmcntctJ indu<lcJ: 

l:rcation of a new Deputy Director for Military Support: 

establishment of an Office of Plans and Analysis: 

realignment of management rcsponsibilitic.� for ch<.' Cl,<\ clement of the �'RO: 

creation of a Board to advise lhc SECDEF. DCL and DNRO (NatlonaJ 
Reconnaissance Review Board): an<l 
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reduction of the DNRO's position from Air Force Secretary/Under Sccrctnry to 
Assi!\rant Secretary of the Air Force {Space ) to al low the DNRO to be more of i.l 

fu ll-t ime manager. 

(U ) Despite the earlier oversight concerns of the PFIAB.  the Ge iger-Ke l l y  report noted 
that "the basic nuthorities of the NRO huvc remained intact. 0 In fact. the Geiger-Kelly study 
includcl.l a Mcmornmlum of Agreement as an append ix  . . . 1 1to reaffirm the ,:hurter and mission 
lo the NRO am.l the SECDEF and DCI support for the management authori ty of the DNR0. 1 1

although this �cmorandum W ltii  never :-igncd. Th e  s1utly group wrote that spec ific issues ra iscu 
rdat i ng to the charter were ''due to implementation problems cau�c<l by a lack of specific �RO 
pol i,v or strategics" rather than to problems with the charter. A lthough they acknowledged that 
chancr changes rnu ltl be ma<.lc. they argued that the '\:hancr of the NRO. -a.-. wriucn.  permits aml 
su ppo11s the objectives of the NRO with respect to its fu tu re • . . . un less a sub!\tUn tial gain rnn 
be real ized from updating or changing the charter, the riski; en tai led and time con:;umcu by 
opening up the issue argue against making any changes ."  

CU>  Jn sum.  although the 1 980s brought incrca.i.;ing c>.:temul oversight .  in particu l ar by 
Congress and 0MB. the internal changes effected by the NRO's mstructuring efforts were even 
morr significam. f\ionethclcss. the Geiger-Kel ly study ucc larei.l lhc NRO charter viable. TI1 i s  
assessment has not eone unchaJ lc-n!:!ed. howe\'er. as wsrnssion about the NRO's authorities and 
oversi ght condnucd-in the l 990s. � 

( ll )  The 1990s 

(U) The CUl'l'Cnt decal.le has produced significanr  change in the organization of rhc NRO
and Its overs ight structure .  The NRO is now a line and staff organ ization an<l its program--thc 
NRP--is now subjec t to the Sll.rne joint rrv icw as othe r clC'mcn t,; of the NFIP. One prominen t 
oversight change is the creation of a new OSD office with rcspon!tib i l ity for i:pacc. 

( C )  In 1 992 the OCI commissionct.l a task force to assess the NRO's organizationul 
structure .  management mclhcx.lology. an<l abil ity co respond to Inte l l igence Community needs. 
Toe Task Fo rce issued a rcpon (kr1own tis the Fuhrman Report) in  Apri l 1 992 recommending Lhc 
("Onsol iuar ion of Prol!nim.s A. B .  and C into IMINT and SIGI::-,.., DircctorJtcs anti fu l l  col location 
to achieve. an in tegrated funct ionally al igned organ izu tion . l11csc n .. 'Commcndations were 
i mplemen ted. thereby moving the NRO away from the i,.1nictu re the original charter was 
<lcs ignc<l to support th rough the use of authori ties, pol icies. anti prm:cdures of parent 
organization!-i .  The new fi.mc1 lonal ly al igned organi zation has fundamental ly  changed the way 
the NRO operates internal ly. With the role of the parcn l  organizations chang.ctl. key staff 
clrmems arc uncertain of how to protcl'.'d. am.l managers cannot tum to the chartering <lornmcn ts 
for guitlancc . 

( U )  In a<l<lition. the NRO's oversight sLructu re has expanded in the last rwo years. The 
DCI aml DEPSECDEF fonncd an Imcl l ig.cnce Program Review Group in 1 99:i ro priori tize 
D�fcosc in tcl l !y.cncc issurs among the th ree intel l igence programs-- NFIP. Joint Mi l i tary 
ln tc \ l igcncc Progrum .  anu. Tactical lntc l l i .gcncc amt Re l ated Act iv i t ies. The NRP is subject to 
Ovc.'rsight from th is  group as well . Furthermore. the Defense Rcsoun:eft Board process ha.s . for 
the intcl l igrncc function . been cxpanc.lcd to prov ide r igorous rev iew of the NRP budget process. 

t u )  The SECDEF anti DCI also chartered the Jo in t  Spacr Manage ment Board in 
Dec�mbc-r 1 995 as u board of direc tors for ucfcnsc and in tell igcncr !-pace programs. of whkh the 
�RP is a pi111. The Joint Space Managcmcm Board. provides overa l l  policy and progrnm 
g.u i<.lam.'r for defense and imcl l igl"ncc spal.'c programs to i nclude review and approval of trade­
offs among r��uircmems. programs. and resources. The Join t Spl.lcc Management Board 
Executivt> Committee inc ludes the U11<.lcr Secretary of Defense for Ac4.u isition & Technology 
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and Dcpury D irector of Central Intell igence. co-cha irs: the Vice-Chainnan of the Joint Ch iefs ot 
Staff: and the Exccurive Director. Imelligcncc Commun ity Affairs. 

(U ) Eurl icr. in December 1 994. the DEPSECDEF estahlishc<l a DUSD(Spacc ) to provillc 
the SECDEF a single point of contact for �pace matter.,;. Responsible for oversight of all DoD 
space acquisition antl technology programi,, the DUSD(Space) has al l DoD fspacc l acquis i t ion 
fun<ls un<l.cr hi�  con trol: a rci:cn t Program Budget Directivc-t also pul NRO funding. wh ich i s  t n  
I.he NFIP. un<lcr h i s  rev iew. The establ ish ment of fJ1is position brings to three the number of 
OSD clement,; a\'ai lablc to the SECDEF to provide oversigh t  of Lhc NRO: DUSD(Spare ). 
USD!Comptrollcr l. and ASD(C3I ). The USO (Comptrol ler) took an active role in the 1 995 
review of rhe FY 97 NRP buugc1 submiss ion . and the ASD(C31 > continues to exercise- it'i charter  
responsibil ity t'or na tional reconnaissam:c programs. including the NRO .. 

(U ) The establishment of various boards antl oversight offil:t!s 1s uiflicult to reconci le 
wi1h the charter do<.:umcnts. which inclu<lcu express ions l i ke 1 1strcamline<l manugement  
procedures." an<l "not subject to normal staff review." I n  the 1 990s, then ,  the NRO find."' i t se l f  
the  subject of oversight from 1hrce tliffcrent OSD offices . one CIA office. one OCl stuff office. 
anti three different management boards. in addition to the SECDEF uou DCI . 

(l; )  Fina l ly. one a<lJitlonal event occurred in  the 1 990's that impacted the original chancr 
dcx:umcms. The NRO was chartered covertly to protccc both it� operations anu the ''fact off' its 
cxistcm:c. In September 1992. however. the DEPSECDEF issuct.l a press release acknowledging 
the existence of the NRO. an<l the Intcll igcm:c Reorgan ization Act of 1 992 ret·ogn izcd in law for 
the fi rst time the "National Rcconnai. sance Office (NRO) of the Department ot' Dcfcnsc. 1 1

parul lcl to the NSA. OJA. an<l CIO. 

( l l ) At tempts to Change the Charter 

fl' > Over the past 30 years a. number of efforts have been undertaken to revise. 
strengthen. sol id ify .  or otherwise modify the NRO charter d.ocumcrns 10 reduce t\'RO 
vulnerabil i ty to change. Pcrlcx.lk fim.Lings of charter suffo:icn�y .  such as those by lhC' l9i<9 
Geiger-Kelly S1udy . have not <limini�hcu uncmpts 10 change the NRO chanct. The NRO ha� 
been a panner 10 these efforts primarily 10 cn�ure reten t ion of i ts un ique status. 

(U ) The first ancmpt to modify the charter occurred in 1 97 1 .  Continu ing for a pct iod of 
several yc�rs. efforts were unucnakcn to provide a non-DoD chanering instrument. an NSC 
Jn td l igcnce Directive. Thut Initiative was prompted by Prcsi<lcnt N ixon's 1 97 1  memo direc ting 
reorgan ization of the Intcl l igcm:e Com mun ity to inc lude rewriting al l the NSC lntc l l igcn�c 
Dirc.'ctivcs. The <lraft NSC lntclfowncc D i rec:tives for the :-.;RP/NRO contained Lhc essentia l  
prov isions of  th<.' 1 965 Agreement. Al though the NRPINRO had no c:hartcring tlornmcnt on the 
DC'I :-,JSC side. the NRO kept open for several ycarl-. the e ffort 10 promulgutc . if not a DCID. un 
NSC Imel l igcnc� Directi ve for the �P. While an impasse was rcac:he<l in 1 973 dur to wording. 
tha1 rc lega1cd 1hr DC1 to a role of coordinat ion. addi 1 ional attempts to up<Jatc the SRO (hartcr 
continued in both 1 974 anu 1 976 outs i<lc the NSC Intell igence D i rec tive framework. 

(U ) Both the 1 974  and 1 976 efforts were fairly short-livctl . although the 1 976 effort
received backing from the CFI . Wri tten by NRO staff to incorporate organ izationa l  changes 
resul t ing from Executive Order 1 1 905 and to strengthen the DNRO's control over the NRP. the 
1 976 rc \' isctl NRP chancr apparently gained. SECDEF approval before being. fol"\VUr<lcJ to the 
CFI . A CF! tusk !:'TOup was forme<l to ptcparc a CFI Directive for ihc NRP. but th is in itiative. 
l i k<: others before it , scu l led when agrccmrnt could not be reached. 

l'ni�ram Bt1 Ll�c1 Direct ive 7() 1 .  ldcntilkut1011 of Srr.:icl' Pmgrnms. 7 Novi:mlil'r l W5. 
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(FQMQ) ln 1987. the l\"RO staff again stanc<.l work on redrafting lhc NRO charter. This 
lime. however. they investigated the desirability of seeking legislation to establish a formal 
c.:hnner for I.he l\'RO. Le-gal consensus J.ctc11Tiincd chat the NRO was better off open.iring ' 1status· 
quo", as there were too many vested interests that would cause full.her erosion on the 
management side. and resulting legislation would be very rcs1rictive. 

�) Other attempts to update the chancr indu<.lc a draft memorandum of agreement 
between the SECDEF and the DCI contained in the l 989 Geiger-Kelly study. anu a 14 
September 1992 working paper draft DoD Directive. TI1e Geiger-Kelly draft was basically a 
rcaffirmati:on of the ba$ic charter of the NRO and the duaJ responsibilities of the DNRO to the 
SECDEF and the DCI. and would not have rcplacc<.l the 1965 agreement. The 1992 draft DoD 
Directive. classified Secrct/BYEMAN but with a note "For Publication us UNCLASSIFIED 
After Approval". was apparently prcparcll in anticipation of the 1 X September 1992 DoD press 
release acknowledging the cxistcn.cc of the. NRO. The DoD Directive was dated 1 October 1992 
anu would have cnnccllcu the 1964 Directive. but it was never issuctl. 

(U) Despite the oft-repeated assertion that the NRO chaner has withstood the tcs of cimc.
the past 30 years have nonetheless seen significant changes in the environment, structure. and 
oversight of the NRO. If is no longer a wvert organtzation. but has been publicly recognized in 
law as a Defense agency. There ifi increasing interest in its opemtion and oversight, especially 
within DoD and the Congress. As a result. public requests for copies of the NRO chaner arc 
increasing. and it is even the subject of an extensive Federation of American Scientists file on 
the [ntemet. A<i public s,rutiny of I.he org_anizatjon and its operations expands, the impacts of 
these changes become more readily apparcnc. 
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APPENDIX C IDSTORICAL DOCUMENT BIBLIOGRAPHV (U) 

(U) The inspection team gathcretl the below lh;tc<l documents to research the authorities issue of
the' NRO inspection. The team prnvitlcu the uocumcnL'l in a series ofbinucrs to th(' NRO
lnspccrnr General's office for fuJure use in research. inspections. evaluations. urn.I audits.

(l') AGREEME�TS 

DEPSECDEF. Letter to DCI. 11Rc: Management of the National Rcconnuisstmcc Program," 
Scptrmber 6. 1961 (THE l9fil AGREEMENT). (P8 Bpceial Htt . .elli::g). 

"Agreement Between Secretary of Defense.< an<l the Director of Central Intelligence on 
Responsibilities of the National Rcconnaissam.:r Office (°T'S'J.' 1 May 2. 1962 (THE JCJ62 
AGREEMENn. (T8/8'/E I I 6t 62). 

"Mcrnoran<lum of Agreement Concerning NSA Purtidpation in the� National Rcrnnm,issancc 
Oftkc. 11 June 1962, ('W). 

"Agreement Between the Scrrctary of Defense .mu the Director of Ccnlra.l lntcllii:;cnce on 
Management of the National Reconnaissance Program." March 1.3. 1963 (THE 1963
AGREEMENT). (1w8:'iH� fiisfi iJ J. 

"Agrrcmcnt for Reorganization of the National Reconnaissance Program." August 1 L 1965 
(THE /965 AGREE:MEN7) (Tg/�.VQ: Ss7� ,si with DCI Lctt<.'f of TransmittaJ to SECDEF. 
August 13. 1965. (118, 8¥f: :46ll I 6.5). 

·�rcmor:muum of Understanding between the Dirrctor. !'lational Reconnaissance Office and the
Chief of '.\ia\'al Opcr.tlions." December 31. 1974. (l18/8Y£: IJ3£'3 '? O.

'Memorandum of Un<lcr$tan<ling tx-twcon the Nntional Rcconnai1umncc Off lee {NRO) urn.I the 
Oftkc of the Secretary of thr Army. 11 December 31. 1974. (�/ti o ftTK�O). 

''!'\itcmornmh1m of CmicrstanJing �tween The Director. National Rrconna.issani.:c Office and 
The A'isistant Secretary of the Navy. Installation anu Log.istks.'' July 9. 1976. (ll8:'8YE 
.5:60.-.6 76). 

"Memorandum of Agreement Between the National Rcconnaissam:c Offi<.:(' (NRO) and the 
Defense Mapping Agency (OMA)." September 9. 19X3. (1'.!V8YS 2Ui71 taJ ). 

"Memorandum of Agrccmrnt between 1hr lntclligem:c Community Staff ( ICS ). the Defense 
Imcllit?encr A1rcncv (DIA> an<l the National Reconnaissance Office <�'RO)," December lt 
19�8. (�/IH'c-lJitti•J 1111). 

"Memorandum of Agreement. National Rctonnaissance Review Board.'' October 20. 1989. 
(S:'I 11:'TI'leO). 
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"Mcmoram.lu� of Agreement between National Rcconnaissanc� Offi�c. Inspector General imd 
Ccntr.i.l lntt'.'lhg�nce Agency. Inspector Gener.ti on lmplcmemauon of NRO/JG Charter 
Dirccti'w'c." February 22. 1990. (3i'fiJ't'f! 15M6Js�O). 

'Memorandum of Umkrstanuinu between National Rcronnaissancc Office. Office of the 
Secretary of Defense am.I Central Inrcllig:encc Agcm:y. 1 1 October L. 1991. (SfWtSfl !)7�11 'Jt). 

"Chancr for Joint Space Management Board. 11 December 13 1995. ell). 

"lntclligcm:c Progr.1m Review Group Charter.'' draft as of December. 1995. (l:) 

AUTHORITY DELEGATIONS 

DEPSECDEF Memorandum. ''Dou Smctu1c-Bome Eo.rth Sensing and Space Shuttle! Plann ng 
Activities." October 17. 1972. (P:,; tn"f! 1tl311PH. ). 

Assistant Secretary of the Navy. Installaiions & Logis1ics Memorandum for Manager. Navy 
Space Project. "Delegation of Authority and Designation as Hca<l of a Procuring Activity," July 
9, 1976. ( U). 

DEPSECDEF Mcmor.1mJum. "Defense Rernnnaissancc Support Program {DRSP)." September 
11. 19�0. ([ 'fl)('.);;1(5Q).

Llndrr Secretary of Defense (Acquisition) Mcmotandum, 11Delcgution of Authority to Approve 
Contract!. Awarded Um.lcrOthcrThan Competitive Procedures!' February 20. 1991 
(T!iJ IJ'te�) with PKRO Memorandum for l!SD(Al. same subject. un<latcll. ('ifi'S:18YE 
t!l&:tri f. � I ,. 

Srtrctaty of the Air Force Mcmoran<lu m. "Delegation of Authority to Dirct:tor. National 
Rcconnu.lssance OfficL' (U). 11 1.1nuatcd 1994. (8:'IJY�fH30). 

DEPSECDEF �cmorandum. "National Reconnaissance Oftkc." . (dcsi!!na1cd - PNRO). Mav . 26. 
199.t. (l'). 

111111 

Dt,.;RO Memorandum. "Dclcemion of Cormactine and Senior Procurement Executive Amhoritv: 
and Designation as Head of the Contracting Activity,·• December 27. 199.t. (ifiY.E). 

BRIEFINGS 

"NRO Evolution and Overview." September l I. 1995 Video. Cl 2XO-X�. (�). 

"Legal Status of NRO." September 11. 1995 Video. C 1334. (G:'9 Yi:). 

11 lntcmul Management Controls." September IR. 1995 Video C1332. (�/Q¥.k). 

''Contracting in the NRO." Otfa:c of C'ontra<:1s. September 14. 1'>95 Video Cl296 (�l. 

'NRO Military Support Stuff (MSS )." Defense Support Project Offo:e. September 2 l. I 9<P5. 
( 8:'I P:':Pl.�€8 ). 
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BUDGET DOCUME.�TS 

Fiscal Year 1991 Congres�ional Budget Jw;1itk,11ion. Volume IV. National RcconnaissancC'
Program. January 1990. (SFS.�YE 2?6§7/90). 
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' December 4, 19X1. (U). 

National Security Decision Directive Number 42. ''National Space Policy .' 1 July 4. 19X2. (118) 
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lim'5•1,iw•.

. Deputy Director for Program Evaluation. C41 Integration Suppon Activity. 
December 6. 1 5.

LAW AND LEGISLATIVE illSTORY 

National Security Act of 1947. a,; amendec.1 (Title 50, U.S.C .. Chapter 15). 
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Title 3 L U.S.C.. Chapter 15. Subcha.pter III (The Economy Ac.:t). 
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Cla.'ii-:ifie<l Annex to the Joint Explanatory Statement of the Committee of Conference, October 8. 
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SECDBF Mcmoramlu m. 11(TS > Assistant for Rcconnaissam:c. September 6. 1961. �. 
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review group>. February 2. 1994. (8/"'a'E 6J':Jlfl/Y4). 

DDt-."RO Mt:'morandum for SECDEF. 0Departmcnt of Justkc Request for Dcdassification .... " 
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Rcpon on lmplcmcntutiu11 ot' the lnternal Management Comrol Program ut the NRO (Project No. 
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DEPSECDEF Memorandum for DCI. "Chancr for u Fimmdal Mana!!cmcnL - Exccu<ive of the 
NRO." November )6. 1995. (l!J. 

ASDtC31) Mcmomnuum for DNRO. "SECDEF Annual Dctcn!:C Report." November 29. 1995. 
(U). 

(b)(1) 1 l(c), (b)(3) 10 USC 424 
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11111 (j;_I�\'- ). 
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History of the National Reconnaissance Program: 
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