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23 July 1996

MEMORANDUM FOR DIRECTOR, NATIONAL RECONNAISSANCE OFFICE
DIRECTOR, ADMINISTRATION AND MANAGEMENT,
OFFICE OF THE SECRETARY OF DEFENSE

SUBJECT: Final Report on the Inspection of the National Reconnaissance Office (Report
No. 96-014)

(U) This is the final report on the inspection of the National Reconnaissance Office
(NRO) conducted jointly by the Inspectors General, Department of Defense (DoD) and Central
Intelligence Agency (CIA). The of this inspection was to evaluate the efficiency and
effectiveness of the management processes used by the NRO.

The NRO management responded to our findings and recommendations in positive
and constructive terms. Their comments on the draft of this report were considered and are
reflected in the final report.

(U) We appreciate the efforts extended by the Director, NRO, and his staff in
responding to the draft report. Management's comments appropriately addressed most of the
fmdings and recommendations. Further response is required on Recommendations 1, 12, 13,
18, 22, 23, 25, 33, 35, and 37. Director, NRO, action on Recommendation 4 is deferred
until after receipt of an Office of General Counsel, DoD, response, expected by October 1,
1996. At that time, the DoD/IG and will assess the response and determine what
actions are required.

(U) Please forward your responses to the aboverecommendationswithin 30 days of
receipt of this report to the Assistant Inspector General for Policy and Oversight, Inspector
General, DoD, 400 Anny Navy Drive, Arlington, Virginia 22202-2884.

(U) We appreciate the courtesies extended to the team. Ifyou need
additional information regarding the report, please
Intelligence Review Directorate, Office of the Assistant Inspector j
Oversight. Inspector General, DoD, at (703) fipfEfff1£e1
General. CIA.

r Eleanor Hill

Inspector G;eneral Inspector General
Central Intelligence Agency Department of Defense



CC:

Under Secretary of Defense for Acquisition and Technology
Under of Defense (Comptroller/Chief Financial Officer)
Assistant Secretary of (Command, Control, Communications,
and Intelligence)
Deputy Undersecretary of Defense for Space
General Counsel of the Department of Defense
Assistant to the Secretary of Defense for Intelligence Oversight
Director, National Security Agency

General, Department of the Army
Inspector General, Department of the Navy
Inspector General, Department of the Air Force
Inspector General, National Reconnaissance Office
Inspector General, National Security Agency

Director of Central Intelligence
Deputy Director of Central Intelligence
Chief of Staff, Central Intelligence Agency
Executive Director, Central Intelligence Agency

Director for Science and Technology, Central
Intelligence Agency
Comptroller, Central Intelligence Agency
General Counsel, Central telligence \

Deputy Director

for Science and Technology, Central Intelligence Agency

Executive Director, Intelligence Community Affairs

Chairman, Committee on Armed Services. United States Senate
Ranking Minority Member, Committee on Armed Services, United
States Senate

Chairman, Committee on Appropriations, United States Senate
Ranking Minority Member, Committee on Appropriations, United
States Senate

Chairman, Select Committee on Intelligence, United States Senate
Vice Chairman, Select Committee on Intelligence, United States
Senate

Chairman, Committee on National Security, House of
Representatives

Ranking Minority Member, Committee on National Security, House of
Representatives

Chairman, Committee on Appropriations, House of

Representatives

Ranking Minority Member, Committee on Appropriations, House of
Representatives

Chairman, Permanent Select Committee on Intelligence, House of
Representatives

Ranking Minority Member, Permanent Select Committee on
Intelligence, House of Representatives
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EXECUTIVE SUMMARY

EXECUTIVE SUMMARY (U)

(U) INSPECTION (U) The Inspectors General, Department of Defense and

GOAL AND Central Intclligence Agency. conducted a joint inspection of the

OBJECTIVES Nationa} Reconnaissance Office (NRO) from October through
December 1995, The goal of the inspection was to determine the
etficiency and cttectiveness of the processes and mechanisms uscd
to manage and administer NRO resources and administrative
programs. The objectives were to: evaluate the authoritics and
delegations of the NRO and oversight organizations: cvaluate the
processes used to identify mission requirements and plan and
organize resources tor them: cvaluate internal adninistrative and
management programs: and. evaluate intemgl management
oversight processes.

(U) METHODOLOGY ¥ The inspection tcam conducted intervicws and collccted
data at_thc NRO hcadguarters facilities in the
OSD - tb)(1) EO 13526 Section 3.3(1) Also. the team sent
surveys to NRO employees covering topics such as: mission
and organization; supervision, management, and lcadership: and
personnel issucs. The inspection team conducted interviews and
gathered data from the organizations which contribute personnel to
the NRO and surveyed NRO customers and product users, Finally.
the inspection tcam interviewed personnel at organizations having
oversight responsibilitics for the NRO.

(U) SYNOPSIS (U} It a single phrase could capture the ethos of the NRO as we
found it, it would be: "It's the mission thats important.” The
employees, management, and leadership of the NRO muaintain a
singular focus on the mission of development and operation of
satellite rcconnaissance systems. The NRO continuces to transition
from a federation of geographically separatcd. somnctimes
competing. program oftices--each with a distinct culture and way
of doing busincss--to an orgasization which has consolidated
programs. 4 more ¢ohesive work force. and 4 central headgquarters

facility.
(U) EFFECTIVE (U) The tcam found the NRO is particularly cffective in
PROCESSES management of processcs directly related to the developnient and

operation of satcilitc reconnaissance systcms. their core busincss.
Wec tound other cffective processes: mechanisms and tools to
oversec satcllite systems development: mechanisms to detcrmine
and prioritize mission rcquircments; and procedurcs 10 acquire and
manage automated intormation and communication systems.

(U) AREAS NEEDING #=9#64 In contrast. the team judged scnior NRO officials to
SENIOR be lax in thc managcment of the support and administrative
MANAGEMENT intrastructure. In these arcas, policics and procedures arc not well
ATTENTION detined or communicatcd to cmployecs. and employees arc

uncertain  of their rtoles and responsibilitics.  The team

. pefcdip e 3 @) o i
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EXECUTIVE SUMMARY

R S PR N R

(U AUTHORITIES
AND DELEGATIONS

(U) MAJOR
INADEQUACIES

(L) Property
Accountability

(1) Oversight

(L) Infrastructure
Support Monitoring

(L") Civilian
Personnel System

acknowledyes the NRO management faces a challenge to balance
mission focus with rcasonable atiention to  oversight  of
administrative and suppont functions,

=086 The authoritics und Jelegations for the NRO. the
organizations providing support. and the organizations providing
oversight, do not facilitate ¢ftective mission accomplishment. The
charter documents arc written in vague and general erms and
contain five specific weaknesses, Specifically. the following points
arc not adequately defined:

- Responsibilities of the SECDEF. DCI, or DNRO:
-~ The DNRO's chain-of-command:

- Relationships between the NRO and the present exiemul
oversight structure;

- The organizational status of the NRO: and
- The DNRO's administrative authoritics.

&elLS) While scnior management of the NRO vicws these
weaknesses as opportunities. allowing for tlexibility and avoiding
burcaucratic constraints. they also contributc to conflicting,
inconsistent, and inadequate policics and dircction.

(POESY We found four arcas with major inadequacics.  First.
the NRO does not have adequate processes and mechanisms 10
account for property. While the NRO maintains well established
procedurcs for requisition and approval of logistical necds through
both govermment and commercial sources. the NRO does not have
a property accountability program.

{FOYO) Sceond. we found the former NRQ Inspector General
did not provide eftective oversight of the organization. The former
DNRO lacked confidence in the Inspector General to provide
balance between cffcctive oversight and the imposition  of
perecived additional burdensome  procedures.  The  Inspector
General Jid not fullv utilize the staff and did not consistentiy
follow-up to ensurc audit and inspection recommendations were
implemented.

(POTT) Third. while the NRO maintains excellent processes
1o monitor dircct mission rclated activities, they do not have
cquivalent monitoring mechanisms or performance measurement
indicators for the infrastructure support functions. We found the
Intermal Munugement Control Program is not fully implemented
duc to a laek of commitment to a standardized program.
incomplete training. non-standard vulucrability assessments. ind
inadequite documentation,

#FOre) Fourth. while we found the NRO has technically
adequate  processes. mechanisms and management svsiems {0
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EXECUTIVE SUMMARY

(U) NOTABLE
INADEQUACIES

(U) Security

(U) EEO

(U) Manpower
Requirements

(U) AREAS NEEDING
IMPROVEMENT

support civilian personnel. the multiple civilian personnel systems
uscd do not support the NRO goal of a consolidatcd. cohesive
work force. We judge a single civilian personnel system.
implemented over 4 period of a few ycars. would support this
organizational goal in the long term. Currently. no memoranda of
agrecment exist between the NRO and the agencies providing
personnel services to definc responsibilitics.  Further. the NRO
internal reassignment process is inadequate because of the inherent
disparity of considering DoD rank-in-position candiduates und CIA
rank-in-person candidates for the samc positions, Differences in
promotions and awards. whilc tcchnically managed n accordance
with parent organization rcgulations. do not contribuic to a
consolidated. cohesive work foree.

™eu®) In addition to the four arcas with major inadeyuacics
noted above. the team found notable inadequacics in three other
areas.

&48) First, whilc the NRO maintains adequate processcs to
manage Ssccurity requirements, the NRO needs significant
improvement in providing basic sccurity policy guidunce. We
found confusion about the currency and applicability of the

NRO/NRP_Directives reparding sccurity. [SEIE(SRIISe
OSD - (b)(1) EO 13526 Section 3.3(1)

their knowledge and use of sccurity classification requircments.
The well-trained and motivated sccurity personnel. with their
supcrior abilities and wealth of security experience. make the
system work despite the noted deficiencies.

Second. the NRO does not maintain an Equal Employment
Opportunity (EEQ) program in accordance with DoD Directives.
The NRO rclics on the parent organizations of the personne! to
fulfill thesce responsibilities. The NRO does not have a Director of
EEOQ to bring discrimination and harassment issucs to the attention
of scnior management nor diversity managers (o publicize the
contributions of minorities. We judge NRO cmployces do not
have ready access to the required full range of EEO support.

#8863 Third. the NRO dock not have an adequate manpower
requirements process. We found the NRO lacks a well defined and
documented process to determing, validate, and manage manpower
nceds. The NRO relics on an informal, undocumented system
where scnior management groups periodically address manpower
needs and request adjustments through the DNRO.

(F&#0) There were several arcas in which we found the NRO
overall had adequate processes in place. but there were some
inadeqquacics of note.  These include the contract management
process und the military manpower management process.

) The contracts management system  maintaing  overall
adequate processes and mechanisms to monitor and manage its
contracts with the exception of: certifying funding documentation:

iii
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EXECUTIVE SUMMARY

payment and invoicing procedures for cost reimbursement
contracts:  definition of Contracting  Oflicer's  Technical
Representative responsibilities: and procedures for monitoring
some aspeets of the opcrations and maintcnance contractor for the
headquarters facilitics.  [n addition. the NRO curmrently coniends
with three disparate contracting systems and is developing u single
NRO Acyuisition Manual.

“=8¥8) There are technically udequate processes to support
military pcrsonnct and mect the needs of the NRQO. Like civilian
personnel management, the NRO military personnel management
system would benefit by establishing or updating memoranda of
agreement with the Services t© clearly identify roles and
responsibilities of the Military Services and the NRO.  The
military personncl management svstem aiceds a process 10 monitor
the suppon provided by both NRO and the parent Military Service.

v
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INTRODU CTION

INTRODUCTION (U)

BACKGROUND (U)

(U) MISSION (U) The mission of the National Reconnaissance Oftice {NRO)
s o cnsure the United States has the technology and sarellite
reconniissance systerms needed to acquire superior intelligence in
war and peace. The NRO accomplishes this mission through
devclopment. acquisition, and operation of spaeebome  data
collection systems. The NRO supports the monitoring of arms
agreements. indications and waming. and the planning and conduct
of military operations.

(U) Historical (U) The NRO traces its origins to the tate 1930s. In [Y3N. the

Background National Sccurity Council (NSC) issued u memorandum directing
the Depantment of Defense (DoD) to develop an opcrational
rcconnaissance  Ssatellitc to  augment the cxisting  aircraft
rcconnaissance program. In 1960, the U.S. suceesstully launched
its first imapery and signals intelligence satellites. That same year
thc Revconnaissance Satellite Program was created under the
Secretry of Detensc (SECDEF),

#=8W&y The Reconnuissance Satellite Progrim becume the
NRO in 1961, A scrics of DoD and Central Intclligence Agency
(CIA) agrcements between 1961 and 1963 turther detined the
NRO. The agrecments intended a consolidated program to
develop and operate satellite and air vchicle projects  for
intelligence. geodesy and mapping. photography. and clectronic
signal collection.  The Dircctor of the NRO (DNRO) was
desiznated the manager of the National Reconnaissance Program
(NRP). the single national prograin to meet consumer intelligence
and operations support nceds through satcllite neconnaissance,
DoD Dircctive TS-5105.23. "National Reconnaissance Oftice”. 27
March 1964, scrves as the DoD chartering document and
designates the NRO as an operating agency within the DoD.

(U) Evolution of the
NRO

. oS¢
competitive practices led to exuminations of the NRO business
practices by both intemal and extemnal groups.

Bkl i-dadnde -l bl K. I
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INTRODUCTION

(U) STRUCTURE

(U) In 1989, bascd on recommendations tcom the NRO-

chartered Geiger/Kelly Study. the DNRO. SECDEF. and DCI

agreed to initiate an NRO reorganization. Kcey elemeats of the
study included:

- Creation of the National Reconnaissance Review Board to
uvise the SECDEF. DCI and DNRO:

- Establishment of a Plans and Analysis Office:

- Crcation of thc Deputy Dircctor for Military Support
position. and.

Initiation of collocation activities for NRO clements.

(U) In March 1992, the DCI formed a panel led by Robent
Fuhrman to assess the NRO structure. management mcthodology,
and ability to respond to Intelligence Community nceds. In mid-
1992 the DNRO. in coordination with the DCI. SECDEF. and thc
Prcsident, implemented key recommendations of thc Fuhrman
Pancl. Changes included consclidation of Air Force Program A,
CIA Program B, and Navy Program C into the IMINT and SIGINT
Dircctorates.

(U) This report discusses historically significant information in
the section on authorities and delegations. Additiona! information
on the historical development and a bibliography of sources can be
found in Appendix B and Appendix C. respectively.

(U) The SECDEF. in concert with thc DCI, is responsible for
the management and operation of the NRO. The SECDEF. with
thc concurrcnce of the DCI. appoints the DNRQ. The DNRO is
program manager tor the NRP and reports directly to the SECDEF.

(U) The DCI responsibilities include the following:
(b)(3) 10 USC 424

- Approves. in concert with the SECDEF. the NRP budget:
Providces sceurity policy guidance tfor the NRP: and,

- QGuides and participates in the formulation of the NRP
through thc DNRO.

(U) The NRO organization consists of three line dircetorates.
opcrational offices, and scveral supporting offices and stafts
operating under the dircetion and management of the DNRO. the
Deputy Director of the NRO, and the Deputy Director for Military
Support. The chart below illustrates the NRO organization
structure,

SEECRET-RTENM AN
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INTRODUCTION

(U) INSPECTION
GOAL

(U) INSPECTION
OBJECTIVES

(G) INSPECTION
METHODOLOGY

NRO ORGANIZATION

Director
Depuly Direclor

Assoc. Dep, Dir, lor Resource Depuly Director for
Oversight & Management Military Suppornt

Chief o Statf

Office of Management @l Flans and
Syslams Services and Analysis
Applications Operalions Office

Space Systems Acquisition & Communicalions Sysiems Imagery Syslems Acquisition &
Operations Direclomte Acquisition & Operzlians Direclorale Dperations Direclosale

=g

(U) The goal of the joint DoD-CIA inspection was 1o
determine the efficiency and effectiveness of the processes and
mechanisms used to manage and administer NRO resources .and
internal management and adnunistrative programs. The scope of
the inspection was an organizational management inspection of the
NRO. Specifically, the inspection objectives were to:

- Evaluate the adequacy of the authorities and delegations of
the NRO, the organizations providing support. and the
organizations providing oversight to facilitate mission
accomplishment.

- Evaluvate the adequacy of the processes and mechanisms
used to identify mission requirements. and to plun and
organize resources to meet those requiremenis:

- Evaluate the adequacy of the NRO intcrnal administrative
and support programs:; and.

- Evaluate the adequacy of the NRO internal management
oversight processes and mechanisms.

&OWO) To achieve an independent. comprehensive. and
objective assessment of the NRO. inspectors received brietings
from the Deputy Director and senior officials of cach runctional
area of thc organization on NRO siructure, policies and
procedures. and roles and responsibilities, Inspectors sent surveys
to 1000 NRO personnel on a wide range of issues with
approximately 650 being returned. Numerous personnel requested
interviews or made additional comments on the survey forms.

By il e Poteinduiiepa i Ot 3
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INTRODUCTION

Inspectors collected and reviewed documentation covering all
functional urcas and vomparcd the guiding directives to NRO
policies and procedures as well as to what they saw being done.
Further. inspectors conducted interviews at all levels of the
organization to gain wn appreciation for the perspective of the
personnel. the tasks they pertorm. and the guidance they use.
Inspectors comparcd interview  resubts with  the  documented
sources of policy and procedure.

“EOWE®) Thiy inspection was initially intended w include
portions on budget and financial management.  Because the
Congressionally mandated audit report of the forward funding
issue will include these topics. we will not address them in this
report.

"BTEMRC-TALENT RIT
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GENERAL ASSESSMENT

GENERAL ASSESSMENT (U)

(U') SYNOPSIS (U) If a single phruse could capture the cthos of the NRO ax we
found it. it would be; "lt's the mission that's important.” 1t i a
tributc to the dedication and skills of the cmployees of the NRO
that they continuc to focus on the development and operation of
satcllite  rcconnaissance  systems  collecting  data ot critical
importance to the country's leadership while major changes in the
nation's intelligence prioritics are taking place. The NRO. no
longer an organization whose cxistence is  classificd,  has
maintaincd its mission.

(U) SYSTEMS “FOH®) Management oversight of satellite development and
DEVELOPMENT opcrations processes represent the strengths of the NRO. The
OVERSIGHT NRO management maintains control processes and mcchanisms

directed at assuring collection systers are designed and built to
mect intelligence requirements.  These complex and interrelated
processes include oversight by scnior management of systems
design. documentation. scheduling. contractons' achievements. and
componcnt intertaces.

Q@) The NRO's continucd mission focus is admirable in
light of its own ongoing transition since 1992, from a federation of
geographically scparated, sometimes competing., program offices -
cach with a distinct culture and way of doing business - to an
organization which has consolidated programs, a more cohesive
work torce. and u central headquarters facility.

(U) PRIMARY (FOH84 Onc challenge facing NRO manugement in a post cold
CHALLENGE war environment involves balancing mission focus with rcasonable

atiention to oversight of administrative and support functions. We
found a lack of appropridtc management atiention to these latier
arcas, As a result. the NRO is deficient in meeting standardy
cstablished by the DoD. DCI. or their own NRO directives in:
property accountability; sccurity policy guidance: manpower
management; NRO/IG inspection and audit compliunce: Equal
Employment Opportunity (EEQO) compliance: and  internat
management control program implementittion.

(U') CHARTER (POT'Y) The tcam identified ambiguitics in the DoD and DCI
AMBIGUITIES & charterdoecumentation defining the authoritics of the NRQO 1n the
IMPACT arcas of procurement and civilian personnel management. We

could not guantity adverse impact on the eftectiveness ot the NRO
in accomplishing its mission in the past due to charter dovument
inadequacics.  However, 4 new set of charter documents that
clearly and completely defined current  responsibilitics,
relationships. and authoritics would help resolve  transitional
problems snd promote continued cftective and cfficient mission
accomplishment,
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GENERAL ASSESSMENT

(L) WORKFORCE
ISSUES

() RELATION TO
NEW
ORGANIZATIONS

t=@&®) The NRO mapagement maintains the poal of
achicving a cohesive. consofidated work torce.  The cument
personnel management structure inhibits cohesiveness. and brings
torth cmployce opinions of unfaimess in suluries. promotions,
awards. and assignments.  We question whether the NRO goul is
attainable under current SECDEF and DCI agreements and
directives which require the NRO to be statted trom the CIA and
DoD agencies. The attainment of a consolidated. cohesive NRO
work force would be facilitated by a single civiltan personnel
svstem. implenientcd over @ period of severdl vears. This would
require the DNRO to propose changes to the SECDEF and DCI.

(U) The designers of jointly statfed DoD/Imtelligence
organizations, Kuch as thc National Imagery and Mapping Agency
(NIMA), need to consider the positive and negative aspects of the
NRO model in drafting their charter documents. We identiticd the
NRO chaner documents. relevant DoD, DCI. and NRO directives,
and expresscd our view of the resultant organizational procedures,
especially those reluted to procurement authorities and personnel
management practices. Scnior DoD ind DCI management nced to
be fully awarc of the impact on organizations such as NIMA if
they adopt NRO-like charter documents in whole or in purt.
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AUTHORITIES & DELEGATIONS

ISSUES, FINDINGS, AND RECOMMENDATIONS (U)

(L) In this scction, we discuss in detail the areas requiring
NRC management attention. We highlight superior work as well
as deficient arcas. Qur findings relate to four arcus: Authoritics
and Delegations. Resource Management. Functional Muanagement.
and Intcmal Management Controls. We make recommendations
which supply onc altemative to correct deticient arcas: aliernative
solutions may appropridicly correct the siluations.

AUTHORITIES AND DELEGATIONS (U)

(U) BACKGROUND (U) Authority for the NRO originally came trom a Scptember
1961 letter to the DCI trom the Deputy Sceretary of Defense
(DEPSECDEF) confirming his agrccment with the  Acting
Director. CIA. to cstablish the NRO as a joint activity of the DoD
and CIA. A scrics of agrcements between the DoD and the DCI
over the next 4 years culminated in the 11 August 1965,
"Agreement  for the Reorganization of the  National
Reconnaissance Program.”" which "establish|ed] the NRO as a
scparatc operating agency of the DoD ... jointly swafted." The
SECDEF. with the concurrence of the DCI. appoints the DNRO:
the DCL. with the concurrence of the SECDEF. sciects the Deputy
Dircctor. The DNRO muanages the NRO and exceutes the NRP. In
addition to the 1965 agreement. DoD Directive TS-3105.23, (S)
National Reconnaissance Office. was issued in 1962 and revised
on 27 March 1964. The Dircctive cstablished the NRO as an
operating agency of the DoD. mandated the conduct of the NRP
throuph the usc of “strcamlined management procedures." and
exempted NRP projects from "normal staft review". Neither term
is further defined.

(U) Over the past 30 vears, the management oversight structure
tor the NRO has undergone numcrous changes duc 1o Exccutive
"Orders.  Presidential  Dircctives.  National  Security  Decision
Directives. and inputs by the President's Forvign Intelligence
Advisory Board. us well as the chartering of new boards. revicw
groups. and oversight offices.  Furthcrmore. from 1989-1992 the
NRO itselt initisted several significant organizational changes.
some of which are still in progress: creation of the Deputy Director
for Military Support (DDMS) position and the Plans and Analysis
Office (P& A): consolidation of the three separiate programs into i
tunctional ("INT") alignment: declassification ot the "fact of™ the
NRO: and collocation of most ciements of the NRO. A more
detailed discussion of the evolution of the NRO's authoritics and
its oversight structure is found in Appendia B.

{FOES) We noted that funcriona] areas follow various portions
of DoD and CIA statutory and rcgulatory authorities. policies, and
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procedures. Bricters and those we interviewed found it difficult to
clearly statc what authoritics the NRO operated under or why they
followed cither DCI or DoD staturory and regulatory authorities or
particular DC1 or DoD policies and procedurcs. Reflecting this
difficuity in identifying specific authoritics and responsibilitics. the
Acting Deputy Assistant Sccretary of Defense (Intelligence &
Security) raised several Management Inspection Items for our
assessment: the NRO's compliance with existing DoD directives
and regulations: the ambiguity of the oversight and reporing
rclationship: and the differentiation between SECDEF and DCI
policies with regard to the NRO.

(FOW8) ISSUE: The authorities and delegations for the NRQ, the organizations
providing support, and the organizations providing oversight do not efficiently and
effectively facilitate mission accomplishment,

(1) GENERAL
ASSESSMENT

“eb@) Both of the charter documents, the 1965 SECDEF-
DCl Mcmorandum of Agreement (MOA) and the 1964 DoD
Directive (DoDD). are now more than 30 years old. The mission
of thc NRO--1aking satcllite systems trom cradie to grave using
streamlined  management--remains unchanged.  but  the
environment in which the NRO operates today is far different than
the "world" of its original designers.  The orgunization.
management. and funding of the Intelligence Community hus
changed. The Intelligence Community and the DoD have
significantly revised their methods of programming and budgeting.
The NROQ is becoming a consolidated. unitary organization rather
than a hcadqguurters directing three separiite components with their
own supporting infrastructure.

FO¥O) FINDING: The
incomplete.

(L) CHARTER
WEARNESSES

NRO charter documents are outdated, ambiguous, and

(E@d@) The charter documents arc written in such vague and
sencral terms that the NRO's responsibilities. its relationships with
those providing oversight and support, and its administrative
authoritics are subject to varied interpretations.  After 30 vears of
change. the documents contain obsolcte or ambiguous provisions
that conflict with other authorities and arc inconsistent with current
policies and procedures. The documents are also incomplcte. The
1965 MOA constitutes the only existing DCI guidanee selaied to
the NRO. There is no DCI Directive (DCID) or CIA Headquarters
Regulation compirable to the DoDD that addresses the NRO's
status and responsibilitics within the Intelligence Community. its
use of CIA authoritics. or its relationship with the CIA.
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(U) Roles and
Responsibilities

(U} Chain of
Command

#=8#e) For those rcasons. the charter documents do not
clearly. compietely. and accuratcly describe  the  existing
responsibilitics. relationships. and authoritics of the NRO and
thosc providing the NRO with oversight or support. There are five
specific weak points in the documents: SECDEF. DCL and DNRO
responsibilitics: the DNRO's chain of command: the NRO'S
external oversight structure: the NRO's organizational status: and
the DNRO's administrative authoritics.

@#F@W8) The documents do not adequately define the
responsibilitics of the SECDEF. DCI or DNRO.

- The SECDEF and DCI responsibilitics specified in the
MOA arc no longer consistent with those currently defined
by 50 U.S.C. 403-3, 403-5, 403-6; Exccutive Order 12333;
and SECDEF-DCI proccdural agreements.  For example.
the SECDEF no longer has "final power” to approve the
NRP budget as the MOA stutes. and the DC! has NRP
reprogramming authority that is not addressed in the MOA.,

- The DeDD makes no mention of the DCI's responsibilitics
regarding the NRP or the NRO. nor does it mention the
DNROQO's responsibilitics 1o the Intelligence Community
outside of the DoD.

The DoDD has never been revised to address the DNRO'S
responsibilitics to develop and implement the Defense
Reconnaissance Support Program (now the Defense Spuce
Reconnaissance Program) as the DNRO was direcied to do
in & September 1980 DEPSECDEF memorandum issigning
those responsibilities.  The DNRO does not  have
responsibility for “air vehicle overtlight projects.”” as the
dircetive states: that responsibility was transterred to the
Dircctor. Defense Airbome Reconnaissanee Office, in
November 1993,

(Wee) The charter documents do not adequitely definge the
DNRO's c¢hain of command. A  Fcbruasy 1994 DNRO
memorandum states that the DNRO reports directly 10 both the
SECDEF und DCiI. The MOA says the SECDEF wili vhoose a
DNRO who wili report to him and be responsive 0 his
instructions. but it makes no mention of the DNRO reporting 10 the
DCI. The DoDD is silent on the DNRO's chain of command.
leaving the DNRQO's precisc relationship to the SECDEF--or the
DCi--unclear.

(FO=@) Bv contrast. the charter directives of the other
intelligence-related Detense  agencies specifically  detine  their
dircetor's chain of command.  The National Sccurity Agency
(NSA) and Defense Intelligence Agency (DIA} dircetives--issued a
fow years prior to the NRO directive--state specifically thit their
dircctors report dircetly to the SECDEF. The Central Imagery
Office (C1O)y charnter directive--issucd in 1993--pives "averall
supcrvision” of the ClO 10 the Assistant Sccectury of Defense
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(U) Oversight
Structure

(Command. Control. Communications and Inwelligence)
(ASDIC31]): that chain of cominand follows 10 US.C. 192a).
which says the SECDEF will assign “overall supervision™ of
Defensc agencies 1o an Office of the Secretary of Defense (OSD)
ofticial or to the Chairman of the Joint Chicts of Staft. exempting
only DIA and NSA, The charer directives of all three agencies--
NSA. DIA and ClO--also contain provisions that define their
director's relationship with the DCI.

HROES) The charter documents do not adequately define the
relationships between the NRO and the present external oversight
structure.  Oversight of the NRP and NRO activitics by senior
exccutives of the DoD and Intelligence Community is an arca of
uncertainty. Neither of the aversight mechanisms provided for in
the charter documents has existed for several years.

(FS¥E@) Thc MOA cstublished an NRP Exccutive Conimittee--
the DEPSECDEF. DCI. and Special Assistant to the President for
Science and Technology—"to guide and participate in  the
formulation of the NRP through the DNRO." Howcver, that
committec was climinated by Exccutive Order 11905 in 1976. No
comparable mechanism has ever replaced the NRP Exceutive
Commitee, although President Reagan dJid dircct in o 1985
memorandum  that the SECDEF. DCL. and his Assistant for
National Security Affairs "periodically roview the progrim,
priorities and resources of the NRO."

(Bedia) The DoDD originatly dirccted that the DNRO. ""Keep
the Dircctor of Defense Rescarch and Enmginecring and the
Assistant Secrctary of Detense {Comptrolier) personally informcd
on a regular basis . . . ." That provision was replaced in an October
1979 SECDEF interim change memorandum which established a
threcc-member Defense Space Operations Committee as  “the
principal advisory body to thc Secretary of Defense tor the (S)
NRP." The change was never formally made to the DoDD, and the
change memorandum was cancelled by DoDD 3500.1. Detense
Space Council (DSC), in December 19RR,  That dircetive
established the Defense Space Council. which replaced the
Dcfense Spuce Operations Committee.  The Defense  Space
Council. a large coordinating catity for all DoD space matters, is
now moribund.

(F&®@) Whilc thc oversight mechanisms in the charter
documents have disappeared. the SECDEF and DCI have created
severa) others that presently provide some form of aversight over
the NRP and NRO activities. Those mechunisms include the
National Reconnaissance Review Board. the Intellivence Program
Review Group. the Joint Space Management Board. the
Intelligence Community Executive Commintee, and the Expanded
Detense Resources Board. The relationship of the NRO with those
oversight mechanisms is not defined by the charter documents,

(R@s@) Day-to-day oversight of the NRO by the OSD staff is
another arca of uncertyinty. The DoDD states that NRO "projects

10
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will not be subject to normal Department of Defense statt review."
That provision conflicts with the Under Secrctary of Defense
(USD) (Comptroller) and the ASD(C3I) charter directives. The
Comptroller dircctive authorizes the Comptroller to provide tiscal
management for . .. nationul reconnaissance activitics . ..." while
the ASD(C31) dircctive authorizes the ASD(C3H) to excrcise
"dircction, authority and control™ over the NRQ's Defense Support
Program Officc and "staft’ supervision' over "the Air Foree and
Navy Special Intelligence Programs.' an unclassiticd reterence to
whut were then the two separatc DoD components of the NRO.
The exception from normal staft review also conflicts with a
March 1995 DEPSECDEF mcmorandum that makes the newly
crcated Deputy Undersecretary of Defense  for  Space
(DUSD[Spacc)) tcsponsible for oversight of space acquisition
programs,

“EOE®) In addition. the exception from normal statf revicw in
the DoDD is not consistent with recent SECDEF and DCI
decisions on thc NRO. In October 1995. they told Congress that
they intended to put increased emphasis on joint oversight of the
NRO. creating a program analysis and evaluation capability in the
Community Management Staff and a functional review cuapability
in the DoD. Program Budget Decision Number 70 in November
1995 put NRO funding under the review of the DUSD(Space).
The NRO was also dirccted to participate in the USD{(Comptroller) —
Fiscal Year 1997 budgelary revicw process in the same manner as
other intelligence-related Defensc agencics. Those actions indicate
that the NRP and NRO activities may now be subject to the normal
DoD staft revicw.

(U) Organizational &e¥8) The charter documents do not adequately define the

Status organizational status of the NRO. making it difficult to detenmine
the NROQ's rclationships with organizations that provide cither
oversipht or support.  The MOA states that the NRO will be
“jointly staffed . .. from the CIA. the three military departments
and other Government agencies." Elsewhere. the MOA implies
that the NRO will have scparate CIA and DoD components and
usc the authoritics of the CIA and DoD. bul docs not clearly
deseribe the nature of the NRO organization or the manner in
which the dual authorities will be used. There is no DCID or C1A
Headyguarters Repulation on the NRO that amplities the MOA.

#9868y The DoDD treats the NRO strictly as a Defense
agency. It makes no mention of joint staffing of the NRO and does
not acknowledge any authority for thc NRO to use CIA policies
and procedures in licu of DoD directives.

(U) Administrative #=08e) The DoDD daoes not adequately define the DNRO's
Authorities administrative  authoritics, There arc no  delegations  of
administrative authoritics as such in the DoDD. which stites only
that the DNRO is “specifically deicgated the authority to: .
organize, statt and supervise the (S) National Reconnaissince
Office. 2., Establish, managt and condugt the (TS) National
Reconnaissance Program,..." Although thc DNRO may lcpally
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Uy IMPACT OF
CHARTER
WEAKNESSES

(U) Effects On the
NRO

infer administrative authorities similar 10 those given to other
Defense agency directors from that provision, the DoDD doces not
follow the precedent of other Defease ageney charer directives.
While the DNRO's delegations are implicit. the charter directives
of other Defense agencics give the director explicit delegations of
administrative authorities. The result is ambiguity for the NRO
and the organizations providing oversight or support. Nuither can
be certain of the namre and extent of the DNRO's administrative
authoritics. leaving them open to interprctation or dispute,  For
cxample. thc Director. Human Resources Management Group
(HRMG). told us the DNRO docs not have “appointment”
authority for civilian personnel. while the NRO Office of General
Counsel indicated the DNRO did have such authority.
Furthermore. the CIA Office ot Genera) Counsel indicated because
the NRO doces not actuully administer personncl. and has chosen
not o hirc a permancnt cadre which would require 1t to do so. the
NRO has no legral need to cxcreise any personnct authonity.

RO ) The weaknesses in the charter documents cmoncrated
above affeet the NRO and the organizations providing oversight or
support in ditfcrent ways. From the NRO perspective. many of the
weaknesses in the charter documents arc actually strengths, Their
ambiguity increases the NRQ's flexibility and enhances its freedom
of action. The conflicting and inconsistent provisions permit the
NRO to maintain distance from what it considers "Ottice of the
Sceretary of Detense stafl buteaucracy.” Most important for the
NRO. the chanter documents. despite their obsolescesice. still
support thc NRO's "core valucs:" streamlined manigement
proccdures and management of systems from cradlc o grave.
However. the NRO uses the generality of the documenis as
justification for exertising extensive authority. not specitied in any
particular document or delcgation.

&=8=8) Although the list of weaknesses in the charter
documents is long, the NRO has accomplished its mission under
the docunments.  We could not quantify any mission shorttalls
directly auributable to the weaknesses noted above. In the past,
the NRO has opcrated largely in isolation from the rest of the
Detense and Intclligence communaitics. Now. it is moving closer
1o the mainstream of both communities. The NRO is taking it more
proactive stance in educating and meeting the needs of DoD
customers.  We are concemed. however. that the charter
weaknesses  will  have  an  adverse impact on  mission
accomplishment in the future.

(L7) The level of extemal oversight is increasing rapidly. Three
OSD statf oftices--USD(Comptroller). DASDtUntellizence &
Seccurity), and DUSD(Space)--now have oversight responsibilitics
for the NRP and various aspects of NRO activitics. The OSD statf
and Commumity Management Staff are plaoning new program
cvaluation capabilities. Congress insists on expunded exceutive
and congressional oversight of the NRP. The effort to integrate
military and intelligence space dctivities will impose aew limits on
the NRO's tlexibility and trecdom of action.
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(1) The present charter documents leave the NRO vulnerable.
Actions 10 move the NRO closcr to the mainstreum. could affect
ihe NRO's core vahues, We concluded new ¢harter documents
would preserve the "core values” and limii the burdens of
additional oversight.

wEOE®) We are also concemed the growing pap between the
organization for which the charter documents were designed and
the organization which cxists today will cventually have an
adverse impact on the NRO's mission accomplishment.  The
chirier documents were desipned for a coven organization with a
small "joint" staff and thrce separate componcnts. cach with its
own inlrastructurc. policics. and proccdures, Today. the NRO is
an overl organization with a unitary structure strugeling o merge
the three separate infrastructures of the past into a single system,
As a CIA Dircctorate of Science and Technology officiai told us.
"The NRO is caught on its way to being somcething |different].”
Our findings in arcus such us contruct and civilian personne!
management, manpowcr requirements determinatnon and cgual
employment opportunity—discussed later in this rport--illustrate
the difficulties being cncountered in the transition process. A new
sct of charter documents that clcarly and completely defined
current responsibilities, relationships. and authoritics would help
resolve transitional problems and promote continucd cftective and
cfficient mission accomplishment,

(U) Effects On (=S%®) Qur interviews with scnior officials in organizations
Oversight or providing oversight or support to the NRQ indicaic that the chaner
Support weaknesses are adversely affecting their relationship with the NRO
Organizations and hampering their mission accomplishment,  The Acting

DASD(Intclligence & Sceurity) and DUSD(Spucc) belicve that
their charter documents give them oversight responsibility tfor the
NRO. Officiais in both offices citcd several cxampies of the
NRO's Jack of responsiveness, or resistance, to what they regarded
as legitimate oversight cfforts. The Acting DASD(Inteiligence &
Sccurity) and the DUSD(Space). as well as Community
Management Staft and Dircctorate of Svience and Technology
ofticials, expressed the need for some level of external overxight of
the NRP and NRO uctivities.

@&QLL) The Acting DASD(Intelligence &  Sccuwrity),
DUSD(Space). Executive Dircctor for Intcligence Comimunity
Affairs and Directorate of Scicnce and Technology offictils
advocated a now set of charter documents for the NRO to clarity
responsibilities. relationships, and authorities.  As one senior
ofticial stated. there ix u need to institutionalize the recem changes
in the NRO's oversight structure. At the same time. all oxpressed
concern that the "uniyue cupabilitics” of the organization be
preserved. A new set of charter documents would facilitate
mission accomplishment by the organizations providing oversight
or support to the NRQO. as well as by the NRQ itsclf.
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{FOEE®) RECOMMENDATION 1 (DRAFTY The DNRO draft and submit o the SECDEF und
the DCI a2 new MOA that will serve as the terms of reference for a revised DoDD and a new
DCID to vhanter the NRO. The MOA should address:

- The division of responsibilitics between the SECDEF and DCI for the NRP and NRO
activitics:

- The nature of the DoD and CIA contributions to the NRO and the use of cach aveney's
authorities by the NRO;

- The DNRO' chuin of command and the depree of external oversight that the NRO
will be subject to:

- The spplicability of DoB and CIA polictcs and procedures to the NRO: and

- The need for a single civiliun personnel system in the NRO. implemented over i
period of scveral years,

(FO&O ) DNRO COMMENTS:

(RO&O) Management concurs. The NRO will drafi a new MOA for SECDEF and DCl
signatures, and a DCl Directive, respectivelv. Given the numecrons unresolved legislanive
puckages amd other tnielligence Communiry reform initiarives, a logical time 1o begin the
drafting process is January 1997, Target completion date is Seprember 1997,

(RO&€)) COMMENTS OF THE DIRECTOR. ADMINISTRATION AND MANAGEMENT.
OFFICE OF THE SECRETARY OF DEFENSE (DA&M(OSD)):

{FO®O) Concur, with the recommendation thai Recommendation | be revised to uccommaodate
the following comments,

- The NRO wus and remuins estabiished as a separate operating agency within the
Depurnnent of Defense. Accordingly, given the provisions of 10 U.S.C., there is no
ambiguity about the fact that the Director NRO carries out his mission under the
anthoriry, direction, and control of the Secretary of Defense (SECDEF ). However, the
Director NRO also is subject 10 the policies and priorities of the Director of Central
Inrelligence (DCl) in mariers involving narional foreign inrelligence.  This
Sfundamenial division af respansibilities benween the SECDEF and the DCI is bused on
staturory and Executive Order authorities. and is not subject 1o modification through
any MOA us suggested in Recommendution 1. Accordinglv. the use of such concepis
as "dwal chains of command." "joint endeavor,” or "joint roles.” as they are discussed
in xour report ure misleading, and they are not appropriare subjects for negoriarion or
inclusion in « MOA. MOAs waoudd be apprapriate for dewils of implementation, sich
as staffing. procedural matters. support urrangements, exceprions o policy, cic,

- The DoD Chaurter Directive is bused onlv on relevant existing staruies and
Executive Orders and wounld not normally comtain time sensitive implementation

derails. Accordingly, the MOA is not a prerequisite for developing the revised DoD
Charter Direcrive.
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- The implication that a DCI Directive is necessary 1o charter the NRO is incorrect.
The DoD Charter Directive must be the establishing document if the NRO continues
as a DoD agency. A DCI Directive. henvever, would be a useful device for providing
relevant national foreign intelligence policy, progran, and prioritization guidunce for
the Director NRO.

- The requirement for o separate civilian personnel svstem for the NRO would e
linked to SECDEFIDCI agrecments en staffing. This subject was a major isswe in the
Department's recent experience with the NIMA legislative package. wud should
pravide significant insights for derermining alternatives for the NRO case.

- While the Divector NRO must be a major player in the development of any MOA
involving the NRO. the immediate staffs of the nva principals (SECDEFIDCl) must

have primary responsibility for their preparation. The extent of the Director NRO's
involvement in the preparation af a DCI Directive is a matter for the DCI 1o decide.

(=058 ) COMMENTS OF THE DEPUTY UNDERSECRETARY OF DEFENSE FOR SPACE:

(RO ) Concur with the report findings und recommendations.

(FO8€) COMMENTS OF THE ASSISTANT SECRETARY OF DEFENSE (COMMAND.
CONTROL. COMMUNICATIONS AND INTELLIGENCE):

(ROEG ) Concur with the comments of DA&M(OSD).

(FOEO) EVALUATION OF MANGEMENT COMMENTS:

(FROMO) We concur with DNRO's praposed uctions, We believe these actions should
he targeted for comypletion hy 1 June 1997 vice the proposed date of Seprember 1997

(R@&G) We concur with the commenty provided bv the DA&M(OSD ) and have
revised Recommendation | accordingly as follows:

FO¥0) RECOMMENDATION 1 (REVISED): The DNRO draft and submit (o the
SECDEF and the DCI1 a new MOA (hat will serve as the terms of reference for a revised
DoDD to charter the NRO and a new DCID. The draft MOA to be completed no later
than | June 1997, The MOA should address:

- Clarification of responsibilities between the SECDEF and DCI for the NRP and
NRO activities;

- The nature of the DoD and CIA contributions to the NRO and the use of cach
agency's authorities by the NRO;

- The DNRO's chain of command and the degree of external oversight that the
NRO will be subject to:
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- The applicability of DoD and CIA policies and procedures to the NRO: and

- The need for a single civilian personnel system in the NRO, imiplemented over a
period of several years.

#8OE®) RECOMMENDATION 2 (DRAFTY. The Dircctor of Administration and Management,
Office of the Secrctary of Defense. revise DoDD TS-5105.23, based on the approved MOA. amd
revise the charter directives of OSD oversight oftices as necessary 10 agree with it. The revised
DoDD should:

- Delincate the division of responsibilitics between the SECDEF and DCI regarding the
NRQO and NRP:

Describe the charucteristics of the joint endeavor between the DoD and CIA:

- Cleurly define the DNRO's chain of command and the relationship between NRO and
the organizations in the OSD having oversight responsibility for the NRO:

- Speeify. and ditferentiate between, the responsibilities of the DNRO as the DNRO and
as the Program Manager of the NRP and the Defense Space Reconnaissunce Program:

- Include a Jelegation of administrative authorities similar to the delegations given (o
other Detense agencies: and

Address the applicability of DoD directives. insuuctions and other isseances to the
NRO. stating that the NRO must comply with all DoD dircctives or that NRO will
comply with only selecred DoD dircctives. If the latter, include a process to identity
which DoD directives apply to the NRO and which do not.

( el ) DNRO COMMENTS:

(["@8€)) DNRO concurs. Director of Administration and Management, Office of Secretary of
Defense, is rasked to revise appropriate DoD directives based on the new MOA. NRO will
pravide inputs as needed. Target completion date i 1 Seprember 1997,

(FOEO) COMMENTS OF THE DIRECTOR, ADMINISTRATION AND MANAGEMENT.
OFFICE OF THE SECRETARY OF DEFENSE:

(=) Concur. The revised DoD Charter Directive would be prepared hy my office. pursuunt
to responsibilities and functions assigned 1o the Director of Administration and Management hy
the Secretary of Defense, and in coordination with cognizara DoD officials and the DCI. The
Directive would clearly state the NRO's mission. responsibilities, funcions. relationships.
unthorities. and any delegated adminisrrative authorities, based on relevant existing statwres amd
Excentive Orders. and DaD arganizational and managentent imperative,

(FRO®O) Should the Secreiarv of Defense consider it appropriate to designate the NRO as 4
Combuat Support Agency pursuant to Section 193, 10 U S.C., as was proposed for the NIMA, then
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the Chairnian of the Joint Chiefs of Staff would have a statutory oversight role pertaining 10 rhe
NRO's readiness 1o support the operational forees.

(POU®) EVALUATION OF DNRO AND DA&M(OSD ) COMMENTS:

(ROE®) W consider the proposed acrtions of the DNRO e be responsive o the
Recommendution.

(PO®®) We concur with the comments of the DA&M(OSD) on this Recommendation and on
Recommendation I and revise Recommendation 2 accordingly as follows:

PO¥8) RECOMMENDATION 2 (REVISED): The Director of Administration and
Management, Office of the Secretary of Defense. revise DoDD TS-5105.23 and revise the

charter directives of OSD oversight offices as necessary. Target date for completion is |
September 1997. The revised DoDDs should:

- Clarify the responsibilities between the SECDEF and DCI regarding the NRO
and NRP;

= Describe the relationships and authorities of the DeD and CIA regarding the
NRO;

~ Clearly define the DNRO's chain of command and the relationship between NRO
and the organizations in the OSD having oversight responsibility for the NRO:

- Specify, and differentiate between, the responsibilities of the DNRO as the DNRO
and as the Program Manager of the NRP and the Defense Space Reconnaissance
Program:

- Include a delegation of administrative authorities similar to the delegations given
to other Defense agencies; and

- Address the applicability of DoD directives, instructions and other issuances to
the NRO, stating that the NRO must comply with all DoD directives or that NRO
will comply with only selected DoD directives. If the latter, include a process to
identify which DoD directives apply to the NRO and which do not.

(=8k&) RECOMMENDATION 2 (DRAFT): Based on the approved MOA. the DNRO drafi
and submit to the DCI a DCID on the NRO to parallel the revised DoDD, The Jdraft DCID
should:

Delineste the division of responsibilitics between the SECDEF and DCI regurding the
NRO and NRP and the DNRO's relationship to both officials;

- Deseribe the characteristics of the joint endeavor between the DoD and CIA:
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- Discuss the DNRQO's responsibilitics as the Program Manager of the NRP and the
relationship between the NRO and the Community Management Staff and non-DoD
Intelligence Community members: and

Define the CIA's responsibilitics regarding the provision of manpowcr. security policy
guidance. personncl management. tinancial management. and other infrastructuse
support 1o the NRO.

[=¢)) DNRO COMMENTS:
(POB@) Manacement concurs. NRO will draft a DCI Directive on the NRO.

(FO&E8) COMMENTS OF THE DIRECTOR. ADMINISTRATION AND MANAGEMENT.,
OFFICE OF THE SECRETARY OF DEFENSE:

(FO8E) The intent of this recommendation is not clear. As we noted earlier, a dual charter
concept has no legitimacy. The role of the DoD Charter Directive is to establish the NRO as a
DoD ugency. The role for a DCI Directive is to provide appropriate national foreign
intelligence policy, program, aned prioritization guidance for the Director NRO. Both are
essential, bur their purposes must be clearly understood and remain mutually exclusive.

(PO®O) EVALUATION OF DNRO AND DA&M(OSD ) COMMENTS:

(RE&®) We consider the proposed actions of the DNRO to be responsive to the
Recommendarion.

(O We concur with the comments of the DA&GM(OSD) und revise Recommendation 3
accordingly as follows:

(FOE®) RECOMMENDATION 3 (REVISED): The DNRO draft and submit to the DC1 a
DCID on the NRQ to parallel the revised DoDD. The draft DCID to be completed no later
than 1 September 1997. The draft DCID shouid:

- Clarify the responsibilities between the SECDEF and DCI regarding the NRO
and NRP and the DNRO's relationship to both officials;

- Describe the relationship and authorities between the DoD and CIA reparding
the NRO;

- Discuss the DNRO's responsibilities as the Program Manager of the NRP and the
relationship between the NRO and the Community Management Staff and non-
DoD Intelligence Community members; and
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AUTHORITIES & DELEGATIONS

(b} 3) 10 USC 424

(L) NRO ('F'G'b‘@) Contracting is the onc runcnonal arca in which we
CONTRACTING founc . ; :
MANAGEMENT (b)(3) 10 USC 424

Wc tound no indication that the DNRO cxcreised his
contracting authority tfrom thc SECDEF as a Defense agency
director.

(PF&E0) FINDING: The current and planned NRO contracting management systems
include procedures which conflict with the legal constraints of the CIA Act of 1949.

e The historic approach to contracting began to chanae as the

RO restructuring process bepan in 1989, [(DIGICICIHEL
USC 424

JJ(b)3) 10 USC 424
(B)(3) 10 UISC 424
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(b)(3) 10 USC 424

(U) LIMITS ON b)(1)(c) (b)(3) 10 USC 424
DELEGATION OF CIA
CONTRACTING
AUTHORITY
(b)(3) 10 USC 424
=] -]
Il
(b)(1)(c) (b)(3) 10 USC 424
(U) COMPARISON OF 'OBe) The NRO could achicve an cfficient and cffective
CIA AND DOD unitary contracting system based only on one scl of authorities.
AUTHORITIES (b)(3) 10 USC 424

20 SECREFBY-EMATEREENT-KEYHOEE




SECREPBYENMANTAEENF- Y=
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()3} 10 USC 424

(by3) 1D VSC 424

istorical documents we revicwed. we found no idication that use

of thosc DoD authorities had impeded the NRO's use of
strcamlincd management or slowed acquisition of @ desired
capability.

(b)(3) 10 USC 424

(by3) 10 LISC 424
(hy3) 10 LISC 424

[B)3)10 LISC 424 The deviations of importinec to
the NRO arc all related to the full and open competition
requircments of 41 US.C. 253. Similar authority for deviations
from 41 US.C. 233 is given to DoD in 10 U.S.C. 230HcX6).
which limils competition when disclosure of needs would
compromise national sccurity.

(b)(3) 10 USC 424

pare a decision memorandum and

SHERES Bakish birdi-Frylnidid-dris il Sl 21




AUTHORITIES & DELEGATIONS ‘

(PoT® ) DNRO COMMENTS:

(b)(3) 10 USC 424

e sw=a=a-dB(0)(3) 10
USC 424 |

I |
5 , |

(POt®) EVALUATION OF DNRO COMMENTS:

(b)3) [0 LUSC 424
[ L /UL
(b)3) 10 USC 424

(FOEO) Since the NRO was established as a Defense Agency, we requested an assessment of the
delegarion of DCI contracting authority to personnel working ar the NRO by the DoD Office of
General Counsel. The DoD Office of General Counsel will provide a response by 1 October
1996, ar which time the DoDIIG and CIAIG will assess the DoDIOGC und CIAIOGC positions
and determine if the issue requires further action,
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(U) MISSION REQUIREMENTS DETERMINATION

(FOTU) OVERALL ISSUE: The NRO has adequate processes

in supporting military commanders with NRO products.

prioritize mission requirements. Howcver, the NRO does not adequately assign
responsibilities among its components for: coordinating requirements for new satellite
systems, and dealing with the near-termi needs of primarily military users of operational

roduct. Moreover, NRO does not adequately coordinate with other DoD organizations

in place to determine and

(U) FUTURE POP6) There is no simplc way to describe the current
SATELLITE processes which drive future reconnaissance satellite capabilities.
SYSTEMS That is the conschsus gmong scnior NRO ofticials and officials

trom agencics which work closely with the NRO. Guidunce to the
(U) Background NRO on future satcllitc system needs results from an interactive,
evolving process involving many officials and tcchnical managers
from throughout the intelligence. detense. and policy communitics,
Typically, as the Plans and Analysis Office (P&A). one of the

principal customer interface offices.

boromes awarc of major

concems from milttary, intelligence. or policy leaders about
intelligence collection needs. it beecomes involved in an eatensive
scrics of discussions, task forces, study groups. ctc.. over a penod
of ycars to help define what new capability is needed and projected
costs. Other NRO dircctorates and offices often contribute to the

process.

€ In the past there were more established means for the
Intelligence Community to provide the NRO with coordinated and
priontized guidance on future sutellitc rcconnaissunce systems.
The SIGINT Overhead Reguirements Subcommittce of  the
National SIGINT Committce bad provided NRO with
requircments on overhcad SIGINT collection necds for twenty
eight years. and the CIO and its predecessors provided guidance on
IMINT collection needs for a comparable period.  These
organizations continuc to provide guidance: however. they are one

"voice” aniong many.

&Ow® The NRO's ciforts to cxpand and strengthen the
support provided to military customers and users through new
reconnaissance satellite capabilities is in its initia} stagen, These
cttorts have alrcadv produced positive results. (Note: Customers
are government organizations that directly provide the NRO with

collection requirements. help tund

NRO projects. or validate

collection requirements.  Users are organizations that make
substantial use of NRO products.) DoD components which have
been providing requirements guidance to NRO include: the Joint

Requirements  QOversight  Council:

the DIA: the Military

Intelligence Board: and the Unified Commands.  They have
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provided usctul guidance in recent years. supported by the effons
of the Defense Suppon Project Office (DSPO) which. along with
P&A. have worked with them to transtate their yuidance into
documentation for defining a satellitc reconnaissance cupability.
The NRO has recently been pruised by the Commander in Chiet.
U.S. Pacitic Command. for taking the first steps to fully engage
thcater wartighters in the design of NRO architectures.

#E9Ee) ISSUE: The NRO has an adequate process for responding to coordinated,
prioritized, customer needs for future satellite systems; however, the NRO should
imptement formal procedures for informing customers in a timely manner of proposed
design modifications Lo future satellite systems.

(U) Responding To
Customer Needs For
Future Satellite
Systems

@o®) The NRO has formal. structured processes tor
acceptance of requircments for new satcllite collection systems,
These processcs. krown as the acquisition decision approach. are
documented in NRO Directive 7. They are penerally working well
bascd on cvidence compiled trom interviews with NRO technical
managers and customer officials. and from examination of NRO
requircments documents, The processes include, among other
things. the procedures for asscssing technical risks. costs for cach
Systcm option, cstimates of fime to develop and acyuire the
collection system. and continunous assurances that customer
requirements remain current and valid,

(#FO8O) In the acquisition decision approach. the DNRO is the
acquisition decision awthority at cach Kev decision pomt and is
advised by the NRO Acquisition Board, chaired by the DNRO.
The members are; the Deputy DNRO, the DDMS. the program
dircctors, and the Dircctor of P&A. The key decision points in the
NRO acquisition decision approach are its tollows: funded concept
definition studics approval: pre-acquisition approval: and ncw
program Start,

e®e) Our rccommendation in the Authoritics and
Delegations section covering designation of which directives and
guidance apply to the NRO should result in a decision covering
application of the DoD or CIA acquisition process to NRO and the
roles and responsibilitics of DoD and CIA officials. Theretore, we
do not make scparate recommendations here with regard o this
maltcr,

(EQlQ) FINDING: The NRO does not consistently make a timely and concerted effort to
fullyinform customer organizations which exploit NRO collected data of future satellite

system design changes.
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&) The NRO gets mixed reviews in interviews with senior
personnel in customcor organizations and in customer survey dats
conccrning responsivencss in mecting their needs.  Customers
contend that NRO has done an excellent job in designing. building.
and operating  suatcllite  reconnaissance  systems  which  have
continued to collect critical intelligence information.  Although
recently NRO has become much better in dealing with customers.
they state the NRO has been somewhat difticult to work with: that
NRO cmployces would do betier to consider the necds of
customers, be less arrogant, and review major issues  with
customers prior to making a decision which atfects all pasticipunts.
NRC customers claim 4 lack of timely feedback on system design
changes which could result in major cost growth for ¢xploitation
cquipmcnt and serious delivery schedule slippages. The schedule
slippages and customer dissatisfaction with the development of the
Requircments Management System and the Enhanced Imaging
System arc examplcs of problems causcd by. in pant. lack of timely
fcedback to customers on proposed design changes. The NRO
management has uapparently made some progress with its
cmployces on this issuc as survey data indicate NRO employecs
overwhelmingly agree that management emphasizes service to
customers. This is consistent with the reports from customers that
NRQO is becoming better to deal with in recent years.

(U) The customer survey data. which reintorces the imerview
comments. ar¢ summarized as follows:

(HeEE |
Survey Statement Response®
Satisfied with the working relationships 33¢% agrec
with the NRO. J0¢ disagree
Satisficd with the NRO's timely development  46% agree
of ncw collection systems., 39% disagree
Satisficd with access to the NRO if 82% agree
questions or problems arise regarding 3% disagree
reguircments.
Their requirements ave considered by 6Y¢ ¢ agree
thc NRO in planning future systems. 21% disagree
They were informed in a timely manncr when  25%% apree
alrcrations to originul plans were SO0€F disagree
being considered.
Satisficd the NRO has processes in place 33€ agree
to adjust and update ir's plans tor 4 disagree
futurc systems as prioritics change.

# Neutral responses not reficeted. T e
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{(POT® RECOMMENDATION 5: The DNRO direct development and implementation of
formal procedures to inform aflected customers of proposed satellite system design
modilications in a timely manner. These actions to be compieted by | October 1996.

(1"OWO) DNRO COMMENTS:

(REO&; Concur. NRO customers currently attend major contractual design reviews and
participare in numerous assessment capability excrcises and users' conferences worldwide.
Nevertheless, we are mindful of the need 10 better inform custamers of even minor design
chunges. P&A will work to hetier use our existing rools and 1o promote already available
opportunities by placing the NRO's Integrated Road Map on INTELINK in Mav 1996. Amaong
the NRO's existing rooly is the NRO Directive 14, "NRO Customer and User Support,”
Implementation Plan. The DDMS, with assistance from NRO Directorates and Offices, will
review rhe Implememation Plan and incorpaorate appropriate information wirh regard to
formalizing the customer notification process by 1 October 1996.

(PODO) EVALUATION OF DNRO COMMENTS:

(I} | We consider the proposed actions by DNRO ro be responsive 1o the Recommendarion,

#=0%0) ISSUE: The NRO has an adequate process for upgrading future models of
currently operational satellite reconnaissance systems to better satisfy customer
requirements.

(W8e&) The process employcd by NRO to determine whether
to expend resources on upgrades of cumrently operational satellite
systems is the same as for dJetermining whether to build a new
satcllite.  This acquisition decision approach process is described
in NRO Dircctive 7. Approval by the DNRO is required before a
progrim manager may take any action comnilling to major
uperadc.

(FOEE&Y There arc # number of rcasons customers. and
somectimes NRO program managers. lobby for upgrades of current
systems.  The primary reasons include new techrofogies which
would provide a signiticantly enhanced capability. and operational
data which indicate that the satellite vould provide cnhanced
quality or guantity of data with syswem improvements.

(ST®) The NRQO made u committent to u strong technoiogy
program through assured funding of new comcepts and an
organizational structure for managing technology development.
The organization scts aside 5 pereent of its rescarch  and
procurcment budget for new technology development with the
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Technology Office. the directorates. and several other offices
being the major managers tor these funds.

“39 Customers play an important role in assuring that NRO
technology developments. which could uperade satellite sysiems
of importance to them. are supported.  According 1o the NRO
technical munagers. customers are kept apprised of the stiius of
the technology projects. Customer support for major upgrades (o
operational systcms based on acw technologies fs sought by the
NRO uacquisition board as an integral input of the acyuisition
decision approuch.

" All technology projects are entercd into the tcchnology
road map. a computerized graphical data base of all wechnology
projects. as soon as they show promise that they will be important
to a current upgrade or a futurc system. As the technology
progresses and a specific sutellite program is ideatitied where
will be used. schior management approves its insertion into the
NRO integrated road map where it becomes part of the formalized
planning and oversight process. (Refer to the Strategic and Annual
Planning scction for a description of the NRO integrated road
map.) Technology projects also become  subject to  the
configuration control process which rcquires prior management
approval and documentation of all changes and upgrades 1o NROQ
systems.

%) Duta regularly acquircd from currently operating satellites

are used to identify systems and components which ¢
uperading. (b)(1)(c) (b)(3) 10 USC 424

(EOE®) ISSUE: The NRO has an adequate process [or responding to requests for
operational tasking of reconnaissance systems.

b)(1)(c) (b)(3) 10 USC 424

The NRO has a

partcipant (not 4 member) on the working group.

N(0)(1)(c) (b)(3) 10 USC 424
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(b)(1)(c) (b)(3) 10 USC 424

(b)(1)(c) (b)(3) 10 USC 424

operational products,

(FOE6) ISSUE: The NRO does not have an adequate delineation of responsibilities
among its components for coordinating either long-term requirements for new satellite
systems or for dealing with the near-term needs of (primarily) military users of

(U) Coordinating
Long-term
Customer
Requirements

#=eue) The NRO Dircctives 7 and 14, issucd in January 1993
and Junc 1995 respectively. are the principal documents which
define component responsibilities for interfacing with customers
and uscrs on their requirements for new satellite collection
capabilitics. Prior to the issuance of NRO Directive 14, the P&A
was primarily responsible for working with the diverse Intelligence
and Policy Community cusiomer base and supporting them in
crafting intelligence requircments for the NRO. The DDMS was
responsible for working with the detensc intelligence community.

“=OE6) Thc P&A Office keeps abreast of the long-term aends
in collection requirements, such as found in the National
Intclligence Needs Process. particularty as they relate o satellite
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collection. They identify those long-term requirements necds
which could be satisticd by sarcllite collection. The Policy and
{ntelligenee Communities consider P&A their primdasy entree into
the NRO.

POV The DDMS assures that the noeds of the ICS, Unificd
Commands, snd the Military Scrvices for new reconnuissiance
satellitc capabilities are heard at the highest levels of the NRO.
NRO Dircctive 7 gives the DDMS this responsibility. Subordinate
to the DDMS s both the DSPO and the Operational Support Otfice
(0SO). DSPO serves as a staft which supports the DDMS in
interactions with various Pentagon staffs. OSO delivers tailored
suppont to military opcrational users of NRO products and
scrvives,

(FO®8) FINDING: NRO Directive 14 conflicts with NRO Directive 7 regarding the
responsibilities of P&A and DDMS for interfacing with customers and users on long-term
requirements guidance.

=W Prior to the issuance of NRO Directive 14 and the
Customer Support Implementation Plan. the DDMS und P&A
divided the m\ponslbdmcs tor interacting with the full range of
customer community organizations and coordinated their activitics
as appropriate.  Our intervicws with NRO managers and officials
trom customer organizations did not identify any problems relating
10 interactions between P&A or DDMS  and  customer
organizations and committces on long-term  requircments
guidance,

&) The customer interface responsibilities now tfall most
heavily on the DDMS with the issuance of NRO Dircctive 14 on
19 Junc 1995 and its accompanying Customer Support
Implcmentition Plan, issucid on 11 October 1995, NRO Dircetive
14 designates the DDMS as "the single manager and Exccutive
Agent for all NRO customer and user support" According to the
Customer Support Implementation Plan. the “DDMS will use
information on customer requirements and satisfaction to help
deiermine strategic direction and prionities for customer support.”
P&A responsibilitics are now identificd as “the NRO authority on
requiremients considercd in program decisions for current and
futurc NRO svstems.” We note NRO Dircective 7. which identificd
P&A as the primary responsible componcent tor customer intertace
responsibilitics. bas not been withdrawn or rewrittien.  There has
been no NRO policy statement on the reasons for shifting primary
responsibility to DDMS for all NRO customer and user support.

(FOE) It is our judgment the DDMS will not be tully capable
of discharging its responsibilities as the Exccutive Agent for all
NRO customer and uscr support with its current satl,  The
componenis of the DDMS. DSPO and OSO. do not have the
personnel with the experience or skills to fully manage the
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complex interagency and intercommunity interactions imvolyved in
long-term requirements guldance at this time.

@060) RECOMMENDATION 6: The DNRQ issue a directive or letter clarifying sections
in Directives 7 and 14 and the Customer Support Implementation Plan relating to
component responsibilities for managing intelligence collection requircments and for
providing customer and user support. These actions to be completed by 1 October 1996.

{ FOE®) DNRO COMMENTS:
(ROEO) Concur with cavear. As an alternative te Recommendation 6., the DNRO will direct that

the NRO Directive 14 Implementation Plan be upduted to eliminate duplicative and confising
language. Target completion of this action is | October 1996,

(FO®E ) EVALUATION OF DNRO COMMENTS:

(FO8€)) We accepn the propoased DNRO alrernative 10 Recommendation 6.

{Ui) Short-term =) The OSQO is the NRO component primarily responsibic tor
Needs of Primarily interacting with the full complement of military users of dara and
Military Users services from operational satellites. Other elements of the NRO.

including  the  Tactica!  Disscmination  Group of  the
Communications Dircctorate and elements of the SIGINT and
IMINT Dircetorates. intcract with military users; however, they arc
cxpected to coordinate their efforts through OSO.

OSD - (b)(1) EQ 13526 Section 3.3(1)
0SD - (b)(1) EO 13526 Section 3.3(1)

OSD - (b)(1) EO 13526 Section 3.3(1)
(b)(1) EO 13526 Section 3,3(1)

L]

OSD
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OSD - (b){1) EO 13526 Section 3.

=@y We found NRO components bave not yet boen fully
suceessful in coordinating among themsclves their interactions
with military users of NRO products. NRO managers and users
staite there needs {0 be better coordipation between NRO
components to assure that military commanders in the ficld do not
reccive conflicting or redundant support. Managers claim that they
are working 10 solve the problems: however, we found no evidenee
of actions 1aken. All NRO components responsible for providing
products and scrvices to military uscrs should agree upon the terms
for coordinating their cfforts.

(F@¥6) There arc no adequate procedures in place for NRO
componcnts to systematically obtain and use feedback from
military users on the quality, quantity. and timeliness of NRO
products and services received. Components which interict daily
with military uscrs reccive numerous mcessages containing uscful
comments and information. No uscful databasc containing
information from these feedback messages has been created.
although managers have statcd that such ctforts are underway,
Interviews failed to surtace other processes in place for managing
uscr fecdback or utilizing such information in a systcmatic manner
1o improve service. NRO components responsible for regularly
interfacing with military users should implemcat processes to
cttectively manupe information derived from customer feedback.

(ES¥ES) FINDING: Officials in the DIA. NSA, and ClO contend that the NRO is not
properly coordinating its efforts to provide NRO products and services to military users
with their agencies.

%8 Manugers of DoD agencies which have extensive
interactions with thc NRO contend OSO has been overdy
ageressive in marketing NRO products and services to the military
cominands. In the judgment of the inspection team. the issue of
the extent to which NRO's direct support to military commands
intringes upon the responsibilitics of other DoD agencics should be
resolved by all the aftected agencics. A senior mamager in i
customer organization stated OSO is trying to expand its charter by
servicing military commanders with “single solutions". i.c.. data
from NRO satcllites, without considering other potential
intelligence sources and disciplines.  Another claimed OSO
engages in activities. such as helping military commanders in the
ficld dircctly access NRO collected data, which. he believes. are
the responsibility of the C1O and NSA. A third statecd OSO fails to
coordingte its contacts with the military commands with DIA.

SESREL-U M- Edl B BB Y HORE Rl




SR BYENMRN-TACENT"RETTIOEE
MISSION REQUIREMENTS

0sO Management, aware of these issues. considers it withirl the
responsibilitics of the NRO to support the commanders in the field.

(FOE6Y RECOMMENDATION 7: The DNRO direct development, coordination, and

implementation of a joint plan wnth appropriate DoD organizations for coordinating
support to military commanders in the field. Coordination of the plan to occur no later
than 1 November 1996.

(PO ) DNRO COMMENTS:

(PFO®EO | We concur with Recommendation =. The NRO's DDMS will initiare a4 process
develop, coordinare. and implemenr a joini plan with appropriate DoD organizations for
coordinating support with military commanders in the field. This plan will he ready for
coordination v | November 1996.

(FRE86) EVALUATION OF DNRO COMMENTS:

(POT® We consider the proposed uctions of the DNRO 1o be responsive 1o the
Recommendution.
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(U) STRATEGIC AND ANNUAL PLANNING

(L) BACKGROUND

(U) Planning involves cstablishing objectives and goats as well
as projecting resources and nmwon.tl components to achieve
them. Resources include manpower. Facilities. cquipment.
material, and tunds. Objectives arc the gencral statements of
intended  accomplishment; goals are the specitic. meusurable
targets.  Strategic planning focuses on broad. long-term issucs.
The swatcgic plun provides the organization a foundution for
managers at all levels of the orgdmza{mn 10 st priorities. allocate
resources. and anticipate and incorporate future requircments.
Annual planning links fonger term objectives wirth shorer erm
goals,

(U) Performance indicators track an organization's status and
progress reparding objectives and poals. The indicators vsually
take the form of chants which depict progress towasd unit and
organizational objectives and goals. Feedback mechanisms keep
management.  employees.  support and oversight  personncl
informed on the progress achieved.

performance indicators.

(PORO) ISSUE: The NRO has adequate processes and mechanisms to prepare strategic
and annual plans. However, there is no comprehensive, consistent system for idemifying

(*&%6) THE NRO
STRATEGIC PLAN

(BRLQ) The NRO Strategic Plan. last published in E9Y3,
documenis the DNRO vision and strategic context, cstablishes the
strategy und objectives. and provides approaches to achieving
near-. mid-. and Jong-term poals. The strategic plan forms the
foundation for NRO planning. programming. and budgcting. and is
available to all NRO cmployces. The current plan resulted from a
vear-long eftort 1o identity and respond to fuctors reshaping the
U.S. national sccurity interests and incorporited resulis from two
years of internal and eatemal reviews and analyses. including the
Woolsey and Fuhrnan reports. The Plans. Resources and Policy
Division of thc P&A Oftice muintains responsibility  for
voordinating the strategic planning process.

(FO®O» The NRO Strategic Plan recognizes the tollowing Key
extemal influences which will directly impact the organization:
new threats to US. security: US. National Sccurity Policy:
Congressional issues: Intelligence Community issues: support for
military and other overseas operations: and new technology.

(&) According to the plan, the macro-strategy "responds
to cument conditions. while crabling transition to longer term
strategic objectives' to achicve the DNRO vision. The plan further
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(1) LONG RANGE
AND ANNUAL
PLANNING

states “"the macro-siratcgy recognizes the conflicting  pressures
among sunk costs. existing infrastructure. current capabilities,
ncar-tcrm  needs.  changing  needs, and  future  investment
requirements to build and maintain needed new capability.” The
macro-strategy consists of:

Investing in the future while aceepling near-ierm risk:
- Increasing cmphasis on support to military operstions:

- Muaintaining functionality and flexibility while decreasing
capacity. until prudent to decrease capabifity:

- Assuring a'viuble industrial basc:
- Devcloping and protecuing critical technology: iind

- Improving ovcrhcad mission management. exploitation.
and dissemination.

TPOUO) The NRO uses the intcprated Road Map. along with
the NRO Master Schedule. as planning tools for both long-range
and annual planning. The Integrated Road Map consists of an
interactive soft copy documem which is uscd to maintain oversight
of the schedules and milestones for the numcrous and compiex
systems devclopment and technology programs.  The Muster
Schedule provides on-line information on key activitics for shorter
specific periods of time.

&QLIQ) FINDING: The NRO Strategic Plan is out-of-date.

(rOE®) The NRO Integruted Road Mup shoutd reflect the
main teatures of the Stratcgic Plan, It scrves as the primtary tool
tor the scheduling of milestones in systems development to
achieve the planned objectives and goals. The Integrated Road
Mup suppons integrated planning  across the  dircciorates:
development of investment strategies: decision-making at all
levels: and implemecntation of the NRO Strategic Plan. The
availability of the Integrated Road Map via the Government Wide
Arca Network makes it an invaluable tool to communicate to all
cmployces the curremt status of all programs and leng-term
direction of the NRO.

OO The Intcgrated Rosd Map is updated at quarterly
scnior management meetings with the DNRO approving chasniges.
As dircctorates and offices review and update their own roud maps.
the NRO Inicgraicd Road Mup retlects these changes.  The end
result reflects current program status and relationships between
programs.

i
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k@) The NRO Master Schedule shows NRO milestones in
4-, 12-, and 36-month tncrements. It includes baseline program
schedules. Taunch munitests. congressional briefing visit schedules.
and other significant activities of senior management. The NRO
uses it to maintain staft awareness of future activitics and potential
conflicts that may require resolution.  Although operational. the
format and structure arc stifl undergaing development.

EOE6) Managers used varying technigues to accomplish
annual planning. Somc uscd formal monthly planning sessions.
while others used their office road map. combined with the NRO
Integrated Road Map. to plan their activities. A minority did not
use any annual planning mechanisms.

(me&8) The long-term naturc of devclopment of
rcconnaissance  safellites do not require aanual review  and
adjustment of strategic plans: howcver. the organizational
infrastructurc supporting the major development programs nccds
updating morc frequently than every 3 years. Changes in industry,
high-technology. customer-supplicr rclations. are cxamples of
extcmal factors which occur too rapidly to allow a throe or more
year hjatus between strategic planning revie ws,

t#OEH®) RECOMMENDATION 8: The DNRO direct development and implementation of
a process to update the NRQO Strategic Plan annually to ensure it accurately portrays and
communicates the organization future. Actions to be completed by 30 May 1997.

(FOe®) DNRO COMMENTS:

(POEO) Concur. The Jeremiah Panel was created o define the NRO aof the 21sr century with
final report due June 1996, This report will impact the NRO Straregic Plun. The DNRO will
provide a revised Strategic Plan by 30 May 1997, In conjunction with the May 1997 revised
Straregic Plan, the NRO will institute a process providing for annual review, and updare if
required, of its Swrategic Plan.

1R@&@ ) EVALUATION OF DNRO COMMENTS:

1ROE0) We consider the propased actinns of the DNRO 10 he responsive 1o the
Recommendation.

(V) PERFORMANCE TN We tound various feedback mechanisms in use by the
INDICATORS AND organization. The DNRO uses E-mail, callcd Director's Notes. to
FEEDBACK TO apprise the cntirc organization of achicvements toward corporate
STAFF objectives and poals as well as significant cvents. Senior managers

use formal Quurterly Management Mectings to provide fecdback
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to middic managers on how well their componeats have performed
in mecting performance objectives for further dissemination down
the linc. Program managers use various mecting forms to obtain
and distribute performance intormation. The Intcgrated Road Map
and Master Schedule serve as onc form of feedback to all
employces.

(PO®O) FINDING: The NRO lacks a coniprehensive and consistent system for identifying
performance indicators and providing performance feedback to all employees.

WOUO) The NRO docs not maintain a documented. regular.
routine process of pertormance data gathering. prescntation. and
feedback covenng all aspects of the organization.  Satellite
development, launch, and operations indicators appropriatcly take
a pre-cmincnt role; however. at the corporate and directorate level
there arc few performance indicators for the support infrastructure
of the organization.

#ReBey Managers could verbalize the performance indicators
they used and communicated to their subordinates. but tew
formalized them in written policy and procedure. Some managers
uscd the obvious indicators, such as success or failurc in achicving
a launch and proper orbit, and raw production imagery. signals.
and communications output. Managers who have responsibility
for support and administrative functions usually do not have
quantitative or well defincd performance indicators. They often
usc subjective asscssments to indicate progress.

(U) A well developed and documented system of corporate-
wide performance indicators coupled with fecdback mechanisms
appropriate for various corporate levels. would provide visibility of
corporatc hcalth, cstablish a basisx for internal and external
customer satistaction, and provide a method to identify problem
arcas to management and employces for resolution,

=88 The Govermnment Performance and Results Act
(GPRA) of 1993 will require all tederal organizations to cstablish
tormal performance indicators by 1999, The NRO needs to
address the complex issuc of formal performance indicators and
prepare itself to implement the GPRA.

#=0E€) RECOMMENDATION 9: The DNRO direct development and implementation of
corporate-wide performance indicators and measures of effectiveness for managers to use
in the Internal Management Control Program and te provide a basis for meeting GPRA
requirements. Completion date by 31 October 1996.
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(FOES) DNRO COMMENTS:

(POODY Concur. The NRO Assnciate Director for Resource Oversight and Management will
prepure a plan to develop and implement corporare-wide performance indicators and measures
for managers.  These measurement tools swill be used in the internal management connrol
program and will be responsive 1o Government Performance and Resuits Act (GPRA)
requirements. Corrective uction completion date is 31 October 1996,

(OO ) EVALUATION OF DNRO COMMENTS:

POW0) We consider the proposed actions by the DNRO 1a be responsive to the
Recommendation.
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(U) MANPOWER

(U) BACKGROUND

(U) Three Primary
Manpower
Authorization
Sources

(U) Two Other
Sources of
Manpower Support

(U) Manpower management is onc of the responsibilitics of
cvery activity director. We define manpower management as the
management of the organization's structure and the maupowcr
authorizations. Personnel management is discussed later in this
TCport.

(U) Munpower management 18 an essential part of the effort to
improve cfficicncy and cifectiveness. An organizution's
manpower requircrents should be based upon processes that
identify program objectives and the projected manpower necded to

"achicve those objectives.

POEE) Maunpower management throughout the DoD s
govemned by a 30 June 1993 manpower guidance memorandum
signed by thc Under Secrctary of Defense, Personncl and
Readiness. That mcmorandum states it is the overall responsibility
of organizational hecads and program managers to cnsure
accomplishment of their specific mission/program responsibilitics
in the most cificicnt manner possible.

%) The NRO obtains its overall manpower authorizations or
positions to support the NRP from three primary sources--the NRO
itself. the DoD. and the CIA. For Fiscal Year 1996, the NRO is
allocated [@I§ positions to suppore the NRP. However, the NRO
itself owns only of the total ul}ocutions.m of which arc
govemment civilian and arc Air Force military. The other
positions are authorized and funded by the parent organizations.
Congress authorized the [ positions for the NRO's restructuring
nceds in such support arcas as logistics. Office of Inspector
General. Office of General Counsel. and administration. The
remaining (I8 positions belong to cither the DaD or the
) with the individuals encumbered in those positions
being assigned duties at the NRO trom their parent orgianization.

& Besides authorized positions. the NRO has two other
primary sources of manpower--borrowed and contractor.  The
NRO has approximaicly full-time individuals known as
"borrowed" manpower. While common in intelligence agencics,
this is a source of manpower not normally available to federal
organizations. Thesc are military personncl and govermment civil
servants not assigned to any of the [§IE}} NRP positions, and
should not be contused with the [(JJ] NRO authorizations. These
individuals work in NRO offices throughout the organization.
receive tasks from an NRO manager. and provide full-time support
to the NRO. However, their positions are counted against the
organizations from which they come. Thosc organizations belicve
they derive a benefit by providing individuals to the NRO. Some
of the organizations providing thc NRO such manpower are the
DoD/IG. the CIA/IG. the Community Management Staff. the CIO.,
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the Detense Mapping Agency. the DIA. and the Air Foree Space
Command,

&8 ) The NRO also uses contractor,_personn
b loy o taswis ksl - o Bh s MR OSD - (b)(1) EO 13526
OSD - (b)(1) EO 13526 Section 3.3(1)

(E@Q) ISSUE: The NRO does not have adequate processes and mechanisms to
determine and manage manpower requirements.

(#O¥O) FINDING: The NRO lacks an adequate manpower requirement determination
and validation process.

(U) Determination *H We found the NRO lacks well detined and documented
and Validation of processcs for determining. validating, and managing manpowcr: no
Requirements system exists based on DoD or CIA guidance. Neither manpower
maragers at the NRO nor supporting orpanizations could provide a
basis for the NRO's current authorized positions as the

minimum nocded  for  efficient and  cffective  mission
gccomplishment.  Senior management and HRMG personnel
indicated the NRO uses an informal system in which the virious
management levels affected discuss their needs and then statt a
reyucst through the DNRO.

(S™Y We did tind the Information Technology Group (ITG). in
the Communications Dircctorite. performed several studies in the
arca of resource planning over the past year. Onc of these studies
produced manpower standards for wpplication in ITG dctachments.
Wc were not informed of. and did not find any. similar resource
planning studies in other NRQ elements.

{U) Allocation of «B@LQ) Officials throughout the NRO stated they de not have

Authorizations a process for allocating current authorizations or any subseguem
reductions or additions in authorizations. To dawe. the NRO has
accepted  significant reductions from its parcnl organizations
without issuing reclantas. To accomplish this. the NRO uses an
undocumented process to identify and climinate vicant positions 1o
mect manpower reductions imposcd by the parent organizations.
A yearly rcvicw of the vacant positions by senior NRO officials
determines which ones are eritical and the non-cssential positions
are targeted for climination. To date, the NRO achicved required
reductions through eliminating current or projecicd non-vsscntial
vacant positions. We noted the review process docs not validate
nor reallocatc authorizations bascd on the prioritized work
requircments,

SECREF-B Y PN SO 3
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(U) Multiple Causes #=0E® The lack of compliunce with DoD guidance results
and Impacts from ambiguity tn the NRO chancring Jdocuments as to what

directives apply and lack of specification on the sourcing of
personnel. The NR®@. based on streamlined management practices
and the joint natare of the orgunization. does not follow DoD
manpower management guidance. In addition. IGIOECISE I

contractor personnel provides little incontive 10 institute a
MANPOWCT MilNALCMENT Program.

(MOTD) Without any type of formal manpower requirements
detcrmimation process, the NRO cannot substantiate its manpower
nceds te include both the number of personnel and the skills mix
required for efficient and effective mission accomplishmeot, This
deficiency makes any NRO manpower requests for additional
manpower or dirccted reductions suspect.

(FOHO) RECOMMENDATION 10: The DNRO direct development and implementation
of a documented standardized manpower management program using appropriate DoD
and DCI guidance. The process should consider the borrowed and integrated contractor
personnel. Completion date by 31 July 1997.

i) DNRO COMMENTS:

(F"@&0) Concur. The NRO will initiate an external, government-led (contractor-augmented)
waorkforce analvsis to develop standardized processes 1o determineivalidure the level af effort
required o complete each functional task within the NRO's mission. This initiarive will use the
approved ntission-related conclusions and recommendations from the Jevemiah Panel as the
haxis for the workforce analysis. Based on this premise. we estimare completion in July 1997,

(MOW®) EVALUATION OF DNRO COMMENTS:

(HOSO) W consider the proposed actions of the DNRO wy be responsive 1o the
Recommendation,
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(U) CONTRACT MANAGEMENT

(L) BACKGROUND (U) Contract munsgement at the NRO involves: the
determination of requircments tor major svstems. supplics. and
services: development and cxccution of plans to contract for those
requirements; and designation. centitication. and performance of
yualified personncl to mamrage and nonitor the resulting contructs.

8 The NRO Office of Contracts exccutes. modifics.
administers. and teominates contracts to support the mission of the
Mol D) 1)(c) (b)(3) 10 USC 424

(b)(3) 10 USC 424

(P&®e) The Office of Contracts is consolidating its resources.
authoritics. policics. and procedurcs based on recommendations
from the 1992 Fuhrman Report (GG R s 3
The recominendations included consolidation of the contracting
ofticc personnel, with its own rules and regulations. into onhe
confracting organization with a single NRO-specific acquisition
manual. The Office of Contracts is currently developing the NRO
Acquisition Manual (NAM) to accomplish this task. The NRO
intcnds the NAM 1o combine and document the best procurement
practices of the former programs.

(PO®S) Until the NAM is implemented. the Office of
Contructs and the staffs within the individual dircctorates are
continuing to apply the procurcment regulations of the parent
organizations for all current or ncar-complction contracis.  The
NRO did not alter the procedures for on-going conlracts because i
would have imposed unacceptable risks and added costs to the
progrimes.
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OSD - (b)(1) EO 13526 Section 3.3(1)

weue) The NRO. however. is exempt from the governing
provisions of DoD Directive $000.1, Defense Acquisition. dated
23 February 1991, bascd on the Secrctary of Defense letter of 27
August 1995, National Reconnaissance Office (NRO) and DoD
Dircetive 5000.1.

(FO¥6) 1SSUE: The NRO has adequate processes and mechanisms in place to monitor
and manage its contracts with the exception of: certifying funding documentation;
payment and invoicing procedures for cost reimbursement contracts; defining the
responsibilities of the Contracting Officer's Technical Representative (COTR); and
procedures for monitoring some aspects of the operations and maintenance contractor
for the NRO Headquarters facilities.

(U) POLICIES AND
PROCEDURES

&48) W sclected at random a number of high dollar value
contracts covering a wide spectrum of NRO requircments to
examinc the processes by which contracts were awarded and

b)(1)(c) (b)(3) 10 USC 424

<= The procurement processcs the NRQ followed are both
complex and highly structurcd. Whilc the contracts we ¢xamined

followed the specific regulation base (SIENGRIEIRITAVS{ox -

42




CONTRACTING

tFO#O) FINDING: The NRO does not have established policies requiring that NRO
contracting officers receive a written certification of appropriated funds availability prior
to the processing of contract actions,

(U) Funding {=OE6) We found that the acquisition procedures used by the

Certification NRO are not in compliance with 31 US.C. 1341. FAR
1.602(1)b). FAR 4.KR03, and FAR 32,702 which require the
written conification of appropriated funds availability prior
contract actions being taken. We tound contract files where the
contract actions pre-dated funding centification and pre-vontract
concurrence forms. a type of approval. Typically. contracting
officers took steps 10 cnsurce that funds were. or shortly would be.
avitilable such as obtaining this information from budget personnet
within cach directorate; however, the contract files do not
document the contriacling ofticers' actions.

#8w8) The currcnt NRO procedurcs for providing
certification of tunds availability to contracting ofticers is not
consistent. and docs not ensure that the contracting ofticer has a
written commitment in hand prior to obligating contract funds,
Fatilure to ensure reccipt of appropriated funds places the NRO and
its contracting officers in fiscal jcopardy.

(FOT0) RECOMMENDATION 11: The DNRO direct development and implementation
of a procedure ensuring NRO contracting officers receive a certification of funds
availability prior to taking any contract action, and that the record of that certification is
maintained in contract files. To be completed by 1 September 1996.

(#SE®) DNRO COMMENTS:

((O8®) Concur with cavear. We asswme the definition of "certification” impliey "ussurance.”
The NRO Acquisition Manual provides a consistent procedure for all NRO conwracting officers
1o enswre written assurance of funds availabiliry iy received and maintained in the contract file.
We consider corrective action of this Recommendation complere,

(PP ) EVALUATION OF DNRO COMMENTS:

(POMO) Wce consider the proposed actions of the DNRO to be -responsive 1o the
Recommendaiion.
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(FOB&3 FINDING: The NRO does not have adequate procedures for managing contractor
payments of cost-reimbursement contracts.

(U) Payment and FO¥O) W determincd that the NRO lacks consistent
Invoicing procedures for assuring intcrim monthly contractor payments for
Procedures cost reimbursable contracts arc certified for technical pertormance

by the responsible Contracting Otficer's Technical Representative
(COTR). It is normally the COTR who has suthority. based on
technical Knowledge, to certify payments are supporicd by
performancee.  Contracting officers are often certifying contractor
payment for tcchnical performance without full knowledge ot
contractor performance.

@@#O) Becausc of the large number of cost-reimbursable
contracts and the magnitude of the dollars involved. the Office of
Contracts should implement procedurcs to more closely review
costs on these high risk contracts. We found the Office of
Contracts relied on the Defense Contract Audit Agency for review
of allowable contract costs on reimbursable contracts rather than
reviewing these contracts themselves before the NRO makes
payment.

(#O¥®) There were inadcquate procedures for assuring all of
the decumentation on & contractor's pertormance is complete and
available to award fee boards. We found some instances where
customer comments were not retained in the contract files.
Although NRO personncl had taken many of the required steps to
evaluatc a contractor's performance. the briefings given to the
award fce board by the COTRs presenting the govermment's
position should be backed up with documented pertormance
evaluations.

(MPOTO) RECOMMENDATION 12: The DNRO direct development and implementation
of standardized procedures for processing cost-reimbursement contractor payments, and
imiplement an effective mechanism to ensure documented COTR review of applicable
contractor invoices. Action to be completed by 31 October 1996.

(POT®) DNRO COMMENTS:

(R@&@) Concur with cavear. The NRO does nor have "stundardized" procedures o suggested
by Recommendation 12; however, thev ure adequute. We agree thar the DNRO should direct
development and implementation of stundardized procedure for processing cost reimbursement
canfract pavments; however, the procedures will not require documented COTR review, Instead
the NRO procedures will re-emphasize FAR procedure that the Contracting Office shawlkd seek
expert advice as appropriate. We believe that requiring documented COTR reviese would not
only narrow the NRO contracting officer's latitude 10 exercise business judgmeni, but would
creare an extrente administranive burden. Corrective action completion date is 31 October 1996.
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(POBS) EVALUATION OF DNRO COMMENTS:

(POt®) We consider the proposed actions by the DNRO 10 be purtiully responsive 1o the
Recammendation. The Recommendation focuses on imterim monthly payments for those cost
reimbursement contracts which involve enginecring and technical progress by a conpractor,
While we acknowledge the FAR does nat require COTR verification of contracior's technical
progress for the contracting officer 1o certifv imerim puyments, it iy sound business praciice m
require the non-rechnically trained contracting officer to obiain the documented concurrence of
the COTR that the contractor has, in fact. made the engineering progress cluimed, There is
precedence in other DoD agencies for manthly or quarterly documenied COTR reviews of
contractor technical pragress. DNRO needs to direct changes to the NAM reflecting COTR
ver{fication of conrractor rechnical progress where appropriate as standard operating practice.
NAM changes ta be made by 31 October 1996,

(U) ROLES AND TPOTO) Roles and responsibilitics for contract management

RESPONSIBILITIES personnel are gencrally well-defined.  However. there are two
areas the¢ NRO must address to  provi better  contract
management within the organization: (S limitation on
deleeation of authority and the role of the COTR. Each directorate
and ofticc has its own dedicated contracting division and staft.
following the decentralized team concept. Contracting personnel
work closely. and are usually collocated. with their counterpans on
the technical (cam, This fosters close communication and almost
daily contact with members of the team. including program and
budget personnel. Wc found the NRO contracting personncl to be
vocal and informed members of the tcam. participating in Program
Review Boards. Configuration Control  Boards (CCB).
negotiations. and other related meetings,

b)(1)(c) (b)(3) 10 USC 424
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“EeE@) For training and centification requirements. Air Foree
and Navy contracting officers follow the regulations of the
Defense  Acquisition  Workforce  Improvement  Act.

We toun
had proper

at contracting ofticers assigned (o e
ceatification from their parent organizations.

(L) Contracting ofticers on complex technical contracts or on
service contracts that require close monitoring. often appoint
COTRs. Whilc many agencies have clear guidance on the dutics.
responsibilitics. and roguircments tor COTRs. the FAR itself
provides little puidancec and it is left up to the agencies to develop
COTR policy.

(PFOEO) FINDING:
communicated the roles and responsibilities for its COTRs.

(U) Role of the
Contracting
Officer's Technical
Representative

The NRO has not adequately defined, implemented, and

=AY We found the NRO does not provide clear. ¢onsistent
guidelines on the roles and vesponsibilities of the COTRs. This is
due. in part. to the COTRs coming from differcnt parent
organizations with variations in their roles and responsibilitios.
The NRO has no program to indoctrinate assigned COTRs into the
complexities of the NRO's contracting cnvironment.  Of the
CQOTRs and project officers interviewed. we found that not all had
letters of delegation of anthority. and about ten pereent had not
been formally trained. The quality and exicnt of COTR review
varicd within different scctions of the NRO. larpely bascd on the
parent organization cxpericnce of the COTR. The NRO
management is aware of this problem. They are revicwing issues
of COTR training and delegation of responsibilitics and plan to
address them in the NAM,

#=@H8y The COTR is often the on-sitc manager of the
contrict, and is the main point of contact with the contractor. The
COTR normmally gives technical puidance to the contrictor. and
provides day-to-day technical advice to management, Agencics
usualiv have a rigorous screening process to develop their COTRs
and cnsure that they have adequate technical background and
uaining for the jobs they arc required to perform. Because of the
complex and highly technical aspects of the NRO'S acquisitions.
the job of the COTR s critical 1o the mission. COTRs must assure
that contractors are performing adequately, are op wack, and
within largeted costs For their assigned contracts.

(&%) The lurge number and high dollar value of NRO cost-
reimbursement  type  contrycis  requires  prudent  contract
administration. The FAR recognizes cost-reimbursement contracts
requirc close attention by management, Unless there is adequate
guidance which has been communicated to the workforce. there is
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risk thut COTRs will act outside the scope of their authoruy. und
that contructors will be directed to act outside the scope of the
contract. It is in the NRO'S best interest. as a good business
practicc. lo establish consistent organization-speeitic COTR
procedures and train the COTRs on them. The COTR can be a
vilpable tool to the NRO by casuring that they are getting
sufticicnt retumn of clfort on their contracts.

(FO¥@) RECOMMENDATION 13: The DNRO direct the development and

implementation of consistent guidelines for the responsibilities of all NRO COTRs. The

%uidelines should incorporate a training program to reinforce the valuable role of the
OTR. Actions to be completed by 1 April 1997,

{RE&@ | DNRO COMMENTS:

(RO&@) Concur. We have completed the recommended action 1o develop and implement
consistent guidelines. The NRO Acquisition Manual (NAM ) was implemented on 31 March
1996. For the first time there is a consolidated NRO reference on a COTR's role and
responsibility. The NAM contains in excess of 40 references, and we started an extensive COTR
NAM familiarization training praogram on 23 April 1996,

(BOER) A formul training program is neeeded. We will need to develop a course und then
implement ir. Corrective action completion date for course development: 30 Sepremher 1997.
Currective action completion date for training implementation: 31 December 1997, Resource
constraints prevens earlier accomplishment of this more formal raining cfforr.

(h@&€) ) EVALUATION OF DNRO COMMENTS:

(FOE®) W consider the proposed uctions af the DNRO ro be responsive 1 rhis
Recommendation. However. actions are 1o be complered by 1 April 1997 vice the proposed 31
December 1997,

(V) MONITORING (POTS) The monitoring of contracts for major systems.
supplies. and services at the NRO is adequate with the exception of
the review of invoices by COTR personnel and the monitoring of
some aspects ot the operations and maintenance contractor for the
NRO Headyuarters tucilitics.  We have alrcady discussed the
valuable role the COTR plays in contruct manugement, The NRO
has 4 number of processes and mechanisms in place to monitor
contractor performance and to ensure that it acquires the guality
sysiems to suppon its mission. These include: monitoring of
contractor progress by COTRs. contracting officers. and program
managers: the periodic monitoring of contractors by review
boards: Dcfense Contract Audit Agency review of allowabic
contractor costs: dand the review of contractor-generated contriact
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(L) Management
and Business
Controls

fund status reports. camed valuc reports. and cost schedule statuy
rcports.

¢E8E@) The NRO has established a series of management and
business boards to monitor and control all aspects of the
contractor'’s activities in the complcx major acquisition proccss.
Some of the boards that have been cstablished and are working
well arc the CCBs, award fee boards. and program revicw boirds.
These boards impose control and structure on the entire acquisition
process and cnsurc that the NRO intermal and cxtemal customers
have addressed all interface questions, They are also the venues
by which budget and funding issucs arc discussed and resolved.

#=8u6e) The usc of award fee/incentive contracts by the NRO
required the creation of award tee boards to determine whether the
contractor has camed a fec and what that fee should be. We found
the process to be well designed, documented. and tollowed. The
cvaluation standards and criteria considered by the board are
included in the contracts. The process requires that contractors are
apprised on the status of thcir fce position before any formal
presentation. The NRO also utilizes a series of program review
bouards to ensure that all parties to a contract are awarc of und
address the business and technical issucs on the specific contract.

(E@E0} FINDING: The NRO does not have adequate management controls over some
aspects of its operations and maintenance contractor for the NRO Headquarters facility.

(U) Management
Controls for the
Procurement
Support Function of
the Operations and
Maintenance
Contractor

The NRO uses {(QIENSKIECRIGEEoE-
as its prime contractor for operations and maintcnance
support. was awarded contracts for purchase of land and

scrvices t0 support the NRO facility collocation project. including
all the interim buildings and Westficlds facility. The work
statement of one of these contracts authorizcsm to act as the
agent for the NRO for its daily procurcment support. This is a
""pass-through' contract, i.c.. supplies and scrvices are purchascd
with no added fec or gencral and administrative and overhead
burden.  Purchascs for facility support and operation and
maintenance are madc under another contract, and arc fully
burdencd. We did not review any aspeets of the land purchase
portion of the contract because it has been reviewed and audited
extensively.  We did. however. review the addition of a
procurement support function into the "pass through" contract.

3 We deterimined that the mechanism for making a major
modification to the operations and maintenance contrict did not
follow FAR puidclines as described below.

Major changes to the
contract were made which increased the contract value from ()
These changes werc not supported by a

4%
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determination and finding or a new justification and approval
process. The NRO made a determination that a justification atnd
approval process wus not requircd becavse the changes were
within the scope of the contract.  Although the wording of the
contract modification indicates it was a revision, the procurcment
function transter was not adeguatcly documented  with a
determination and finding on the reasons for the transfer. [In
addition. all reviews and concurrences were not obtained prior 1o,
the cttective date of the modification. This is a svstemic problein
in the NRO as pointed out clsewhere in this report. (See
Recommendation 11.)

wrOre®) We found the contracting officer who authorizes
invoice payment for the "puss through' contruct is not

receiving sufticient back-up data or proot of reeeipt of the supplies
and services ordered for the NRO %—ym_c%cu though it is
available elsewhere within the NRO or trom CISCO. The NRO
contracting officer has been rclying on the v of the
vontractor's rceeiving records, the. contractor's inventory. the
monthly financial status review reports. the contractor's approved
invoicing procedurcs, and mectings between the NRO program
personncl and the contractor. The contracting officer should be
receiving a monthly repont of an independent assessment of the
invoices paid and supplies received.

@ The NRO rclies on to procurc supplies and scrvices
for the Headguarters clements. makes cvery atempt to
follow FAR guidelincs. but is under no contractual obligation to Jo
s0. It may be more cost efticient for the NRO 1o procure some or
all of its supplies and services from approved govemment or
competitive sources once salanies. competitive pricing advantages
und gencral. administrative. and overhead cost differentials und
profit arc factored in.  We reviewed a small portion of
pass-through purchuses and.  while we did not notc any major

discrepancies on prices paid. we found some "purchase orders” for
MWhich under the FAR would normally require a
contract, and a sole_source order placed against a basic ordering
agreement for [l @Q). The NRO should review its need to

usc a vontractor in this manner when the contract becomes
rencwable in 19938,

(€) RECOMMENDATION 14: The DNRO direct an audit of the contracts to
compare procurement options, including all associated costs, for future NRO support. The
audit will begin no later than 1 November 1996.

(fn@&=@ ) DNRO COMMENTS:
(& Concur. NROUG will awdit the [(QI{) O&M contracts by | Navember 1996,
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(#6861 EVALUATION OF DNRO COMMENTS:

(POOO) We consider the proposed actions bv the DNRO to be responsive to the
Recommendation,

(#QEQ) RECOMMENDATION 15: The DNRO direct development and implementation
of a system to review contracts based on changes in scope or contract dollar value in
accordance with appropriate contracting requirement authorities. Actions te be completed
by 31 October 1996.

(RSE© ) DNRO COMMENTS:
(=O&&) Concur. The NRO Oﬁ’ ice of Contacts will address this issue of contract reviews based

on scope and dollar changes in an update to the NRO Acquisition Manual. This update will be
applicable to the whole NRO, and its expected completion date is 31 October 1996.

(=6l ) EVALUATION OF DNRO COMMENTS:

(BFOBE) We consider the proposed actions by the DNRO to be responsive to the
Recommendation.

(FO®@Y ISSUE: The NRO has adequate processes and mechanisms in place to manage
and monitor the transition from three different contracting systems into one
consolidated system.

#=8¥8) Thc NRO Office of Contracts has maintincd an
aggressive schedule. with tull commitment of time and resources.
10 complete and implement thc NRO Acquisition Manual, The
NRO intends the NAM to combine the clements of: the FAR:

Defense FAR Supplement. where applicable: [GISRISEEIOR A
ﬁ the interim contracts policy dircctives;
and other applicable regulations under onc umbrella document.
(F&8©) The creation of the NAM as a supplement to the FAR
is a far-reaching and a formidable etffort. The NRO intends the
NAM to address every FAR scction with direction and guidance
for compliance with the rcgulation. or to contain the basis for the

deviation or waiver, its justification. and altemative rcpulation,
process, or written clause to be uscd as the NRO standard.
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(FeE@) Since January [YYS. contracting officers have
operated under NRO interim contracts policy dircctives which
defined the conditions. processes. and documentation 1o be uscd by
all contracting personncl until the adoption of the NAM. These
directives identiy the regulations for justitication and approval
processes. authority. delcgation and approval levels rxquired tor
NRO contracting. the pre-contract role of the Nutional Program
Contracts Review Board. contract setilement and closeout. special
and genceral exclusions. and organizational contlict ot interes.

(b)(3) 10 USC 424

~We tound no caverage of this arca
in the draft NAM we saw during the course of the inspection. The
"Authorities und Delegations" section of this report provides more
detailed discussion of the implications.
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(€) INFORMATION RESOURCES

(L) BACKGROUND

=#=9&8) Information Resources Mapagement (IRM) is the
process of managing information resources 10 accomplish
organization missions. N encompasses the information itsclt and
rclated resources. such as personncl. equipmient. funds. and
itnformation tcehnology. The Paperwork Reduction Act (44 ULS.C.
Chapter 35) estublishes @ broud mandate for orgmnizations to
perform IRM acrivities and is the authority upon which federal and
defense regulatory guidelines are bascd, Scction 3302 of the
Papcrwork Reduction Act cxcmpts intetligence activities from
compliance,  While the NRO is cxcmpied frem them. the
following rcgulations provide 2 foundation of sound business
practices upon which to base an cffective and efficient [RM
program: Officc of Management and Budget (OMB) Circular A-
130. "Munggement  of Federul  Intormation  Resources”.
15 July 1994: DoDD 7740.1. "DoD Information Resources
Management”. 20 June 1983;  and. DoDD R(KXL.1. "Detense
Information Munagement Program.” 27 Qctober 1992.

) [RM in thc NRO incorporates a fully intcgrated netwaork of
automation and communications  which  encompasses  the
Automated Duta  Processing systems. the relccommunications
mcans by which the information is moved to its intemal customers.
as well as the management proceSses 10 Support ifs acyuisition.
opcration. and matintenance. The Information Technology Group
(ITG) of the Communications Dircctorate is the office vested with
this communications and information systems infrasiructyre
mission. The Director. ITG has budget and policy-making

authority to cstablish and maintin the NRO conununications and,

information systems infrastructure.

OSD - (b)(1) EO 13526 Section 3.3(1); (b)(1) 1.4(c), (

OSD - (b)(1) EQ 13526 Section 3.3(1)

'
td
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(PO¥O) ISSUE: The NRO does have an adequate support program to determine
automated IRM requirements and to acquire and manage the Automated Information
Systems (AIS) needed to accomplish ils mission: however its IRM strategic planning

process and monitoring programs are inadequate.

(U) POLICIES AND ¢ The NRO has adequite internal policies and procedures in

PROCEDURES placc to cnsure they manage the IRM program using sound
business practices. While the NRO docs not clearly reference
federal or defense guidance. their policies and  procedures
incorporate most of the reguirements for IRM programs as stated
in OMB Circular A-130 and DeD Directive 7740.1. The iTG has
created and published detailed internal procedures which provide
guidance in [RM areas, such as requirements determination. AlS
Life-Cycle Management, and software development and data
administration,

*8) The NRO bases its IRM policics on the cxtensive
communications and automation cxperience of the Director, ITG,
as well as the NRO's interpretation of aceepted practices of the
DoD and ClA. Considering that the ITG haxs only been active as an
IRM activity tor less than thrce years. they have achicved
commendable progress in establishing and implementing policies
and procedures to cffectively and cffiviently manage  their
opcrations.

(POE®) The arca where NRO TRM procedures deviate most
significantly from federal and Defease [RM program requirements
is in information systems management oversight. specifically in
the incorporation of a review program. Another ditference resubts
from their cacmption from compliance with DoDD 5000, 1. which
provides the basis for AIS Life-Cycle Management. The NRO is
not requircd to follow specific puidance outlined in AIS Life-
Cycle Management related directives. however they do have
sufficient procedures established to satisfy the overarching DoD
Life-Cycle Management objectives.

™ Policy and procedure development is an ongoing process
within the ITG, They muke published documents available to all
ITG personnel. and NRO personnel as appropriate. on the NRO
NeXT-buased Government Wide Arca Network (GWAN),  The
ITG's ongoing eftort to stunditrdize operations through policy and
proccdure development should continuce as it has a direct impact on
implcmentation of "sound busmess processes'. which is a stated
NRO IRM lcadership concern.

(U) ROLES AND () The NRO adeguartely identifics roles and responsibilities of
RESPONSIBILITIES the IRM support program so the organization ¢an be responsive 10
the user's information needx. The ITG has a comiprehensive
Mission and Functions document which clewrly defines its
organization and responsibility. The NRO's intemal IRM policies
and procedurcs incorporate the identified roles and responsibilities.

SECRET BT EMANTEENTREY HOEE
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(U) REQUIREMENTS
DETERMINATION
PROCESS

IRM managers and internal  customers have a  thorough
understanding of the ITG's roles and responsibilitics and the
processes uscd to get support,  Most NRO managers (90 pereent)
we interviewed were satisficd with the IRM support program and
ity ability to meet the organization's needs.

%5 The Dircctor. ITG. fulfills the role of the Scnior
Information Resources Management Representative in the NRO
and centrally controls all policy and procedurcs. budget authority.
AlS acquisition, Life-Cycle Management. and operations and
maintenance of all information resources. The Director. ITG.
functions under the authority of the Director. Communications
Directorate.

¥ The centralization of the IRM function under ITG is an
ongoing and evolving process. For example, the 1TG has
identified at least 2} non-standard LANs whose functions cannot
be transferred to the standard NRO NeXr-bascd Management
Information Systcm until the organization migrates to a morc open
operating systcm architcerure.

@) The NRO has an adequate procedure in place to identity,
validate. and prioritize IRM rcquirements to meet the collective
information nceds of the NRO. The ITG has a staff specifically
designed to definc customer requirements--the  Customer
Requircments Staff. This staff is the customer's primary interface
with the [RM requirements process.

€ Customer requirements must be signed by an authorized
validator, a senior manager designatcd on a publishcd validator
list. The Chiet. Customer Requirements Staft ussigns 2 Point of
Contact to work with the requestor on technically defining the
requirement. It is reviewed by the ITG's Requirements Action
Board which assigns the requirement to a responsible division or
dctachment for project development und management.  The
requircmenl is then tasked for future action at a Scnior
Management Bourd or a CCB. where project development will be
revicwed.,

) Requirements are validated and developed to be compatible
with the NRO communications and information management
bascline architecture.  The baseline defines the  standard
information tcchnology processes and cquipment tor the NRO
QIWION network. If it is not possible to satisty the customcer's
requircment using the bascline, an exception may be approved
after review by thc CCB or an altemate solution may be proposed.
This process provides sufficient control to ensurc standardization
and interoperability within the NRO.,

& Requircments are prioritizcd based on the "required date"
nceded by the customer. and agreed upon by the ITG. Most
customers we intervicwed indicated that ITG has always met their
mutually agreed upon operational datc. A fecw customers were not

satisfied with the responsiveness of ITG. They stated projects took

\
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too long. ITG does not keep them informed of the project status. or
the project was not developed to meet their technicyl
specifications. Revicws of 2 sample of the mentioned project files
revealed there were significant coordination problems. such as
leasing lines. system compalibility rcquircments, or rescarch
engineering into new technologics. which made the original
requested dates impractical.  Qur review showed that customers
were cither not sufticiently informed or did not concur with the
circumstances surrounding the project change. lmprovements in
customer interaction are addressed in "Program Monitoring" Jater
in this scetion.

(FOWS) FINDING: The NRO does not have an adequate IRM strategic planning process
at this time that provides a basis to address future information architecture requirements,

(U) IRM STRATEGIC
PLANNING PROCESS

<83 Although the IRM strategic planning process is currently
inadequate. the NRO is well on its way to successfully
incorporating previously decentraiized planning efforts into a
consolidated product so that IRM resources can cnhunce future
support of the NRO mission. The Vision 2005 IRM Strategic Plan
is in draft form and is ready for review by senior management.
Some supporting plans, such as the ones for Asynthronous
Transtcr Mode technology and the MIS Modemization. ire
developed through the concept phase. The IRM portion of the
NRO's Intcgrated Road Map describes some target infrastructure
tecchnologies, but is not sutficiently developed to complement the
NRO's long rangce poals. While a good start on proper plapning.
these products do not yet fully detine the future organization
architccture by identifying specific  objectives, the transition
stratcgy to move from cunment to turget architecturc. rcsource
rcquirements, and scheduled milestones.

OSD - ()1 EOQ 1,3526_8,.6[3@” 3.3(1)
OSD - (b)(1) EO 13526 Section 3.3(1)

@8) Fiscal Year 1996 is the first year that the ITG has managed
a consolidated budget and the linking between the budget line
icms, project plans, and strategic plun  objectives 1§ still
progressing. The ITG hus an adequate method to control funding
to current praojects, but is still working towards adequatcly
resourcing defined stratcgic objectives.  If the ITG's intemal
budget analysis process continucs as obscrved, they will achieve
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un adequate planning process to meet and fund ideniified strategic
goals and objectives.

&) There are several tactors that aftect the NRO's development
of IRM swategic plans. One is the ITG's ongoing cffon to
determine JRM bascline architecture. A bascline is esseatial to
cstablish the current communications and information management
processes and Systems so that future plans can incorporiate
appropriate transition strategics. All current projects are evaluated
for compatibility with this bascline, and future plans referenee the
bascline architecture as the migration point.

OSD—_{_b)ﬂ)_E_O 13526 Section 3.3(1)

0OSD - (b)(T) EO 13526 Section 3.3(7)

=8E@) The NRO has adequare data administration and AlS
program managcment to casurc current interoperabitity.  cost
ctficiencies, and standardization within the NRO. They do act
currently panticipate in thc DoD Data Administration Program,
Considering their interes! in increasing intcroperability with the
intelligence and  Defense community, participation in  the
Functional Data Administration-Intclligence working group would
be beneficial to their planning cfforts.

(8) Scnior IRM managers recently instituted three' programs 10
imnprove IRM strategic planning. First, they cstublished an ITG
consolidited budget and wre connecting projects and activities to
budget and division/detachment line items. This is a necessary
step towards determining funding for future projects. Sccond. they
mitiated project management training tor ITG government
personnel. who come from a predominantly operations and
maintenance  buckground. This  should resutt i more
comprchensive  project planning  and  reinforce  the  strategic
plunning process.  Third. they tasked the newly staffed 1TG
Systems Engincering Stuft with the responsibitity to strengthen the
IRM strategic plunning processes through development of the 1TG
Intcgrated Road Map and a more explicit strategic plan.

(FeE®) Onc rcason the NRO has not developed adequiste IRM
strategic plans is that its planning cfforts have been focused
primarily on ncar-term objectives. such as establishing operating
procedurcs. supporting major organization restructuring. and
determining bascline architecture. These must be accomplished
before concentrating on future planning so that there is a defined

L 1]
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basc from which to plan. Now thiat many of the near-term
objeetives are ¢losc to completion, more time must be devoted to
detining and developing the NRO's information mansgement
requirements and system architecture tor future ycars.

“EEWE) Inadequate stratcgic planning results  in  the
pnpreparedness of the NRO 10 mect future  information
requircments in support of the organization's mission. NRO
personnel are frustrated with the slow progress towands a more
open architecture. IRM managers find the lack of a well-defined
tuturc architecture impacts on their ability 10 exccute current
projects. as they arc unsure of whether the project will be
compatible with futurc NRO technotogics. Lack ot a weli-defined
IRM strategic plan also impacts on future ycars budgeting
processes as the architecture must be detined betore resourcing can
be accurately projected for it.

) RECOMMENDATION 16: The DNRO direct development and implementation of a
complete IRM Strategic Plan which identifies current and future architecture, transition
strategies, objectives, milestones, and resourcing, and includes a periodic review
mechanism, Guidance for IRM Strategic Plans may be found in OMB A-130 and DoDD
7740.2. IRM Strategic Plan to be completed by 1 October 1996.

(FO&O) DNRO COMMENTS:
{PO&®) Caoncur., The NRO will continue establishing its srrategic planning process ay detailed

in the Inspection Report, A final Information Resource Management Strategic Plan swill be in
place by 1 October 1996.

(966 ) EVALUATION OF DNRO COMMENTS:

(POOD) We conxider the proposed actions by the DNRO to he responsive to the
Recommendation,

(Uy MONITORING ¢FOEO) The NRO conducts adequate monitoring of its AIS

PROGRAM devclopment and acquisition activities. 1t docs not have an
adequate proccdure to monitor customer fecdback or perform
interngl asscssments of its programs to determine if it cftoctively
and ctticicntly meets the IRM needs of the organization.

) Adcquate proccsses exist to monitor the dita administration
program, AIS development. and systems Life-Cycle Management,
including a rccapitalization program. [TG uscs a formal project
management  process  which incorporutes CCBs 0 teview
milestone accomplishment and ensurc that the project is
compatible with the bascline architccture standard,
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H=0Eey There 18 no tormal and consistent method to monitor
feedbuack to and from the customer, and gauge e customer's
ultimate satistaction with the IRM program. There arc s variety of
informal ways in which management reecives feedback such as E-
mail from customcers. infcraction at the many organization-wide
working group mectings., pusticipation in other dircctorate’s CCBs.
and an clecmronic survey of network customers in fate 1994 with
plans for a tollow-up in late 1996. While these are the tvpe of
efforts that are done us part of a good monitoring program, the
NRO lacks a comprchensive plan to intcgrate 1his cusiomer
fecdback into process and product improvements.

) The Help Desk is the one consistent customer point of
contact, and the majority of customers we intervicwed had high
praise for the guality and responsiveness of service trom the Help
Desk and the local ITG detachments, The Help Desk con be o
valuable source of customer feedback and information, but there is
no organization-wide method 1o allow management to monitor
historical and trend anatysis trom this source.

£3) Some customers indicated that they do not feel thut they are
an injcgral part ot the [RM process, that ITG "werks for another
master” as one person put it.  Several customers expressed
frustration that they were not kept informed of project evolution.
One reason for this is the lack of a consistent method to keep the
customer informed of requircments development,

&+ The Custonter Requirements Staff is designed to be the
customer's interface with the 1TG and works with the customier to
initially define the technical requirements. Once the requirement
is assigned 10 a project manager therc is no uniform procedure to
keep the customer appriscd Of progress Or cnsure CoNCUMTNLe ias
the project is developed or milestones arc adjusted. The Customer
Requirements Staff only provides updates to @ customer it the
customer calls to ask and they have no influence over how the
project is developed since the project managers work tor the [TG
divisions or detachments,

(#®) The comments on projeet timeliness that were noted in the
previously discussed "Requircmenis” section are also caused by
insutficient intcraction with customers.  Since there s po
consistent method of providing feedback. misunderstandings
between the ITG and its customers will continue, ITG should
develop and implement procedurcs to comprehensively monitor
ITG customer support and feedback, This will aid the Intemal
Management Control program and help imeet GPRA requirements.

i#OHO) FINDING: The NRO IRM program lacks a consistent, comprehensive self-
assessment review program to determine its eflectiveness,
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#OES) The NRO does not have an adeguate method to assess
the overall eftectiveness and cfficiency of its IRM program.
Federul IRM guidance, as well as sound business practices.
advocate some type of self-assessment program. One option for
cstablishing a review program is available in the Office of the
Sccretary of Defense "Guide tor Assessing  Component
Information Management Activities", A self-assessment review
program should be part of the NRO's execution of its Internil
Manugement Control (JMC) program. sincc both Intormation
Technology and Telecommunications arc considered assessable
units with significant level of risk.

) Scvcral IRM monitoring mcchanisms are in usc at the
NRO; ITG quarterly budget reviews monitor the planning and
funding process: the formal management processes  of
Requirements Action Boards. Senior Management Boards, and
CCBs monitor the sysicms development process: and oft-site
scminars provide opportunitics for devclopment of specific
management interest items. The Communications Directorate has
rceently  completed a review aimed at  strcamlining  the
requirements devclopment process and conducted a survey in carly
1995 aimed at improving internal proccsses. These arc all positive
sclf-assessment etforts but Jack incorporation into a comprehensive
and on-poing evaluation and improvement process.

) ITG's Detachment 7 provides u positive example of un
mternal  process asscssment which has resutted in improved
business practices. Positive and enthusiastic customer teedback
during on-sitc interviews indicate Detachment 7 was successtul in
restructuring its internal organization to bc morc customer
responsive.

(U) Scnior IRM manapement has stated that their primary
cfforts have becn on establishing internal policics and procedures
and bascline architccture, and now they can focus on improving
customer interaction and monitoring processes. In our judgment,
the development of an IRM program is not a sequential process of
cstablishing onc criteria at a time. The institution of all five key
IRM arcas of policics and procedurcs. roles aod responsibilities.
reguircments detcrmination, strategic planning, and customer and
program monitoring, must develop and occur concurrently.

#O88) The impact of the lack of focus on customer end
program monitoring i§ unrcsponsivencss to the orgunization's
nceds. Some customers do not have full contidence in the ability
of thc IRM program to mcct their needs and circumvent the
process to get what they want. The organization becomes focused
on maintaining in-place proccdures. rather than looking for
opportunitics to improve managcment processes 1o better serve the
NRO's mission.
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(PO®®) RECOMMENDATION 17: The DNRO direct development and impiementation
'of procedures for a comprehensive IRM self-assessment review program, incorporating
applicable DoD guidarice and concepts similar to the OSD "Guide for Assessing
Information Management Activities" and OMB Circular A-130. Actions to be completed
by 1 September 1996.

(O™ DNRO COMMENTS:

(PO®) Concur. Documents identified in the Inspection Report will be reviewed to identify
internul processes which can be nsed in NRO self-assessment. These procedures will be in place
by 1 September 1996.

fPOT0) EVALUATION OF DNRO COMMENTS:

(=e8€) We consider the proposed actions by the DNRO 1o be responsive to the
Recommendation.
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(U) CIVILIAN PERSONNEL

(') BACKGROUND

(W) Caviliun personnc] management ix @ primary responsibility
of organization managers. The organization's vivilian personnel
office supports management through proactive involvement,
advice, and guidsnce and provides technical services to administer
the personnel system. The personnel management sysiem must
comply with appropriatc statutory. regulatory, and policy
requirements. which must be clearly understood by cmployees.
managers. and the personne!l office. as wetl as the servicing
cxtermnal personnel support agencies. If applicable.  An adequate
personnel management system includes programs for position
managecment  and  clagsification, recruitment and  placement,
managemenl-cmployee  relations.  cmployee  training  and
development, and tcchnical support. [t should also include u
means to assess its overall cftectivencss and its responsiveness 10
the needs of cmployecs. managers, and the organization's mission
as a whole.

(U) The NRQO's DoD charter directive sttcs that the DNRO has
the authority to “organize, staff. and supervise the National
Reconnaissanee Oftice." However. the DoDD does not specitically
deicgate civilian personnel management authority to the NRO.
According to legal counsel. the charter dircctive is sufficient to
give the DNRO personnel management auwthority, although an
NRO senior personnel manager maintains thut the authority should
be clarificd further. The DNRO has chosen not to exerise his
statfing authority and instead relies on the CIA und the DoD.
specifically the Air Foree and Navy civilian personnel sysiems. 1o
perform all the NRO's personne! management functions.  The
NRO's HRMG coordinates with these extermal support agencics
and administers the NRO'S civilian personncl management system,

#9 The NRO is statted with civilian personnel from three
parcnt organizations -- from the Air Force. |G from the Navy
and from the CIA, The NRO also has (DB tull-time permanent
e liteng(2)(1) 1.4(c), (b)(3) 10 LUSC 424

(U) Personnel practices For Air Force and Nuavy civilian
employces of the NRO arc administered in accordsnce with Title 5
U.S.C.. guidelines issued by the Office of Personne! Management
and DoD rcgulations.  Personnel practices applicable to CIA
cmplovecs arc based on Title 30 US.C. and administered
sccording to regulutions which are excepted trom Office of
Personnc! Managemem puidelines.  HRMG considers the 1993
"NRO Roestructere Guidance Document™ to be  the  source
document establishing intemal NRO personncd policy guidance.

(L) NRO senior munagement contends that the multiple parent
orgunization concept. while challenging. guains the NRO a diverse
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intemal structure and provides an external pool of resources from
which to seleet future employees. Senior munagement contintally
emphasizes the estabtishment of an NRO corporate culure and
their determination to get personnel from the tormerly separate
programs to operate as a consolidated. cohesive eam,

force.

FOHO) ISSUE: The NRO has technically adequate processes, mechaunisms, and
management systems to support civilian personnel and meet NRO needs: however, these
multiple personnel systems do not support the goal of a consolidated, cohesive work

(U) ROLES AND
RESPONSIBILITIES

(U) External
Support
Relationships

(PO®@3 The roles and responsibilitics for  personncl
munagement are understood by HRMG. senior muanagement. and
cxtemal supporting agencics (parcnt organizations). although no
tormal agreements cxist.  The NRO depends on the parent
organizations for personncl guidance and action. HRMG staft
displayed thorough understanding of CIA and DoD awhoritics
applicable to civilian personnel administration.

(" Thc fundamental ditferences between the parent
organizations persoanc) practices--based on statutes. regulations
and policies--requires HRMG to maintain expertise about cach
personncl system. Interaction between HRMG and the Air Foree
and Nivy parcnt organizations is centralized.  [SEIREEGHED
OSD - (b)(1) EO 13526 Section 3.3(1)

(FOT'U) FINDING: There are no Memoranda of Agreement (MOAs) between the NRO
and the agencies providing civilian personne} services which define their responsibilities in
accordance with DODI 4000,19,

"FOHO) Whilc the HRMG. senior NRO minagenient. ind the
supporting ¢xtemal organizations have a positive and cooperative
relationship which provides techmically adequiate  personncl
management support. there are no formal agreements which
specity roles and responsibilitics For those involved in providing or
receiving support, This results in the inability of the NRO and its
supporting agencics to provide the most ctfcctive and efficicnt
persenncl manapement. As we show in the following arca, the
HRMG and supporting agencics maintain duplicative personnel
rccords and incompatible personncl database systems, It s
ditficult for the NRO to monitor the timeliness and yuality of
support received since there is no staement as (o what sapport is
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expected. The lack of stated responsibilitics has adversely atfected
the quality of the NRO's cmployee training and development
programs and the NRO's abilitv o administer personne! reconds.,
We identify specific inadeguacies in the employee training and
developiment arca ltater in this section,

#=088) RECOMMENDATION 18: The DNRO designate and direct a Support Agreement
Manager to develop and establish MOAs with the CIA, Air Force and Navy to specifyv roles
and responsibilities for civilian personnel management in accordance with DoD1 4000.19.
Actions to be completed by 31 July 1997,

(POT®) DNRC COMMENTS:

(mOTOT Concur with cavear. CIA employees warking within the NRQ structure, incliding these
wha are detiled 10 NRP funded positions. remain CIA employees and are entitled 1o the
requisire personnel support from the CIA. Prior to any final agreement on the creation of a
single civilian personnel svstem for the NRO and the subsequent siructure of that system, there is
na need for, or benefit from, documenting the provision of personnel supporr 10 CIA emplovees
in the NRO in un MOA with the CIA.

(POLID) The NRO, as activity host, has na DoD officiul personnel awthorities us defined in
DoDI 4000).19. With the Air Farce serving in the role of Executive Agenr on the DoD side of the
NRO. ugain there is no need ta have un MOA with the Air Force since the Air Foree is
responsible for the Air Foree peaple supporting the NRO.

(OO An MOU swith the Navy would be advantageons sinece the personnel providing supporr
to the NRQO are assigned to a larger Nuvy parent unit, A Navy MOU was signed in February
1996,

(RO ) Therefore, uppointment of a "Support Agreement Manager' and accomplishment of an
MOU with the CIA (or anv other MOUs which might be necessary such as one with Army or
Narional Security Agency personnel offices} depend on resotlution of the Joint Inspection Team's
single persannel svstem recommendation (See Recommendation 22).  Should resolution of the
single personnel system issue require MOUs, u Support Agreement Manager will be appointed
and MOUs accamplished by 31 July 1997,

(ROSEO)) Thercfore, appointment of a "Support Agreement Manager" und accomplishment of an
MOU with the CIA (o any other MOUs which might be aecessary such as one swith Army or
National Security Agency personnel offices) depend on resolution nf the Joint Inspection Team's
single personnel system’ recommendation (Sec Recommendarion 22), Should resolwion of the
single persemnel system issue require MOUs, a Support Agreement Manager will be appointed
and MOUs accomplished by 31 July 1997

(ROE®) EVALUATION OF DNRO COMMENTS:

(BOWS; We consider the proposcd uctions by the DNRO 1o be partially responsive to the
Recommenduation. We agree with the DNRO's comments on deferring an MOA on personncl
suppaort with the CIA and with his statement that there is no need 1o have an MOA with the Air
Force. However, MOAS'MOUS with the Navy. Army, and NSA on personnel support are necded.
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The February 1996 Navy MOU, which generally establishes the relationship benveen the
Department of the Navy and the NRO, muxt be supplemented by agreements o address the
specific responsibilities of the Department of the Navyv and the NRO regarding personnel
support. Actions to be complered by 31 July 1997,

El

(U) Internal
Management

(L)
ADMINISTRATION
OF THE PERSONNEL
MANAGEMENT
SYSTEM

(U) Understanding of current personnel management roles and
responsibilities by NRO munagers and employees is adequate.
HRMG fills the role of tucilitator between NRO-assigned
employees and their parcot organizations. . They administer NRO
personne] management bascd on the requirements and gutdance of
the three parent organizations.

(U) While the HRMG uscs a varicty of methods for releasing
personnel information to NRO cmployees. HRMG otticials noted
employcc concems that they do not receive sufficient management
perspectives necded for employces to make decisions., such as the
career scrvice issue. Personncl information is disseminated in
multiple ways--E-mail, Director Notes. training scssions, and staff
meetings.  Sincc there is no standard mcthod by which all
personnel information is rcleascd, cmployccs might miss
something critical. Each employec interviewed noted personnel
information flow as a problem in one respect or another. We tound
cmployees believe senior and mid-level managers inadvertently
filter the personnel information they receive at meetings gnd pass
on to their employccs. Some employees believe managers assume
since they (the manager) reeeived the information, that it has been
disseminated to all ecmployees, and so do not pass it on. Somc
employces cited management's singular focus on mission-related
issues as a rcason why they are not cognizant ot the importance of
this personnel information to thc employec.

(PO®Y We found the administration of the separate personncl
systems described below to be in technical compliance with
regulations. Howcver. we found the cumrent personncl
management arrangement flawed on two counts: it does not foster
a consolidated, cohesive work force and it results in perceived
inequitable trcatment of cmployces in promotion opportunities.
assiganments, and awards for cyuivalent work. As a result, this
scction contains scveral tindings beyond the ability ot the NRO to
resolve. Depending on the SECDEF/DCI approved wording of the
rccommended DNRO proposed MOA, resolution of these findings
would require changes to law. DoD Directives, or SECDEF and
DCl agrecements.

("@%@) Scnior management asscrted the  diversity of
cxperience brought into the NRO by the different personncl
services far outweighs the administrative disadvantages of
operating multiple systcms. Yct. senior managers throughout the
NRO are attempting to develop an NRO consciousness in their
cmployees. Retuining the ditferent personncl systems docs not
scrve to reinforce this goal. :
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Intervicwees noted several issues.  HRMG personnel noted
signiticant duplicative cfforts on their pirt and a lack of sufficicnt
automated systems connected to parcnt organization sysiems as
detractors,  Nearly all non-management employees interviewed
aboul the personncl system commented on difficulty understanding
an organization goal of a consolidated NRO while maintaining
scparate personnel systems. DoD cmplovees perecive uncqgual
opportunity when they compare their system o the scemingly
morc flexible and decentralized CI1A personncel svstem.

¢=380) Results of our survey of NRO cimplovees on those
guestions relating to human resource munagement issues indicate
that NROQ managers and CIA emplovecs are very satisfied with the
civilian personnel support reccived.  However. DoD emplovees
indicated dissatistaction with some specitic  personnel issues.
Results ure wbulated below,  Comparative data between DoD
civilians and CIA personncl indicate DoD civilians are more
dissatisticd with: personnel support: being treated  fairly on
promotions. assignments and awards: and training opporstunitics
available to them.

(POTO)
Responsc*

Survey DoD Civ_ CI

I am satisfied with the A% 63% Agnee

personncel support I receive S0% 229 Disagree

Treated fairly regarding RRLY3 §2€ Agree

promotions 43¢ 265¢ Disagree

Treated fairly regarding 44z 31 Agree

assignments 8% 25¢¢ Disagroe

Treated fairly regarding 49% S1% Agree

awards 5% 27%¢ Disagree

Performance appraisals fairly 79¢% K2 Agree

reflect my pertormance 156 Yz Disagree

Sutistied with traming e 13 Agree

opportunitics available to me 27% 15¢ Disugree

for profcssional development

Sufficient time. opportunity. Sl% SRS Apree

resources tor me to fulfil) 29% ¢ Disagree

my training plans

* Neutral responses not retlected. o

(U) Position (POWSY While the administration of position management and
Management and classification is adcquate by the standards of the parent
Classification organizations. the cttect of multiple processes does not support the

NRO's goal of a consolidated. cohesive work force, The difference

SIe Rt B I vy B A dv b o oot bl 63




SECREPD RN AN A EMNP-eRYHORE

CIVILIAN PERSONNEL

(U) Recruitment and
Placement

between the DoD's runk-in-paosition practice and the CIA's rank-in-
person system is the root cause of scveral of our findings
concemning personncl management.

¢helbl) DoD requircs that the position and the individual
filling it have the same grade and its classification program is
tightly controlled through centralized management at an extemal
(to the NRO) headquarters. A CIA-manaped employce docs not
have to have the same grade as the position they arc filling and
CIA position classification is managed at the CIA directorate level.
CIA-managed employces thus have more flexibility to fill
positions within the NRO. HRMG and senior management
brought to our attention cxamples where persons of diffcrent
griades under different personnel systems were filling similar jobs.
This creates inequity as the employces. by nature of their
personnel system, arc compensated difterently tor doing the same
work.

(E98&) The CiA and DoD recruitment and placement process
for hiring external applicants into the NRO is adequate. NRO
senior management goes through an annual succession planming
exercise 1o assess personnel requirements for the organization.
This exercisc includes: identifying vacancies created by personnel
separations; dctcrmining external recruitment necds; projecting
internal rcassignments: allocating position cuts mandated by the
parcnt organizations: and. planning protessional development for
potcntial future program managers.

@) Within both the Air Force and thc Navy. cxternal
recruitment for NRO positions is accomplished through the

respective. centralized command structures via classificd and
unclussified channcls.  [CHENISEEIC) RISy

(FO%0) FINDING: NRO's internal reassignment process is inadequate because of the
inherent disparity of considering DoD rank-in-position candidates and CIA rank-in-person
candidates for the same positions.

#=088) Thc NRO' practicc of announcing vacancics
organization-wide is hampercd by the inhcrent rcquircment to
satisfy both DoD and CIA position clussification and promotion
procedures. Intcmal reassignments of' DoD personnel! depend on
external DoD classification specialist concurrence. whercas CIA
personnel. due to their rank-in-person status. arc not dependent on
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agreement of position classitication and their grade to fill a job. {n
this casc. the reassignment of a CIA person can be more readily
cftected because there are no promotion or budgetary (xalary)
constraints relative to the reassignment.  The  practice of
announcing certain vacancies w DoD und CIA emplovees. and
ancmpting to fill these positions by conforming to the required
practices of the disparate personncl systemy inherently restricts the
NRO's ability to select the most capable, appropriate candidite for
the vacant position.

(U) RECOMMENDATION 19: Refer to the "Overall Recommendation" at the conclusion
of this section.

(@€} DNRO COMMENTS:

(FO®®) Concur with cuvear. The NRO's internal reassigament process is also limited by
civilian directives requiring positions o be filled by members of the parent organization (DoD in
DoD billers. CIA in CIA billers). While the Finding is true, HRMG works diligently 1a overcome
the identified constraints. Job announcements are apened up to all governmenr emplovees
assiened 1o the NRO when the requirements of the pusition allow for ir, NRO lcadership then
works hard once the best qualified candidare is identified ta wark the slot issue. Thiy means
searching through the organization to find a vacant slot which cun be matched 1o the selecied
person, and ransferring that slor ta the hiring Directarate or Office. Constraints of the various
lederal personnel sysiems and limited number of vacant positions does not ensure success in
every instance.  Since the "Overall Recommendation” is Recommenduation 22, which suvs that
the DNRQ should establish a single NRO civilian personnel svstem, we must defer action on
Recommendation 19 wntil this issue is resolved. If a single persannel system is determined the
appropriate solution to the NRO Personnel issuc. the Finding will be resolved, If not. another
carrective action will be praposed in follow-up and in place by 31 July 1997,

(FO%EO) EVALUATION OF DNRO COMMENTS:

(ROEO) We consider the proposed uctions of the DNRO to be¢ responsive to the
Recommendation.

() Management- Fele) Management-cmplovee relations in the arca of

Employee Relations employee performance stundards and appraisals is adequare. The
Emplovee Opinion Survey showed that X2 pereent of the
respondents  agreced  that  performance  appraisals fairly  and
accuratcly reticet their performance.  Managess  who  have
subordinates belonging to different svstems must be proficient in
multiple appraisal systems--not only the three civilian systems, but
several differenl military cvaloation systems as well. Training on
the various appraisal sysiems is offered by HRMG. but not all
managers have altended.
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{U) DoD cmplovees and their managers mutuadly cstablish
criteria. based on the position description, upon  which 10
determine  the employee's  performance work plan.  DoD
cmpleyees have an annual. static appraisal cyele and ratngs are
bascd on performance as measurcd against the standards defined in
the performance work plans. CIA emplovees arc also expeeted 1o
perform to the duties and vesponsibilities of their position
description and there should be ongoing dialoguc  between
cmployees and managers as to level of pcrformdmc. however,
there s no requirement to develop writien work plans.  The
appraisal process for CIA is a stagecred. annual cvele bascd on
grade: ratings arc based on the performince of those dutics und
responsibilities as defined in the position desenption.

bl Manugement-cmployce rclations in the uarca of
disciplinary actions is adequate. The NRO's unwrittcn policy
concerning disciplinry actions is to cneourage resolution at the
lowest possible level, between cmployee and manager. regardiess
of the parent organization affiliation. However, managers within
the NRO--whether Air Force, Navy or ClA--have authority 10
issue lctters of waming and/or reprimand and in cases of adverse
work performance document unadcceptable actions on the pant of
employees and any follow-on counscliny.

(MO™D) Disciplinary recommendations for DoD emplovees
are forwarded by HRMG to the appropriate personncl management
organization for action,  ClA employee disciplinarv issues are
TC‘CITCd to the CIA's (b)(1){(c) (b)(3) 10 USC 424
. when the employee’s conduct may impact on

ieir sccurity  status.  Otherwise. HRMG  recommends  the
appropritte CI1A counseling forum,

(¥O¥O) FINDING: Employee promotions and awards are correctly manmaged in
accordance with parent organization regulations. However, separate promotions and
awards systems do not contribute to a consolidated, cohesive work (orce.

wis@de) The regulatory ditferences between the rank-in-
position DoD work force and the rank-in-person CIA work force
result in & disparity between the way promotions and awards are
administered in the NRO. DoD cmployecs are nominated by their
NRO managers for awards. but the emplovee's parent organization

uctually approves the award,  Awards are ticd o the annual |

performance appraisal cvele and to fixed atlocations and specitic
budger limitations. DoD promotions must be appropriatcly
classified and approved prior to awarding the promotion. as
discussed previously. and arc also subject to personnel funding
constraints. ClA award and promotion authoritics arc delegated to
designated organizational management levels. Each office director
has the authority to promote up through the grade of GS-15 in the
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CIA svstem. which uses a staggered cyele for promotions. CIA
awards are not tied 10 @ performance cvele nor are they subject o
the severe budpctary constraints which are imposed oa DoD
awirds.

(U) RECOMMENDATION 20: Refer to the "Overall Recommendation" at the conclusion
of this section, '

(1O9¢'®; DNRO COMMENTS:

(L'} Recommendation 201 is udedressed in the NRO response to Recommendatian 22,

(U) Employee (U} The HRMG Training and Devetopment Division provides
Training and training oppornitics o all cmployees assigned to the NRO. The
Development statf considers lts  biggest challenge 10 be  organizational

development. with a particular focus on blending the parent
organization cultures. Such training initiatives as "Organization
Culture" and "Team Building" arc inmended to bring all NRO-
assigned cmployces (both civilian and military) to a better
understanding  of the cultural differcnces of the  parent
orgunizations.

(F@%€)) FINDING: Employee training and development is inadeguate to support
knowledge and skills development necessary for all employees to fulfill their duties.

#eEe) The NRO docx not have a way to assess skill fevel
and needs of their employces so they can adequately plan for
future training. While some offices huve developed their own
tailored professional training. there is no NRO-wide munagement
of training requircments.

(BRI Parent organizations conwrol the budgets and the
positions tor program-related technical truining and required carcer
development courses: the NRO is only a requestor of this suppon.
Whilce this works adequately for some skill arcas--the DoD and
CIA contracting officers we intervicwed all had the proper level off
parcnt orgunization training--it does not provide sufficient training
to all NRO cmployees. Only 59 pereent of DoD ¢mployces agreed
(and 27 percent disagreed) that there were sufficient triiining
opportunitics available. while CIA cmployces cxpressed a 73
percemt agreement and a 15 percent disagrecment rate.  The Air
Force civilians we spoke with were cspeciully concemed about
their limited opportunitics tor training. Bccause there are no
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MOA=s between the NRO and its parent organizations. there is no
basis to determine whether cach party is adequately supporting the
training sySCm reguirements.

FE0) RECOMMENDATION 21: The DNRO direct development and implementation
of an annual process to forecast, plan for, coordinate, and obtain needed training for NRO
employvees. Actions to be completed by 31 July 1997.

(FO&6) DNRO COMMENTS:

(R@U@) Concur. Implementation af the 1995 Training und Development Straregic Plun
includes initiatives 1o provide a svstem for perfarming ongoing training needs assessment o
[fulfil the NRO mission and facilitare realization of individual performance goals. In additlon. as
part of an IC effort. the NRO recently identified core and supporting skills und relared waining
reguired 1w accomplish the NRO mission. This effort, and the NRO workforce analvsis to be
completcd in early 1997, wiill be used 10 identify NRO-wide training requirements and estublish
an annual svstematic planning process. Full implementation of this process is expecred by 31
July 1997,

(FO®®) EVALUATION OF DNRO COMMENTS:

(4086 We cansider the proposed actions by the DNRO 1o be respansive to the
Recommendation,

(L) Personnel #8E8) While thc personnel records services syvsiem s

Records Services mceting the needs of the organization, it is not as effective as il
could be. The scparate personnel management systems used by the
CIA. Air Force and Navy. coupled with sccurily restrictions.
prohibit interoperability between the systems. Employeces® official
files arc maintained at the parent organization: the HRMG
maintains an cmplovee tile and a consofidated database of all ity
cmployees on its Human Resources Management Intformation
System. Whiic this provides centralized file management intemal
to the NRO. it docs not interfuce with the parent organization
systems and thus requires dual entry of data, The HRMG has no
process 1o verify dsta integrity between the systems. While dual
eotry is inherently inctficient. the employec also must ensurc that
records and data arc accurate at both the parent organizition and al
the NRO.

(FeE8) The NRO docs not have an adequate records review
process cstablished (o assist in maintaining records mtegrity,  An
MOA between the NRO and its puarent organizations could
enhance the cttectiveness of these separate systems by reguiring
periodic review in a usable format of the purent agency's records
and incorporating employee review inta this cyclke. While this
docs not resolve the database interoperability problem. it specifies
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(U) MONITOR
PERSONNEL
SUPPORT

responsibilities for suppon and provides a mechanism (0 improve
accuracy of personnel records.

(U) An adequate monitoring program provides an organization
with a way 10 deteomine quality. responsiveness and accuracy of
support. as well as employee satistaction with personnel processes.
It also furnishes an analysis tool to deteet trends and anticipate
problems so that actions can be 1aken to improve operations,

OEO) The NRO does not monitor the quality or
responsivencss of support its employees reccive from their externiil
parcat organizations. nor their emplovees' satisfaction with that
support. We found the HRMG staft to be professional. technically
capable and enthusiastic to provide whatever personnel suppon
they could. In their role as facilitator between the employee and
the parent organization, they do not oversee how well support is
provided and cannot accuratcly asscss when they should pet
imvolved to expedite the process. The lack of 4 review process for
cmployee records. tor cxample. results in difticulty  deteeting
inconsistencics before they become problems.

@&8we) As discussed in the "Training and Devclopment”
section, the NRO does not adequately monitor the training needs
and requircments of its employees to ensure the right type and
guantity of training is availablc. Without a mechanism to monitor
cmployce development, the NRO cannot accurately determine if it
has cmployces with the proper sKills to perform its mission. The
Managemem Scrvices and Operations Ottice (MS&O) should
develop and implement a process to mionitor the NRQ's personnel
support program.

OB In our judgment, the continuation of separate civilian
personnel systems docs not support the NRO goal of a cohesive.
consolidatcd work forcc. Companisons betwoen the sysichis is
incvitable and our interviews and employce survey prove that
employces perecive unfair treatment. While we found each sysiem
administercd properly io its own right, pereeption is reality to an
cmployec. The administration of rank-in-person and rank-in-
position personnel systems is so different that it cannot be
cqualized. It the DNRO wishes 10 achieve the stated goal, the
NRO must move towird a single civilian personnel system.

(F6#¥®) OVERALL RECOMMENDATION 22: The DNRO include provisions for
establishing a single NRO civilian personnel system, implemented over a period of years, in
a new SECDEF/DCiI MOA, as recommended in the "Authorities and Delegations" section,
Actions to be completed by 1 June 1997,

(RO | DNRO COMMENTS:

(FOTO) Concur with intent of Recommendation 22 to improve civilian personnel management
and support, However, the NRO is not prepared to commit to a single NRO civilian personnel
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svsrem ar this time. Unresolved legisiative packages and ather IC reform initiatives are dynamic
plavers in the curreni IC environment. Additionally, the NRO's Jeremiah Panel is reviewing this
specific issuc.  As with the NRO charter documenis, once these political and administrasive
issues resolve, the NRO will include its personnel svstem recommendation in the SECDEF-DC]
MOA uu]d corresponding DoD Directive and DCI Directive (DCID). Tuarget completion date is
31 July 1997

m---_-_-

A T ————
e ——

OO (b)3) 10 USC 424, (b)(5)
(b)3) 10 USC 424, (b)(5)

TrFOPO) EVALUATION OF DNRO COMMENTS:

(FOEO} W consider the proposed actions of the DNRO to be responsive 1o the
Recommendation. Target | June 1997 as the completion date vice 31 Julv 1997,

72 SECREFPY¥EMeN-FaEENT-REYHOBE




SECRET-BYEMAN-TALERT KETTIOCE

MILITARY PERSONNEL

(U) MILITARY PERSONNEL

() BACKGROUND

(U) Military personnel management programs typically include
processing personncl actions such as promotions and awiurds:
cvaluating personnc! performance: coordinating service directed
and professional development training: and providing separation
and transter support and counscling. Many DoD components
sponsor joint activities and comply with policy conceming joint
duty qualification. Title 10 US.C.. thc 1300 scries of DoD
Directives and [nstructions and governing Service regulations
preseribe military personnel management.

(U) Scrvice hecadguunters normally control the assignments
process using various forms of skill specialty codes. To cnsure
proper skill development. personnel require specific training
particular points dependent op rank and skill specialty.  This
training is managed at Service specific levels.

(POPS) The original NRO Programs A. B. and C maintained
their own personncl staffs and relied on the parent organizations to
provide support to them. Today. the Military Personnel Division
(MPD) of the HRMG. serves as the focal point for the NRO
assignments process and provides tailored personncl support to the
military personnel of the NRO.

9 As of September 1. 1995, the MPD provided service to §
NRO military statf totalling Air Forcv._@i_Navy. und
Army officers und cnlisted personnel, The NRO muintiins no
Joint Duty Assignment List positions.

(FOEOY ISSUE: The NRO has techmically adequate processes, mechanisms, and
management systems to support military personnel and meet the needs of the NRO:
however, the NRO needs to update Memoranda of Understanding and Agreement
{(MOU/MOA) and monitor service provided to military personnel.

(FOEO) FINDING: The NRO lacks adequate and current MOUSMOAs specifying
military personnel support responsibilities.

(L) ROLES AND
RESPONSIBILITIES

(U)) Memoranda of
Understanding and
Agreement

(U)) The NRO has MOUs and MOAs with the Depaniments of
the Navy and Army covering the contribution of personnel 10 the
NRO and functions to be performed by each organization,

“TPOTOT We found the NRO has not clearly established roles
and responsibilitics through appropriste  MOUWMOAs  and
Suppont Agreemcnts fegarding the management and support of
assigned military personncl in accordance with DoD Instruction
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4000.19, Interscrvice and Intragovemmcental Support.  Without
cleur and currcnt guidance on which organization provides what
functional support. support systems cannot meet cxpectations of
the organizations or people involved.

&8) A 9 July 1976 MOU with the Assistant Sccretiry of the
Navy (Installations and Logistics) defines the relationship between
the Navy Space Project. Program C. and the NRO. However. the
MOU does not address personnel support to any degree.  Another
MOU from 1987, signed by the Dircctor. Program C. and the
Navial Sceurity Group Command provides Naval support to the

gram. The MOUs do not reflect the 1992 NRO
restructure and consolidation or a system of periodic review. The
sigmificant  changes  sincc  the  original memoranda  leave
responsibility for Navy personnel support in yuestion. (Note:
During the coursc of the inspection, the NRQ and the Navy were
negotiating an MOU to update the responsibilitics of ciach
organization for support services.)

t9B) An MOA with the Secretary of the Army. dated 30 June
1978. dcfines the interface between the Army Space Program
Oftice and the NRO. It states the Army Deputy Chicf of Staft for
Operations provides personncl support, but docs not specity
further. While it specifically addresses officer suppon to NRO, it
fails to address cnlisted support being provided. We found no
indication of periodic review of this 17-vear-old document.

5*®) NRO personnc! belicve they do not requirc an
MOU/MOA with the Air Force. They belicve the designation of
the DNRO as Assistant Secrciary of the Air Foree (Space) and the
Director of Launch and SIGINT as the Director. Scerctary ot the
Air Force for Special Projects. provides adeguate means of
obtaining Air Force suppont. An MOU/MOA with the Air Force
would be bencficial in covering the eventality of these positions
not being dual-hatted,

(PIY0) The NRO depends on parent Services to provide
support reganding professiona) military cducation. skill specific
service training. drug testing. and other programs. The NRO
maintains limited expertisc in somc arcas to hetp their personnel.
The existing MOUs/MOASs do not address these functions and this
results in duplication of rexponsibility similar to that ideatificd in
the civilian personncl section. These respousibilitics should be
clearly speciticd in the MOA or i scparate support agreement that
provides more specific information.

(F&¥O) RECOMMENDATION 23: The DNRO designate and direct a Support
Agreements Manager o develop a single comprehensive agreement with each supporting
nulitary organization in accordance with DoDl 4000.19. Actions Lo be completed by 31

December 1997,
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(POS® DNRO COMMENTS:

(PO} Concur with the intent of the Finding and Recommendution 23, Reference earlier
response to Recommendation 18. While the military systems are not effected by the single
civilian personnel system determination, they may be cffected by other on-going initiatives
relative to the entire intelligence commumiry (IC) -~ legisiative and otherwise. (Reference
DNRO response to Recommendartions 1. 2. und 3.) Pending resolution of the I1C issues und
uppointment of a Support Agreements Manager. negotiations of military personnel agreements
will be accomplished by 31 Juiv 1997,

(FOE€) EVALUATION OF DNRO COMMENTS:

(FO&SY We consider the proposed actions bv the DNRO 1o be responsive to the
Recommendation. However, these actions ure to be completed hy 31 December 1996 vice the
propased 31 July 1997

(L) External

Relationships ¢#*8) Thc MPD functions as thc NRO liaison and facilitator

between the Service personnel support headguarters and the NRO
managers and personncl. The MPD works dircctly with the 11ih
Support Wing at Bolling AFB and the USAF Personnc) Center at
Randolph AFB: the Space and Naval Wartare Systems Comimund
clement: and the USAF Army Elcment within the Army Office of
the Deputy Chief of Staff for Operations.

(8B) Thc Navy does not have personnel profcssionals
assigned and located at the NRO hcadyuvarters. unlike the Air
Force and Army. Rather. the Navy consolidates this Function
within thc Spacc and Naval Warfarc Systems Command and
maintains tighter service control of Navy filled NRQ positions than
the other services. We were told the planned revision of the NRO-
Navy MOU may provide for intcgrating Navy personnel specialists
into the MPD similar to that of the other services,

(U) Internal &) The Deputy Chicf, HRMG. an Air Forcee officer. primarily

Relationships directs service and support 1o military personnel through the MPD.
The Chiel. MPD. an Atr Force civilian. with a statl of civilian and
military employces. provides militury personnel a centralized link
into unclassificd parent Services.

+=0WO) Like the civilian personne! section. the MPD uscs the
Human Recsource Management Information System o track
military personnel, The limitations of this system, as cnumcrated
in the civilian personncl scction. also exist regarding military
personnel. While the system meets the needs of the organization,
it is inhcrently inefficient duc to dual entry of data. Parent
organizations maintain cmployee official files systems. while the
HRMG maintains a filc system with duplicate informaton,

{(#&E0) The NRO docs not have an adeyuate records review
process cstablished o assist in maintaining records integrity. An

~J
i 1)
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PR R AT T R Terf.

(U) Assignments
Process

(U) Management
Training on Military
Personnel Needs

MOA between the NRO and the personnel parent organizations
could enhance the effectiveness of these scparate systems by
requiring periodic review in a usable tormat of the parent ageney's
records and incorporating employce review into this cycle. While
this would not resolve database interoperability. it would
rcasonably ensurc personne! reeord accuracy.

(FO¥6) Processes used for filling position vacancies depend
on the Service designated for the position. The NRO obtains
listings of personnel mecting reyuirements from the Service focal
points and makes some by-namc-requests buscd on information
from currently assigned personnel. The NRO or the Service makes
appropriate preliminary securily background inquirics. The NRO
then makes a sclection and the Service focal point serves as the
interface to gt the person assigned.

@ Somc personnel questioned the need for Service
assignment personncl to bc BYEMAN cleared. While the need for
BYEMAN cleared individuals at the assignments locations may be
beneficial to some extent. a review of security criteria indicated
establishment of pcrsonanel quulifications should not require the
BYEMAN caveat.

(POPS) We found the intemal processes used by the NRO for
assigning personnel within the NRO met the needs of the
organization and the personncl. However. intervicws indicated the
Navy cxerts morc conwol over personnc! position management
than the other services making some moves more ditficult.  We
found no signiticant impact from this: however. the NRO could
clarify this issuc in the recommended MOU/MOA revision.

(PO®®) The NRO clected not to implement joint officer
management provisions of the Goldwater-Nichols Act because
they thought the provisions would impede accession and retention
of personnel in the NRO. In 1992. the NRO revised that decision
and in a 14 August 1992 DNRO memorandum requested
DEPSECDEF to approve M) pereent of NRO military ofticer
positions as Joint Duty Assignment List. The Joint Chicfs of Staff
imposcd a moratorium before DEPSECDEF madce a decision. 1n
Mav 1993, the NRO addressed the issuc again with a
memorandum trom the DDMS to the Dircctor. Manpower and
Personnel. Joint Chicfs of Staft, asking for 19 positions on the
Joint Duty Assignment List. This request is being held pending
further review of the Joint Duty Assignment List and processes
involved. Joint duty assignments within the NRQO would beneti
the organization and the Services by providing superior talemt to
the NRO und ofticers with better understanding of  satcllite
intellipence capabilities to the Services.

(FOPO) The HRMG makes training available to the managers
and supervisors of military personnel covering the different aspects
of carcer management. cvaluations, promotion and award
rccommendation systems. and disciplinary systems.
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MILITARY PERSONNEL

(U) MONITOR
SERVICE

(Fe%W®) We found the NRO docs not maintain & process o
cnsure managers and supervisors understand the impacts of their
actions regarding military personnel. The NRO docs not maintain
policy on, or a system to track, who rcecives or nceds this training,

#=OW8) Interviews indicated scnior management. HRMG
ofticials. and military personnel assigned are concerned about this
issuc. Some civilian supervisors do not clearly undenstand the
necds of military personnel regarding performance appraisals and
awards and decorations policy and  procedures.  actions
significantly impacting military carcers and promotions. The
HRMG should develop and implement a policy on and a
mcchanism to track training previded to supervisors of military
personnct on military personnel management matters.

@OWO) The NRO does not maintain a process 10 evaluate or
monitor the quality of services provided to military personnel
assigned to the NRO. Establishing such processes or mcethods
would provide scveral bencfits to the NRO. First. they would
provide a basis for detcrmining the statfing nceds of the MPD.
Sceond, they would provide a basis for knowing when and whit
changes arc nceded in the MOUS/MOAS with the services. Third,
they would provide a basis for determining information necded by
non-militury supervisors or military supervisors of other services.
The HRMG should develop and implement a process to monitor
the quality of services provided NRO milirary personnel by the
MPD and Militury Services.
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(U) LOGISTICS AND SUPPLY

(U) BACKGROUND (U) We define logistics and supply managemtent as the storage.
distribution, procuremient. maintenance, transportation, tacilities.
communivations.  data  processing,  property  disposal.
accountability, and personnel used (o Support or manage support 10
the organization. An adequate program cnsurcs logistical and
supply support requircments are fulfilled in the requested time
frame and at the expected costs. It also contains a mechanism to
ensure accountability for thut propenty and cquipment.

&4B) The MS&O provides logistical support to the NRO
headquaners facilities through the Facilities Support Group and the
Propeny Munagement Office. (b)(1)(c) (b)(3) 10 USC

96y ISSUE: The NRO logistics and supply management system is generally
adequate; however, it lacks a property accountability system and has some shortcomings
in verification of GSA Fleet Vehicle credit card charges,

(U) ROLES AND €48) Roles und responsibilities are adequatcly detined in

RESPONSIBILITIES standard operitions procedures, position descriptions. statements
of work with the contructor. and staff meetings. They are also
detincd in publications such as Integrated LOL)\IIL\ Plans,
Operating _Instructions.  Customer Suppon Manuals. and  the
(b)(1)(c) (b)(3) 10 USC 424 & Computer Supplies Manual,

t8) The Facilitics Suppont Group is respopsible for
loristics planning and support for NRO activitics SSIBEEGIENE=E
13526 Section

ost suppogi_requirements arc  provided  through
contracted scmccmmmﬂm_mzox prime ¢ontractor,

(S™8) The Property Management Office controls and minages
Government  Furnished Equipment and  Contractos Acquxrcd
Propenty. This responsibility includes acquisition, i
and Jisposal authority. SSD (b)(1)

13526

Section 3.3(1)

QSO - (b){1) EO 13526 Section 3.3(1)
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LOGISTICS & SUPPLY

(U) REQUIREMENTS
IDENTIFICATION
AND FULFILLMENT

(U) Logistical and
Supply Support
Requirements

(U) Transportation
Requirements

OSD - (b)(1) EO 13526 Section 3.3(1)
[ |

OSD - (b)(1) EO 13526 Section 3.3(1)

OSD - (b)(1) EO 13526 Section 3.3(1)

"MOSD - (b)(1) EO 13526 Section 3.3(1)
|

wisaEEy The nced for official business ground transportation is
met through a flcet of General Services Administration (GSA)-
teased vchicles. Employees reserve vehicles through an on-line
system, A rcotal agreement, the keys and 4 GSA Fleet Credit Card
for pasolinc purchuases are picked up from the Logistics Ofticer.
Current and cnding odometer readings are noted. along with fucl
status.  Credit receipts arc tumed in with the keys at the
completion of the trip. The credit card reccipts are collected and
forwarded monthly to GSA.

(FOEO) FINDING: The NRO does not have a mechanism to verify GSA Fleet Vehicle

credit card charges.

¢™O™®) The NRO leases approximately 33 vehicles through
the GSA. Intervicws with personnel in charge of NRO vehicics
indicated they do not verify credit card receipts. The responsible
personncl collect and forward the credit card receipts once a month
and annotate the cnding mileage and other information for cach
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vehicle into an automated database system. There is no intemal
control in place to verify that credit cards are used in accordance
with GSA rules and guidelincs.

#=68E8) RECOMMENDATION 24: The DNRO direct development and implementation

of processes to verify credit card charges on GSA Fleet Yehicles. Actions to be completed
by 1 October 1996.

(@se) DNRO COMMENTS:

(=OBS) Concur with caveat. While the NRO does not currently have a mechanism to verifv
GSA Figer credit card charges, it has a comprehensive, automated database for mracking GSA
Fleer Vehicle use. The NRO will review and modifv as necessary its leased vehicle monitoring

process, to include periodically verifving credit card use. Corrective action will be complere by
1 October 1996.

(PODT) EVALUATION OF DNRO COMMENTS:

KEQLGQy We consider the propased actions of the DNRO o be responsive to the
Recammendation.

(FOEO) RECOMMENDATION 25: The DNRO direct the NRO Inspector General to
conduct an audit of the GSA Fleet Vehicle and credit card usage. The audit to be
completed by 1 April 1997,

(=e&€ ) DNRO COMMENTS:
(RO ) Concur., NROIG will audit GSA Fleet Vehicle and credit card use by 30 June 1997,

(PS8 ) EVALUATION OF MANAGEMENT COMMENTS:

(ROEO) We consider the proposed actions of the DNRO to be responsive to the
Recommendution. Unless constrained by resources or priorities, the NRO/IG audit should be
completed no later than I April 1997.

(U) Responsiveness ) Wc interviewed personnel to determine if they received the
to Needs rcquired support in the requested time frames and at the expected
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cost. Each person interviewed expressed a high degrec of
satisfaction regarding the support that is provided by the Facilitics
Support Group. as well as external Support organizations. In
addition, we reviewcd a listing which contained all of the requests
for logistical and supply support services in FY 95 and tound the
requircments were fulfilicd on or before the required time trame
and at the cxpected cost,

(PFOTO) FINDING: The NRO does not have a property accountability program.

(U) PROPERTY
MANAGEMENT

(PFO¥O) Lack of
Published Property
Management
Procedures

(U) No Property
Book Account
Established

#Fe¥e) Thc NRO docs not have a property accountability
program because it lacks a publishcd property management
procedurc. does not have an establishcd property book uccount.
and does not have a comprchensive Government Fumished
Equipment and Contractor Acquired Property follow-up process.
As a result of not having a precise count of NRO-owned assets. the
NRO cannot accurately meet its reporting requirements to
Congress,

@LWQ) The NRO does not have a published procedure to
implement a property accountability system. The Murch 1994
draft MS&O Property Management Procedures Document has not
been finalized and implcmentcd.  This documcent  assigns
responsibilities and defines criteria tor property managcment and
accountability. Only the Reviewing Ofticer and the Propert
Manacer have been itppeinted. and this done verbally. (Ut%(g);z(l

(FOH@) The NRO docs not have a property book account
which would provide a4 physical record of all NRO assets. Ih an
cffort to cstablish a property book, the [N contractor
developed a database of all accountable property on which they
had a record back to FY 90. However this generally only includes
property for which was the source of supply. There has
not been a physical reconciliation of this listing and it docs not
include property which came under NRO's control as a result of
the program consolidation. The contractor provides quarterly
reports to the MS&O from this data base.

) The NRQO excludes fumiture and safes trom the curment
databasc because they are not accountable property
C. However, for FY 95 alone the NRO gpen
approximatcl for fumniturc. The database also does

St ettt obgefeatid et e 81




LOGISTICS & SUPPLY

(FOB@ Inaccurate
Database Used to
Report to Congress

(U) Accountability
for Government
Furnished
Equipment and
Contractor
Acquired Property

not include all NRO automated data processing cquipment. The
ITG maintains an inventory list of automated data processing
equipment and was conducting a 100 percent physical inventory at
the time of this inspection. However. no process cxists [o integrate
this information into the MS&Q accountability rcports.

(P&®® Thc Chicf Financial Officers Act and reporting
rcquitcments mandated by the OMB, the Depantment of Trcasury,
and the Congress require agencies to maintam accurate inventory
records. Since the NRO does not have a property accountabilit
system and has not conducted a 100 percent physical inventory, it
cannot accurately report on NRO-owned assets and is, therefore.
not satistying its reporting requircments.

@) We found the NRO Property Management Ofticc maintains
a well established process to identity and track Government
Furnished Equipmeat and Contractor Acquircd Property in
accordance with the FAR. Part 45. However. we found the process
to track disposition instructions tor Govcernment Fumnished
Equipment and Contractor Acquired Property lacks strong. timely
follow-up action to ensure contractors implement instructions. We
reviewed Plant Clearance Reposts for FY 92, 93, and 94 to
detcrmine how many cases were still open and the dollar value of
equipment and property associated with those cases. The resuits of
our review follow:

ok |

EY tal Caset

92 (b)(1)(c) (b)
93
94

#39 If the Property Managemem Oftice does not follow-up with
contractors regarding the dispesition of govemment equipment. the
government loscs active usc of both the cquipment und the
monectary value duc to depreciation of thosc assets. It also creates
an atmosphere conducive to lost visibility which casily results in
the loss of the government's property and cquipment,

(POT¥O) RECOMMENDATION 26: The DNRO direct development and implementation
of a property accountability system including physical inventory requirenients and
periodic reconciliation with property records. Actions to be completed by 31 March 1997.

{=@&i@) DNRO COMMENTS:

(POEO) Concur. A draft NRO Headqguarters Facility Property Accountabiiity plan is complete,
and a 100% physical inventory will be scheduled once Westfields collocation is complere,
Actions regarding this Recommendation will be complete 31 March 1997.
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(POTO) EVALUATION OF DNRO COMMENTS:

(PO We consider the proposed actions of the DNRO 1o be responsive r the
Recommendation.

FO¥®; RECOMMENDATION 27: The DNRO direct development and implementation
of an effective Government Furnished Equipment and Contractor Acquired Property
follow-up system to ensure disposition instructions are carried out. Actions to be
completed by | October 1996,

(POT0; DNRO COMMENTS:

(PP} Concur. We judge the weakness in the follow-up system is that an inadequate number of
people are availuble 10 perform follow-up actions. To better ensure properiy disposition
instructions are carried owt by its contractors, the NRO will increase the number of Plant
Clearance Specialists from nro to four. We expect ta have new: staff in place by 31 Julv 1996.

(POPV) EVALUATION OF DNRO COMMENTS:

(ROBO) We consider the proposed actions of the DNRO to be partially responsive to the
Recommendation, The actions proposcd by DNRO 1o increase the number of Plant Clearance
Specialists will be helpful in fucilitating properey disposition follow-up. However, ulso nceded is
the implementation of a syvsiem 1o ensure follow-wp on property disposition instrictions,
Implementation of this svstem is 10 be accomplished by | Octaber 1996.

(POTY) RECOMMENDATION 28: The DNROQ direct the NRO/IG to perform an audit of
property accountability with specific focus on determining If accountable property can be
located. Action to be completed by 1 October 1997,

(FO&©) DNRO COMMENTS:
(POPD) Concur. NROHG will audit property uccountabiliry by 30 June [997.

(PODO) EVALUATION OF DNRO COMMENTS:

(FOCC: We consider the proposed actions of the DNRO to be responsive 1o the
Recammendation. Actions 10 he completed by | October 1997
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(U) EQUAL EMPLOYMENT OPPORTUNITY PROGRAM

(U) BACKGROUND

(U) Exccutive Order 11478, 8 August 1969, requires the
cxecutive departments and agencies to “establish and maintain an
affirmative program of cqual cmployment opportunity for all
civilian cmployees ...." It states the EEO policy must be an
integral part of all aspects of personnel policy and practice in the
employment. dcvclopment. advancement. and treatment of all
Federal Govemment civilians, Agencics must provide sufficicnt
resources to administer such programs and provide training and
advice to managers and supervisors to assure their understanding
and implemcniation of the policy. Agencics also must provide :in
intemul system for periodically cvaluaum. the cffectivencss of
their program in meeting the Exccutive Order policy.

(U) Title 29. Code of Federal Regulations (C.F.R.). Scetion
1614, cstablishes the policy and responsibilities in federal agencics
for implementing un aftirmative cmploymem program. It state$
cach agency shall;

- Develop plans. procedures and regulations to carry out its
program:

- Repularly appraisc operations to assure conformity with 29
CFER. 1614

- Designate an EEO Dircctor and diversity managers:

Make written materials available throughout the work
place:

- Ensure full cooperation by cmployees: and

Publicize and post names. phone numbers, and office
addresses ot EEO counsclors.

(U) DoDD 1440.1. 21 May 1987, cstablishcd the Civilian
Equal Employment Opportunity Program within DoD and
presceribes implementing  policies to include diversity in their
affirmative action programs. consistent with guidanee from the
U.S. Equal Emplovment Opportunity Commission. Office of
Personnel Management. and the DoD Human Goals Charter.

(U) Likewise. DoDD 1350.2, 18 August 1995, expanded the
EEOQ policy to militury personnel and regulated the Militury Equal
Opportunity Program while cstablishing DoD-wide standards for
discrimination ¢complaint processing and resolution. It requires
ageneics to develop policies to prevent unlawful discrimination
and sexual harassment and prominently post and cnforce them. to
provide qualificd EEO counselors. and to cstablish local hot
lines/advice lincs 10 provide complaint processing information.

&4




EEO

(FO¥8) ISSUE: The NRO does not have an Equal Employment Opportunity Program.

(U) POLICIES AND
PROCEDURES

PEOT®) The NRO's primary EEO role is to act as a fucilitator
between cmployees and parent organizations (C1A. Army, Navy
and Air Force). Employces with EEO rclated issues may go
directly to the parent organization or obtain information on where
to go from the HRMG personnel officials.

(TOVO) FINDING: The NRO lacks an EEO program meeting employee needs in
accordance with DoD and CIA requirements.

(=O%60) The NRO docs not have an EEO program. Senior
NRO management contends the EEO needs of all ecmployees are
udequatcly covered by the paremt organizations and additional
NRO resources in this arca would be wastetul.  Senior NRO
managers also stated appropriate parcnt orpanization officials
would be granted access into the NRO facilities to conduct any
investigation or fact finding related to an EEO complaint.
However, the current MOAS/MOU's do not address if or how this
service would be provided or conducted.

(M@Wey The abscnee of an EEO program places the NRO in
violation of DoDD 144001 and 1350.2. It is not a compelling
areument 1o cliim that NRO cmplovees have the  same
opportunitics as other DoD employcees tor EEQ support. The NRO
docs not have a Director of EEQO to bring discrimination and
harassment issues to the attention of senior management nor
diversity managers 10 publicize the contributions of minoritics.
We judge NRO cmployees do not have ready access to the
appropriate tull range of EEO suppont required.

(k@) Bascd on responses to our cmployec opinion survey.,
we tound NRO employees do have EEO concerms aceding NRO
management attention. Survey responses indicate minorities and
DoD civilians find the NRO deficient in providing a strong
commitment to EEQO cftons and in being trcated fairly for
promotions and assignments. The lack of an NRO EEO program
has contributed to the cmployee pereeptions cited below,

Interviews with NRO cmployces revealed they had inaccurate
or incomplele information about their EEO responsibilitics. We
attribute this, in pan, to the lack of rcadily available information
on EEO for NRO cmployees. Employces interviewed were
unclear if the NRQO had an EEO policy as they had not scen any
EEO information published or posted on bulletin boards.
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EEO
(s mcaced)
Survey Responsc*
Personnel practices AIINRO SRY agrec
demonstrate i strong 21 % disagree
commitment to creating Minority 49% agrece
and maintaininyg an 29% disapree
effective culturally DoD Civ 487 agree
diverse work force. 3% disagree
People in the NRO are Al NRO SR% agree
treated farly 219 disagree
regarding promotions. Front OfY 43 agree
3% disagree
Minority 4R% agree
27% disagree
DoD Civ 33% agree
44% disagrce
Peopic in the NRO are All NRO 60% agrce
treaicd fairly 20% disagree
regarding assignments. Minority 54% agree
24% disagree
DoD Civ 44% agrce
286 disagree
* Neutral responses not reflected, e |

We tound thc NRO made an cffort to augment employec EEO
training provided by the parent orgunizations. HRMG personncl
stated EEO tmining. including sexual harassmceat prevemtion
training, was accomplished NRO-wide in-house, with training
mceting the puidelines of the purcnt organizations. However.
inspcction of training records showed no record of completion.

We found the NRO maintains no processes or mechanisms to
monitor the effectiveness of EEO policics. HRMG officials stated
the NRO has not cstablished @ mechanism 1o track EEO cmployee
complaint data. While the parcnt organizitions maintain this. they
arc not provided to HRMG without a specitic request. Without a
formal monitoring mechanism NRO management is unable to
determine, assess. or teport the cftectiveness of the EEO support
provided by the parent organizations or their intemal training.
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FOEO) RECOMMENDATION 29: The DNRO direct development and implementation
of an NRO EEO program in full compliance with DoD Directives 1440.) and 1350.2 and
applicable CIA requirements. Actions to be completed by 29 November 1996,

(RO8€) DNRO COMMENTS:

(PO Concur. A chief for the new NRO EEO Office will be idenrified by 31 May 1996, and
an NRO EEQ Program should be fully implemenied by 29 November 1996,

(")) EVALUATION OF DNRO COMMENTS:

(Qde)) We consider the proposed actions of the DNRO 10 he responsive tw the
Recommendation.




SECURITY

(U) SECURITY

(U) BACKGROUND (U) Organizations should base good sccurity environments on
well  defined  sccurity policies and  procedurcs.  roles  and
responsibilitics, and oversight mechunisms at cach level of the
organization. To be thorough the program should address core
disciplincs of physical security. personncl security. information
sccurity, communications sccurity, and operations  sccurity.,
Depending on the organization, the disciplines of industrial
sccurity and AIS security may be added. Because of the extensive
use of AIS within thc NRO. we address AIS sccurity in the
tollowing section of the rcport.

(U) DCI Security (U) The NRO follows DCI sccurity policy and guidance "to

Policy Followed maintain a uniform system in the whole National Reconnmaissance
Program arca' as stipulated in thc Agrcement For Reorganization
of the National Reconnaissance Program, dated 11 August 1965,
between the DCI and the DEPSECDEF. This agrecment follows
the provisions of thc National Sceurity Act of 1947. which
cstublishes the responsibility of the DCI for protection of
intclligence sources and mcthods. Therefore, the NRO uscs the
following DCID as the basis for sccurity policies and guidinec:

- DCID /7: Security Controls on thc Dissemination of
Intelligence Intormation

- DCID /14:  Personal Sceurity Stundards and Proccdures
Goveming  Eligibility for  Access  to  Sensitive
Companimentcd Information

DCID 1716  Security Policy for Protection of Intelligence
Information Systems and Networks

- DCID /19 Sccurity Policy for Scasitive
Compartmented Information

- DCID 1120 Sccurity Policy Conceming Travel and
Assignment of Personncl with Access to Sensitive
Compurimented Information

DCID 1721  US. Intelligence Community Physical
Security Standards for Sensitive Compartment Information
Facilites

DCID 1/22  Technical Surveillance Countcrmeasurcs
ES8*®) The NRO uses the TALENT-KEYHOLE and BYEM

RS eI IR T (S T O SD - (b)(1) EQ 13526 Section 3.3(1
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SECURITY

(U) NRO Security

Staff Structure

OSD - (b)(1) EO 13526 Section 3.3(1)

&8 Thc NRO sccurity staff structure has  changed
significantly over the last several vears. The TYRY restructure
study determined sceurity management was  fragmented  and
uncoordinatcd with the separate program offices operating in a
highly compartmentcd und segregated manncr. The program
sccurity  offices provided conflicting, inconsisient. #nd risk
avoidance-based guidance. As a result of this and other security
minagement reviews. the NRO moved away from risk ayoidance,
d hu.h cost approuch, to a practical, cost-saving. and cover-
enhancing philosophy of risk management. In Lon_mnction with
this philosophy. the NRO reduccd the mulli-compartmented
information  access structure o a  simplificd  BYEMAN
comparntment in February 1994,

#98) The NRO intended the restructure to provide common
security support services to all pans _of the NRO. including
soverninent and contractor operations. [SSIEREG)EYR=ORICEES
Section 3.3(1)

#) The Dircctor of the Office of Security (DOS) provides the
NRO core corporate Icvcl scuuntv services. Under the Dircctor,

the Deputy DOS sup s the Deputy Director for Security
b)(1)ic) (b)(3) 10 USC 424

Deputy  Director for  Sccunty (IGhE |
(c) (b)
08¢ oftices
RO tocal points to extermal govemment sccurity policy

SCIVC 4%
makers.

&4 The three directorates and mijor oftices under the DNRO
cach maintain separatc secunty staffs. The Program Sccunty
Chicfs of these statfs report to the head of the dircctorate or office
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and not to the DOS, The sccurity staffs implement the corporate
level sceurity policies and procedures. develop dircctorate/office
level security polices and procedures. and provide primary sccurity
dircction and oversight of the various programs and projects for
both govermment and contractor personnel and facilities. They
also serve as the directoratesoftice focal point for interfacing with
the Oftice of Security.

(U) The NRO leadership proudly staics it inaintains a very
closc working relationship. more like a pantnership. with its
contractor base regarding sccurity. The NRO involves contractor
representatives in determining the impact of proposed changes to
security requirements in order to manage costs while achicving
NCCCSSATY SCCurity.

(PO®O) ISSUE: The NRO has adequate processes to manage security requirements:
however, mechanisms used to provide basic security policy guidance, establish
responsibilities, and monitor performance need significant improvement.

(U) POLICIES AND
PROCEDURES

(U}) Basic Policy

(S48) BYEMAN

Manual

(L) Flexibility Key
at Sites

¢4 The NRO citcs scveral tvpes of documents for
cstablishing sccurity policics and procedures as well as providing
direction and guidance to government emplovees and contractors.
OSD - (b)(1) EO 13526 Section 3.3(1)

24 _ —

heerg=pdOSD - (b)(1) EO 13526 Section 3.3(1)

8) At sites. the NRO relies on some sccurity
policics and proccdures. and in many cases on the services. of the
local security officials which provide cover. Because of this. the
NRO must be tlexible in cxternal facility sceurity requirements.
The NRO depends on MOU/MOAS. as well as close working
rclationships. for sccurily arrangements at scveral silcs '|ointli

stafted bi the NRO and [(IQIGROICRINSEOEy2

+5*8) The NRO policy deicrmination process iNCoOTporales
input trom employces. contructors. the Office of Security. and
directorate and scnjor NRQ management through the DOS Senior
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SECURITY

(U) Team
Perspective

OSD - {b)(1) EO 13526 Section 3.3(1)

(U) FINDING: Corporate security policles and procedures are not clearly defined and do
not provide a sound basis on which to establish roles and responsibitities.

(L) CONFLICTING
GUIDANCE

9) BYEMAN
Manual
Applicability Not
Clear

(U) Conplex
Classification Guide
System

<& We tound confusion about the currency and applicability
of the NRO/NRP Directives regarding security.  The NRO
provided them as being cument and we confirined this through
other otfices. However, the Oftice of Scenrity stated three ot them
were superseded by other guidance and nonce of them were widely
available. The Dircctives contlicted with NRO Security Policy
Directives and Notices and the BSM. Numcrous classitication
guides tn varying stages of update provide fertile ground for
confusion on whether material is Scnsitive Compartmented
Information (SCI) or not and what level of classification applics,
No clear policy or procedurc exists 1o determine document
supersession or precedence,

*MOSD - (b)(1) EO 13526 Section 3.3(1)

@) Thc NRO moved from a system with multiple
compartnicnted  informiation  systems o an overall  single
BYEMAN compartment in February 1994, The NRO should be
rccognized For making significant advances in  reducing
information companmentation and increasing dissemination of
information since that time. However. signiticant opportunily tor
further progress lics ahcad,

(88) Thc NRO publishcs multiple classification guides: the
NRO Classification Guide. directorate level Sccurity Classification

bttt bt e b hoaliad Lol bk 9]
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Classification and
Compartmentation

i - Special Classification  Guides  for m
w matcrial. For NRO personnetl and contraciors wit
wider dccess. the current system is confusing., conmbutes to
information over-classification, and lost productivity. [

OSD - (b)(1) EO 13526 Section 3.3(1)

nae=3]0SD - (b)(1) EO 13526 Section 3.3(1)

OPO) Thce majority of documents we reviewed lacked
declassification instructions,  We judged this resulted from the
highly scnsitive nawre of the information. where people inferred
declassification unlikely or found it difficult 10 detcrminge. and &
lack of management atiention.  Presidential Executive  Order
12958, Classitication and Protection of National Security
Information. requires the NRQO to determine declassitication accds
on an cxtremely large amount of classificd material. with a
significant amount over or approaching the timelines for required
review/declassification, In November 199S. the DNRO
cstablished the Information Dcclassitication Review Center 0
develop a systematic method of addressing this issue.

(9) The over-classification and compartmentation listed
above inhibits nceded free tlow communication between the NRO
and activitics necding information from the NRO. Intcrviews
conducted with senior DoD., CIA. and NRO officials revealed
indications the NRO somctimes uses security classifications as

92
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SECURITY

87B) Decisive
BYEMAN Definition
Needed

{U) No Systemalic
Document Change
Process or
Supersession System

(U) Lack of
Available Security
Documentation

policy tool. rather thian a protection mechanism. We found onc
case where the NRO inhibited information sharing on modcling
and simulation systems with other DoD agencics by use of the
BYEMAN caveat.

@8B) A method of clearty defining BYEMAN material docs
not exist. In (992, the CI1A/IG and NRO/IG Joint Inspection of
BYEMAN Sccurity Management pointed out “an urgent need" for
a definition of BYEMAN. The DCI directed a study and the NRO
published it as "NRO Protection Revicw 'What is BYEMAN' in
November 1992. The study voncluded less information must
reside in the BYEMAN Control System. but does not provide a
mcthodology to achieve this poal. SEIPEEOIMII Il traditionally

uscd to definc BYEMAN material. They mclude:
OSD - (b)(1) EO 13526 Section 3.3(1)

Applving these criteria to documents we revicwed. we determined
a significant number did not meet the compartmentation criteria.

&) No consistent process exists for formalizing changes 10
NRO sceurity documents. for communicating these changes to the
NRO and contructor pcersonnel. or to ensurc changes become
cffective. The 1992 CIA/IG and NRO/IG Joint Inspection of
BYEMAN Seccurity Management made a sinilur finding, Their
finding focused on establishing and statfing an office to centralize
plunning and coordinate sceurity policy changes. Despite this, the
NRQO does not have an established supersession or precedence
svstem in cffect so personnel can determine the current. valid
suidance. In November 1995, the DNRO created the Information
Management Group and charged them  with developing a
mechanism to provide this guidance for the organization.

OSD - (b)(1) EO 13526 Section 3.3(1)




SECURITY
0SD - (b)(1) EO 13526 Section 3.3(1)
(U) Memoranda of (F@®®) The NRO nceds to ensure development and
Understanding & implementation of clear and specific MOU/MOA for security
Agreement Need management at ground stations jointly operated with other
Clarification agencies. Onc tcam member tound problems previously occurred

with access rights of non-NRO personnel nceding to conduct
required  activitics.  The team also determined significant
opcrational sccurity differences arose between the NRO and
another agency regarding information. facility. and equipment
access at another locution. To avoid such sccurity issues,
MOU/MOA documents must clearly define the policics and
procedures. rolcs und responsibilities. and mcthods gll involved
organizations will usc to ensurc appropriate sccurity.

(F&¥0) RECOMMENDATION 30: The DNRO direct development and implementation
of a process to provide NRO employees access to a complete and current set of security
policy decuments and an appropriate sub-set of these to contractors. Actions to be
completed by 30 November 1996.

(RO ) DNRO COMMENTS:

MO} Concrr. Recommendation 30 is accepted and has been accomplished. Al securiry
reference materiuls (DCiDs, Executive Orders, NRO Classification Guides, etc.) are availuble o
NRO personnel and internal conrraciors on the NRO nenvork in an application entitled
STARgazer. To ensure that the STARgazer remains current, the NRO will prepare and
implement a process to ensure periodic review of the security documenis. This procedure will be
implemented by 30 November [996.

(POM®) EVALUATION OF DNRO COMMENTS:

PO We convider the proposed actions by the DNRO ¢ be responsive to the
Recommendation.

(FO¥60) RECOMMENDATION 31: The DNRO direct a complete review and revision of
current NRP/NRO security documentation for consistency of policy and clarity of
applicability. Actions to be completed by | September 1996.
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=O&6 ) DNRO COMMENTS:

(FO®O) Recommendation 31 is accepred and has been accomplished. Changes resulring from
the NRO Declassification Review and Executive Orders impacring  classification,
declassification, and requirements for access to classifiec information have been incorporated
into appropriare notification and training for NRO personnel. Director. NRQ Security.
distribuied a 19 April 1996 memorandum to all NRO Security personnel highlighting current
aunthorities that formallv supersede historical security nutices and procedures (identified us NRP
Direcrives 1. 4, and 5) noted in the report.

(FO8® ) EVALUATION OF DNRO COMMENTS:

(@&@) We consider the actions taken by the DNRO 1o be responsive 1o the Recommendation.

(FO¥O) RECOMMENDATION 32: The DNRO direct development and implementation
of a systematic process of NRO document management. Actions to be completed by 31
August 1996.

(Im@bi@) DNRO COMMENTS:

(@€ ) Concur., The NRO's Manugement Services and Operations (MS&O) is developing a
document management system.  This svsiem will be administered by MS&O's Informarion
Management Group and will be implemented by 31 Julv 1996,

(PO®O) EVALUATION OF DNRO COMMENTS:

(FOBO) We consider the proposed actions by the DNRO 1o be responsive to the
Recaommencdarion.

(9789 RECOMMENDATION 33: The DNRO propose, coordinate, and implemen( clear
policy on how to distinguish BYEMAN information from other SCI and collateral classified
information. Actions to be completed by 1 June 1997.

(=O8&) DNRO COMMENTS:

(988 ) Concur. A recently developed NRO sponsored classification methodology known as the
Decision Tool, has become the standard for use in reaching classification guide evaluations.
This Decixion Tool and the resulting classification review of all NRO program information will

L]
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provide the basis for clear written policv defining what constitures BYEMAN information.
Inmplementation of the revised classification policy requires review and update of euch NRO
pragram's classification guide. Because these guides are contractual requirements, their chunge
requires contractual modifications which may include contract cost increases. Becuuse full
implementation of this Recommendation cannot be claimed until appropriate contractual
maodifications are in place. the rarget completion date for this Recommendation is June 1997,

(#=O&6) EVALUATION OF DNRO COMMENTS:

pele We consider the proposed acrions of the DNRO 1 be partiallv responsive 1o the

Recommendation, [SEIBEI(RMESORELFIRSE (R

e

(U) ROLES AND (U) Overall. we found well-traincd and motivated sccurity
RESPONSIBILITIES personnel.  Their abilities and wealth of sceurity experience.
combined with the flexibility of NRO. make the svstem work
despite the nowed deficiencics.  Simibir 10 the other functional
areas. we found personncl focuscd on mecting organizational
mission end-goals of timely acquisition, launch. and opcration of

sutellites,
(L) Office Of %) A DNRO mcmorandum. Restructure of National
Security Reconnaissance Oftice Security. dated S September 1995, specifies

the duties and reponting chain of primary Office of Security
personnel as well as the divisions and branches within the office.
The dutics specificd cover alf the sceurity disciplines mentioncd
above. Thc memorandum specifically tasks the DOS to:

Scrve as principal security advisor to the DNRO:
- Chair thc NRO Sccurity Pancl:

Represent the DNRO on the U.S. Security Policy Board's
Policy Intcgration Committee: and

Orchestrate. in concert with program dircctors, consistent
security policy. planning. and implementition throughout
the NRO.

4 The memorandum also authorizes the DOS to rcorganize
the office as necessary. excepling for program sceurity stafts. to
better serve the NRO nceds. Further, it climinates the position of
Dircctor of the NRO Sccurity Center in favor of the position of
Dcputy Dircctor of Sceurity, We found this action also dissolved
the former NRO Security Centcr, but kept the divisional
responsibilities as described in the background information.




SECURITY

(U) Program
Security Staffs

(U) Security
Awareness Forums

=@=@%8) The DNRO memorandum specifics program security
statts report dircctly 10 their program directors and provide the
programs multi-disciplinary sccurity policy guidance and support
services. In addition. it charges the program sccurity staffs with
justitving, statfing. and training their sccurity personnel 1o cnsure
consistent NRO sccurity policy implementation. A revicw of the
program sccurity stafts indicated they provide sceurity guidance
covering all the security disciplines mentioned above.

{$) The DNRO mcmorandum cstablishes the purpose and
membership of the NRO Sccurity Panel.  This panel formulates.
coordinates. and promulgates sccurity policies relevant to NRO
programs. The NRO Security Pancl includes observer membership
from the U.S. Policy Board StalT, the NSA. the CIO. and the CIA
b)(1) 1.4(c) (b)(3) 10 USC 424 . Mectings are also open to
other personnel within the NR

&) To facilitatc resolution of sccurity policy and
implementation issucs. the DOS formed the DOS Senior
Management Group. which operates as a working group to staff
sceurity issues. [t includes most of the same people of the NRO
Sccurity Pancl plus representatives of the Deputy Director for
Security Policy and Operational Support branches. but excludes
the external organization representatives.

WO - (b)(1) EO 13526 Section 3.3(1)

0SD - (b)(1) EO 13526 Section 3.3(1)

(U) The Office of Sccurity publishes a monthly newsletter 10
help keep employees informed of sceurity procedures and their
responsibilitics.  They provide cmployees the NRO Sceurity
Reference Guide in softcopy on the GWAN 1o assist them in
determining where 1o go with sceurity questions. This guide lists
numcrous subject arcas along with a focal point for questions.
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¢FO¥8) FINDING: The NRO security guidance is not readily available and lacks clear
applicability to government employees so they can determine their roles and
responsibilities.

@8) The BSM docs not clearly apply to govemment
personnel and facilitics. Duc to the lack of clarity in the BSM and
conflicting guidance provided by other sceurity documents.
govemment personnel lack clearly documented and  defined
sccurity responsibilities.

(OB We found no consistent process of communicating
security roles and responsibilitics to the personnel of the Office of
Sccurity. program sccurity stafts. and personnel of the NRO.
While the September 1995 DNRO memorandum provided clear
and consistent overarching guidance to the Office of Security and
program security statfs. below this level we found varying degrecs
of specificity. Some clements of the Office of Sccurity maintain
extremely well-developed Operating Instructions for refercnee by
their personnel which clearly define lower level policy.
procedures. rolcs. and rcsponsibilitics: other clements do not
maintain similar documented sources.

(92:390SD - (b)(1) EO 13526 Section 3.3(1)

#6¥6) RECOMMENDATION 34: The DNRO direct development and implementation
of clearly defined roles and responsibilities for NRO security personnel and NRO
employees. Actions to be completed by | December 1996.

(PO DNRO COMMENTS:

Sy Concur with cavear. While nor formally documented, NRO personnel are raughs their
responsthilities in  security  briefings, training clusses. and  sccurity  awareness  efforts.
OSD - (b)(1) EO 13526 Section 3.3(1)

(RO EVALUATION OF DNRO COMMENTS:

(k@) We consider the proposed actions by the DNRO 1o be responsive to the
Recommendation,
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(U) MONITORING
MECHANISMS

(EOLIGY The DOS cmploys various mechanisms to monitor the
sceurity provided so that sccurity practices remain current. achicve
the desired goals and objectives. and focus on meeting the NRO
mission.

(FOw€) The Scptember 1995 DNRO Memornindum charges
the DOS with reviewing and assessing sccurity procedures and
personnct resources necessary to implement sccunity  policics
throughout the NRO. [t turther charges the DOS with providing
NRO program Dircctors with annual asscssments of security
programs implcmented by their security chiets. As this is a recent
requirement. we could not derermine the effectiveness ot this
mcchanism.

(rO®O) The DOS cstablished a schedule of semi-annual
formal rcviews of the dircctorate sccurity plans developed.
implemented, and maintained for their progrums and projects.
These include accomplishments. specific goals and initiatives tor
the following year. sccurity cnhancements. cost-saving proposals
and pertinent management issues, In addition, the DOS initiated
prcsentations by the various prim¢  contractor  sccurity
representatives to brief program  specific activities  from  the
ConMractor perspective.

OSD - (b)(1) EO 13526 Section 3.3(1)

(#ew@) FINDING: The DOS and Directorates do not routinely use a system of
performance measures on which to base decisions and changes to security paolicy.

#) Corporate sccurity managers indicated they provide
oversight of their respective arcas by exception.  Nearly all
munagers intervicwed stated (hey empower their employces to
perform and employees inform them it a problem exists, Outside
of the Personnel Sceurity Division. we found very few managers
use performance indicator Jdata from subordinate work centers on
which to base decisions. The sccurity personnel at all levels luck
the type of performance measures necessary o fultill an adequate
IMC  program. adequatc oversight  program. of  tuwre
organizational nceds to meet GPRA reguirements.
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wysyBOSD - (b)(1) EO 13526 Section 3.3(1)

0SD - (b)(1) EO 13526 Section 3.3(1)

F0E8) RECOMMENDATION 35: The DNRO direct development and implementation
of security performance measurements for security management functions that meet the
needs of an adequste IMC program and will meet GPRA requirements. Actions to be
completed by 1 October 1996.

(1*ot®; DNRO COMMENTS:

W@B?) Concur. NRO Security will develop an IMC plan which incorporates performance
measurements as a kev tenet. This plan will be in place by 1 October 1996. NRO Securitv will
extablish a working group to address security violation and incident reporting deficiencics noted
in the report. The targeted date for completion of this tusk is 31 December 1996,

(FO88) EVALUATION OF DNRO COMMLNTS:

(FOTV,; We consider the proposed actions hy the DNRQ 1o be partiallv responsive 1o the
Recommendution. The performance measurements developed from this Recommendation shordd
be in suppart of the corporute wide performance measurements 10 be developed in accordance
with Recommendation 9.
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AlS SECURITY

(U) AUTOMATED INFORMATION SYSTEM (AIS) SECURITY

(U) BACKGROUND

(U) Duc to the pervasivencss of automated information svstem
integration in this highly classificd cnvironment., we cvaluated AlS
security separately trom the other security distiplines,

(U) The Computer Sccurity Act of 1987 (PL 100-235)
mundates Govermment-wide computer security: Sccurity training
for all persons who arc involved in the management, operation,
and usc of Federal computer systems: and, assures the cost-
cifcctive sccurity and privacy of sensitive information in Federal
computer systems.  DCID 1416, Security Policy for Uniform
Protection of Intelligence Processed in Automated Information
Systems (AISs) and Networks, dated 19 July 19R8. assigns policy.
cxccution roles and responsibilitics, and establishes a procedural
framework for implementation of AIS sccurity. The Sccurity
Manual for Uniform Protection of Intelligence Processed in
Automated Information Systcms and Networks. a supplemem 10
DCID 1/16, provides more specific guidance,

(U) The NRO uses. and assisted in dcvclopment of, the
Intelligence  Community's  Automated Information  Systems
Sceurity Manual (AISSM) 200, dated 18 Februasy 1994, They
also use. and assisted in development of. the National Industrial
Seccurity Program Operating Manual Supplement, dated I February
1995. These documents provide guidance for many arcas
including AIS security.

& Sccurity polivy and practices for AISs and notworks is
continually changing to keep pace with cvolving technology.
When DCID 1716 was writien. most AlS  sccurity policies
addressed larpe mainframe computers which were just entering the
nctworked arcna. The cver-chunging AIS cnvironment regjuires
vigilant management to ensure adeguate sceurity is maintained and
intclligenee information is protccted.  Because many of the
national level policies do not reflect current technology practices.
it is cssential an organization be proactive in developing und
cxecuting it AlS SECurity programs. Today. cach Intelligence
Community organization has ity own intemal local and wide area
nctworks. in addition to conncctions with other Inteiligence
Community nctworks. They are also clectronically connccted to
their supporting contractors and customers. Software development
has also cvolved from cach organization contracting for their own
unigue applications to using primarily commercial-  or
government-off-the-shelt, and now Intemet-ready software.

«B) Thc NRO has been in the forefront of developing und
usiny an extensive Sl sccure network. Their GWAN has
NRO conncctivity with over (Il user accounts, Limited
nctwork conncctivity cxtcnds to thc NRO's contractors over the
CWAN which has USCT accounts.

-
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W Computer sccurity for the organization is managed by the
b)(1)(©) (b)(3) 10 USC 424 of the NRO's Oftice of
ceurity, of the Communications Directorate also has a
sceurity rolc in the development, operation, and maintenance of
AlSs.

(

POEO) ISSUE: The NRO has adequate processes and mechanisms to manage its AIS
security program; however, the AIS security monitoring program needs improvement.

(U) POLICIES AND
PROCEDURES

(U') Processes and
mechanisms are
adequate.

(U) AIS sccurity policy lays the foundation for determining
what technical and non-technical processes and mechanisms are
nceded to protect AISs. NRO uses DCID 1,16 as their baseline for
developing NRO AIS security processes and mechanisms.  The
NRO developed the AIS Security Plan to specify the technical and
non-technical information requircments which must be used in
securing accreditation for AISs and networks. The AIS Security
Plan is Jocumcnted in the AISSM 200 for NRO sponsared
povernment und contractor AIS systems.

*49) The NRO installed limitcd Intemet access but has not
developed adequate  policy and  procedure  incorporating
appropriate security considerations.  Access (0 the Intemet
provides a security challenge to the NRO. The desire by NRO
managers tor Intemet connectivity was implemented using the
only sccurc technical solution available at this time--physical
scparation between the NRO networks and the Intemet. An NRO
Intemet  policy has been  proposcd. but  requires  testing.
coordination. staffing. and approval. With the changes underway
in sccurity implementation  practices by the Inteligence
Community und the Jdevelopment of new oftensive and defensive
sceurity technologics. the NRO is concerned insufticient time i
being allowed to plan and implement proper security measures.
The problem. especially for highly sccure systems such as the
NRQ's. is that technological improvements develop faster than
policies and procedures can be drafted. tested. and implemented 1o
cencompass them.  The NRQO Security Panel should develop an
NRO Intemet Access Sceurity Policy which describes conditions
for approval of access. specific sccurity protections, and
monitoring mechanisms such as capability to relate usage and type
to the user.

FOESy The NRO has gdequate pracesscs and mechanisms in
place to perform AIS sccurity. The NRQO has cstablished and
achicved their AIS security goals of data confidentiality. data
integrity, and system survivability.

¢8) The NRO has implcmented restricted aceess controls to the
GWAN. All nctwork connections arc password  protected.
GWAN access is managed by the Jocal ITG detachment and’
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(L) ROLES AND
RESPONSIBILITIES

centrally revicwed by the ITG's Network Opcerations Division. In
addition, various nctworks arc isolated by filtering uniyuc
addresses or data formats to determine who or what data is allowed
10 traverse thosc networks.

«8) The NRO implemented a log-on idcntification und
autheunticiation tool on the NeXT workstations and on their DOS-
based systems that connect to the GWAN, Networked systems
lock the screen while not in use and require another authentication
prior 10 unlocking the screen.  Furthermorc. many apphications
have their own identification and avthentication process. creating
another laycr of sccurity.

¢ The NRO installed AIS technical sccurity systems.
fircwalls and guard systems, to provide sccure conncctivity
between their GWAN and the contractor CWAN and the GWAN
and their Intclligence Community links. The NRO documented
their use of firewall technology via a technical paper and in the
required AIS Sccurity Plan.

rOt*d) AIS security analysis is an integral pan of the project
planning and configuration management processes  used
throughout the NRO. AIS project plans document specific
configurations of routers. bridges and filters to ensure the security
of the nctwork. These project plans are reviewed at CCBs and
underpo operational testing to ensurc viability of the system. Thiy
front-end planning and coordination allows sccurity issues to be
resolved prior to hardware and software being introduced into an
operational contiguration.

FeMOSD - (b)(1) EO
13526 Section il
3.3(1)

M The NRO components have resident AlS  security
represeatatives. Each of the major contractors has a specified AIS
sceurity representative as well,  To increase security program
ctfectivencss. these program and contractor Information Sysiems
Sccurity Representatives complete an NRO training course and
then are cmpowered 10 manage on-site AlS sccurity and prepare
sccurity documents. The AISSM 20X} and the Nationa) Industrial
Sceurity Program Opcerating Manual described thesc duties.

[ e R P)(1)(€) (b)(3) 10 USC 424 of
the Office of Security retains responsibility for centralize
accreditation  oversight.  the  Information  Systems  Scourity
Representatives have AlS centitication authoritv for their particuliy

e M OSD - (b)(1) EO 13526 Section 3.3(1)
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¢5) FINDING: The roles and responsibilities for AIS security are not clearly defined for the
Office of Security, the ITG, and the remote sites.

€8 Both the Office of Security and the ITG have mission and
functions documents which indicate responsibilities for AIS
security, but the clear delincation of what is an Office of Sccurity
function and what is an ITG function is not apparcnt. In fact. most
projects will be impacted by both the program and policy functions
of the Office of Security and the devclopment. operation and
maintcnance functions of the ITG. Management in both ottices
admitted that better definition of rcsponsible arcas was necded.
Customers are not fully aware of thc separation of responsibilitics
cither.

=3 OSD - (b)(1) EO 13526 Section 3.3(1)

’- H Em

) The pervasivencss of AIS sccurity in the planning process
ensurcs that proper measusres ase incorporated: however. the
current  ambiguity of responsibilities between the Office of
Security, ITG. and the remote sites incrcases contusion and
degrades timeliness in resolving sceurity-related issues.

(& RECOMMENDATION 36: The DNRO direct developmen! and
clearly defined responsibilities for the DOS, the OSD - (b)(1) EQ
regarding AIS security. Actions to be completed by 1 October 1996.

plemepdali
.35256 geclion

(PO ) DNRO COMMENTS:

#) Concur. NRO Security supports the necd 10 review and resolve overlapping und often
conflicting arcas of responsibiliry.  Representatives from NRQO Security and NRO Information
Technaology Group in the Communications Directarate formed a working group which kus bheen
meeting for the past nvo months on a hiweekly basis. This group is rexcarching authorities and
addressing issues of overlapping interest.  Furthermore, an Automated Information Svstem
refercat from Facilities and Information Securirv Division, NRO Securitv, has heen assigned 1o
the Program Security Officer in the Communications Directorate on a part time basis to assisr in
resolving these issues. A status report and recommendations for resolution of this item will be
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provided by 1 August 1996, Implementation of the 1 August 1996 roles and responsibilities
recommenclatioms will be accomplished by ! October 1996

(=086 ) EVALUATION OF DNRO COMMENTS:

(POPO) We consider the proposed actions by the DNRO ta be responsive ro the
Recommencdlation.

¢4 FINDING: The NRO does not have an organization-wide program to monitor AlS
security.

(U) MONITORING ¥ While some monitoring tools cxist. there is no program
which provides an organizaticn-wide analysis of AIS sccurity
effectiveness.  The Office of Sccurity ccntrally manages AlS
accreditations but does not have a consolidatcd record of the AlSs
within their purview. The DCID 1/16 requires the maintcnance of
records on each system which indicate the classification level.
compartments and Special Access Progrums (if any). and identity
of other connccted systems. Delegating the accreditation authority
to the site's Designated Approving Authority docs not relieve the
headquarters of the responsibility to maintain basic information
about their systems.

- 0)(1)(c) (b)(3) 10 USC 424 of ITG has the capability
to print a daily usage report which they usc 1o monitor site
license agreements. This tool. or somcthing similar, can be used
by the Office of Sccurity to monitor AlS sccurity violations. but a
program for this is not currently in place. Responsibilities for AIS
sccurity monitoring of operational systems is an arca that should
be better defined (n the above-noted suggestion on detinition of
roles and responsibilities,

(MO®®) There is no consistent mcthod for rcporting AIS
security violations to the Office of Sccurity. Interview comments
indicated componcnts were unaware they had to rcport AlS
security incidents. There niust be some way tor the organization to
receive and rack sccurity incidents. Without a standard System,
the NRO cannot perform trend analysis and establish an accurate
prioritized program for correcting deficiencies.

#F0&8) RECOMMENDATION 37: The DNRO direct development and implementation
of a comprehensive program for monitoring AlS security and identifying and correcting
incidents. Actions to be completed by 30 June 1997.
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MEOEO) DNRO COMMENTS:

8y Concur. Although no comprehensive pragram for monitaring AlS securitv presently exists,
NRQ Securiry currently audits selected systems. We are engaged in an ongoing study of
intrusion detection within AIS as a precursor to the development of a wide area netwaork
capahility for audit. COMITG, in conjunctian with NRO Securirv, anticipates full
implementation of the intrusion detection monftoring program by 30 June 1997, This svstem will
allow NRO security to both detect and correct AlS security incidents,

(FOES) EVALUATION OF DNRO COMMENTS:

(ROWO ) We consider the proposed actions by the DNRO ta be partially responsive to the
Recommendation. The DNRO must also address the security auditing of the independent local
area nenvorks aperaring in the NRO. Acrions to be compicted by 31 June 1997,
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(U) OVERSIGHT

(#@8€©) ISSUE: The NRO has adequate processes and mechanisms to measure the
effectiveness and efficiency of direct mission related functions: however, the processes to
measure the effectiveness of NRQO administrative and support functions are inadegquatc.
In addition, the NRO/IG does not provide adequate oversight of the organization.

(U) BACKGROUND

(U) MISSION
OVERSIGHT

(L) Oversight of the
Systems
Development and
Acquisition Process.

(U) The NRO scnior management emphasizes the delegation of
responsibilitics and authorities to the lowest practicul level in the
organization. This management practice requires supervisory
accountability for achicving poals and a sct ot controls or oversight
mechanisms by scnior management to  assurc that major
organizational activitics arc being successfully pursued. Principal
administrative: and support functions. no less than core mission
activitics, require appropriate oversight.

(U) To support scnior management oversight cfforis, lower
Icvel components must have processes to monitor the eftectiveness
of their activitics and have measurable indicators of etfectiveness.

(U) As the central focus of the NRO is the development and
acquisition of satellitc reconnaissance systems, NRO management
has created oversight processes for activities directly concemed
with the accomplishment of these major missions. Many of these
processes dircetly involve the DNRO and the senior management
and are uniform across the entire NRO. Others huve been created
and implemented by the dircctorates and offices to suppont the
higher level processes und to provide additional oversight as
required for their specific mission.

(U) Management oversight of the development and acquisition
processes requires an overlapping set of tools and mechanisms 1o
assure the information on cach program is complete. accurate. and
timely. and the interrclationships among programs is clearly
defined. In addition. there must be processes in place to use the
information derived for proper oversight.

(PO&®€©) The DNRO and scnior program managers Ls¢ scveral
systems development and dequisition process oversight procedurces
and mechanisms.  All evidence indicates that they arc working
well.  Among the major oversight processes are: a DNRO
conwrolled computerized schedule of all programs: formalized
agreements between the DNRO and senior program managers 10
mect schedules and budgets: configuration control processes for all
programs at all management levels: and, a systems acyuisition
process oversecn by the DNRO.
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@&0®8) The NRO has created and maintained a computerized
Integratcd Road Map to maintain oversight of the schedules and
milestones for the numerous and complex systems development
und technology programs underway. This road map ulso identifies
interrelationships among programs. Oversight of these programs is
maintained through the protess whereby there are no changes
permitted to the Intcgrated Road Map. i.c.. the program schedules
and milestones. unless they have been fully discussed by the
DNRO and all senior management and agrecd to by the DNRO.

(PF&E®) Another tool used for providing senior management
oversight of the systems development and acquisition processes is
a baseline agrecment. which serves as a “contract” dbetween the
DNRO and the responsible scnior program manager for program
delivery schedules. costs. and capabilities.  Our intervicw data
indicates the bascline agreement procedure is working well and
adherzd to by the parties concemed. [t provides all employees und
vontractors involved in & program with clear guidance on what
they arc responsible for and when,  As an oversight tool. it serves
to augment the NRO Integrated Road Map.

(FOB®) The CCB process is another oversight and systems
development management tool.  This process assures all NRO
components involved in the development of a sysiem. as well as
those components which have responsibility for intertacing with
the svstem, have a voice in the system specifications and all
changes to it. and have the same documentation. System changes
approved by a CCB which affect the bascline agreement, or the
NRO Integrated Road Map. come to the attention of the DNRO.
NRO managers generally agree that the CCB process. although
limc consuming and documentation intensive. is cssential in
ctfectively oversecing the complex technology associated with
SPace systcms.

(FO®®) CCBs oversec every major development program in
the NRO and operate at all management levels. Typically meeting
twice a month. at a dircctorate level the CCB is chaired by the
Director and the membership consists of the Deputy Director, the
group chicts. the budget officer, the contracts officer. and the
sceurity ofticer. CCBs identify and maintain architectural. system
development. intcgration. and opcrational  standards: control
changes to those standards: and record or report the status of
change implementation. The CCB cnsures thut proposed changes
to the program standards arc nccessary and reflect a thorough
consideration of all affccted interfaces: represent a terdcott among
performance. cost. and schedule: and are documented accuratcly.

(FO#@) Ovcrall oversight of the acquisition procesy is
accomptished through the NRO Acyuisition Board. chaired by the
DNRO. The inspection team judged that this is a well structured.
cffective. mechanism for oversight. As discusscd in prior sections
of this rcport. the NRO Acquisition Bourd adviscs the DNRO on
whether to continue the acquisition of a sutcHitc sysiem at
predetermined. key decision points. Al cach of these key decision
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(L) OVERSIGHT OF
ADMINISTRATIVE
AND SUPPORT
FUNCTIONS

points. the NRO Acquisition Board evaluates a numbcer of critical
clements about the program. including status. requirements
validation. cost drivers. acquisition strategy. and alternative
approachcs.

@=O#6) Euch of the senior managers below the dircctorate
level has procedurcs for conducting oversight of the Systems
development and  acquisition  processes within their arcas of
responsibility.  Some common practices used by most of them
includce:

- Weekly mectings with division chiefs. contractors. and
contracting officers to review propram status. surface
problems. and set priorities:

- Monthly onc-on-one mectings between senior manager and
division chicf to have-candid exchange on program issucs
and agree on courses of action:

Monthly mectings with each division on program issucs
and status and surface new technologics:

- Mecetings. cvery 4 to 6 wecks. at a contractor's facility to
get a first hand account of program status, and evaluate
contractor performance: and

- Ad hoc meetings with staff and other technical people w0
discuss  altemative technical approaches and new
technologics applicable for the program.

(U) All scnior managers intervicwed uscd these oversight
activitics and made them an integra) part of their management
plan. These management oversight activitics have been created at
the initiative of the individual munager und implementation
retlects their management philosophy. Scnior managers belicve
this lcvel of oversight is cssential to properly munage their
devclopment and acquisition proprams, remain knowledgeable
about the status of cach, and be comtortable they hiave a first hund
view of the contractors' progress. The inspection tcam concurs in
this assessment.  Much of the success the NRO achicved in
building satcllitc systems can be attributed to this structured.
management oversight process.

(L) We cxamined the NRO's monitoring of administraiive and
support functions in detail in other sections of this report. In this
section. we summarize our principal findings and report them in
the larger context of scnior management oversight of component
monitoring ctforts.
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(POHO) FINDING: The NRO does not have systematic oversight processes for their
administrative and support functions.

(U) Information
Resources
Management

(L) Logistics and
Supply Management

(U) Contract
Management

(U') Oversight of
Customer Feedback

(=@E®) The Deputy DNRO exereises scnior management
oversight for the Communications Directorate review of all
tclccommunications  circuits used by the NRO. The
Communications Dircctorute recentlv conducted this review to
determine if the circuits are active or redundant and which
organization--NRO or some other--they principally serve. There
are potentially large savings for the NRO if redundant circuits are
closed and other agencics pay a portion of the costs for the joint
circuits used. MOAS. signed by the Deputy DNRO. will be
requircd between the NRO and cach of the agencics involved to
document the cost-sharing formula,

BRLIQ) W found aspects of the NRO logistics and suEply
munagement processes 10 be inadequate. larpely duc to a tac
cffective monitoring. There is no comprchensive property
accountability system in place which would enable the NRO 10
accurately report to Congress on NRO-owned asscts. and there is
no process in place to assure that Govemment Fumished
Equipment and Contractor Acquired Property are disposcd of
according to dircction. The NRO nceds to regularly conduct a
complete inventory of atl property in accordance with established
government procedurcs and to reconcile the inventory with
previous purchases.  The process needs to be monitored and
management oversight procedures instituted to assure compliance.

&QLAQ) We deicrmined the NRO lacks consistent procedures
for -assurtmg interim monthly invoices for cost reimbursement
contracts are certified for technical performance by the responsible
COTR. Conmacting ofticers often certity interim invoices tor
technica) performance without requisite technical knowledge 1o
determine if the contractor has performed adequately. The NRO
needs to implement a monitoring mechinism to assure documented
COTR review of all contractor invoices.

(#e&@) The NRO has a mixed record in managing customer
and user feedback. Fecdback management is not pant of the NRO
corporate culture. Where customer feedback is properiy collected
and uscd to improve customer scrviee. it is more by the initiative
of individuals or comporcnts thin by the ptan of management.

(FOPO) Customers in the Intchligence Community express
satisfaction with the responsivencss of the NRO to ad hoc tasking
of operational satcllites. Oversight of the NRO's responsiveness 1o
tasking of operational satellites resides with both the Intchigence
Communit\ and the NRO managers of the mission ground stations.
There are formal. but not documented. processes in place for NRO
to respond to such rtasking, All members of the Iatelhgence
Community participate in these processes.
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QL) Military users of the NRO products and services
inform NRO componcnts via message about quality. quaatity. and
timcliness of what is being provided along with comments and
suggestions for improvements. ‘The NRO huas no processes in
place 10 use this fecdback systcmatically to improve service to the
military uscrs.

#FO®®) The NRO docs not have processes to obtain fecdback
trom parent organizations on the quality or responsiveness of the
personnel management service those organizations provids to their
cmployees within the NRO. This limits the oversight the HRMG
has of the support provided and inhibits assessing when they
should get involved to better support the employce.

(=&=@) There are no feedback mechanisms to senior NRO
management for the tracking or evaluating of security incidents.
The majority of NRO employees, including managers. did not
know about the three levels of violations nor an NRO report form.
Wec found no consistent process of reporting violations that would
facilitate data gathering for management oversight or developing
performance indicators. '

(U) Oversight of (E988) We found the NRO has no oversight process to assure

Support Agreements MOU/MOAs with other agencies are current, complete. and scrve
the interests of all partics. We came upon cases. specifically in the
arcas of personnel support and security. where new MOU/MOAs
need to be negotiated.

(P&®O) There are no MOU/MOAS between the NRO and the
Navy. Army, or NSA which specify roles and responsibilitics for
thosc involved in providing or receiving personnel support.  The
1978 MOA with the Army addresses support to officers: however,
there arc no provisions for support to the Army cnlisted personnel
now prescnt in the NRO. The NRO depends on the Military
Services to provide services regarding professional military
education. specific servi¢e skill training, drug testing. ethics
training. etc. Cument MOU/MOAS do not address these functions:
they should be clearly defined in new MOU/MOAs.

(Fe8@) The NRO needs to develop and implement clear
MOU/MOAS for sccurity management at ground stations jointly
operated with other agencies. We tound problems at ground
stations over fucility access rights of non-NRO personnel and
operational sccurity ditferences reparding  information and
equipment access, MOU/MOAs must clearly define the policics
and proccdures. roles and responsibilitics. and methods all
involved organizations will use to ensure appropriute security.

(PFO¥6) RECOMMENDATION 38: The DNRO direct development and implementation

of a plan for systematic oversight of administrative and support functions including
erformance measurements to meet the needs of an adequate Internal Management
ontrol program and the GPRA. Actions to be completed by 1 February 1997.
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(RO=Sy DNRO COMMENTS:

(POP®) Concur. The ADROM will develop a plan for systematic oversight to include
definitions of roles and responsibilities; documentation of policies, procedures, and interagency
agreements: and identification of relevant performance measures 1o determine system
effectiveness. Target completion duie is 3] October 1996.

(FOEO) Target completion date for the NRO's GPRA implementation plan is 31 October 1996.
As referenced in the NRO response to Recommendation 40, the NRO's IMC program will be fully
implemented by 31 October 1996. As implementation of the NRO's IMC program progresses.
and the NRO's GPRA plan execution unfolds, additional NRO performance measures will be
identified and documented. As mandated by the Governmenr Performance and Results Act, full
implementation of these oversight processes will be in effect by 30 September 1997 in order 10
support the January 1998 submission of the FY 1999 budger.

(RO8€) EVALUATION OF DNRO COMMENTS:

(FO8O) We consider the proposed uctions by the DNRO 1o be responsive to the
Recommendation.

(U) OVERSIGHT BY (U) Note: In November 1995, during the coursc of thiys
THE NRO inspection, the DNRQ announced the NRO/IG decided to leave his
INSPECTOR position. In February. 1996. during the processing of this report.
GENERAL the NRO Dircctor and Deputy Director were re-assigned.
(U) Effectiveness of (F@¥&) Under the dircction. authority. and control of the
the NRO/IG DNRO. the NRO/IG has broad rcsponsibilitics for assuring all

activitics arc conducted in compliance with appropriatc law.
Executive Orders, Presidential Dircctives. and DNRO guidance
and direction. The NRO/IG, who repors dircctly to the DNRO. i
not a statutory inspector gencral, NRQO Dircctive 90-1, dated 10)
January 1990, describes the major functions of the NRO/IG, which
includcs investigation of aillcgations and reports of fraud, waste,
and zbuse. and conducting vigorous and independent inspections
or gudits of NRO componcnts.

(hode) The NRO/IG consists of audit, inspection. and
investigative staffs. The authorized staffing level is which
includes secreraries and other support personncl.  There arc
currently on  board auditors, inspectors, and
investigators. In addition. the IG staff is augmented by a few
rotational personnel from CIA. Air Force. and Navy. Sixty-seven
percent of the NRO/IG positions are filled at this time.
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¢F6¥E0) FINDING: NRO/IG management practices, as well as DNRO lack of support to
the 1G, resulted in ineffective oversight capability,

(#SE©) We concluded the former NRO/IG did not provide
ctfcctive oversight of the organization. Interviews and survey data
indicate inadeguacies in the management practices of the NRO IG.
and a lack of confidence by the former DNRQO in the NROIG
which contributed to this state.

(®&%€) The inadeqguacices in the management practices of the
NRO/G were reported to the team by emplovees from several
NRO componcnts. These arc summarized as follows:

The time required to produce a report was cxcessive and
reports werc outdated when published.  There are no
detailed records Kept within the NRO/IG which would
cnable us to identify the time frumes for cach step in the
process: however, several knowledgeable people cluimed
that the intemal IG editing process. including that by the
dircctor, took longer than necessary. usually 2 to 3 months.
We found several recent reports which took 8 to H) months
trom initiation (o publishing. We judge this 1o be excessive
given the limited scope of the ecports and the small size of
the components inspected.

The cntire inspection staff would be assigned by the
Dircctor. NRO/IG. to one inspection at a time and would
not be disbanded wntil the report was (verbally) approved
by DNRO. Because the draft report usually took several
months to cdit. the inspection staft  would be
underemployed for that time peniod.

We found no cumrent process to censure components
implement rccommendations.  This is in conflict with
provisions of 4 DNRO letter to senior program dircctors
and the NRO/IG. dated 22 November {989, on procedures
for NRO/IG follow-up and resolution. " Onc of the
provisions is: "“The status of open findings shall be reported
every Y0 days starting with the date of the dratt report.”
The [G has created a database of these findings or
recommendations: however, the database has only becn
uscd sporadically to check on compliance,

(EF&®®) W also found the DNRO had limited confidence in
the NRO/IG to provide balance between oversight of the
organization and the imposition of pereeived additional
burdensome procedurcs, The DNRO preferred to have all issues
surfaced in an inspection or audit to be solved between the
component atfected and the NRO/IG before the substance of the
report was presented to him. Some employees stated their belief
thc DNRO generally supported the manager of the inspected or
auditcd component over the NRO/IG,
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tFOE6) In addition. there were other indications of a lack of
gencral suppont by the DNRO for the NRO/IG. The 1G had not
produced an annual plan describing inspections and audits to be
pecrformed since FY 94.  Although the NRO/IG requesied the
DNRO und all senior NRO managers to provide topics for
inspection or audit. nore have been submitted. The NRC/IG has
been unsuceessful in getting DNRO support to fill several vacant
inspcction staty positions by technically skilled cmployees on a 2-
year assignment, Effective inspections of components cngaged in
high technology etforts depend upon having such skills in the 1G.
These positions have not been filled for about 2 years. These
points sugeest 4 lack of support by the DNRO in the activities of
the NRO/IG.

(WO} The installation of a new DNRQO and new NRO'IG
provides dan opportunity to revitalize the NROIG as an effective
and independem office. The DNRO and NRO/IG should explore
appropriate mechanisms to accomplish this.

#8E0) RECOMMENDATION 39: The DNROQ direct and support development and
implementation of an efficient IG project planning, monitoring, and follow-up system to
improve oversight capability, effectively use the NRO/IG staff. and ensure component
compliance with recommendations. Actions 1o be completed by 30 September 1996.

(POt*OT DNRO COMMENTS:

(7 OES, Concur.

The NROIG now participates on the NRO Seuior Staff und Management

Commirtee: several special eversight wusks have been assigned to the NRONG; and clarification
of the NROG's reporting chain will be reflected in a revised NRO organization chart.
Internally, the NROHG will develop and implement an oversight planning, monitoring, and
Jotlens-wp svsrem by 30 Seprember 1996,

(OE®) EVALUATION OF DNRO COMMENTS:

(FOG) \We consider the proposed actions hy DNRO 1o he respansive to the Recommendution.
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(U) INTERNAL MANAGEMENT CONTROL PROGRAM

(U) BACKGROUND

(U) The concept of intemal controls cncompasscs organization
plans and management methods and procedurces o ensure resource
use consistent with laws, regulations and polwics. Intemal
controls arc designed o safeguard resources against waste, loss.
and misusec: and to obtain. maintain, and Fairly disclose reliable
duta in reports.

(U) DoDD 5010.3R, datcd Apri] 1987, establishes the Defense
Depantment IMC program. It provides policy guidance. preseribes
proccdures. and  assigns responsibilities for IMC  program
exceution.  There are fitteen specitic IMC reporting categorics
contained in DoDD 5010.38 that Defense agencies must address.

(FO®®) The NRO Directive 13. dated 22 September 1994,
documents NRO policy and assigns  responsibility  for
implementation of intemal management controls. It does not cite
DoDD 5010.3% us a reference. However, previous DoD IG audits
cite DoDD 501038 as a reference in findings rchated to
deticiencies in NRO internal management controls. In one DoD
1G Audit. Reponn No. 90-068. the DNRO concurred the NRO
lacked '"intemal controls over advanced funding ay a maicrial
intcrmal contrel wecakness in accordance with DoD Directive
5010.38."

(FSE0) The NRO Chicf of Staff maintains overall
responsibility for IMC Program implementation and the NRO
Comptroller is the exccutor.  The Comptroller developed the
program. provided guidance to facilitate the assessable unit's
implemcentation. monitored implementation of unit  programs.
revicwed unit vulnerability assessments and management control
plans for compliance, and used assessable unit annual Statements
of Compliance as the basis for developing the DNRO's Annual
Statements ot Complisace. The first DNRO statements were
submitted to the SECDEF and the DCI on 29 December 1995,

("OMO) The NRO's IMC Program is govermed by the
following documeats:

- OMB Circular A-123, Management Accountability and
Control. 21 Junc 1995:

- OMB Circutar A-127. Financial Management Systemns. 23
July 1993:

OMB Circular A-130. Management of Federal Information
Resources, 15 July 1994:

- DoD Dircctive 5010.38, Intemal Management Contro!l
Program. 14 April 1987; and
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NRO Directive 13. Federal Managers Financial Integrity
Act. 22 September 1994,

@Sle) The DoD/IG conducted an audit of the NRO IMC
program in 1994. The report stated the NRO dJid not have an
adequatcly implemcnted IMC program. 1t further stated the NRO
had not prepared and submitted annual statements of assurance (o
the SECDEF and DCI.

(= Q=) ISSUE: The NRO does not have an adequate IMC Program.

(U)
IMPLEMENTATION
OF THE IMC
PROGRAM

@8¥e) The NRO IMC program consists of a serics of sclf-
evaluations whereby assessable units establish and monitor internal
controls to providc rcasonable assurancc of compliance.
Assessable units include all directoraics. offices. and  staff
clements, The assessable unit manager: cstablishes a program of
vulncrability asscssments, audits, reviews. and comective actions:
performs a vulnerability assessment of cach component in the unit:
assigns a risk factor--high. medium. or low--to the unit as a whole
and each component: develops the unit's management control plan;
and submits & certification statement to the DNRO by 1 November
cvery year.

(#=&0) FINDING: The NRO's IMC Program is not fully implemented.

@&=8u8) The NRO bezan implementing an IMC program in
FY 95. We found somc componcms cxpended the resources and
time to properly and completely implement provisions of NRO
Dircctive 13 and others whose ctforts were inadequale.  The
principal burriers to full implementation were:

- Lack of u strong commitment to a standardized intemal
management control program.

- Lack of completed IMC manager training:

- Lack of complete assessable unit management control
plany; and

- Lack of standard vulnerability assessments.

(F@®8) RECOMMENDATION 40: The DNRO direct reviesy and revision of the Internal
Management Control Program Implementation Guide to ensure full compliance with NRO
Directive 13, Actions to be completed by 31 October 1996.
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(=086 ) DNRO COMMENTS:

(FO®®) Concur. NRO Directive 13 and the NRO IMC Program Implementation Guide are
currently being revised. Directive 13 will incorporate greater standardization umong common
program elements while allowing appropriate flexibility for implementation:  individual
responsibilities for all NRO managers and swiff: und specific items to be inclueed in assessable
unit management control plans. Correciive action completion date is 31 October 1996,

(FODOT EVALUATION OF DNRO COMMENTS:

(ROBB) We consider the proposed actions by the DVRO 1o be responsive 10 the
Recommendation.

(U) INADEQUATE {U) Therc are componcnts within the NRO with adequate

DOCUMENTATION across-the-board  documentation  conceming  specitic IMC
processes. We found the directorates have proper documentation
on IMC processes related to the development and acquisition of
satellite systems. including requirements definition documentation.
configuration control  board process  documentation.  and
procurcment process documentation, However, we did not tind
such adequare documentation For other processes,

«&BEa) FINDING: The NRO lacks adequate descriptive materials on policies, procedures,
administrative practices, responsibilities, duties, and authorities.

#=98) IMC managers were not aware of the full runge of
descriptive  documeniation  on  operating  procedures  and
administrative practices. and responsibilitics and authorities for
accomplishing programs and activities required for proper
implementation of NRO Dircctive 13, In our judgment.
inadequatc documentation of this type weakens the NRO's IMC
Program and results in intemal management control failures. We
found the NRO does not have adeguate documentation for defining
procedures tor receipt and payment of cost-reimbursement contriact
invoices and does not have an adequate property accountability
svstem due to the lack of a published property management
procedurc. These examples indicate basic tailures in intemal
management control documentation. monitoring. review. and
verification.

(#8%=6) RECOMMENDATION 41: The DNRO direct additional training as required to
ensure IMC managers understand the fuil range of IMCs required for a successful
program, including documented specific policies, procedures, and administrative practices,
Actions to be completed by 31 October 1996,
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(POBE ) DNRO COMMENTS:

(PO&S) Concur, The NRO is implementing a training concepi to supply the proper fevel of
maining to all managers and staff members. In addition, un ongoing program of visits with each
assessable unit coordinator within the NRO addresses management conprol documentarion
requirements. Through these visits and mraining sessions it is cnvisioned that unit coordinators
und manugers will fully understand the range of management controls required for a successful
program. In fuct. varions directorates and offices are already refining or creating policy.
procedure and administrative practice manuals. We will continue to review all funcrional areas
to determine where additional documentation is needed. Corrective action completion date is 31
October 1996,

tOE6 ) EVALUATION OF DNRO COMMENTS:

(Res€)) We consider the proposed uctions by the DNRO 1o be responsive 1o the
Recommendation.

(POYO) FINDING: The NRO’s IMC Program is non-standard and not adequately
monitored.

{U) A NON- I™OT0) We judged the NRO Implementation Guide does not
STANDARD IMC provide sufficient detail for IMC managers to develop a
PROGRAM standardized. comprchensive program.  Several semior NRO

managers indicated difficultics in implementation because they
had no standard mode} for their programs. The NRO's IMC
Manager claimed the puide was not designed as a proceduril
standard, but allowcd asscssable unit managers to implement
programy tuilorcd to needs. Therefore, ciach asscssable ubit
implemented quite different IMC Programs.

(™) We found the following shoricomings:

Risk assessments were not created correctly: assessuble
unit comparisons were not meaningfull

- Vulncrability assessments were created differently among
asscssable units:

Control techrique descriptions were dissimilar among the
assessable units: and

- Review scheduies were incomplete. and review cheeklists
were not used.

(FOPO) We found inadequatc monitoring of infrastructure
support proccsses led to internal manapement control failures.
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Previous scctions of this rcport identified several such failures;
lack of proper procedurcs to assure funds cerification prior 1o
processing contract actions: conflicting security guidance: and lack
of a property accountability system. A fully developed and
monitorcd IMC program would alert the NRO to these and similar
problems.

(FOYO) RECOMMENDATION 42: The DNRO direct impiementation of a standardized
and comprehensive IMC program. Actions to be completed by 31 October 1996.

("0 ) DNRO COMMENTS:

{RO®0 ) Concur. The maodified NRO IMC Program will be bused on: 1) OMB Circudar No. A-
123, Management Accounabilirv and Conrrol. dated 21 June 1995, and 2) DaDD 5010).38 which
is currently being reissued to incarporate the more flexible 1995 OMB guidance. A revised NRO
Directive 12 will provide a standard structure for a comprehensive management conirol
program while allowing appropriare flexibiliry for implementation. Addirionally, the NRO 1A IC
Program {mplementation Guide is being revised to include recommended standard rools,
inclueding a management control plan format and control review checklists. Program maonitoring
is enhanced by unit coordinaror meetings held every 4-6 weeks 10 discuss prograni issues and
happenings, These meetings are supplemented by visits with euch assessable unir coordinator 16
adidress management conirol documentation requirements. Corrective action completion date is
31 Ocroher 1996.

Qb ) EVALUATION OF DNRO COMMENTS:

{ROEO) We consider the proposed actions of the DNRQO 1o be responsive 1o the
Recommendation.
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APPENDIX A SUMMARY OF PRIOR COVERAGE (U)

(U) DEPARTMENT OF DEFENSE COVERAGE

(#6%8) Audit Report on the Implemeptation of the Internal Management Control
Program at the National Reconnaissance Office, Report No. 95-137, February 28, 1995.
The audit objective was to determine whether Ihe NRO successfully implemented an Internal
Management Control Program. The auditors found the NRO had not adeguately implemented un
Intemal Management Control Program that tully complied with OMB Circular A-123. The
NRO had established an Internal Management Control Program for its SIGINT Dircetorate but
not for its IMINT Dircctoratc and othcr NRO Oftices. In addition. the NRO had not pn,parcd
and submitted annual stutements of assurance to the SECDEF and the DCI on the status of its
internal controls systcm. It noted the NRO issued guidance that adequately addressed the
auditors concems regarding the establishment and implementation of the Intemal Management
Control Program in cach of its satellite systems and other offices. However, the auditors noted
the guidance did not tully address concems regarding annual statement of assurance.

b 27, 1995. Evalu.ucd the cnemvcnc“ of the .uqunmon man‘ucmcm of the
W The audit showed the rechnicul performance aspects of
system were outstanding and the [QIQIONCEEN Proeram Office aggressively addressed the
technical issues that arose in the system. The [(QIENOEONE Program Oftice adequately managed
the system's contract procedures. mission cffectiveness. product improvement. operation and

mitintenance budget speading trends. and cost estimating and analvsis, _However. the audit
identificd conditions requiring corrective actions: [DINIGIDIEREINEEERD

system contractor: and. the Basic Misston Guidance document wils outdited @n
tasking messages did not correspond to the time frames utilized by the mission planners.

(b)(1)(c) (b)(3) 10 USC 424

9P Audit Report on Air Force Specialized Incentive Contracts for National

econnaissance Office, Re No. 94-096, May 13, 1994. The primary objective of the audit
was 1o evaluate the overall approach. principil provisions and features. and rationalce tor
specialized incentive procedures in contracts for NRO systems. The auditors found the Air
Force incorporated incentive and award fee provisions inlo its specialized incentive contract in
accordance with FAR. DFAR. and Air Force guidance. Evaluation criteria contained in the
incentive and award plans allowed fec dctcrmmm&. officials to equitably score cach contractor’s
performance. Administration of specialized incemives was consistent with the terms of the
contracts and with the criteria stated in the plans.
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«6/8) Audit Repori on the Acquisition of the [JI{}JJ] Satellite Svsterm, Report No.
94042, February 17, 1994. The audit objcctive was to evaluate the effectiveness of the
acquisition management of the satellite systcm. The auditors found that thqm
Program Manager was taking sufficient manugement actions in the arcas of correction ¢
deficicncics tound in prior reviews. audits, and tests: design maturity: program stability: test and
evaluation; and mission nced versus system requirements. However, t satellite sysicm
lacked historical and contractual documentation arnd did not have written acquisition plans,
Program decisions could not be analyzed, system cvolution was difficult to trace. acquisition
planning could not be revicwed and evaluated, and intemal controls were weakencd, There was

insufficient assurance trat{GHERI satellites were being cost-cffeetively procured. The structure
and content of portions of the current contruct for prodmiion_mwum_nm_m the best
interest of the Govemment,

razaan0)(1)(c) (b)(3) 10 USC 424

conferees.

{L') Audit Report on Internal Controls at the National Reconnaissance Qffice,
Report No. 90-068, May 18, 1990.
The objective of the audit wis to determine whether the NRO had adequitte controls over
funding and contracting and had implemented the Federal Managers Financiat Integrity Act of
1982 (FMFIA). The audit showed the intermal control eavironment at the NRO was positive:
morcover. the NRO had extremely competent personnel who were instrumental in the successtul
development and deployment of reconnaissance satcllite systems. The NRO's organizational
structure and management philosophy. however. impeded the ability of the Director. NRO to
cxercise management oversight at the three compoents, The NRO staff was reluctant to
cxereise aversight of three compaonents. The audit noted the following deficicncics: DoD
incremental funding policies were not adhered to by NRO componceats: and., a substantial
number of modifications to contracts in the audit sumple were not execcuted in accordance with
Federal Acyuisition Regulation guidelines: the NRO did not formally implement the FMFIA,
The auditors found. the NRO did not fully implement the FMFIA: did not have a formal audit or
mspection follow-up and resolution proccdurces in place: did not document most controls: and
did not expand the NRQO secure hotline to contractor personnel. The auditors recommended that
the NRO implement the FMFIA, the NRO Inspector Genceral seview intemal control procedures,
the NRO establish a formal follow-up and resolution procedurcs. und the NRO cstablish a sccure
IG Hot Linc for their personncel.

(U) CIA COVERAGE

b)(1) 1.4(c) (b)(3) 10 USC 424
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b)(1) 1.4(c), (b)(3) 10 USC 424

e b)) LA(c) (hy3) 10 USC 424
™ ALY
(b 1) 1.4(c). (b)(3) 10 USC 424

(b)(1) 1.4(c), (b)(3) 10 USC 424

(b)}3) 10 USC 424, (b)3)

b)(1) 1.4(c), (b)(3) 10 USC 424

mreea)(D)(1) 1.4(c), (b)(3) 10 USC 424

(U) NRO COVERAGE

1)(c) (b) !
. 95-05, Aug 1995. The objective of the dudit was Lo determine the
ciency of (O support to program operations. The auditors tound: a

cffectiveness and effi
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formal agreement between the NRO and the [ which defines [(QI§Ml organizational, operational.,
and managerial accountability and responsibility has not been implemented. procured
suppllcs dnd materials are not transported to NRO customers in the most cost cmve manncr,

rial accumulated without an effective disposal process: the [t )(1)(0) (b)(3) 1
USC 424

Mﬂon of the Human Resources Management Group. NRO 1G Project 95-
01, June 9, 1995, The inspectors identificd the following findings: Lack of communication

between NRO senior manaf.cmcnt and HRMG in some personnel and staffing decisions created
important voids in a critical partnership: the HRMG Westficlds plan benefits the group with
internal focus for collocation and consolidation and doesn't address the potential impact
centralized collocation might hive on customer support In the dircctorates: cmployeces are
frustrated at a fuck of action and need reassurance from senior manugement of cquituble
treatment, whether Air Foree, Navy or CIA; Navy personnel support remains jsolated. nurrowly
focused through SPAWAR and prohibits un effcctive and efficient NRO-Navy working
relationship: the Training and Development Division (T&DD) lacks the management support.
resources. fiscal, or program authority 1o implement an adequate training and career
development seevice. Inspectors noted a probable duplication of effons. lack of nceds unalysis. a
possible wasic of dollars: and. lack of a corporate training priority. Inspectors review of the
Civilian Intclligence Personne]l Management System (CIPMS) suggests it may ailow for preater
flexibility in Air Force civilian personnel management and has been in review by HRMG for
somc time.

S®) Inspection of the [(QINEED] Program Office. NRO IG Proiect No. 94-40,
March 28, 1995. The inspector’s assesscd how [QISHOI mecis: demands for sucisfying
customers. m.m.u_mg human and financial resources. and maintaining some measurc of
standardization, \mmlm and control. The inspectors noted three significant findings and made
several Key sugg { cxpanding mission and lack of Government personncl
resources resulted in hiring non-Government personncel to accomplish the mission: the current
joint Configuration Control Bourd (CCB) actions wnhm take an cxtraordinary amount
of time with Tisk to the Govemment. Suggestions included: the Chicefs of Contracts and Project
Engincering Staff implement a vear end spending plan: recvaluate what should be
donc with his resources to cosure current roles and missions are not affected; increased emph.ms
be pluced on roles within{SUSNE] and the NRO and cfforts be made to keep enplovecs
advised of Pt )(1)(c) (b)(3) 10 USC 424 find a betier way (o casure all
affected partics gel appropriate carly communicutions duriny the Reygucest for Change (RFC)H
ProLess.

_Audit of Funds Transferred To and Received From Other Government
Agencies for the National Reconnaissance Qffice, NRO IG Project No. 94-34, February 28,
1998, The auditors reviewed the NRO's procedures and internal controls goveming funds
transferred to and received trom other govemment agencics. The auditors tound the Comptroller
und NRO finance officials have instituted effective procedures governing funding wransters, The
auditors also found in almost all cascs that program ofticials tasked to monitor implementation
of transferred funds provided the necessary oversight to assure the required goods or services
were received or delivered satisfactorily. Further, the auditors determined that the NRO
Dircctorates have implemenied a varicty of procedures governing funding trunsters thut may o
may not includc the approval of transters bv NRO management officials. g%(uséi(gl (b)(3)
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QLGS Audit of Conference Registration Fees for the National Reconnaissance
Office, NRO IG Project No. 94-25 ober 21, 1994. The auditors reviewed the policies.
pracesses and procedures for the collection and usc of conference registration fees within the
NRQ. The auditors determined the financial administration of conferenee fees and any
outstanding surpiuses were accomplished through informal record kecping. outside official
government accounting systems, and was not subject 10 normal management policy and
oversight controls. The auditors also identified ditferences in administrative procedures
goveming the asscssment of conterence fees and contusion regarding the appropriatencss of
providing refreshments to govermment employvees atiending NRO-sponsored conferences.
Finally. although the auditors identificd five isolated instances where NRO employecs were
mistakenly reimbursed tor conference fecs which paid only for refreshments, the audiiors found
no indication of intent to defraud the govemment.

I ec 3
(b)(1)(c) (b)(3) 10 USC 424 . was sublmhcd in 1984 as an
clement of the NRO Communications Office. with the primary mission to provide
communications support to the (IENGRGIE RIEEEIeEr . The goal of the review was
to provide the Dircetor. laformation Technology Group (ITG). with a usetul management tool to
assist in measuring the success and effectivencss of Dot (W and to identity arcus where new
initiatives or corrective actions might be necded. The pnincipal arcas of review were
management cffectiveness. use of resources. and relationships cstablished and maintained by the
Detachment. The review resulted in no significant findings.

¢5M3) Inspection of Counterintelligence Staff, NRO IG Project 93-32. June 13, 1994,
The inspeetors found the NRO CI Staff 1o be a small. dedicated. motivated. expericneed. highly
specialized cadre of protcwondh with varvmg backgrounds. The inspectors. however. na;ﬁﬁ the

following findings: There is no officially ay between the NRO and
regarding the positions on the CI Staft: the CI

tatt has inadequalte resources to effecti wing operational and analytical
requirements: the protcction of the affiliation between the CI Sttt and the NRO at the
BYEMAN lcvel inhibits productive, efficient. effcctive working relationships.

September 30, 1993 Thc review was initiated as 4 rChull of allegations that the auqummon of
NeXT workstations was unncecssary and a waste of NRO funds. The reviewers found the
alicgations to be in crror and not substantiated in fact. The reviewers noted however that the
impact on users caused by the transition to NeXT workstations could have been reduced if the
decision process more fully documented. coordinated, and communicared development and
acquisition intormation with the panticipiting ottices. The reviewers findings were; the decision
making and review process used for the acquisition ot the NeXT workstations did not adequately
document. coordinate. and communicatc information with the affected NRO heiadyuarters
oftices: und O&M data was available which was not exploited or analyzed 1o contribuic to
improving the current and future NRO AIS.

aspecets of the program. Overall, the uuditors found the underlying premises and operational
requircments necessitating need reappraising and re-validating duc to the changing
sccurity environment. Congressionally-dirccted budget and cost reductions. and the lack of
current validated sceurity requirements and cost benefit evaluations. The auditors further noted

RO EE 1
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management oversight of [BI{IJJ operations necds strengthening to cnhance the internal controls.
sceurity requirements and Losl benefits. The uuditors also found the NRO nceded to monitor the
travel of non-mission-cssential personnel w sites and develop a policy and procedures
to ensurc the program was not used inappropnately tor unneccssary travel,

9 Review of Economy Act Transfers in the Intelligence Community to Non-
efense Actlvmes, March 29, 1993. Pursuant to direction in the Classificd Annex to the House
Fropnunon Committce Report accomp.mvma the Fiscal Year 1993 Defensc Appropriation

Bill. the NRO IG conducted a review of tunds transterred from the National Reconnaissance
Program (NRP) to any activity not funded by the Detense Appropriation Act. The NRO IG
determine uld transters to non-defensc appropriated activitics were within the terms of the
Economy Act of 1932, as amended. All of the fuads transterred reimbursed other activities for
goods and services directly benctiting and supporting authorized NRO reguirements. missions or
tunctions,

(PO®O) Review of Fine Arts Acquisition for the NRO Headquarters, Case 93-3.
February 22, 1993. A compluint from an NRO emplovee resulted in the NRO IG revicw of
circumstances surrounding the procedures and processes uscd by Management Services and
Operations (MS&O) 1o acyuire art works. The NRO determined the genernal processes and

rocedures uscd by MS&O for the acquisition were proper and reasonable. However. the review
wentitied procedurCs and controls necding improvement: the NRO doces not have an approved
writien policy or procedures endorsing and governing the acquisition of non-essential public and
office area enhancements such as art: the rcsponslbic ofticials who sign such requisitions had not
been formally delegated such authority by the contracting officer; the NRO bad not developed
and implemented 2 unitied control system for accountable property in the NRO headquarters
arca.

(%8) Audit of Airlift Support to the Nationa) Reconnaissance Office, November 20,
1992. For Fiscal Year 1992. the NRO budgeted about for airlift support 1o Programs
A. B.and C. The audit evaluated the cconomy and etficiency of airlift practices and intemal
controls exervised over the budgeting and billing process. The findings arc as follows: the NRO
could achicve significant savings by consolidating flights to better use cargo spuace and by taking
Ad\dmagc of discounts offercd: the NRO needed to assess the pructice of routincly billering
QIRICEQICRI aircrews in more costly off-base commercial guarters instead of usine
available government yuurters: probtems existed with [BIEICIOEECRES
verification.

billing
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APPENDIX B EVOLUTION OF AUTHORITIES (U)

(U) A 1958 National Sccurity Council (NSC) memorundum directing the DoD to give
priority to the development of an operational reconnaissunce satellite and the creation of the
Reconnaissance Satellite Program in 1960 laid the foundation for the NRP and the NRO. Since
their inception in 1961, authoritics and oversight for the NRP and NRO have followed different
cvolutionary paths. Although there was a rapid evolution of management authority in the carly
1960s. there has been little change since 1965. By contrast, the oversight structure and
mecchanisms cvolved slowly at first. progressed markedly in the 1970s. and changed significantly
in the 1990s. In fact, evolution of the oversight structure has continued to the point that there is
now little relationship between the authorities for the NRP and NRO activitics outlined in the
charter documcnts and the oversight of that propram and organization.

{U) The 1960s

{U) The NRO charter consists of a pair of scparately derived documents: a 1964 DoD
Directive and a 1965 Agreement between the SECDEF and the DCL

(U) The 1965 Agrcement is the last of a series of four agreements signed between 1961
and 1963, During this period. officials struggled to balance DoD and CIA cyuitics in managing
a national program through a covert. joint ageacy. The first Agreement. Management of the
National Reconnaissunce Program. was signcd by the Acting Dircctor. CJA and the
DEPSECDEF on 6 Scptember 1961. This Agreement provided for a program conducted
“through [the} use of strcumlined special management procedures” and jointly managed by co-
cqual DoD and ClA ofticials, placing it undcer the dircction of the Under Sccretary of the Air
Foree and the Deputy Dircctor (Plans)/CIA. acting jointly. A NSC committee rejected. simost
immcdiately. the co-dircetor provisions. regarding divided management inappropriate for such
an important program. The first Agreement also included joint (DoD/CIA) staffing languuge und
a detinition of thc NRP: gave the NSC a review role: and disected the establishment of a uniform
security control system,

{U) The sceond Agreement. Responsibilitics of the National Reconnaissance Office. was
signed by the DCT and DEPSECDEF on 2 May (962. Based on the NSC recommendation. this
documcent specificd a single dircetor. designated by the SECDEF and the DCI. responsible
directly to them for the management and conduct of the NRP: it also gave responsibility for NRP
sccurity policy to the CIA. Like the first Agreement. the 1962 Agrecment came under quick
scrutiny. this time by the Prendent s Forcn.n Intelligence Adwsory Boird (PFIAB). Based on a
PFIAB recommendation 1o "study a morc satistactory documentary basis tor the NRO.” a third
agreement was drafted.

{U) The third Agreement. Management of the National Reconnaissance Program, was

signcd by the DCT und DEPSECDEF on 13 March 1963, This Agreement cstablished the
SECDEF as the Exceutive Agcent for the NRP. aithough policies and guidance to develop.
manage. and conduct the \IRP weic to be "jointly dérccd to by the SECDEF and the DCL." This
was the first agreement to establish the NRO as a scparate operating agency of the DoD. under
the dircetion. authority, and conwol of the SECDEF and to exempt the DNRO from unsolicited
outside assistance. Retuming to a provision in the 1961 Agreemcnt but absent from the 1962
Agrecment, this version also exempied NRP projects from normal DoD or CIA staff revicw.
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(U) As a result of criticisms noted in a May 1964 PFIAB memorandum, ! a fourth
agreemcent was crafted. The PFIAB recommended strengthening the role of the SECDEF as
Exccutive Agent for the NRP: strengthening the role of the DNRO; and establishing a
coordinated. comprehensive budget for all clements of the Program. The PFIAB also
reccommcnded the Exccutive Agent repont pcnodlcdllv to the President's Special Asxsistant for
National Sccurity Affairs and the PFIAB concerning all aspects of the Program. The
DEPSECDEF and DCI signed this fourth and current Agreement for Reorganization of the
tational Reconnaissance Program on 11 August 19635, While this Agrccmcm Jid strengthen the
rolc of the SECDEF. giving him review und final approva! power over the NRP budget. these
responsibilitics were fater transferred to the DCL2 The 1965 Agreement also established the
NRP Exccutive Committee (EXCOM) "to guide and participate in the formulation of the NRP,”
but this contmitice was abolished by EO 11905 in 1976. Finally, this agrecment included joint
statfing language missing from the 1963 Agreement. but it did not include the previous version's
wording conceming cxemptions from normal DoD or CIA staft review and unsolicited outside
assistance.

%) The DNRO at the time expressed his concems about the 1965 Agreement to the
SECDEF. In a lettcr he wrote in latc September 1965, just prior to his departure, the DNRO
asserted that the 1965 Agreemcent went to less extent in defining the structure of the NRO thun
the 1963 Agreement. He said the 1965 Agreement was less explicit in stuting the authorities of
the DNRO and too circumscribed in those it did detine. und he belicved it both weakened the
NRO and introduced sources of additional friction. The three specific weaknesses he noted
were:

The Agreement was ambiguous in defining the authority of the EXCOM;

- It almost completely omitted reference to responsibilitics of the DNRO in
connection with reconnalssance opcrations; and

It imposed no obligation upon the ClA, or anyonc other than the SECDEF. to
provide a focus of responsibility for action undertaken in the NRP.
(L) Largely independent of the agreement process. the DoD Dircctive that established the
NRO as an operating agency of the DoD was issued carly in the cvolution of the SECDEF/DCI
agreement. On June 14 1962. the DoD issued DoDD TS-5105.23. Subject; National
Rceonnuissanee Office, which

- established a coverr Nationa! Reconnaissance Oftice within the DoD under a
DNRO, uppointed by the SECDEF:

- defined the NRP;

mandated the conduct of the NRP through the usc of "streamlined management
proccdures:"

excmptced NRP projects from normal DoD statt review:

The memorandum observed it the NRP had not reached its full potentid because “of inadequacics in the
argiuzationit! structure and support of the rational reconnuissanee etfon . . . cvmplicated by the absenee of
elear, authortative defineution and undersiowding ol pertinent roles and missions ol the DoD., CIA. and
Dcl, !

Prwdcmml Dircetive/NSC 17, August 1977 and EO 12036, 24 Junvary 1978, assigned program and hadpet
authory for the NRP 1o the DCLL
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- cxempted the DNRO trom unsolicited outside staft assistance;

- granted the DNRO authority to "organize, staff, and supcrvise the (S) NRO™
"cstablish, manage. and conduct the {TS) NRP': and review all DoD budget
requests . . . within the NRP.

&88@) The Directive did not, however, address all the concepts included during the
various itcrations of Agrecment development. such as the NRO falling under the dircction of the
Under Sccretary of the Air Force and the Deputy Director (Plans) of the CIA acting jointly. the
joint statfing language. or the CIA responsibility for NRP security policy. A revision was issued
on 27 Mar 1964, which gave cognizance of special security control systems for NRP
communications to DIA and addressed other sccurity arrangements. In addition, the Directive
was amended via memo in 1979 to include the Defense Space Operations Committee and
cstablish its role as "'the pnnupaj advisory body to the SECDEF for the (S) National
Reconnaissance Program. "3 In September 1980 the SECDEF requested the DNRO "update and
revise" the Dircctive ta incorporate changes resulting from the establishment of a Detfense
Reconnaissance Support Program, but the 1964 Directive was not revised and remains the extant
Directive for the NRO.

(U) The net result of the chartering process was that the NRO was established as a
Defensc agency. which it remains to this day. The NRO consisted of a small headyuarters statt
that provided direction for the line functions of the three component programs. The first director
of the NRO established by memorandum the basic structure of the organization as three primary
programs euch supportced by a non-NRQ parent--the Air Force (Program A), the CIA (Program
B). and (he Navy (Program C).

(U) The SECDEF was given "ultimate responsibility for the management and operation
of the NRO and thc NRP*" and had the authority to choose the Director, NRQO. with the
concurrcnce ot the DCI. and to "review and have the final power to approve the NRP budget,"
The Directive authorized "streamlined management procedures”, and exempted NRP projects
tfrom "normal DoD staff review" and unsolicited assistance. As the operating arm of the NRP,
however, it also had national tasks with attendant responsibilitics to the DCI as well as the
SECDEF. The DCI had authority to establish the coliection priorities and requirements. provide
security policy guidance. and revicw and approve the NRP budget.

(U) Although authority to “organize. staft, and supervise" the NRO and "establish.
manage and conduct" the NRP was set by 1965, neither the Dircctive nor the 1965 Agrcement
addressed oversight of the organization and program. The NRP EXCOM, consisting of the
SECDEF. DCI, and the Special Assistant to the President tor Science and Technology. provided
some budget and programming oversight. but it rcally served as a joint steering commitice tor
the SECDEF and the DCI. No OSD staft clement was identified to assist the SECDEF in
cxccuting his responsibilitics until 1969. when the SECDEF established a Special Assistant for
Intelligence, whosc responsibilitics included the NRP.

(U) The 1970s

(U) The designation of an OSD otticial in 1969 to monitor the NRP initiated & practice
that was inconsistent with the streamlined management lanpuage in the 1960 NSC memaorandum
that called for the development of a reconnaissance satcllite program. as well as the Directive.
which specifically exempted NRP projects from normal staft eeview. The 1972 establishment of

3 DoDD 3500.1, 29 December 1988, canceled the memorandum and established the Defense Space Couneill the

DoDD wus not revised 1o reflect this 1988 chunge.
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an ASD for Intelligence and the cmergenee in 1977 of the ASD(C3I) further established a level
of revicw that. to the NRO. excecded the bounds of its charter. The 1977 Directive on the
ASD(C3I) notes that the ASD(C31) is the principal staff’ assistant for "reconnaissance activitics"
with responsibility for "satellite activities”; that language was further refined in the revised
charter issued in 1985 which stated that the ASD(C31) is the "Principal Staff Assistant. . . for
rcconnaissance activitics and including those National Programs for which the [SECDEF] has
execution authority." The 1985 Directive gocs on to say that the ASD(C3I) will exercise
"direction. authority and conirol” over the NRO's Defensc Support Program Office and "staff
supervision over Air Force and Navy Special Intelligence Programs.” an unclassified referenee
1o the DoD components of the NRP.

(U) A number of changes within the Intelligence Community that occurred shortly atter
the establishment of an OSD oversight official also impacted NRP guthorities set in the previous
decade. Unbappy with the Intelligence Community as a whole, President Nixon sought
improvements in the very functioning of the Community. its end product. and its resource
management. In 1971 he directed the DCI "to assume leadership of the Intelligence Community
in planning. reviewing, coordinating, and cvaluating all intelligence programs and activities. and
in the production of national intelligence.” and to prepare a consolidated intelligence program
budget. The consolidated budget later became the National Foreign Intelligence Program (NFIP)
and included the NRP as its largest component. Once the NRP became part of the NFIP. it lost
its "unjgue™ character, and became just one of several intelligence programs.

(U) Throughout the 1970s the President directed the DCI to cxercise more and more
control over the NFIP; as a result. DCI authority over the NRP expanded from the collection
priorities and requirements authority of the 1965 Agreement to the program and budgcet authority
assigned in Presidential Directive/NSC 17, August 1977 and Executive Order 12036. January 24,
1978. This was a significant change in DCI/SECDEF rcsponsibilities compared to those stated
n the 1965 Agreement. Also during this time frame. Executive Order 11905 (1976) abolished
the NRP EXCOM. which had provided NRP guidance and budget approval. and cstablished the
Committee on Foreign Intelligence (CFI). Whereas the NRP EXCOM had been responsible for
the NRP alone and had given the SECDEF final authority over NRP matters. the CFI, chaircd by
the DCI. was responsible for all national forcign intelligence programs.

(U) Joint oversight responsibilities exerciscd by the SECDEF and the DCI through
steering groups such as the NRP EXCOM also changed in nature. The Intelligence Resources
Advisory Committee (1971). the CFI (1976). anil the National Foreign Intelligence Board (1977)
moved the tocus away from the NRP/NRO itselt and towards the Intelligence Community and
intellipence matters in general. As the DCI/SECDEEF joint oversight broadened to include
participants whose interests covered a range of intelligence initiarives. the NRO began to move
to a closer involvement with the larger Intelligence Community.

(U) Congressional oversight of intelligence programs was also formalized during the
1970s. By 1976 permancnt committees were formed in both Houses of Congress to oversee the
Intclligence Community. including the NRP. Morcover, Presidential dircction for greater DCI
control over the NFIP meant that the DCI. as NFIP spokesman to Congress, had to balunce NRP
nceds against the nceds of the rest of the NFIP. Apain. the emphasis was on the NRP as part of
an integratcd wholc. not as a separatc stand-alone program.

(U) The establishment of lower levels of review within DoD. the move from a "unique"
single program to being pan of an integrated intelligence program. changes in the budget
authorities, the creation of advisory boards. und the formation of permanent Congressionail
intelligence oversight committees illustrate how the authorities and responsibilities evolved
whilc the charter documents themselves remained static. However, the changes wrought by the
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1970s were mostly external to the NRO and NRP; the 1980s would bring changes of a diftcrent
nature.

(U) The 1980s

(U) The early part of the decade was marked primarily by a Presidentiallv-directed
(August 19%3) PFIAB review of the NRO. Asked to thoroughly cxamine the responsibilities and
organization of the NRO. the PFIAB sent two scparate memoranda to the President {December
19R3 and July 1984) with similar findings. Concemed in particular with the NRO's loss of
tlexibility duc to increased oversight. the PFIAB wrote that "the unique management structure
that minimized external program oversight and review . . . has been croded in the last decade
by the Office of Munugement and Budget and the Congress.' and the "SECDEF and DCI agree
to seck specific measures to increase the program and budget flexibility of the DNRO.” The
PFIAB obwerved thut "mere detailed oversight is beginning to handicap the NRO," und that the
"SECDEF and DCI |must] ensure that the conduct of the NRP permits continued streamlined
management and avoids unnccessary oversight and program review."

(U) The PFIAB's worties about increascd oversight and a potential loss of strcamlined
management authority had no impact on the charter documents in effect at the time. as the
President did not request any revisions or development of a new document at the national level.
Instead. they merely resulted in a February 1983 nonspecific Presidential request that the
SECDEF. DCI and Assistant to the President tor National Security Affairs “periodically review
the program. priontics and resources of the NRO. as recommended [by the PFIAB|."

(U From 1986 to 198K the DNRO initiated severad studies to look at the structure and
management suthority of the NRO. These studies highlighted problems associated with the three
scparate program (A. B, and C) smucture of the NRO and the lack of DNRO line munagement
authority. Before retiring in 1988, the DNRO passcd his recommendations for restructuring the
NRO to the DCI. The Acting DNRO and the NRO Program Dircctors initiated another study in
19K9 1o reexaminc. in detail. the organizational problems identified in carlier studics with a view
1o ensure the NRO could respond to "future intelligence challenges’ and maintain the strengths
of the NRQO: streamlined manage ment. cradle-to-grave responsibility. and Service/Agency
composition. This 1989 cftort. formally titled the NRO Restructure Study but known as the
Geiger-Kelly study. included panicipants from the NRO. the DoD. und other Intelligence
Community agencics.

(U) The Geiger-Kelly study concluded that the NRQO charter and mission were still valid,
ulthough eventual declassitication of the "fact of" appeared likely. A key recommendation
supported maintenance of the separate program identities, but the report also recommended
initiation of a process to cotlocate the NRO. To begin this process. the study group
recommended collocation of staft support und the standardization of thosc support functions
after collocation. Other key recommendations later implemented included:

- creation of @ new Deputy Director tor Military Support:
- cstablishmeat of an Oftice of Plans and Analysis:
realignment of management responsibilitics for the CIA clement of the NRO:

- creation of a Boiard to advise the SECDEF. DCI. and DNRO (National
Reconnaissince Review Board); and
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” reduction of the DNRO's position from Air Force Sceretary/Under Scerctary to
Assistant Secretary of the Air Force (Space) to atlow the DNRO to be more of a
tull-time manager.

(U) Despite the carlicr oversight concems of the PFIAB, the Geiger-Kelly report noted
that "the basic authorities of the NRO have remained intact.” [n tact. the Geiger-Kelly studv
included 2 Memorandum of Agreement as an appendix . . . "to rcaftirm the charter and mission
to the NRO and the SECDEF and DCI support for the management authority of the DNRO."
although this Memorandum was never signed. The study group wrote that specific 1ssucs raised
rclating to the charter were "duc to implementation problems caused by a lack of specific NRO
policy or stratcpics” rather thun to problems with the charter. Although they acknowledged that
charter changes could be made, they argued that the “charter of the NRO. as written, permits and
supports the objectives of the NRO with respect to its future. . . . unless a substantial gain can
be realized from updating or changing the charter, the risks entailed and time consumed by
opcning up the issue argue against making any changes."

(U) In sum. althaugh the 19R0s brought increasing extemal oversight. in particular by
Congress and OMB. the intemal changes cttected by the NRO's restructuring efforts were cven
more significant, Nonetheless. the Geiger-Kelly study declared the NRO charter viable. This
assessment has not gone unchallenged. bowever. as discussion about the NRO's authorities and
oversight continued in the 1990s.

(U) The 1990s

(U) The current decade has produced significant change in the organization of the NRO
und its oversight structurc. The NRO is now a line and staff organization and its program--the
NRP--is now subject to the same joint revicw as other clements of the NFIP. Ounc promincnt
oversight change is the creation of a new OSD oftice with responsibility for space.

(L) In 1992 the DCI commissioncd a task torce to asscss the NRO's organizational
structure, management methodology. and ability to respond to Intelligence Community pecds.
The Task Foree issued a report (known as the Fuhrmun Report) in April 1992 recommending the
consolidation of Programs A. B. and C into IMINT and SIGINT Dircctorates and full collocation
to achicve an intcgrated functionally aligned organization. These recommendations were
implemented, thereby moving the NRO away from the structure the original charter was
designod to support through the use of authoritics, policies. and procedures of parent
organizations. The new functionally aligned organization has fundamentally changed the way
the NRO operates intemallv. With the role of the parent organizations changed. key staft
clements are uncertain of how 1o proceed. and managers cannotl turh to the chartering documents
tor guidance.

(U In addition. the NRO's oversight structure has expandced in the fast two years. The
DCI and DEPSECDEF formed an Intellipence Program Review Group in 1995 to prioritize
Defense intelligence issues among the three intelligence programs--NFIP. Joint Military
Intelligence Program, und Tactical Intelligenee and Related Activitics. The NRP is subject to
oversight from this group as well. Furthermore. the Defense Resources Board process has. for
the intelligence function. been expanded to provide rigorous revicw of the NRP budget process.

(U} The SECDEF and DCI also chartered the Joint Spuce Management Board in
December 1995 as a board of directors for detense and intelligenee space programs. of which the
NRP is a puni. The Joint Space Management Board provides overall policy and program
zuidance for detense and intelligence space programs to include review and approval of trade-
offs umong reguirements. programs. and resources. The Joint Spuce Management Board
Exccutive Commitiee includes the Under Secretary of Defense for Acyuisition & Technology
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and Deputy Director of Central Intelligence, co-chairs: the Vice-Chairman of the Joint Chieds of
Staff: and the Exccutive Director. Intelligence Community Affairs,

(U) Earlier. in December 1994. the DEPSECDEF established a DUSD(Space) to provide
the SECDEF a single point of contact for space matters, Responsible for oversight ot all DoD
space acquisition and technology programs. the DUSD(Space) has all DoD [space] acquisition
funds under his control: a recent Program Budget Directive also put NRO tunding. which is in
the NFIP. under his review, The cstablishment of this position brings to threc the number of
OSD clcments available to the SECDEF to provide oversight of the NRO: DUSD(Space).
USDtComptroller). and ASD(C3I). The USD (Comptroller) took an active role in the 1995
review of the FY 97 NRP budget submission. and the ASD(C31) continues to excreise its charter
responsibility for national reconnaissance programs. including the NRO.

(U) The establishment of various boards and oversight offices is difficult 1o reconcile
with the charter documents. which included expressions like "strcamlined managcement
procedures.” and "'not subject to normal staft review." In the 1990s, then, the NRO finds itself
the subject of oversight from three different OSD offices. onc CIA oftice. one DCI staff office,
and three different managemcent boards., in addition to the SECDEF and DCI.

(L) Finally. onc additional event occurred in the 1990's that impacted the original chaner
documcents. The NRO was chartered covently to protect both its operations and the "fact of" its
existence. In September 1992, however. the DEPSECDEF issued a press release acknowledging
the existence of the NRO. and the Intelligence Reorpanization Act of 1992 recognized in law for
the first time the "National Reconnaissance Ottice (NRO) of the Department ot Detense."
parallel to the NSA, DIA, and CIO.

(U) Attempts to Change the Charter

{L") Over the past 30 vears a number of cfforts have been undertaken to revise.
strengthen, solidify. or otherwise modify the NRO tharter documents to reduce NRO
vulnerability to change. Periodic finclings of charter sufficiency. such as those by the 1989
Giciger-Kelly Study. have not diminished attempts to change the NRO charier. The NRO has
been a partner 10 these ciforts primarily to ensurce reicntion of its unigque status.

(U) The first attempt to modity the charter occurred tn 1971, Continuing for a period of
several years, cfforts were undertaken o provide 2 non-DoD chartering instrument. an NSC
Intelligence Dircetive. That initiative was prompted by President Nixon's 1971 memo directing
reorganization of the Intelligence Community to include rewriting all the NSC Intelligence
Dircctives. The draft NSC Intelligence Directives for the NRP/NRO contained the cssential
provisions of the 1965 Agreement. Although the NRP/NRO had no chartering document on the
DCJ NSC sidc. the NRO kept open for several vears the cffort to promulgate. it not & DCID. an
NSC Intelligence Directive for the NRP. While an impasse was reached in 1973 due to wording
that rclegated the DClto a role of coordination. additional attempts to update the NRO charter
continucd in both 1974 and 1976 outside the NSC Intelligence Directive framework.

(U) Both the 1974 and 1976 efforts were fairly short-lived. although the 1976 effort
received backing from the CFL. Written by NRO staff to incorporate organizationa) changes
resulting from Exccutive Order 11905 and to strengthen the DNRO's control over the NRP. the
1976 reviscd NRP charter apparently gained SECDEF approval betore being forwarded to the
CFl. A CFI task group was formed to prepare a CFl Directive tor the NRP. but this initiative.
like others betore it, stalled when agreement could not be reached.

4 Program Budgel Directive 701, Identilication of Space Programs, 7 November 1995,
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{=@e) In 19487, the NRO staff again startcd work on redrafting the NRO charter, This
time. however. they investigated the desirability of seeking [cgislation to establish a tormdl
thancr for the NRO. Legal consensus determined that the NRO was better off operating 'status-
quo”, as there were too many vested interests that would cause further erosion on the
management side. and resuiting legislation would be very restrictive.

48 ) Other attempts to update the charter include a draft memorandum of agreement
between the SECDEF and the DCI contained in the 1989 Geiger-Kelly study, and a 14
Sepiember 1992 working paper draft DoD Dircective. The Geiger-Kelly draft was basically a
rcaftirmation of the basic charter of the NRO and the dual responsibilitics of the DNRO to the
SECDEF and the DCI. and would not have replaced the 1965 agreement. The 1992 draft DoD
Dircctive. classified Secret/ BYEMAN but with a note "For Publication ays UNCLASSIFIED
After Approval”. was apparcatly prepared in anticipation of the 18 Scptember 1992 DoD press
rclcase acknowicdging the existence of the NRO, The DoD Directive was dated 1 October 1992
and would have cancelled the 1964 Dircetive, but it was never issucd.

{U) Despite the oft-repeated assertion that the NRO charter has withstood the test of time.
the past 30 years have nonctheicss seen significant changes in the environment, structure, and
oversight of the NRO. Tt s no longer a covert organization. but has been publicly recognized in
law as a Defense agency. There is increasing interest in its operation and oversight, especially
within DoD and the Congress. As a result. pubhc requests for copics of the NRO charer are
increasing. and it is even the subject of an extensive Federation of American Scicntists file on
the Intemet. As public scrutiny of the organization and its operations expands, the impacts of
these changes bevome more readily apparent.
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APPENDIX C HISTORICAL DOCUMENT BIBLIOGRAPHY (U)

(U) The inspeetion team gathered the below listed documents to rescarch the authorities issue of
the NRO inspection. The team provided the documents in a scrics of binders to the NRO
Inspector General's oftice tor tuture use in rescarch. inspections. cvaltuations. and audits,

(U) AGREEMENTS

DEPSECDEEF Letter to DCI, "Re: Manugement of the National Reconnaissiance Program,"
Scptember 6. 1961 (THE 1961 AGREEMENT). (ForSpeetmdimetim ),

"Agreement Between Secretary of Defensc and the Dircctor of Central Intelligence on
Responsibilitics of the National Reconnaissance Office (8)." May 2. 1962 (THE 1962
AGREEMENT), (F/B¥Epteie62).

"Memorandum of Agreement Concerning NSA Participation in the 689 National Reconnaissance
Oftice." June 1962, (#8),

"Agreement Between the Secretary of Defense and the Director of Cenural Intelligence on
Management of the National Reconnaissance Program.” March 13, 1963 (THE 1963
AGREEMENT), (FEiBimnGotbntmy.

"Agreement for Reorganization of the National Reconnaissance Program." August 11. 1965
(THE 1965 AGREEMENT) (+5/B¥E-564%-65 ) with DCT Letter of Transmittal to SECDEF.
August 13, 1963, (POrRiFriind’ ),

"Memorandum of Understanding between the Dircctor. National Reconnaissance Office and the
Chief of Naval Operations." December 31, 1974, (FEiBdEnpdSatuig)

“Memorandum of Understanding between the National Reconnaissance Office (NRO) and the
Office of the Sceretary of the Army." December 31. 1974, (PSMTRTRED),

"Memorandum of Cnderstanding between The Director. National Reconnaissanee Office and
The Assistant Secrctary of the Navy. Instaliation and Logistics.” July 9. 1976, (POsBd=E
S6RHE=R6 ),

"Memorandum of Agreement Between the National Reconnaissance Office (NRO) and the
Detense Mapping Agency (DMA)" Scpiember 9. [9K3, (ForBabEraRadingd ),

"Memorandum of Agreement between the Intelligence Community Staft (ICS). the Detense
Intelligence Agency (DLA) and the National Reconnaissance Office (NRO)." December 13,
198K, ( SrBh@Eepdudbont ),

“Memorandum of Agreement. National Reconnaissance Review Bourd." October 20. 1989,
(SHbEieE0) ).
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"Memorandum of Agrecment between National Reconnaissince Oftice. Inspector General and
Central Intelligence Agency., Inspector Genenil on Implementation of NRO/IG Charter
Dircctive." February 22. 1990, (/B E=-+9806590).

“Memorandum of Understunding between National Reconnaissance Office. Ottice of the
Sceretary of Defense and Central Intelligence Agency." October 1, 1091, (SrBAEE=s339 i ),

"Charter for Joinl Space Management Bourd.” December 13 1995, (L),
"Intelligence Progrum Review Group Charter.” draft as of December. 1993, (L)
AUTHORITY DELEGATIONS

DEPSECDEF Memorundum, “DoD Satcllitc-Bome Edrth Sensing and Spiace Shuttie Planning
Activitics."” October 17. 1972, (FSrBYP-radfued? ),

Assistant Secrerary of the Navy. Installations & Logistics Memorandum for Manuger, Navy
Space Project. "Delegation of Authority and Designation as Head of a Procuring Activity," July
9. 1976, (U).

DEPSECDEF Memorundum. "Defensc Reconnaissance Support Program (DRSP)."” September
1. 198(), (Srdiiice®).

Under Secretary of Defense (Acquisition) Memotandum, "Delegation of Authority to Approve
Contracts Awarded Under @ther Than Competitive Procedures,” February 20, 1991
(P*HBES) with DNRO Memorandum for USD(A). same subject. undatcd, (FSBakt
oY

Secretury of the Air Force Memorandum. "Delegation of Authority to Director. Nutional
Reeonnaissance Office (U)." undated 1994, (SidiFeeEe)),

DEPSECDEF Memoranduin, “National Reconnaissance Otfice.” (designated DNRQ). May 26,
1994, (U,

DCI Memorandum, (SIEVRE& R EVRIAVEeE-E

DNRO Memorandum. "Delegation of Contracting and Scnior Procurcment Exccutive Authority:
and Designation as Head of the Conrtracting Activity,” December 27, 1994, ¢Bé8akE ).

BRIEFINGS

"NRO Evolution and Overview." Scptember L1, 1995 Vidco, C1 25(-XR, (S4B¥E ).

"Legal Status of NRO." September 11, 1995 Video. C1334. (BiB),

"Internal Management Controls.” September 1R, 1995 Video C1332, (SdBad),
"Conrracting in the NRO." Oftice of Contracts. Sepiember 14, 1995 Video C1296 |3B%E).

"NRO Military Support Statt (MSS)." Defense Support Projeet Office. September 21. 1995,
(bRl
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BUDGET DOCUMENTS

Fiscal Year 1991 Congressional Budget Justification. Volume 1V. National Reconnaissance
Program. January 1990, ¢FSiB¥fmaa6634()).

Fiscal Year 1992-1993 Congressional Budget Justitication. Votume IV. National
Reconnaissance Program, January 1991, (Pi@YE-a9gagye )

Fiscal Year 1993 Congressional Budget Justitication. Volume iV, National Reconniissunce
Program. January 1992. (¥S/BYE-29657/92).

Fiscal Year 1994-1995 Congressional Budget Justitication, Volume 1V. National
Reconnaissance Program. March 1993, (TSIBFr27839799).

Fiscal Year 1993 Congressional Budget Justitication. Volume V. National Reconnaissunce
Program. February 1994, (FaRadmgedGiaié) ] ),

Fiscal Year 1996-1997 Conpressional Budget Justification, Volume IV, National
Reconnaissance Program. February 1995, (FRsRiknSesangS ),

DIRECTIVES and ORDERS
Executive Orders and Presidential Directives

Presidemial Memorundum, "Organization and Management of the U.S. Forelgn Intelligence
Community.” November 1971, (TSIBTETZII=T).

Exccutive Order 11905, “United States Foreign Intclligenee Activities.” February 1R, 1976.(U).

Presidential Directive’NSC- 17, "Reorganization of the Intellipence Community," August 1977,
(FOES).

Exceutive Order 12036, “United States Intelligence Activities.” January 24. 1978, (U).
Exccutive Order 12333, "United States Intelligence Activities," December 4. 19X1, (U).
Exccutive Order 12334, "President's Intelligence Oversight Board." December 4, 19X1, (U).
National Sccurity Decision Directive Number 42. "National Space Policy." July 4. 1982, (F8)

Exccultye Order 12337, "President's Foreign Intelligence Advisory Board." October 28, 1985,
(U

Presidential Memorandum, "DoD/DCLPFIAB Report on the National Reconnaissance Office

(NROT-BE T Febrwary | 1. 1985, S 80 ),

National Sceurity Decision Directive Number 293, “National Space Policy (U January 3.
LORY, (kbR ieE).

National Sccurity Directive 30, "National Space Policy Directive 1." November 2. 1989, 68).

National Sccurity Dircetive 67. "Intclligence Capabilitics: 1992-2005 (U)" March 30. 1992,
(SbMEInGEE ).
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Presidential Decision Directive/NSC-35, "Intelligence Prioritics." March 2. 1995484,
Department of Defense

DoD Directive 3305.5, "General Defensc Intelligence Program (GDIP) Management." May 9.
1986, (U).

DoD Dircctive 3500.1, "Defense Space Council (DSC)." December 29, 1988, (U).

DoD Instruction 4000.19. "Interservice and Intragovernmenta) Support.” August 9. 1995, (U).
DoD Directive S000.1. "Defense Acquisition." February 23, 1991, (U).

DoD Directive 5025.1. "DoD Directives System. " June 24. 1994 (U),

DoD Dircetive 5100.20, "The National Security Agency and the Central Sccurity Service,”
December 23. 1971, (U,

DoD Dircctive 5100.23, "Administrative Arrangements for the National Sccurity Agency.” May
17. 1967. (U).

DoD Directive S100.81, "Department of Defense Support Activitics (DSAs)." December S.
1991, (U).

DoD Directive S100.85, "Intcligence Systems Board (ISB)." June 27. 1995, (U).

DoD Directive 5105.15. "Department of Defense Advanced Research Projects Apency." March
17. 1959, (U).

DoD Directive 5105.21. "Defense Intclligence Agency." May 19, 1977, (U).

DoD Directive TS-5105.23. "&) National Reconnaissance Office.” March 27, 1964, (&8s,
DaD Directive 5105.4(), "Defense Mapping Agency (DMA)." December 6, 1990, (L),
DoD Directive 5105.56, "Central Imagery Office.” May 6, 1992, (U).

DoD Directive 5118.3. "Comptroller of the Department of Defense (C. DoD). June 24. 1991,
(U).

DoD wircctive 5134.1, "Under Sccretary of Defense for Acquisition and Technology
(USD(A&T)).” Junc 8. 1994, (U).

DoD Dircctive 5134.11, "Defense Airborne Reconnaissance Office (DARO)" April 5. 1995, (U).

DoD Dircctive 5137.10. "Assistant Scerctary of Defense for Command. Controt,
Communications. and Intelligence (ASD(C31))." February 12, 1992. (U).

DoD Dircctive 5160.32, "Development of Space Systems." September 8. 1970, (U).
DoD Directive (-5205.7, "Special Access Program (SA) Policy,” January 4, 1989, daoedke).
DoD Directive 5240.1. "DoD Intclligence Activitics,” April 25. 1983, (U).
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National Reconnaissance Office

National Reconnaissance Program Dircctive 1, "Security Policy," August 9. 1971, (TSTBYE
130481 ).

NRO Office of Contracts Interim Contracts Policy Directive Number 001, "'Interim Contracts
Policy Directive Framework." January 12, 1995, (S¥EeRE6).

National Reconnaissance Program Directive 2, "Security Handling of Covert Satellite SIGINT
Collection Projects and Control of Raw SIGINT Intelligence," December 3. 1962, (TR -
09imE2),

NRO Office of Contracts Interim Contracts Policy Directive Number 002. "NRO Contracting
Authority.” January 12, 1995, (64B&60)).

National Reconnaissance Office Directive 3. "Access Approval and Criteria Policy." December
22. 1992, (SiBEees).

National Reconnaissance Program Directive 4. "Physical Sccurity Policy." August 27, 1971.
(PRPE-PIG 4] ),

NRO Ottice of Contracts Intcrim Contracts Policy Directive 004, "NRO Compctition Advocates,
Authoritics, Format, and Class Justifications,” August 23, 1995. (S REO),

NRO Office of Contracts Interim Contracts Policy Directive 010, ""National Programs Contract
Review Board," May 3, 1995, (SviiBE6)).

NRO Directive 90-1, "NRQ Inspcctor General." Janvary 10, 1990, (SFBY¥E=+5R0630¢)),

NRO Directive 7. "NRO Acquisition Management," January 19. 1993, SitbsR@a),

NRO Office of the Comptrolicr, NRO Financial Procedures. October 12, 1995, (F'HeRE6).
Other

DCI Directive No. 1/14. January 22, 1967. (&,

DCI Dircetive No. 2/9-1, "Manapement of National Imagcry Intclligence.' June 1. 1992. (@),
DCI Directive No. 2/2 "Intelligence Community Executive Committec," Junc 1. 1992. (1),
DCI Dircctive No, 3/3-1 "Community Management Statf," Junc 1, 1992, (U).

DCI Directive No. 3/4 "Intelligence Rescarch and Development Council,” June 1, 1992, (U).

DCI Directive No. 1719 "Sccurity Policy for Sensitive Comparumented Information,” March 1,
1995, (U).

National Security Council Intclligence Directive No. 6. "Signals Intclligence,"” February 17,
1972, (SRt ).

Secretary of the Air Force Order No. 100.1. "Functions of the Secrctary. Under Secretary and
thc Assistant Scerctaries of the Air Foree," May 1, 1990, (U)

Handle Via BYEMAN-TALENT KEYHOLE Control Channels Jaintly




SRR RN T
APPENDIX C
HISTORICAL DOCUMENT BIBLIOGRAPHY

BYEMAN Sccurity Manual. June 9. 1993, (SiHBee)),
INTERVIEWS

EISISN OGN, Acting Deputy Assistant Secretary of Defense (Intelligence & Security), and
staff, December 4, 1995.

ERISICHROIONN. Dcputy Under Secretary of Defense (Space). and SERJSIEBITY. Principal
Assistant, December 13. 1995.

REPRSICRGIEY. Exccutive Director, Intclligence Community Aftairs. Dccember 11, 1995,

REIRECICR(SICIIN Dircctor. and [BESRCIENGIGN. Deputy Director. National Reconnaissance

Oftice, November 13, 1995.

Bl (G former Deputy Director, ¢ Associate Deputy Director
for Scicnce & chhnology. Central Intelligeuce A },cncy December 18, 1998,

m. Deputy Director for Program Evaluation. C41 Integration Support Activity.
December 6. 1995.

LAW AND LEGISLATIVE HISTORY
National Sccurity Act of 1947. as amended (Title 50, US.C.. Chapter 15).

Central Intelligence Agency Act of 1949, as amended (Title 50. U.S.C., Scctions 403a through
403s).

National Sceurity Agency Act of 1959, May 29, 1959 (Title 50, U.S.C., Scction 402note).
Title 5. U.S.C.. Chapters L, 3. 31, 33, and 51.

Title 10. U.S.C.. Chapters 1 through 4. 8. 81. B3, 137 and 803.

Title 31. U.S.C.. Chapter 15. Subchapter 111 (The Economy Act).

Title 41. U.S.C.. Chapters 4 and 7.

Title 50, U.S.C.. Chapter 29.

House Conference Report No. 102-963. October 1, 1993 (to accompany Public Law 102-496.
Intclligence Authorization Act for 1993, containing the Intclligence Organization Act Of 1992).

Classificd Annex to the Joint Explanatory Statement of the Committec of Conference, October 8.

1992 (to accompany the Intelligence Authorization Act for 1993) (FeiBaéEeiastins? ).

House Conference Report 104-427, December 20, 1995 (to accompany the Intelligence
Authorization Act for Fiscal Year 1996).

Classitied Annex to the Joint Explanatory Statemcnt of the Committee of Conference (to
accompuny the Intelligence Authorization Act for Fiscal Year 1996) (ResBda=),
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Classitied Report to the Joint Explanatory Statement of the Committee of Conference to
Accompany the Conference Report on H.R. 2126 (Depantment of Detense Appropriation Bill
for Fiscal Year 1996) (FasBakss),

MEMORANDA, LETTERS, OTHER

Presidential Memorandum for the Scerctary of State uand the Sceretury of Defense.
"Communications Intelligence Activitics." October 24. 1952, (U).

NSC 541272, “Note by the Executive Sccretary 10 the National Security Council on Covert
Operations.” December 2K, 1935, (U).

NSC Action No. 1846, "Record of Actions by the National Sccurity Council at its Three
Hundred und Fifty Second Meeting held on Junuary 22, 1938, (Approved by the President.
January 24, 1958)." (U).

NSC SRi4 1, "Preliminary U.S. Policy on Outer Space.” (redacted version), August 18, 1958,
(L),

NSC Memorandum for the Sccretary of Defense. "Reconnaissance Satellite Program.™
Sceptember 1, 1960, &89,

SECDEF Mcmorandum. "(TS) Assistant tor Reconnaissance. September 6, 1961, (943,

DNRO Memorandum for NRO Program Dircctors, * Organization and Functions if the NRO."
July 23, 1962, (ForB¥E=hadaed? ),

Assistant to the President Mcemorandum for the SECDEF and DCI. "Nationial Rcconnaissance
Office (President's Foreign Intelligence Advisory Bouard Recommendation No. 23)." July 6.
1961, (TSI rEue2eme?).

President's Foreign Intelligence Advisory Boiurd Memiorandum for the President. Y"National
Reconniissinee Program.' May 2. 1964, (S84MB e oEBaS-A4062464 ).

DNRO Mecmorandum. "Special Suppornt Activities Funding under the Missile Procurcment
Appropriation." Muy 7. 1964, 68),

Assistant 1o the President Memorandum tor SECDEF und DCI, "National Reconnaissanee
Program." May 22. 1964, (Gsikidficaed).

Under Sceretary of the Air Foree Memorandsm for Dircetor of Special Projects. OSAF.
"Authorization to Deviate from Air Foree Dircctives.” June 23, 1965, o,

Committee on Foreign Intelligence Tusk Group Memorandum. "Revision of NRP Charter,"
March 17, 1976, (P BN Eajt SRGnP6 ),

DNRO Mcemorandum for President's Foreign Intelligence Advisory Board. "Authority tor the
Establishment of the National Reconnaissance Program.” May 19, 1976. (PS*BYE129477,

SECDEF Memorandum. '(S) National Reconnaissance Ottice™ (interim change to DoDD TS-
5103.23), October 3, 1979, (@6,

Chairman. President's Forcign Intelligence Advisory Board Letter to the President. no subject
(findings of NRO eaamination). December 23, 1983, (P HPRESy.
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Joint Report (SECDEF. DCI and Chairman. President's Foreign [ntelligence Advisory Board) to
the President on the NRO. July 13, 1984, (FS-B¥E066++MK4).

DNRO Letier to Chairman. Senate Sclect Committec On Intelligence. no subject {intemal
restructuring of the NRQO), November 21. 198K, (S'#i¢BEO),

SECDEF/DCI Letter to Chairman, Senate Select Committee On Intelligence. no subject
(strengthening the NRO). July 3. 1989, (S#¥B€O).

SECDEF Mcmorandum. "Additional Dcputy Dircetor Position in the National Reconnaissance
Office NRO)." January 26. 1990, (SkkdsdieaO).

DCI Mcmorandum for DNRO. [CHEREI (RS E) IRV o 2R

SECDEF DC! Lcter to Chairman. Senate Scleer Committee On Intelligence. no subject
(forwards NRO rcorganization plan). February 26. 1990, (TSI'ErE27I0TT)).

DNRQO Mcmorandum for Chairman. Joint Chicfs of Staff, "Dcputy Dircetor Position of the
National Reconnaissance Office (NRO)." April 19, 1990, (SéBidEidéidro(),

NRO/Director for Congressional Atfairs Memorandum tor Congressional Committee staifs.
"Bricting Charts" ("NRO Human Resources Requirements Study 1990-1991" und "NRO
Byemun Sceurity Center Overview/Stats). March 2K, 199), (PO E=pagidang | |,

DEPSECDEF Mcmorandum, '"National Revonnaissance Ottice {(NRO) and DoD Directive
SO0, 1." August 27. 1991, (SDAEE-eSS8 ] ),

Senate Sciect Committee On Intelligence Minority Stafl’ Dircetor/General Counsel Letter to
NRO IG. no subject (lack of CIA IG stamtory responsibilitics for oversight of NRO activitics).
October 26. 1993, (U).

DEPSECDEF Memorandum, "Establishment of the Defense Airbome Reconnaissance Office
(DARQ)." November 6. 1993, (U).

DEPSECDEF Letter to DCI. no subject (ASD(C31) initiative to establish a declassification
review group). February 2. 1994, (SBNE-SS04eia4 ),

DDNRO Mcemorandum tor SECDEF. “Department of Justice Reqguest for Declassitication . ., "
February 10). 1994, (S/BE-anasg4 ).

DDNRO Muemorandum for ASD(C31). "Congressionally Directed Action--The Inspector
General Function - INFORMATION MEMORANDUM." February 10. 1994, (9B
TRIOVON).

ClA/Oftice of General Counscel, PIEIVESEEINTIE]

(53 (0 [ISC |

DEPSECDEF Mcmorandum. "Establishment ot the Deputy Under Secretary ot Defense for
Space Acquisition and Technology Programs.” December H), 1994, (U).

DEPSECDEF Memorandum. "Responsibilities and Functions of the Deputy Under Secretary of
Defense tor Space." March K. 1995, (U,
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DNRO Letter to Assistant Inspector General for Audits. G, DoD. "Response to Draft Audit
Report ont implementation of the Internal Management Centrol Program at the NRO (Project No.
ARC-0035.01)." March 1. 1995, (SBHEahiGmo S ),

NRO/Otfice of General Counscl, "Legal Justification for NRO Deviations from the FAR."
Artorney Work Product. March 1995, (L.

DEPSECDEF Memarandum. "Establishment of the Defense Airbome Reconnaissance Office
(DAROQO)." Apnl 5. 1995, (U).

House Permanent Select Committee on Intelligence Letter to DEPSECDEF. no subject (requests
cxamination of NRO "forward funding™), August 21. 1995, (&).

DCI'SECDEF Letter to Chairman. House Permanent Select Committee on Intelligence. no

subject. October 24, 19939, forwards "Review of the NRO Reallocation Request”. (584
NP )

Program Budget Decision No. 701. November 7. 1995, approved by DEPSECDEF. November
21, 1995, 63,

DEPSECDEF Mcmorandum for DCI. "Charter for a Financial Management Exccutive of the
NRO." November 16, 1995, (L),

ASD(C3l) Memorandum for DNRO. "SECDEF Annual Defense Report.” November 29, 19985,
(.

(b)(1) 1.4(c), (b)(3) 10 USC 424

DCI/DEPSECDEF Memorandum for Joint Space Management Board, *Review of Natiom
Reconnaissance Office Programs and Activities.” December 13, 1995. (U).

USD(A&T) Memorandum. "DoD Co-Executive Sceretary of the Joint Spacc Management
Board." January 3. 1996. (U),

NRO/Oftice of General Counsel Memorandum, "Response to Inquiry Reparding NRO Legad
Issues.” February 28, 1996, (Si8KE).

[A/Office of General Counsel ﬁcmomndum. (2}(1) 1.4(c), (b)(3) 10 USC 424
u - (SdBAk, ).

DaD/Office of the Deputy General Counsel (Jnspector Generul) Memorandum. "Legal Issucs
Arising from Nationual Reconnaissance Office (INRO) Review." March 5. 1996. (U).

1A/Generai Counsel Memorandum. [PIIEEICEDCENE NS
m. ).

CIA'Counsel to the Inspector General Memorandum, (QIREIGROIEIRIGVEIORYER{H))
*dﬂ-

Cl1A/Principal Deputy General Counsel Memorandum. "Dratt Joint Inspection Report on NRO.™
15 May 1996. (U)

STUDIES, HISTORIES, PLANS, REPORTS
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REEEERGIC.. "' A Summary of the National Reconnaissance Problem.” May 13. 1965 draft.
(PSR =65 ),

DEPSECDEF Memorandum, "Reconnaissance Operations (U)." February R, 96K, (TS«B¥E
TIRITOR).

DEPSECDEF Mcmorandum, “Reconnaissance Operations (U).” March 21, 1Y6R. (TSMB*PE
TR92YEX),

DoD OIG: (b)(6) . untitied paper (issues confronting the NRO). undated, probably
1969, (SR ).
DoD QIG: (b)(6) Memorandum fo HpD OG5 (D)(E) “NRO Responsibilitics for NRP

Air Vehicle Reconnaissance Projects.” July 1. 1969, (WSRiE ).

M" Approved by Rl
A June 3, (TS X)-721.

"Plan for the Defense Reconnaissance Support Program (DRSP)." Approved by DEPSECDEF.
Scptember L, 19RO, (FS-RyE-a66893 ().

(b)(1) 1.4(c) (b)(3) 10 USC 424 (b)(5)
Rl Dircctor Science and Technology.

History of the National Reconnaissance Program:

Volume 1. ""The Corona Story.” December 198X, (S¥NISOREEIHAHIBFRESBYE
| B8 EK ).

Volume (1. "The Hexagon Story." December 1992, (O REO NIRRT eSS
| bl 7 )

Volume I1. "The Gambit Story.” Junc 1991, (SreORESNIH ¥ BFHCO-BiiE=iieee -
B2 31%

Volume §V. “The SIGINT Satellite Story.” December 1994,

{ Tl D e i el b B il 5l B i bl ),

volume V. “The (IS Story.” unpublishcd drafi, (FEABFRCODH=Eb2s Bt
Ui @O0H6) ).

"NRO Charter and Management Evolution” (chronology of cvents). author unknown, undaicd.
circa February 1989, (TésBaeetd6athint) ),

“Repor to the Director National Reconnaissance Office. "NRO Resoucture Study Bricting' (The
Geiger Studv). Volumes 1 and 11, (PS»B¥Fdympiral) ),

Nationul Reconnaissance Office, "Report to the Scerctury of Detfense and Dinsetor of Central
Intelligence regarding NRO Restructure.” January B, 1990, (FS/D¥E-2396000()),

DNRO Memorandum for SECDEF and DCI. "Report on the National Reconnaissance Office
Restructure.'” undated, circa February 199(), ¢SSy dEepaaays()),

SECDEF/OCI Letter to Chairman, Scnate Sciect Committee On Intelligence. no subject
(transmits report on NRO restructure). February 26. 1990, (FwBadsmiaiohis).

14 SPEREPHYEMANTRERRE-NEYHOEE

andle Viz BYEMAN-TALENT KEYHCLE Conwol Chammls Jointly




SECRETBY M TAEENT-HETIIOEE
APPENDIX C
HISTORICAL DOCUMENT BIBLIOGRAPHY

"DCI Task Force on the National Reconnaissance Office. Final Repon™ (The Fuhrman Report),
April 1092, (AiBdiE0).

"Final Report: National Reconnaissance Program Task Force for the Director of Central
Intelligence” (The Woolsey Report). Scpiember 1992, (FSvBiEE=pRvi@dig 2 ),

DNRO Mcmorandum for the DCI. "NRO Revicw of BYEMAN Ciassification and Protcction.”
November 5. 1992 (M B 1 e+ n=-92 -

NRO Protcction Review. "What is Byeman." November 6. 1992, (@i sdadiinis) ),

NRO Restructuce Guidance Document, Revision #2. January [S. 1993, approved by DNRO

January 26, 1993, (PSR ),

National Reconnaissance Office (NRO) Resoucture Implementation Master Plan (IMP). January
19U, (FSEBWE ).

NRO Strategic Plan, undated 1993, ¢(Sétiiibibile GO FEES-bp6o8403 ),

“NRO Bascline Repon Preparcd for the Commission on Roles and Capabilities of the U.S.
intelligence Community." April 1995, (SR tinubld@iniis 5 ).

Cenrral Inteliigence Agency. A Consumer’s Guide to Intellipence.” July 1995, (L),

Statutes Working Group. Nationa) Imagery Ageney Task Force. "Analysis of the Stawites
Working Group - Task 520 Deliverable. August 16, 1995, (FOUS).
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Inspection Dircctor,
DoD/1G

Assistant Inspection Dircctor
CIANIG

Deputy Inspeetion Director
DoD/IG

Inspector. CIAVIG
Inspector. NSA/IG
Evaluator. DoD/NG
Evaluator. DoD/IG
Inspector. DoD/IG
Auditor, CIA/IG
Inspector. DoD/IG
Inspector. DoD/IG
Evaluator. DoD/IG
laspector. DoDAG
Inspector. DoD/IG
Auditor. DoD/1G
Inspector. DoD'IG
Evaluator. DoDIG
Inspector, DoD/1G
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APPENDIX E SITES VISITED (U)

(U) Office of the Secretary of Detfepse

(U Assistant Secrctary of Detfense (Command. Control. Communications and
Intelligence)

(U) Deputy Under-Scerctary of Detense { Space)

1} Detense Apencies And Omzanizations

(&) Nationul Reconnaissanee Ottice

Headguarters Facilitics in the National Capitol Region
b)(1)(c) (b)(3) 10 USC 424

$ AIr Staton
NdVdi Rescarch Laboratory

{U) Central Imagery Office

{L") Defense Contract Audit Agency
Ficld Detachment Headyuaners

(L) Defense Intelligence Agency

(L") Defense Mapping Agency
National Imagery Agency Task Foree

{U) National Security Agency
{U) Nava) Supply Systems Command
(U} Other Federal Asencics

{U) Central Intelligence Agency
Directorate ot Science and Technology
Office of the General Counscl
Office of Personncl
National Photographic Interpretation Center

(U) Dircctor. Central Intelligence
Community Management Staff

(L) Contragtors
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APPENDIX F ACRONYMS

AlS

CWAN
DASD
DCl
DCID
DDMS
DEPSECDEF
DIA
DNRO
DOS
DSPO
DUSD
DoD
DoDD

(U) Automated Information Systcm

(U) AIS Security Manual

(U) Assistant Secretary of Detensc

(S/B) BYEMAN Sccurity Manual

(U) Command. Control. Communications and Intellizence

(L) Configuration Conuol Board

(b)(1)(c) (b)(3) 10 USC 424

(L) Committee on Forcign Intelhgence

(U) Central In[ell:gemc Agency
C

cprescntative
(U Contractor Wide Arca Nctwork
(L) Deputy Assistant Sccretary of Defense
(U} Director of Central Intelligence

(U) DCI Directive

{U) Deputy Director for Military Suppon

(L") Deputy Secretary of Defense

(U) Defensce Intelligence Agency

(L) Director. National Reconnaissance Office
(L) Dircctor of Security

{U) Defense Support Project Office

(1) Deputy Under Sceretary of Defense

(U) Department of Dcfense

(U) DoD Dircctive

(U) Equal Employment Opportunity

(U) Exccutive Committce

(U) Fiscal Year

(U) Federal Acquisition Regulation

(U3 Government Performance and Results Act
{U) General Services Administration

{U) Govermment Wide Arca Network

(U) Human Resources Management Group
(U) Inspector General

{U) Intcrnal Management Controls

(U) Imagery Intclligence

(U) Information Resources Management

¢87 Information Tcchnology Group

(U) Memorandum of Agreement

(Uy Memorandum of Understanding

(U) Military Personnel Division of HRMG
(U) Management Services and Opcerastions Otfice
(L) NRO Acquisition Manual

(L) National Forcign Intcllipence Propram
(U} National Imagery und Mapping Agency
(U National Reconnaissance Office

(U)y National Reconnaissince Program

(U) National Security Ageniy
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(b)(3) 10 LISC 424

OSD (U) Office of the Scercrary of Defense

0SSO (U) Opcrational Support Office

P&A (U) Plans and Analysis Office

PFIAB (U} President's Foreign Intelligence Advisory Board
Program A (U) Air Force Program prior to 1992 restructurce
Program B (U) CIA Program prior to 1992 restructurc
Program C (U) Navy NRP Program prior to 1992 restructure
SCi (U) Sensitive Compartmented Intormation
SECDEF (U) Secretary of Defense

SIGINT (LN Signals Intelligence

USAF (L") United States Air Force

USD (L) Under Sccretary of Defense
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