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(U) September 8, 2016

(U) Objective
(U) We determined whether the material condition of the
Integrated Tactical Warning/ Attack Assessment
Ground-Based Radars (ITW / AA GBR) is adequate to
perform and sustain required capabilities. Specifically.
we examined the infrastructure, maintenance, planned
or required upgrades, funding, and management of the
radar sites.

(U) Findings

• 

• 

as 

required by Presidential Policy Directive-35, DoD 
Directive S-5210.81, and Chairman of the Joint Chiefs of 
Stafflnstruction (CJCSI) 6811.0lC. Specifically, we 
found that: 

(U) Pi11di119s Cont'd 

• (U) Not all ITW / AA GBR spare parts meet

system specifications or are catalogued for

Air Force use. This occurs because of

insufficient management of supply and

suitable substitute processes. Because of

this, Air Force personnel chose to repair or

alter consumable and depot-level repairable

parts to keep radars operational to the

maximum extent possible. As a result of

these repairs, the Air Force is not creating

accurate demand forecasts for spare parts,

which prevents corrective action for parts

transactions.

(U) Recommendations

(U) Chief of Staff, U.S. Air Force:

• Develop an !TW / AA G BR mission essential facility
and equipment list that includes all necessary
supporting infrastructure.

• Define the ITW /AA GBR weapon system to include all
items on an essential facility and equipment list.

� The Commander, Air Force Space Command: 

• 

• 

(U) The Commander, Air Force Lifecycle Management
Center System Program Office:

• Ensure the Air Force is identified as a user for all
!TW /AA GBR spare parts.

• Review and correct quality assurance processes for
!TW / AA GBR suitable substitute selection.
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(U) Management Comments and

Our Response
(U) The Military Deputy Under Secretary of the 
Air Force (Space), responding for the Chief of Staff 
of the U.S. Air Force, addressed all specifics of 
Recommendations A.la and A.lb. However, as a
result of other management comments, we revised
Recommendation A.la, and we request the Chief of
Staff of the U.S. Air Force to provide comments by October
7, 2016. No further comments are required on
Recommendation A.lb.

(U) The Director of Integrated Air, Space, Cyberspace,
and ISR Operations, responding for the Commander,
Air Force Space Command, addressed all specifics of
Recommendation A.2 and 8.1. Also, the Director provided

report accordingly. However, as a result of other 
management comments, we revised Recommendations C.1 
and C.2, which now include Air Force Space Command as 
an office of collateral responsibility. Accordingly, we 
request the Commander, Air Force Space Command 

(U) Ma11a,qeme11t Comment� Cont'd 

(U) provide comments on these recommendations by
October 7, 2016.

(U) Comments from the Senior Material Leader, Chief,
Strategic Warning and Surveillance Systems, responding
for the Commander, Air Force Lifecycle Management
Center, addressed all specifics of Recommendations C.1
and C.2. Therefore, no further comments are required.

(U) As a result of management comments, we revised
Recommendations C.1 and C.2, which now include the
Defense Logistics Agency as an office of collateral
responsibility. Accordingly, we request the Director,
Defense Logistics Agency, provide comments on these
recommendations by October 7, 2016.

(U) As a result of management comments, we revised
Recommendations C.1 and C.2, which now include the
Air Force Sustainment Center as an office of collateral
responsibility. Accordingly, we request the Commander,
Air Force Sustainment Center, provide comments on these
recommendations by October 7, 2016.
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{U) Recommendations Table 

Recommendations 

Requiring Comment 

No Additional Comments 

Required 
Management 

Chief of Staff, U.S. Air Force i

Commander, Air Force Space

Command 

 

Director, Defense Logistics 

Agency 

Commander, Air Force 

Sustainment Center 

Commander, Air Force Life Cycle 

Management Center 

A.1.a A.l.b

C.l, C.2
A.2, B.l

C.1, C.2

C.l, C.2

C.l, C.2

(U) Please provide Management Comments by October 7, 2016.
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INSPECTOR GENERAL 

DEPARTMENT OF DEFENSE 

4800 MARK CENTER DRIVE 

ALEXANDRIA, VIRGINIA 22350-1500 

MEMORANDUM FOR DISTRIBUTION 

September 8, 2016 

SUBJECT: (ll) Evaluation of the Integrated Tactical Warning/ Attack Assessment 
Ground-Based Radars (Project No. 02015-0ISPA 1-0132.000) 

(ll) We are providing this final report for review and comment As a result of management
comments, we revised Recommendation A la. and we request the.Chief of Staff of the
U.S. Air Force provide comments hy October 7, 2016. As a result of other management
comments, we revised Recommendations C.1 and C.2. which now Include the Commander,
Air Force Space Command; Director, Defense Logistics Agency; and the Commander, Air Poree
Sustainment Center as offices of collateral responsibility. Accordingly, we request these agencies
provide comments on these recommendations by October 7, 2016;

(ll) DoD Instruction 7650.03 requires that all recommendations b� resolved promptly.
We conducted this evaluation in accordance with the Council of the Inspectors General on
Integrity and Efficiency Quality Standards for Inspection and Evaluation.

(U) We appreciate the courtesies extended to the staff. Please direct questions to me at
703-699-7430 or OoO OIC, (hJ (r,) 

Classified hy: 811 
Derived from: Multiple Sources 
Declassify on: 20380301 
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(U) Introduction

( U) Objective

(U) Our objective was to determine whether the materiel condition of the ground-based
radar sites is adequate to perform and sustain their required capabilities. Specifically,
we examined the infrastructure, current maintenance, planned or required upgrades,
funding, and management of the radar sites.

·(u) Background
� The ITW / AA GBR system is part of a greater missile warning architecture, detailed 
in Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 6210.02C. Per the CJCSI, this 
architecture is designed to provide the President and senior decision makers with an 
accurate and timely analysis of possible inbound ballistic mi,ssiles. The ground-based 
radars independently confirm whether a launch signature detected 

I 

by satellite sensors 
is an inbound threat. 

- The launch data are then transmitted to DoD correlation centers for further.
analysis, and subsequently forwarded to the key components of the national command
network that support the decisions of the President, Secretary of Defense, Joint Chiefs of 
Staff, and designated Combatant Commanders. 

(U) Each radar continuously monitors its sector for incoming threats. Figure 1 shows
the coverage for all six ITW / AA GBR sites:

• Beale Air Force Base, California

• Cape Cod Air Force Station, Massachusetts

• Cavalier Air Force Station, North Dakota

• Clear Air Force Station, Alaska

• Thule Air Base, Greenland

• Royal Air Force Station Fylingdales, United l(ingdom

Oo016•20lli- U3 1 t 



SEERE'f 

Introduction 

(U) We visited five of the si,cradar sites. We examined supporting infrastructure

and interviewed site personnel. We also interviewed management personnel at

Headquarters, United States·Air Force; U.S. Strategic Command; and Air Force

Space Command.

(U) Some of these sites have1been operating since the 1960s. The type of radar system

varies based on its original construction date. Three radar system technologies are 

currently in use: Upgraded Early Warning Radar [formerly Ballistic Missile Early 

Warning System (BMEWS)],.PAVE Phased Array Warning System (PAVE PAWS)t, and 

the Perimeter Acquisition Radar Attack Characterization System (PARCS). 

(U) Figure 1. Ground-Based Warning Sensors

(U) Source: U.S. Strategic Command

1 PAVE is an Electronic Systems Center over.arching program name and is not an acronym. 
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(U) Finding A:

'lsc· (hl(I) l:OIH:!1, ,.:, 111,, Sllt\l(O:\l ll1)CII IOIH!<, )�\; I 11!-!1 
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(U) Table 1. Operational Availability of each ITW/AA radar

Cavalier 

Clear 

Thule 

Fylingdales 

(U) Source: 21st Operations Support Squadron

Sllt.Af{O�I (b)(I) EOl.l.:i:!t, ,cl I HI.!) 

(U) Table 2. Mean-Time-Between-Failure Rates of each ITW /AA rad a rz 

(U) Source: 21st Operations Support Squadron

2 iij The data in Table 2 SIR \ifO�I (bl(I) EOl.h2<, ,o, 1-lfsl .lfSP( (bl(II EOl.1'2<, s« I l(�I 

Findin A 
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(U) Management by Multiple Organizations Can

Confuse Funding Responsibility

F111dir1g 1\ 

(U) Based on our interviews and analysis of all available data, we determined that the

ITW / AA GBR and the supporting infrastructure are not an integrated program of 

record. No single Air Force person or organization is responsible for ensuring ITW / M 

GBR sites are resourced, modernized, and sustained. Radar equipment, to include 

emitters, computers, software, and radar screens, is operated by Air Force Space 

Command Space Warning Squadrons. ITW / AA GBR equipment is funded by the 

Air Force Space Command System Program Office, but the funding responsibility is 

expected to be transferred to Air Force Material Command sometime during the next 

two fiscal years. Acquisition and sustainment of the lTW / AA GB Rs are performed by 

the Air Force Nuclear Weapons Center, Kirtland Air Force Base (AFB), New Mexico; 

Air Force Lifecycle Management Center, Wright-Patterson AFB, Ohio; and the Air Force 

Sustainment Center, Tinker AFB, Oklahoma. During our five site visits, we discussed the 

funding responsibility and determined that the system program office funded only what 

was considered to be part of the weapon system. ITW / AA GBR site personnel stated 

that the weapon system was only the radar transmitter, the radar receiver, and the 

computer/communications gear used to process and transmit received data externally 

for evaluation by strategic defense organizations. Alternatively, site personnel stated 

that supporting infrastructure such as buildings, structures, utilities, and some support 

equipment was not considered part of the weapon system. 

(U) Our analysis of historical Air Force documents shows that some site funding

responsibilities are divided because of geographic location. ITW /AA GBR sites were 

selected based on geographi'c requirements for global coverage, as is depicted in 

Figure 1. Therefore, some radars were not built on Air Force Space Command bases. 

For example, Air Combat Command is the host command for Beale AFB; the 

Massachusetts Air National Guard hosts Cape Cod Air Force Station; and 

Cavalier Air Force Station receives its support from Air Mobility Command through 

Grand Forks AFB. Operationally, the missile warning mission is also shared by 

U.S. Northern Command, the North American Aerospace Defense Command, and 

U.S. Strategic Command. 

DnD16·20Jb•B3 I (1 
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(U) Our interviews with radar site and Air Force Space Command Headquarters

personnel revealed that operational units, installation support units, and host

commands have difficulty identifying whether some facilities and equipment should be

funded by the System Program Office or through installation operations and

maintenance funds. This is primarily because of the lack of agreement about which

facilities and equipment on the GBR sites are part of the weapon system and which are

not. For example, we asked GBR personnel at each site we visited what was considered

the weapon system. Answers varied from site to site, but most agree that a single side

of the radar building that houses the transmitter and receivers was the weapon system,

but the rest of the same building was not. Air Force headquarters staff acknowledged

this problem during our site visits. The identity of the responsible organization was

uncertain, requiring headquarters staff to negotiate funding responsibility on a case by

case basis. This situation continues to occur because there is no definitive list of

systems and subsystems that are part of the weapon system. Air Force Space Command

Headquarters and the System Program Office staff acknowledged there was not a

specific list of equipment that made up the weapon system. 
1
Staff from both offices and

site personnel explained that some components of the rada s are in a program of

record; some components are real property; and the remaining facilities and equipment

must be sustained with installation operations and maintenance funding. Because

multiple agencies are involved in the day-to-day funding and management of various

portions of the ITW / AA GBR, we conclude it is difficult for Headquarters Air Force to

hold any one organization responsible for JTW / AA GBR issues when they arise.

{U) Air Force lnstruction 32-1061, "Providing Utilities to U.S. Air Force Installations," 

February 21. 2011, directs the installation commander to provide utilities, including 

electricity, heat, and water for cooling systems for tenant organizations such as 

[TW / AA GBR. The electrical generating units, water towers, and other mission essential 

facilities and equipment are classified as real property.J The host base is responsible 

for maintaining real property and prioritizing repairs and upgrades. Therefore, 

repairing a mission essential electrical generator at an ITW /AA GBR site may have to 

3 (U) Air Force Instruction 32-9005, "Real Property Accountability and Reporting," August 14, 2008, defines Real Property as 
"land and Improvements to land (I.e., facilities). It Includes equipment a ffixed and built Into the facility as an integral part 
of the facility (such as heating systems), but not moveable equipment le.g., plant equipment, industrial equipment, 
buoys.• Real Property Installed Equipment Is government-owned or leased accessory equipment, apparatus and fixtures 
that are essential to the function of the real property and are permanently attached to, Integrated into, or on 
government-owned or leased property. 

lloDIG.l() 16-133 17 
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(U) compete with dozens of other base-wide projects resulting in possible maintenance
delay, deferral, or cancelatio!1. For example, S Ill .\f( O�I lbl C711 EI 

the second phase of 

the project has not received funping by the host base. 

(U) Funding for th� Integrated Tactical Warning/

Attack Assessment Infrastructure Is Insufficient to

Address Deficiencies
(U) Through interviews and 'an analysis of programmatic documents, we determined
that the source for funding dollars for infrastructure and real property is not the same
as for weapon system parts., Weapon system items are funded by the System Program
Office, but the rest of the assets needed to ensure that the weapon system keeps
transmitting compete with other base support infrastructure. While touring the
radar sites, maintenance personnel pointed out equipment that should receive
preventative maintenance, qut they believed that the maintenance is delayed because a
time-to-failure was not easily predicted. Sllt�l(OM lbll711�1 

� Mission Critical Sustainment Shortfalls. 
>TRHCO�I Cbl(ll lOIH2<, "-'<I�(") \FSl'r tb)tll EOl1'1!, 

,..:, 1111.!I 
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Slll,\TCO�I lbJtll C:Oll,;:?J, s� 1-Hgl \FSI'( Cb>t() EOIH2<, s .. "\'. I �h•) 

(U) Personnel Safety Shortfalls. During our site visits, site personnel pointed out

safety concerns they are trying to resolve. At Cavalier Air Force Station, we saw 

nonfunctional fire doors in a stairwell at the radar facility, which was listed as an 

unfunded FY 2015 repair. New doors are the process of being installed. We were also 

shown boiler rooms for gas fired boiler systems and gas fired water heaters that lack 

carbon monoxide detectors. 

(U) A furnace duct recently installed at the fire station's mezzanine level of the facility

presents another safety concern. The placement of the duct prevents access to heating 

and air conditioning equipment, 
l 

so the equipment cannot be serviced. A construction 

project is being pursued to make duct access easier for maintenance personnel. Site 

personnel at Cavalier Air Force Station also showed us sprinkler system leaks 

throughout the radar facility and a need to replace failing lighting within four of the 

five Power Plant Generator Modules. 

DoOIG-2016-133 19 
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(U) While touring the radar facility at Clear Air Force Station, we observed that the fire

doors to the room maintaining the uninterruptable power supply batteries for mission

critical equipment Doll ore, M mu 1 

(U) 
S fltATCO�I lhll71(F I 

(U) Security Funding Shortfalls. Although not nearly as prevalent, we did encounter

examples of unfunded requirements that impact physical security at the sites. For

example, SIii 11(0�1 llolC711[1 

(U) At Cavalier Air Force Station, repairs are needed on the base Ot1D OI(, {hi 17HE1 

(U) Maintenance prioritization Is Hindered Because
Mission Essential �quipment Is Not Identified
�

(U) The mission essential equipment list would ensure the military services place the

highest support priority on CJCS critical equipment and facilities. CJCSI 6810.018

requires that Priority 1, the highest support priority, be assigned to equipment and

systems aboard platforms assigned to carry the President. Priority 1 support must also

OoOIG-2016·133 ! to
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(U) be assigned to Nuclear Command, Control, and Commu�ications survivable

equipment and systems which includes the ITW / AA GBR. The lack of a mission

essential equipment list to prioritize maintenance obscures the importance of

sustainment and repair issues, which results in delayed maintenance. For example, we

observed Sfll,HC-OM lbll71!EI 

(U) As a result of our analysis of maintenance records, installation and Program Office

documentation, and our interviews, we determined there is 'no documentation that

defines what systems and subsystems constitute the weapon system and what

constitutes support equipment.

(U) Recent Plans to Define Nuclear Command, Control,

and Communications Still Exclude Mission Essential

Equipment and Critical Infrastructure.

(U) As a result of the February 2015 Nuclear Oversight Board, the Air Force Secretary

and Chief of Staff designated Air Force Global Strike Command (AFGSC) as the lead

command for the Nuclear Command, Control, and Communications (NC3) mission area.

When reviewing meeting minutes provided to us by the Air Staff, we noted that the

Air Force Chief of Staff directed the Commander, AFGSC, to establish a National

Leadership Command Capability /NC3 task force to identify and define the elements

of NC3; associated interdependencies; and resource requirements.

I 

(U) On June 1, 2015, the Secretary of the Air Force and Chief of Staff of the Air Force

agreed with the task force's recommendation to designate the NC3 system as a weapon

system in Air Force Policy Directive 10-9, "Lead Command Designation and

Responsibilities for Weapon Systems." When this occurs, the designation will establish

advocacy for the Nuclear Command, Control, and Communications system during its

lifecycle and will clarify responsibilities for all using and supporting organizations.

However, neither the task force's recommendations nor the·Air Force Policy Directive

include mission essential equipment or critical infrastructure in the weapon system

definition. The absence of this specific guidance will hinder support prioritization

required by CJCSI 6810.018.

IJoOIG· 2016-133 j I I 
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(U) Previous DoD OIG Reporting on Systemic

Logistics Weaknesses

FmdinH ,, 

(U) Four of ten nuclear enterprise reports that we issued from September 30, 2010, to
June 18, 2015, identified various logistical issues or problems with parts availability
similar to what we found in this evaluation.4 One report, DODIG-2015-051, "Air Force
Leadership Action is Required to Sustain the Minuteman III Intercontinental Ballistic
Missile Through 2030," highlights how Air Force Global Strike Command and Air Force
Material Command addressed similar issues experienced with the Minuteman Ill
Intercontinental Ballistic Missile. In the case of the Minuteman Ill, key facilities and
equipment were not managed as part of the Minuteman Ill weapon system which
resulted in deferred maintenance and aging, unsupportable equipment; similar to the
issues we identified in this evaluation.

(U) Air Force Global Strike Command is overcoming these challenges for the
Minuteman Ill through a new product support strategy. According to Air Force Global
Strike Command, the new p1:oduct support strategy, when fully implemented, will
include funding for all weapon system critical infrastructure--including real property
and real property installed equipment. Air Force Global Strike Command also
established programmed depot maintenance for the real property and real property
installed equipment associated with the Minuteman Ill to ensure proper maintenance
cycles are established and fJnded. Our 2015 evaluation of the Minuteman Ill and our
analysis of the ITW / AA GBR 1in this evaluation shows that, in many cases, that Air Force
Global Strike Command's strategies to support Minuteman Ill operations are easily
transferable and could be applied to the ITW / AA GBRs.

(U) Conclusion

� 
Sllt\HO�l lh)III IUIJ,;1h I!\ l ll1•t 

• Report No. 10·1NTEL·l3, "Sustaining the Weapons Storage and Security System (WS3).'' September 30, 2010; 
DODIG-2015-051 "Air Force Leadership Action Is Required to Sustain the Minuteman Ill Intercontinental Ballistic Missile 
Through 2030,'' December 17, 2014; DODIG-2014-083 "Insufficient Infrastructure Support to the Fixed Submarine 
Broadcast System/ June 23, 2014; and OOOIG-2015-133 "Evaluation of the Integrated Tactical Warning and Attack 
Assessment's Mobile Ground System/ June 18, 2015. 
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(U) Management Comments on the Fi·nding and

Our Response

(UJ Commatider� Air Force Space Command

(U) The Director of Integrated Air, Space, Cyberspace, and !SR Operations, responding

for the Commander, Air Force Space Command, concurred with the finding and

provided additional information on repairs that were underway at Cavalier Air Force

Station subsequent to our field visits. The Commander stated that the installation of

new hardware to correct the fire doors is programmed, and 
I 

.the estimated completion

date is September 2016. The Commander also stated that the power plant lighting is

funded, and the estimated completion date is December 2016. However, the

Commander disagreed that carbon monoxide detectors are a requirement for boiler

rooms with gas fired boiler systems and gas fired water heaters. The Commander also

disagreed that the fire station furnace duct is not accessible by personnel.

(II} Our Uesponse 

(U) We agree with that there is no regulatory requirement for carbon monoxide

detectors for boiler rooms with gas fired boiler systems and' gas fired water heaters.

We also agree with the Base Civil Engineer that gas fired boiler systems and gas fired

water heaters could produce carbon monoxide gas should a •malfunction or failure mode

develop. Carbon monoxide gas buildup could endanger both building occupants and

maintenance personnel. Even though there is no requirement, we and the Base Civil

Engineer consider this a safety enhancement and engineeriiJg best practice.

Accordingly, we ask the Commander to reconsider his position. Air Force Space

Command's assessment of the fire station furnace duct conflicts with our observations

and those of site personnel. The 10th Space Warning Squadron Commander believes

the risk of injury to technicians is high and developed a project plan to fabricate

components necessary to allow the base heating, ventilation, and air conditioning

technician to correct equipment access difficulties. The project remains unfunded.

llrJOIG-7.IJ'lfi l.3� I 13 
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(U) Recommendations, Management Comments, and

Our Response

(U) Revised Recommendation

(U) As a result of Air Force Space Command Management Comments, noted below, we

revised draft Recommendation A.1 to clarify the development of the Integrated Tactical 

Warning/ Attack Assessment mission essential facility and equipment list to 

include testing. 

(U) Recommendation A.1

(U) We recommend that the Chief of Staff, U.S. Air Force:

(U) a. Develop an ITW / AA GBR mission essential facility and equipment

list that includes all necessary supporting infrastructure to ensure

maintenance, testing, and funding responsibilities are clearly defined.

(U) b. Define the lTW / AA GBR weapon system to include all items on the

essential facility atid equipment list to ensure critical Nuclear Command,

Control, and Communications maintenance issues are prioritized.'

(U) D;rector of Integrate.cl Air, Space, Cyberspace, and /SU Operations,
Air Poree Space Command, Comments

(U) Although not required to comment on Recommendation A.1, the Director of

Integrated Air, Space, Cyberspace, and ISR Operations, Air Force Space Command, 

requests that we include testing as a responsibility to be defined for the essential facility 

and equipment list in Recommendation A.1.a. 

(UJ Our Response 

(U) We agree with the Director of Integrated Air, Space, Cyberspace, and ISR Operations,

Air Force Space Command, and we revised Recommendation A.la to include testing. 

(U) Chief of Staff, lJ.S. llir Force Comments

(U) The Military Deputy Under Secretary of the Air Force (Space), responding for the

Chief of Staff of the U.S. Air Force, agreed with Recommendations A.la and A.lb in the 

draft report. 

OoOIG,20H>·lH I H 
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Findin A 

{ UJ Ow Resp•nsc 

(U) We request the Chief of Staff comment on revised Recommendation A.1a, because

the addition of the requirement to test may involve personnel and resources from other 

Air Force and non�Air Force organizations. We also request the Chief of Staff to specify 

a plan of action and milestones to complete actions identified in Recommendations 

A.1.a and A.1.b.

(U) Recommendation A.2

(U) We recommend that the Commander, Air Force Space Command, determine
STR. \Tl 0�1 (hi (711El 

- - -- -- - . -
- -

(UJ r:ommwule1� Air Force Spac� Command Commcmts 

Once identified, 

coordinate corrections to address the concerns. 

(U) The Director of Integrated Air, Space, Cyberspace, and ISR Operations, responding

for the Commander, Air Force Space Command, concurs with Finding A.2, and will task 

the 21st Space Wing, which has oversight of all radar sites, to identify and prioritize all 

unfunded requirements supporting mission critical assets. Once these requirements 

are identified, Air Force Space Command will validate these requirements and advocate 

for sufficient funding to implement corrective actions. 

(ll) Our Response

(U) Comments from the Air Force Space Command addressed all specifics of the

recommendation, and no further comments are required. 



(U) Finding B 1 

\lit \I( 0\1 Chl j I} I 01 \"l!t, ... .,. .. I .J(••J 

I 
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Sllt,\f(():-Ol lhfflJ EOIJi.!h ,,"C. I lld 

(U) 
srn .. ,1, OM (h)(71f�I 

(U) According to the Deputy Assistant Secretary of Defense for Nuclear Matters, HEMP

is a physical phenomenon that poses risks to military and civilian infrastructure. HEMP

is caused by a nuclear explosion above the altitude of 40 kilometers, resulting in

electromagnetic radiation from a strong electronic pulse. This pulse produces current

and voltage surges, in addition to radio, gamma, and X-rays �hat can damage or destroy

the power grid, which is critical to the military infrastructure. HEMP provides a means

for use of a nuclear weapon without nuclear radiation, blast: shock, and thermal effects

on humans and ground infrastructure.

Sll�1\l(U�l lbl(I) IOlh�,. !,"'" I He, ,\ISi'< (h](ll 101\�2,, <ii,'1. 1111.!1 

(U) Per the April 2010 Nuclear Posture Review, "The threat of global nuclear war has

become remote, but the risk of nuclear attack has increased/' highlighting the increased

probability of a nation's use of a HEMP during conflict. Similarly, the Report of the

Commission to Assess the Threat to the United States from Electromagnetic

Pulse (EMP) Attack states that "EMP is one of a small number of threats that may hold

at risk the continued existence of US civil society."
r

I 

(U) An EMP event can also be caused by natural phenomena such as a geomagnetic

storm. Geomagnetic storms cause changes in the magnetic field that induce currents

that can damage or destroy the power grid, which is critical 
•

to the military

infrastructure. Government Accountability Office Report No. GA0-12-170-C,

"Electromagnetic Pulse and Cyber Threats," May 2012, concludes that a severe

geomagnetic storm has the potential to cause power grid and equipment failure, and

some of the larger transformers may take up to 18 months to replace.

OoOIG-J.016-133 I l 7 
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(U) The GAO stated that the p}ost recent geomagnetic storm severe enough to disrupt

the commercial grid was in � 989, when approximately six million homes in

Quebec, Canada, lost power for nine hours. According to the Office of Science and
Technology Policy, the likelihood of a severe geomagnetic storm 10 times worse than
the 1989 event is estimated at one percent a year. The GAO report highlighted that

commercial power is more vulnerable to longer outages because the electric grid has
become increasingly fragile.' These conditions make the survivability and endurability

of the ITW / AA GBR during commercial outages even more critical.

EG-) 
\I IC\ I( 0:\1 Chi f I) I 01 •'ll, -.\'\ I H 'I 

(UJ Table 3. Electromagnetic Pulse Hardening Status 

1 Sources: 21• Space Wing and Headquarters Air Force Space Command A2/3/6

OoOIG·2Ul6·B3 J 18 
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� Beale Air Force Base, California. 

SECRET 

STRATC'OM CbHIJ E013'i::?f1 S\"(' l ·Hid AFSP( Cb,C I} EO 11'i:?<, ..,;..c 
l�M 

Findin B 

� Cape Cod Air Force Station, Massachusetts. 
�TR,\TC OM Ch) C 11 EOI l'i:?t, "•'\.'. I ·IC") \FSN CM 
OJ F:01 l'i:?t, -...:c I H�J 

� Cavalier Air Force Station, North Dakota. 

\ ( (), h)( j) r:Ol l'i:?h SI.'( I ·'I!!) ArSr< {bll 11 } Olli::?t, '-1'( J .ti�·· 

St[t\1(0�1 (hJIII IUll'i:?r. ,;\'\: I -'IL') \ISl1( Ch> 
(I) L:01 l'i1t, ,.-:i.: 1 ..flt:) 

� Clear Air Force Station, Alaska. SIRAl(U�I CbHU l:Olh:?t, :si:C' I -II!..') ·\fSI'( Cb)(l) t:Oll'i:?<1 
.. i:1. 1..i(!.•) 
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� Thule Air Base, Greenland. 
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I �C0 1 
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(U) Figure 1: 
DnD 01<, Cb)(7JIE) 
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Finclin B 

(U) Royal Air Force Station Fylingdales, United Kingdom. OOD OI{, (hJ171{Et 

, Air Force Space Command 

informed us that new emergency exit doors will be installed·sometime in the spring 

of 2016. UUll um lhl!7JIEJ 

(U) Maintaining EMP Capability Once Established. The 2017 Resource Management

Decision (RMD), signed February 10, 2016, by the Deputy Secretary of Defense, inserted

language into the President's budget to request funding for quarterly Hardness

Maintenance/Hardness Surveillance activities. This is intended to protect the 

investments being made at the sites, ensuring that the sites Stay certified.

(U) Conclusion

� 
Sflt\l("OM (h)Cll 10111:i'](, ,;�x l·IC••} ,\r·SI'( (h)(ll l.:011�:?,, s ... i: 1-U••J 

(U) Management Comments on the F�nding and
Our Response 

(VJ Commander, Air Force Space Command CommeYJts 

Es, The Director of Integrated Air, Space, Cyberspace, and ISR Operations, responding 

for the Commander, Air Force Space Command provided updates ,rit \ TC O�I (hi ( 1, fOI h::!C, ')�\ 

I U"I \FSl'l CblCll EOI�'�'' )\'t; 

(VJ Our Response 

(U) We appreciate the comments from Air Force Space Command. We modified the

report to reflect the updated information.

(VJ Chief of Staff, U.S. Air Force Comments 

� The Military Deputy Under Secretary of the Air Force (Space), responding for the 

Chief of Staff of the U.S. Air Force, disagreed with our finding and stated that the 

Air Force SIH.,\r(O�I {bJ(I) EOB"\?t, ,\•c 1-1(�1 AFSPC (b)(I) EOl .. :U, Slo\; I lie) 
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(UJ Our Response 

� 
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Finding B 

(U) Recommendations, Management Comments, and

Our Response

(U) Recommendation 8.1

(U) We recommend that the Commander, Air Force Space Command:

ffij a. 
'Tlt\T(O:\t(hHlt Hl1F,1h \C1. l l('.!I \f!'il'< (hHI) tOtl.;;1,, "'' 1 .. Ct:) 

(U) b. Ensure all scheduled Integrated Threat Warning/ Attack Assessment

EMP projects, to include final verification testing, are completed. 

(UJ Commander, Air Force Space Command Comments 

(U) The Director of Integrated Air, Space, Cyberspace, and !SR Operations, responding

for the Commander, Air Force Space Command, concurs with Finding 8.1, and will, as

power protection studies are completed, work with the 21st Space Wing to develop a

prioritized EMP protection �Ian and oversee its completion.

(UJ Our Response. 

(U) Comments from Air Force Space Command addressed all specifics of the

recommendation, and no fu�ther comment is required.

DoOIG-2016-133122 
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(U) Finding C

Pindin C 

(U) Not all ITW / AA GBR spare parts meet the original man�facturer's specifications

or are catalogued for Air Force use. This occurred because there was insufficient

management of supply and suitable substitute processes. Because of this, Air Force

personnel repair or alter consumable parts and depot-level repairable items to keep

the radars operational to the maximum extent possible. As a result of these

field-level repairs, the Air Force is not creating accurate de�and forecasts, which

prevents corrective action for future parts transactions.

(U) Not All lTW/AA GBR Spare Parts f'?leet the Original
Manufacturer's Specifications or Are Catalogued for
Air Force Use
(U) The Air Force transferred procurement responsibility fo'.r depot-level reparable

items to the Defense Logistics Agency (DLA) as a result of the 2005 Base Realignment

and Closure Act. Additionally, the 2005 Base Realignment and Closure Act was the

impetus for the Air Force's transfer of management of all consumables to DLA. s As a

result, 
I 

ground-based radar technicians must use both Air Force and DLA supply

processes to sustain the ITW / M GB Rs. After interviewing personnel at five of the six

GBR sites, and examining the supply process for the radar sites, we concluded that two

specific areas require attention: (a) suitable substitutes that meet ITW /AA GBR

specifications and (b) parts not catalogued for Air Force use; Both of these problems

prevent spare parts from arriving on time, which degrades GBR operations and impacts

the mission.

(U) Suitable Substitutes. The DLA and the Air Force have an established process to

find suitable substitute parts when a specific part is not in stock. However, we found

examples where radar site logistics personnel received suitable substitutes from DLA,

but the parts did not meet ITW /AA GBR specifications. For example, a suitable

5 2005 Base Realignment and Base Closure Report, September 8, 2005, page 274. 
1 
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(U) substitute for a radio frequency amplifier circuit card assembly does not have

capacitors positioned correctly. This radio frequency card assembly has experienced

numerous problems. The card is part of the solid state module, which is used to amplify

the radar signals critical to missile warning operations. DLA made a large purchase of

these card assemblies at the initial installation of the ITW / AA ground-based radars, and

provided them for all the sites. These card assemblies are low demand items, and over

time the original vendor ceased production of the cards. With no vendor, substantial

expenditures were required to re-tool new production runs. Additionally, the circuit

card assemblies for the new radio frequency amplifier did not arrive for more than a

year. Once the sites received the assemblies, technicians discovered that the capacitors

were incorrectly placed in the circuit cards and needed to be repositioned.

\TH \If 0\1 thlfll I 01 h'h \�'1.. I �l••I 

(U) Parts not catalogued for Air Force Use. Not all lTW / AA ground-based radar parts

are catalogued for Air Force use. . We found seven ITW / AA ground-based radar parts

that are catalogued "Not For Air Force Use." For example, the Federal Aviation

Administration manages the network time sensor, which handles the ITW / AA GB R's

frequency shifts. Because th.e network time sensor is not catalogued for Air Force use,

JTW / AA ground-based radar sites cannot order replacements without time consuming

work-arounds.

(U) In addition to the network time sensor, we were provided six more examples of

parts that are catalogued as, "Not For Air Force Use," including a power supply, disk

drive unit, and a centrifugal fan. Coding of assets is key for stocking and re-ordering.

DoOIG-20lfi-133 I ,M 
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(U) Circumventing the Supply System ·fails to Properly

Signal Demand

(U) Maintenance personnel at several sites provided examples of instances where they
repaired radar parts rather than wait for replacement parts specified in the technical

orders. Parts were repaired because of the requirement to l<eep the radar operational
to the maximum extent possible. However, conducting repairs rather than ordering the

appropriate replacement parts circumvents the supply system that tracks parts usage
and forecasts future demand. As a result, no parts are ordered and no demand data is
generated regarding the part repaired on site. Future demarid cannot be accurately
estimated if these practices continue.

(U) The previously cited radio frequency amplifier circuit card with misaligned
capacitors also adversely affected supply system demand. ,:he 21st Space Wing, which
commands the geographically dispersed ITW / AA radar site�, stated that they
authorized ITW / AA maintenance contractors to realign the capacitors on the circuit
card assemblies to reduce system down time. 21st Space Wlng personnel and Cape Cod
Air Force Station maintenance personnel stated that realignjng the capacitors on site
causes multiple hours of rework for each circuit card, but this allowed the ITW / AA
radar sites to remain operational.

(U) During our review we also noted that radar technicians modified power supply fans
received from DLA. The fans did not work properly and were experiencing a higher
failure rate than fans ordered in prior maintenance cycles. One site reported to us that
it completed 160 fan alterations to achieve minimal functionality.

(U) At Cavalier Air Force Station, site personnel acknowledged that they repaired leaks
in cooling coils because replacement parts were not available through supply channels.

However, each time a leak was sealed, more fins would have to be removed to access

the area needing sealed, thus reducing the efficiency of the cooling coil.

l)of)IG mt&-B� 125 
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{U) Figure 2: Cooling Coil With Transfer Fins Removed to Allow Access to Seal Leak -
Cavalier 

(U) Source: DoD OIG

(U) Although modifying parts received in the wrong configuration or repairing parts
that break on site keep the r�dar operational, the practice fails to signal deficiencies or
demand in the supply system. Without proper indications of deficiencies or demand,
the supply system cannot respond with the correct part rapidly enough to meet the
technician's needs. Technicians expect parts to arrive in a serviceable condition
described in their written procedures, ready for installation, rather than requiring
additional servicing by maintenance personnel.

(U) Conclusion

(U) Current demand patterns do not ensure the availability of critical spare parts and
equipment required to supp!)rt the ITW / AA GBR sites. Because of the requirement to
meet Mean-Time-Between-�ailure rates, as required by the Chairman of the Joint Chiefs
of Staff, technicians conduct1repairs on the radar rather than waiting for parts specified
in the technical orders. These practices increase the operational availability of the
radars, but fail to signal deficiencies in the supply system, thereby, preventing possible
actions to ensure parts orders are correct.

DoDIG-2016-133 1 u,
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Finding C 
-------

(U) Recommendations, Management (:omments, and

Our Response

(U) Revised and Redirected Recommendations

(U) As a result of Air Force Life Cycle Management Center Management Comments, we

revised draft Recommendations C.1 and C.2 to include the collateral responsibility of

the Defense Logistics Agency, Air Force Space Command, and the Air Force Sustainment

Center.

(U) Recommendation C.1

(U) We recommend that the Commander, Air Force Lifecycle Management Center,

in conjunction with the Defense Logistics Agency, Air Force Space Command, 

and the Air Force Sustainment Center, ensure the Air Force is identified as a 

user for all Integrated Tactical Warning/ Attack Assessment ground-based radar 

spare parts. 

(U) Commander, Air Fo.rce Lifecycle Management Center Comments

(U) The Senior Material Leader, Chief, Strategic Warning and Surveillance Systems,

responding for the Commander, Air Force Lifecycle Management Center agreed and

stated that corrective �ctions will be completed by the Strategic Warning and

Surveillance Systems Division by August 4, 2017.

(U) 011r Response

(U) Comments from the Commander Air Force Life Cycle M�nagement Center addressed

all specifics of the recommendations, and no further comments are required.

(U) Director Defense logistics Agency

(U) We request that the Director Defense Logistics agency respond to Recommendation

C.1, to ensure that the Air Force is identified as a user for all Integrated Tactical

Warning/ Attack Assessment ground-based radar spare parts.

(U) Commande,� Air Force Sustainment Center

(U) We re91uest that the Commander, Air Force Sustainment' Center respond to

Recommendation C.1, to ensure that the Air Force is identified as a user for all

Integrated Tactical Warning/ Attack Assessment ground-based radar spare parts.

DoDIG-2016-133 I 27
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(U) Recommendation C.2

(U} We recommend that the Commander, Air Force Lifecycle Management Center, 

as the service engineering, authority in c�njunction with the Defense Logistics 

Agency, Air Force Space Command, and the Air Force Sustainment Center, review 

and correct quality assurance processes for Integrated Tactical Warning/ Attack 

Assessment ground-based radar suitable substitute selection. 

(lJ) Commander� Air Force lifecycle Mmwgement Center Con1111ents 

(U) The Senior Material Leader, Chief, Strategic Warning and Surveillance Systems,

responding for the Commander, Air Force Lifecycle Management Center, agreed and

stated that corrective actions will be completed by the Strategic Warning and

Surveillance Systems Division by August 4, 2017.

(ll) Our Respor1se

(U) Comments from the Commander Air Force Life Cycle Management Center addressed

all of the recommendations, and no further comments are required.

(U) Director Defense Logistics Agency

(U) We request that the Director Defense Logistics agency respond to Recommendation

C.2, to review and correct quality assurance processes for the Integrated Tactical

Warning/ Attack Assessmen; ground-based radar suitable substitute selection.

(UJ Commander, Air Fotce Sustainment Center 

(U) We request that the Commander, Air Force Sustainment Center respond to

Recommendation C.2, to review and correct quality assurance processes for the

Integrated Tactical Warning/Attack Assessment ground-based radar suitable substitute

selection.
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(U) Management Comments

(U) Chief of Staff, U.S. Air Force

• 
DEPARTMENT OF THE AIR FORCE 

WASHINGTON DC 

OFFICEOFTHE UNDER SECRETARV 

MBMORANDUM FOR SAF/FMF 

FROM: SAF/SPV 

I3July2016 

SUBJF.CT: DoD Inspector General (IG) Drnft. Report: E\'aluation of the ITW/AA Ground Based 
Radars (Gl3R), TMT HAFS16189IS398 

Pursuaut to TMT HAFS 1618915398, SAP/SPV has completed a review of the DoD 1G 
oratt· Report and evaluated the recommendations. 

a. SAF/SPV supports recommendations A.l.n and A.1.b as written in the report.
We agree wi1h the end goal of defi11ing and prioritiziug lntegr.ited Tactical Wilming and Attack 
Assessment (IT\V/ AA) GBR mission essentiol facility and equipment �ists IO ensure support to 
thecritica1NC3 mission. 

b. Recommend revising the introducto\r portion of Re�mmcmlati()JI H.1 (l'agc
13) to reflect the wording on the reconunendntion in the body of the report {Pnge 18). Revision
would acknowledge up front that the Air Force does hnve a vinble pion am funding in pince.

My POC for this effort is 

0110 OI(, (It) (I,) 

Military Deputy t;i\'der Secmary of the Air 
Fon:e (Space) 

Management Comments 

OoD1G·2016-133 I 7.9 

SEER� 



OEPARTIU!ENT OF "THE AIR FORCE 

HEADQl!.t.RTERS UIIITEDSi.t.lli!J A1H tOltC� 

WASHlllCTOH OC 

'CL.ASSIFICATlON: UNCLASSIFIED 

Jlll. 2 2 �016 

ME\fORA�DUM FOR D\11> Inspector Gcncml 

FROM: Al:/AIO� 
1307 Bmukl.:)' ,\,·¢. Suite 201 
,loint 811.w ,\11ac,Jstia-Uollins. DC 2003� 

I 
s1;nmcr: DoDICi Drat\ Rcplln E,·ahuuion M 1hc lntcgrntcd ·1 actic.11 \VnmingtAuuck 
,\ss.:ssment Orounc-Bus..>d Rudors 

We ha,·c :horo11ghl}irc,·icwcd the draft lntc,!lr,ulld Tncticol Warning.',\ttack :\s.,;c�smcm 
Cirnuml•Bnscd R.idnrs ( ITW/ M GI3Rl report :md agree with the rccon1111cndatio11s. The 
1(-commcn<kd ,,hangcs will cn�mc � ca1,,hl<' nnd intcgrt1tcd 11 W/AJ\ system wdl int,, lh,· future. 
1\PI ;\ 10 hn� no 11.:tions 11ss,�ia1,,J with the pmpt\�c,1 rccnnim::ml • .iions. 

llnll Olf, llll(r,1 

llS,\J: 

0 

CLASSIFICATION: UNCLASSCFIED 

SECRE'f 

(U) Headquarters Air Force, AlO:

Management Comments 
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DEPARTMENT OF THE AIR FORCE 
IIUDQUAR'J'RRS UNITRD ST ATF.S AIR FORCF. 

W/\SIIINOTON, DC 

MEMORANDUM FOR DuD lnspei:tor Oem:ral 

FROM: AF/A3 
1480 Air Force PcnloKon 
Washington D.C. 20330-1480 

28 Jul 16 

St IA.IF.CT: non 1G Report <1f F.v31UOtiM nf the Tntegmtcd TactiClll Waming/Alla1:k l\s�e�smenl 
Ground-Base Radars (ITW/AA GBR) 

After revlewlng your dmft report on the 11'\V/AA OBR, l concur 'With comments that we 
believe wilJ tiu1her facilitftte the nccuracy of your report. These changes are provided in o 
sepa,ale c:ommtu! lC$0)11lion matrix. 

MyPOCis 

Alloch 

��.IL., 
SCOTl' A. VANDER HAMM, Maj Oen, t:SAF 
Assistant DCS. Oper11tiQDs 

Project No. D2015,DISP AA 1-0132.00 - A3 CRM.doc 

SECRET, 

----------- Management Comments 

(U) Headquarters Air Force, A3
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(U) Headquarters :Air Force, A3 (cont'd)
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Cl.ASSJFICATJON: M«?HT 

DEPARTMENT OF THE AIR FORCE 
HEAOQUARTERS AIR FORCE BPACE COMMAND 

(U) MEMOkANDUM FOR DOD IG

(ll) !'ROM: HQ AFSPC/A2/3/6
ISO Vandenberg Street, Suite 1105 
Peterson AFB, CO 80914-4170 

SUBJECT: (U) AFSPC Response IO DoD IG Draft Report Evaluation ofth� lntegnited Taclical 
Wamlng/Attac:k Aui:ssmcnt Ground-Based Radars. Project No. D2015-DISPA 1-0132.000 

I. (U) Our team !\.'Viewed the subject dntfl report and we concur with the finding.� with substantive
comments at Attachment I,

2. (U) Our ,espon5c to recommendalions A.2 and D. I arc as follows:

a. U Rccommendalion A.2 a c 12 •

3. CU) l\1y point of contact for this rcpon i.
-·

Attachment: 
(U)CRM

• 

!liJ411· 
Bril!Jl,dlcr General, USAF 
Biree111, Ill' lntcg1al\:dJ,i1, Spoc:e, 

Cyberspacu and ISR Operations 

CLASSIFICATION:•Sl!CK!'r 
OUAIIOIANS OF THE HIGH FRONIIER 

Management Comments 

(U) Headquarters Air Force Space Co�mand

S�CR.�T 
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(U) Headquarters·Air Force Space Command (cont'd)
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(U) Headquarters Air Force Space Con;wmand (cont'd)
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QASSIACATloN: !fERfi/1�'88fto 
C.'RM DoD IG Repoff. Entuati.on ofIT\VAA GBRs. dated 20 Jun 2016 
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a.ASSIFICATION: 1ff8El',/Hfl Mitt 
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(U) Appendix

(U) Scope and Methodology

AP endix 

(U) We conducted this evaluation from March 2015 through June 2016 in accordance

with the Council of the Inspectors General on Integrity and Efficiency Quality Standards 

for Inspection and Evaluation. Those standards require that we plan and perform the 

evaluation to obtain sufficient, appropriate evidence to provide a reasonable basis for 

our findings and conclusions based on our evaluation objective. 

(U) We interviewed senior leaders from Office of the Secretary of Defense; U.S. Strategic

Command; U.S. Northern Command; U.S. Missile Defense Command; Headquarters, 

U.S. Air Force; Air Force Space Command; and Air Force Materiel Command. 

(U) We conducted site visits at five of the six radar sites used to provide data to the

Integrated Tactical Warning/Attack Assessment system: 

• Beale Air Force Base, California

• Cape Cod Air' Force Station, Massachusetts

• Cavalier Air Force Station, North Dakota

• Clear Air Force Station, Alaska

• Thule Air Force Station, Greenland

(U) We also examined the facilities at those radar sites necessary to conduct the

ITW / AA mission, including power generation and distribution, cooling, and other 

infrastructure assets. 

(U) We reviewed Presidential directives, DoD directives, Joint Staff, and Air Force

Instructions, to identify authorities and responsibilities for the Integrated Tactical 

Warning/ Attack Assessment ground-based radar system. 

lltJt>lb ).OJ r, UJ I HI 



Appendix 

(U) Use of Computer Processed Data

(U) We did not use computer-processed data for this evaluation.

(U) Use of Technical Assistance

(U) We did not use technical assistance in performing this evaluation.

(U) Prior Coverage

(U) The DoD OIG has not conducted any prior evaluations on the Integrated Tactical

Warning/ Attack Assessment gr�mnd-based radars.
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Acronyms and Abbreviations 

(U) Acronyms �nd Abbreviations

AFB Air Force Base 

AFGSC Air Force Global Strike Command 

CJCSI Chairman of the Joint Chiefs of Staff Instruction 

DLA Defense Logistics Agency 

EMP Electromagnetic Pulse 

GBR Ground-Based Radar 

HEMP High Altitude Electromagnetic Pulse 

ITW/AA Integrated Tactical Warning/ Attack Assessment 

ITW/AA GBR Integrated ractical Warning/ Attack Assessment Ground-Based Radar 

MTBF Mean-Tim�-Between-Failure 

NC2 Nuclear Command and Control 

NC3 Nuclear Command, Control, and Communications 

PPD Presidential Policy Directive 
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SECRET 

Whistleblower Protection 
U.S. DEPARTMENT OF DEF;ENSE 

The Whistleblower Protection Enhancement Aqt of 2012 requires 

the Inspector General to desi9nate a Whistl�blower Protection 

Ombudsman to educate agency employees about prohibitions 

on retaliation, and rights and remedies a9atnst retaliation for 

protected disclosures.
.

 The desi9nated ombudsman is the DoD Hotline 

Directo,: Por more information on your ri9hts and remedies a9ainst 

retaliation, visit www.dodi9.mil/pro9rams/Whistleblower. 
! 
I 
I 
I 

I 

For more information about DoD IG 
reports or activities, please �ontact us: 

Congressional Liaison 
congressional@dodig.mil; 703.604.8�24 

Media Contact 
public.affairs@dodig.mil; 703.604.8�24 

l 

Monthly Update 
dodigconnect-request@listserve.co.m 

I 
Reports Mailing List 

dodig_report@listserve.com 

Twitter 
twitter.com/Do D _IG 

DoD Hotline 
dodig.mil/hotline 
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