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July 31, 2015 

(U) Objective
(U) Our objective was to determine whether
forward deployed forces assigned to U.S. Forces
Korea (USFK) are equipped to defend against 
chemical and biological (CB) agents. 
Specifically, the audit focused on equipment 
levels for U.S. forces stationed in the Republic of 
K9rea (ROK). This is the first in a series of 
audits to address CB defense preparedness. 

(U} Finding 
(U) �l(�I\' (hi( I) So, I 7(o) 

• (U) All�!\' (hi( I) So, I 7(o) 

• (U) NAVY (h)( I) SeL I 7(,d 

• (U) OUOOJli (hi( I) Sec I 7(-') 

Visit us on the web at www.dodig.mil 

[U) flnding [cont'd) 

(U) UOUOIG (h)( I) S<c I 7(<) 

• (U) DOJ>OIG (h)( I) See I 7(o) 

(U) Recommendations

(U//�) AH�I\' NA I'\' OSI> (h)( I) Soc I 7(o) 

(U) Management Comments and

Our Response

(U) Comments from the Commander, MARFORK addressed all specifics of
Recommendations 4.a and 4.b, and we do not require additional comments.
EUSA, CNFK, and 7th AF did not respond to the recommendations in the
report. We request that EUSA, CNFK, and 7th AF, officials provide comments
on the final report. Please see the Recommendations Table on the back of
this page.
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(U) Recommendations Table

Commander, Eighth U.S. Army 

Commander, Naval Forces Korea 

Commander, 7th Air Force 

Commander, Ma.rine Corps Forces Korea 

1.a, l.b, 1.c, l.d

2.a, 2.b, 2.c

3.a, 3.b, 3.c

- - --

(U Provide Management Comments by August 31, 2015.)

SECRETffNOFOHN 

No Additional Comments 
Required 

4.a,4.b

Unclassified 
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INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 
4800 MARK CENTER DRIVE 

ALEXANDRIA, VIRGINIA 22350-1500 

(U) MEMORANDUM FOR COMMANDER, EIGHTH U.S. ARMY

COMMANDER, NAVAL FORCES KOREA 

COMMANDER, 7TH AIR FORCE 

COMMANDER, MARINE CORPS FORCES KOREA 

July 31, 2015 

(U) SUBJECT: U.S. Forces Korea Service Components Can Improve Management of

Individual Protective Equipment (Report No. DODIG-2015-155) 

(U) We are providing this report for your review and comment. OODOIG (h)I I). S,c I 7(,) 

In addition, DOOOIG (b)( I l Sec I 7(d 

We performed this audit in accordance with 
generally accepted government auditing standards. 

(U) We considered management comr:nents on a draft of this report when preparing the final report.

DoD Instruction 7650.03 requires that recommendations be resolved promptly. Comments from the
Commander, MARFORK addressed all specifics of the recommendations, and we do not require additional
comments. EUSA, CNFK, and 7th AF did not respond to the recommendations in the report. We request that
EUSA, CNFK, and 7th AF officials provide comments on the final report by August 31, 2015.

(U) Please send a PDF file containing your comments to @dodig.smil.mil. Copies of your
comments must have the actual signature of the authorizing official for your organization. We cannot accept
the /Signed/ symbol in place of the actual signature. If you arrange to send classified comments
electronically, you must send them over the SECRET Internet Protocol Router Network (SIPRNET).

(U) We appreciate the courtesies extended to the staff. Please direct questions to me at (703) 699-
(DSN) 499-1111

Carol N. Gorman 
Assistant Inspector General 
Readiness and Cyber Operations 
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SECRET//PiOFORN 

(U) Introduction

(U) Objective

(U) Introduction

(U) Our objective was to determine whether forward deployed forces assigned to

U.S. Forces Korea (USFK) are equipped to defend against chemical and biological (CB) 

agents. Specifically, the audit focused on equipment levels for U.S. forces stationed 

in the Republic of Korea (ROK). This is the first in a series of audits to address 

CB defense preparedness. Subsequent audits will address training and exercises for 

CB defense preparedness. 

. 

(U) Background
(U) The 2010 National Security Strategy identifies the need to prevent our enemies

from threatening our allies, our friends, and ourselves with weapons of mass

destruction as an essential task to ensure national security.

\RM\' (hill) Sec 14(,t)& S« 14(,) NA\'\' USD US�IC (bJII) Sec I 4(d USAf (h)(I) S« 14(<)& Sec I 4(g) 

(U) Insufficient preparation against recognized weapons of mass destruction could

result in a high number of U.S. casualties and an inability to execute the mission.

U.S. forces must have the training and equipment to defend against CB weapons to

reduce the risk of casualties.

{U) Roles and Responsibilities 

(U) The Assistant Secretary of Defense for Nuclear, Chemical, and Biological Defense

Programs (the Assistant Secretary) is principal adviser to the Secretary of Defense on

CB defense. The Assistant Secretary develops policies and makes recommendations on

CB defense.

(U) The DoD Chemical and Biological Defense Program's mission is to enable the

warfighter to:

• (U) deter;

• (U) prevent;

• (U) protect;

• (U) mitigate;

SECRET//PiOFORPi 
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SECRET//�JOFOR�J 

• (U)respond ;and

• (U) recover from chemical, biological, radiological,

and nuclear (CBRN) threats.

(U1 Introduction 

(U) One goal of the DoD Chemical and Biological Defense Program is to equip the force

to successfully conduct military operations to prevent, protect, and respond to CBRN

threats and effects.

(U) U.S. Pacific Command (PACOM) is one of six geographic combatant commands. 

USFK is one of the sub-unifi�d commands that support the Commander, PACOM. USFK 

organizes, trains, and equips U.S. forces in the ROI<. 

(U) The Service component commands located in the ROK include the:

• (U) Eighth U.S. Army (EUSA);

• (U) Commander, Naval Forces Korea (CNFK); 

• (U) 7th Air Force (AF); artd

• (U) Marine Corps Forces Korea (MARFORK).

(U) The EUSA and 7th AF have a mission to deter, protect, and defend the ROK from

attack; CNFK provides shore installation management and exercises military command

over U.S. Navy installations in the ROK; and MARFORK assists with the reception,

staging, onward movement, and integration and coordination for Marines deploying to

the ROK. The organizational,structure of PACOM, USFK, and the Service component

commands is shown in Figure 1.

SECRET//�JOFOR�, 
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(U) Introduction

Figure 1. {U) Organizational Structure 

Unclassified 
PACOM 

I 

USFK 

. . . 

EUSA CNFK 7th AF MARFORK 

I I 

2d Infantry 8th Fighter 51st Fighter 
Division Wing Wing 

Unclassified 

(U) Source: DoD OIG

(U) Individual Protective Equipment

(U) Individual protection includes actions taken by individuals to survive and sustain

operations in a CB environment. For example, sufficient and appropriate equipment 

must be available to protect the forces. For the audit, we determined whether 

U.S. forces stationed in the ROK received a protective mask with canisters1 and the 

required2 CB individual protective·equipment (IPE)3 issued for use in an actual CB 

environment. This includes two sets of: 

• (U) protective mask canisters;

• (U) chemical protective (CP) boots;

• (U) CP gloves; and

• (U) Joint Ser�ice Lightweight Integrated Suit Technology (JSLIST) coat

and trousers (suit).

1 (U) Protective mask with canisters: the Service member uses the same protective mask for both the training environment
and an actual CB environment. For use in an actual CB environment, the Service member exchanges the canisters on the 
protective mask with one set of mask canisters from their IPE. 

2 (U) Army in Korea Regulation 725-360, Navy CBRN IPE Handbook, Air Force Instruction 10-2501, and Marine Corps Basis 
of Issue. 

3 (U) Service members receive separate IPE for training purposes.

SEERET/OJOFOR�l 
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(U) Introduction

(U) See Appendix C for a description of the IPE items.

(U) In the ROK, the Services use the following processes to distribute IPE.

• (U) EUSA Service members obtain IPE from Central Issue Facilities

(CIFs) located throughout the ROI<. The unit CBRN representative issues

the protective mask.

• (U) CNFK centrally stores IPE kits4 and issue the kits to Service members

only when the CB threat increases. The unit CBRN representative issues

the protective mask.

• (U) 7th AF Service members obtain IPE, including the protective mask,

from the base Logistics Readiness Squadron (LRS). Aircrews receive

additional IPES from the Aircrew Flight Equipment representative.

• (U) MARFORK Service members obtain IPE, including the protective

mask, from the unit CBRN representative.

(U) Maintenance and Storage Requirements

(U) Although the Services use different processes to distribute IPE, the Joint Service

General Purpose Mask (JSGPM) Technical Manual6 standardizes protective mask

preventive maintenance checks and services (PMCS)7 and storage requirements.

Service members are required to perform protective mask PMCS when they first receive

their mask, semiannually, and after each use. It is essential to conduct proper

maintenance because an improperly maintained or dirty protective mask can

compromise its ability to provide maximum protection to an individual. In addition,

protective masks must be stored in a cool, dry, climate-controlled environment because

heat and moisture can damage mask and filter materials.

·

(U) The Joint Acquisition CBRN Knowledge System

(U) The Joint Acquisition CBRN Knowledge System QACKS) is a comprehensive DoD

web-based source of CBRN equipment informatioh. The Services use JACKS to monitor

IPE shelf-life.

4 (U) Kits contain IPE, including mask canisters, CP boots, CP gloves, and JSLIST suits. 

5 (U) Aircrew receives additional IPE: protective mask, blower and hose assembly, glove inserts, and coveralls. 

• (U) Army, Technical Manual 3-4240-542-13&P; Air Force, Technical Order 14P4-20-1; Marine Corps, Technical Manual 

09204G/09205G-Ol/1; Navy (NAVSEA), S6470-AD-OMP-010, "Joint Service General Purpose Mask (MSO/MS1) Technical 

Manual," May 30, 2008.

7 (U) PMCS includes various maintenance checks the Service member performs on military equipment.

SECRET/OJOFOR�J 
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(U) Introduction

(U) Review of Internal Controls
(U) DoD Instruction 5010.40, "Managers' Internal Control Program Procedures,"

May 30, 2013, requires DoD organizations to implement a comprehensive system of

internal controls that provides reasonable assurance that programs are operating as

intended and evaluate the effectiveness of the controls. )I\\'\' lb)( I) S« I 71<) 

We will provide a copy of this 

report to the senior officials responsible for internal controls in the Departments of the 

Army, Navy, and Air Force and the Marine Corps. 

SECRET/0JOFORN 
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(U) Finding

{U) USFK Service Components Can Improve 

Management of IPE 

(U) .\ll.\l\' N,IV\' (bJ(I J S« I 71<1 

• (U) \R�I\' (bl{ I I Se, I 7(eJ 

• (U) �A\, (hi(\) St'( I 7(c) 

• (U) DODOICJ (h)( I) Sl.;'l I 7(1.') 

• (U) DODO!<; (hi{ I). Se, I 7(eJ 

(U) Finding

(Es '<NP I I J 
IR�I\' (hi( I). Sec I 4(.,) & S« I 4(dJ & Se, I 4(g) NI VY OSD US�\C {b)i I) Sec· I 4\g) US.If (bl{ I) Sec I 4(<) ,� S« I 4\g) 

• {U) Unserviceable- materiel that does not meet repair criteria, condemned, or has passed its extendable shelf life. 

• {U) For the purpose of this report, inspections refer to command inspections and staff assistance visits.

SECRET//�IOFOR�l 
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(U) Finding

E8 ''NF) I I 
\R,\IY (b)( I). Sec I l(a) & See I l(d) & S« I �(g). N.W\'. OSfl LTS�ll' (b)( I) S« I �(g), USAF (b)( I). Sec I ,l(c) & Se. I J(g) 

10 

(U) Eighth U.S. Army
(U) AR�(\' (hi( I). S« I 7(<) 

(U) 
�R�I\' (hi( I). s« I 7(c) 

(U) \R�I\' (h)( 11 S« I 7(c) 

(U} EUSA Service Members Needed to Replace 

Unserviceable /PE 

(U) Service members needed to replace unserviceable IPE. Specifically, we identified

seven Service members with 13 unserviceable items including, boots, gloves, and 

trousers. Of the seven Service members, four were from Second Infantry Division (21D) 

units, and the remaining three were from other units subordinate to EUSA. The unit 

CBRN representatives11 stated they were unaware of these unserviceable items and 

10(U) Appendix B shows the units and Service members by sampled location; the number of Service members not issued IPE; 
and the number of Service members who did not perform protective mask PMCS. 

11 (U) CBRN representatives are Service members responsible for the inventory, maintenance, and storage of the unit's 
CBRN equipment. 

SECRET//P,OFORPJ 
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SECRET/J'�IOFOR�I 

(U) Finding

(U) stated the CIF was responsible for monitoring IPE shelf life. However, Army in

Korea Regulation 725-36012 states units will conduct inspections and monitor the shelf

life of CBRN equipment.

(U) On November 20, 2014, 2ID issued a Fragmentary Order (FRAG0)13 to establish a

CBRN shelf-life program at the unit level. According to the FRAGO, the shelf life

program requires CBRN noncommissioned officers to inventory the IPE of each Service

member in the unit and verify that each Service member received all required IPE. In

addition, the FRAGO requires unit CBRN noncommissioned officers to use JACKS to

monitor IPE shelflife quarterly and to coordinate with CIFs for replacement of

unserviceable IPE. According to the FRAGO, 2ID will inspect the unit's shelflife

program during all CBRN inspections.

{U} EUSA Generally Stored Unissued Protective

M_asks Properly
(U) The EUSA generally stored protective masks in accordance with the JSGPM. Of the

19 units reviewed, only 1 improperly stored unissued protective masks. Specifically,

the unit stored unissued protective masks outside in a nonclimate-controlled metal

container, which exposed the masks to extreme temperatures. According to the unit

CBRN representative, he requested through the commander to move the unissued

protective masks indoors. The commander postponed the move because of a lack of

available storage space.

(U) CNFK
(U) CNFK properly stored required IPE, issued protective masks, and in coordination

with the Naval Sea Systems Command (NAVSEA), ensured IPE was in serviceable14 

condition. NAVY (h)(J) S" I 71<) 

{U} CNFK Properly Stored and Maintained Required /PE
(U) CNFK properly stored the required IPE, issued protective masks, and in

coordination with the NAVSEA, ensured IPE was in serviceable condition. The Navy

centrally stored IPE in kits and issued the kits to Service members only when the

CB threat increased. Our review of the CNFK IPE storage area at �R�IY ihll 1 P« I 7(c) 

12 {U) Army in Korea Regulation 725-360, "Chemical, Biological, Radiological, and Nuclear Defense Readiness," February 10, 
2006, Section 11, paragraph 12.c. 

13{U) Headquarters, 21D issued Daily Fragmentary Order 14-11-20 to Operation Order 14-049, 170CT14, Task Number 140, 
(Tracking Shelf Life Program for Individual Protective Equipment) Suspense: 06 Feb 15. 

14 (U) Serviceable - new, used, repaired, or reconditioned materiel. 

SECRET/OIOFOR�J 
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(U) Finding

(U) showed that a sufficient number of kits were centrally stored for CNFK Service

members and that the storage area was secured and climate-controlled. In addition, the

five CNFK Service members in our sample were issued the required protective masks.

(U) According to the CNFK CBRN representative, the IPE kits arrived from NAVSEA in

bags with a serial-numbered seal. If the seal was broken or removed, CNFK returned

the kit to NAVSEA for replacement. NAVSEA monitored shelf life and notified CNFK

when unserviceable items needed replacement. Because the kits were sealed, we could

not view the conte;11ts of each kit. However, to determine if the IPE was serviceable, we

nonstatistically selected five kits from the NAVSEA shipping manifest and queried items

in JACKS. We did not identify any unserviceable IPE.

NA VY (h)( I) S.:c I 7(l!) 

(U) 

(U) NA\'\' (h)I I) S<c I 7(<) 

{U) 7th Air Force 
(U) OOL>OIG (b)( I) Sec I 71<) 

DODOIU (h)I I) S<, I 7(e) 

(U) 
(U) OOOOIG (h)( I). S« I 71<) 

_(U)I� 

"(U) AFI 10-2501, "Air Force Emergency Management Program Planning and Operations," May 10, 2013, Table 5.6. 
16 {U) LRS issues the standard IPE for the Air Force. 

SECRE'f//P' 0 FORPJ 
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(U) Finding

(U) flUllOJG (hil I), S" I 7(o) 

(U) DODOIG (h)(I) Sec· I 7(<) 

(U} Service Members Performed Protective Mask PMCS 
(U) DOl>OJG (hil I), So, I 7(o) 

(U) MARFORK
(U) IJOIJOlt, (hl{ I I Sec I 71<1 

(U} 
IJOJlOI(; (hi( I I Sec I 7(<) 

(U) DUDUIG (h)I I I S" I 7(o) 

(U} 
DODOIG (h)(I I So, I 7(ol 

(U) llOJlOll, (hi( I). S" I 7(e) 

(U) DODOIG (h)( I) So, I 7(o) 

SECRET//P40FORP4 
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(U) Finding

(U) Service Components Did Not Always Perform

IPE Inspections
(U) Service Components did not always perform unit IPE inspections
AR�I\' (hi( I I Se< I 7(e) 

N,\\'\' (b)(I) Se, I 7(<) 

(U) \R�I\' (hi( I) Sn I 7(e) 

(U) N.\V\' (hl(I) Sc( I 7(e) 

. According to Secretary of the Navy 

Instruction 5040.3A,19 unit cpmmanders use inspections and self-assessments to 

determine the: 

(U) 

• (U) condition of the unit's equipment;

• (U) achievement of technical standards;

• (U) level of training;

• (U) quality of life; and

• (U) use of measures of effectiveness.

N.\.VY {hl(I) St!c I 7(!.!) 

17 (U) Command inspections are completed by organizations two echelons above the unit being inspected. 
18(U) Army Regulation 1-201, "Army Inspection Policy," April 4, 2008, Table B-2. 

"{U) SECNAV Instruction 5040.3A, "Inspections Within the Department of the Navy," July 13, 2000, paragraph 7.c.

SECRET//�JOFOFUJ 
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(U) Finding

(U) Of the 7th AF units we reviewed, 11 of the 14 had an inspection in FY 2014 in

accordance with Air Force Instruction 10-2501. In addition, emergency management

representatives at 4 of the 11 units also conducted self-inspections.
DODOIG (bl{ I) S« I 7(<) 

Inspections 

on IPE·management in all Services needed improvement to ensure the U.S. forces 

assigned to Korea can meet their wartime requirements. 

(U) Conclusion

(U) Management Actions

(U) EUSA Took Corrective Action

(U) After we notified 2ID that not all of its Service members were issued two sets of

mask canisters, 2ID issued a FRAGOZO to direct its subordinate units to ensure each

Service member was issued two mask canisters by November 12, 2014. A subsequent

FRAG021 extended the issue suspense to February 6, 2015. On March 18, 2015, 2ID

informed us they had initiated actions to validate that all 2ID Service members were

issued two sets of mask canisters.

20(U) Headquarters, 21D issued Daily Fragmentary Oder 14-09-25 to Operation Order 13-054, 230CT12, Task Number 636,
(21D M61 Filter Assembly Turn In) Suspense: 12 Nov 14. 

21 (U) Headquarters, 21D issued Daily Fragmentary Oder 14-12-17 to Operation Order 14-049, 170CT14, Task Number 636.1, 

(21D M61 Filter Assembly Turn In) Suspense: 06 Feb 15. 
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(U) Finding

(U} MARFORPAC Inspection Identified /PE Deficiencies 

(U) On April 23, 2014, MARFORPAC inspected MARFORK CBRN readiness. The

inspection found that the unit did not have accountability procedures established for

appropriate CBRN equipment to request, inspect, reconcile, and dispose of equipment.

In addition, the inspection found MARFORK did not have management procedures

established for equipment maintenance that addressed scheduling protective

maskPMCS.

(U) At the time of our review, the MARFORPAC CBRN Officer was working with

MARFORK to establish a permanent billet to manage the CBRN operations and address

the issues identified in the inspection report. According to the MARFORPAC CBRN

Officer, he expects to fill the permanent MARFORK billet in the summer of 2015.

(U) Recommendations, Management Comments,

and Our Response

{U} Recommendation 1

(U//F8H8) We recommend that the Commander, Eighth U.S. Army: 

a. (U / /of8ff&) ,\R�IY OSD (bl( I) Se, I 7(t') 

b. (U/ ff8H8) \l(�IY. OSll (bl( I) S« I 7(c) 

c. (U / /F8H8) ,R�IY OSD (hi( I I Se, I 7(e) 

d. (U / /F8H8) IR�IY OSD (bl( I) Sec I 7(e) 

SECRE'f//PJOFORPJ 
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(U) Finding

(U) Commander, Eighth U.S. Army Comments

(U) The Commander, Eighth U.S. Army did not respond to the recommendations in the

report. We request that the Commander provide comments on the final report. 

(U) Recommendation 2

CU//f8H8) We recommend thatthe Commander, Naval Forces Korea: 

a. CU//�)

b. CU/ f F9H9)

c. · CU/ /F9tf9)

N-\\'Y.OSI> (h)(I) S"°c 17(c) 
I 

:--./AV\' OSD (h)( I) Sci. I 7(\!') 

NA\'\' 0Sll (h)( I) Sec I 7(<) 

(U) Commander, Naval Forces Korea Comments

(U) The Commander, Naval Forces Korea did not respond to the recommendations in

the report. We request that the Commander provide comments to the final report. 

(U) Recommendation 3

CU//�) We recommend that the Commander, 7th Air Force: 

a. CU/ /f\&tf&) OSD (h)I I) Sec I 71<) 

b. CU /ff8tf 8) OSD (h)I I) s« I 7(<) 

c. CU// F9H9) OSD (h)I I) Sec I 7(<) 

SECRET/fPJOFORPJ 
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(U) Finding

(U) Commander, 7th Air Force Comments

(U) The Commander, 7th Air Force did not respond to the recommendations in the

report. We request that the Commander provide comments on the final report.

{U} Recommendation 4

(U//F8H8) We recommend that the Commander, Marine Corps Forces Korea: 

a. (U / /f 8H8) OSD (h)I I) Sec I 7(<) 

(U//Pr9&€Jj Commander, Marine Corps Forces Korea Comments 

(U) The Commander, Marine Corps Forces Korea agreed, stating all current members of

MARFORK have the requisite field protective mask and personal protective equipment,

and the command has procedures in place to verify Service members are issued

required personal protective equipment. In addition, the Commander stated that

MARFORK is coordinating with MARFORPAC and Headquarters, U.S. Marine Corps to

add a CBRN specialist to the MARFORK table of organization. One of the primary duties

of the CBRN specialist will be to supervise the issuance of adequate, serviceable, and

properly sized required CBRN personal protective equipment to MARFORK staff in

accordance with MARFORK and USFK policies. The specialist will also supervise and

implement the overall MARFORK CBRN defense program, to include CBRN training,

equipment issuance, tracking and maintenance. The Marine Corps will provide an

update on the status of planned corrective actions by January 31, 2016.

(U) Our Response

(U) Comments from the Commander addressed all specifics of the recommendation, and

no further comments are required.

b. (U/ ff8H8) USO (b)( I) Sec I 7(<) 

(U/ /P.flef€Jy Commander, Marine Corps Forces l(orea Comments 

(U) The Commander, Marine Corps Forces Korea agreed, stating that MARFORK is

scheduled to move to new fa'ci!ities in 2017, however before this it lacks a

climate-controlled facility large enough to store the quantities of equipment on hand.

The facilities under construction include climate-controlled storage facilities that will

have .the requisite storage space for all unissued CBRN equipment assigned to

SECRE'f//PJOFORPJ 
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(U) Finding

(U) MARFORK. Although the move is not scheduled to occur until 2017, MARFORK

expects to have access to the climate-coritrolled storage facilities at an earlier date.

The Marine Corps will provide an update on the status of planned corrective actions by

January 31, 2016.

(U) Our Response

(U) Comments from the Commander addressed all specifics of the recommendation, and

no further comments are required.

SECRE'F//PJOFORPJ 
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(U) Appendix A

(U) Appendix A

{U) Scope and Methodology 
(U) We conducted this performance audit from May 2014 through June 2015 in

accordance with generally accepted government auditing standards. Those standards

require that we plan and perform the audit to obtain sufficient, appropriate evidence to

provide a reasonable basis for our findings and conclusions based on our audit

objectives. We believe that the evidence obtained provides a reasonable basis for our

findings and conclusions based on our audit objectives.

{U) Universe and Sample Selection 
(U) We obtained a universe of Army, Navy, Air Force, and Marine Corps units and their

locations in the ROK and nonstatistically selectedllflf7PIFS units to review. Of the

• units, we nonstatistically selectedlll!!!!l'TPICS Service members. Specifically, we

determined the audit sampling would be a two-stage process. In the first stage, the DoD

Office of the Inspector General Quantitative Methods Division nonstatistically selected

units by installation. In the second stage, the number of personnel within each unit to

sample was determined. See Appendix B for the audit sample.

(U) Review of Documentation and Interviews
(U) To obtain clarification on CBRN policies and procedures, we interviewed

personnel from:

• (U) the Office of the Assistant Secretary of Defense for Nuclear, Chemical,

and Biological Defense Programs;

• (U) the Joint Program Executive Office for Chemical and

Biological Defense;

• (U) EUSA;

• (U) CNFK;

• (U) 7th AF; and

• (U) MARFORK .

(U) For theM units we sampled, we conducted a physical inventory of IPE to determine

if Service members were properly equipped. We then used JACKS to determine if the

IPE was serviceable. We reviewed maintenance documentation to determine if Service

members properly performed maintenance on their protective masks. We also

SECRET//PJOFORPJ 
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(U) Appendix A

(U) observed storage facilities to determine if the unit stored unissued protective masks
in accordance with technical manual guidance. Furthermore, we reviewed inspection
reports to determine whether recent inspections included Ci3 readiness.

{U} Use of Computer Processed Data
(U) We relied on data from JACKS to determine !PE shelf life. To determine the
reliability of data, we compared information on Service members !PE including lot
numbers, national stock numbers, contract numbers, expiration dates, and dates of
manufacture with information contained in JACKS. We determined the data were
sufficiently reliable for the purposes of this report.

(U) Use of Technical Assistance
(U) We obtained support from the DoD Office of the Inspector General Quantitative
Methods Division in developing a nonstatistical sample for review.

(U} Prior Coverage 
(U) No prior coverage was conducted on the subject during the last 5 years.

SECRE'f//PJOFORPJ 
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(U) Appendix B

(U) Appendix B
=== 

(U) Audit Sample and Results
(U) The Table below shows the number of units and Service members sampled by

location; number of Service members not issued IPE; and number of Service members

who did not have documentqtion to show they performed protective mask PMCS.

Table. (U) Breakdown of Audit Sample and Results by USFK Location 

Camp Casey 

Camp Hovey 

Camp Jackson 

Camp Stanley 

Yongsan Garrison 

Army Total 

Navy 

Yongsan Garrison 

Navy Total 

Air Force 

Kunsan, Air Base 

Osan, Air Base 

Air Force Total 

Marine Corps 

Yongsan Garrison 

Marine Total 

Total 

*(U) Universe includes only Service members assigned or attached to units sampled. 

(U} Source: DoD OIG 

SECRET/OJOFOR�J 
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(U) Appendix C

(U) Individual Protective Equipment
(U) The Table below describes the individual protective equipment reviewed as part of

the sample.

Table. (U) Individual Protective Equipment Included in Audit 

Unclassified 

Equipment 

I
Description 

Protective Mask Provides above-the-neck protection against CB agents 

and radioactive particles 

Mask Canisters Removes toxic or irritating (or both) chemical vapors, 
gases, and particulate contaminants including biological 

organisms likely to be used in warfare 

Boots Provides foot protection against toxic material, CB 

warfare agents, and radiological fallout particles 

Gloves Provides hand protection from liquid, vapor, and aerosol 
CB hazards 

JSLIST Suit (Coat and Trousers) Provides protection from CB agent radiological fallout 

particles and battlefield contaminants 

Additional Air Crew IPE 

Blower and Hose assembly Removes CB and radiological contaminants from 

individual hose connect to face mask or headpiece, 
or both 

Coveralls Provides protection from chemical agents 

Glove Inserts Worn under CP gloves as a liner 

Unclassified 

(U) Source: Joint Acquisition CBRN Knowledge System

SECRET//P,OFORP, 

DODIG-2015-155 J 20 



SECRET//�JOFOR�J 

(U) Appendix D

(U) A.ppendix D

(U) U.S. Marine Corps Management Comments

• 
DEPARTMENT OF THE NAVY 

HEADQUARTERS UNIT!D STATES MARINE CORPS 
3000 MARINE CORPS PDl'l'AOON 

WABHINO'.fOII DC 20350-3000 

7!:,00 
DXCS-A 
13 J11ly )!, 

(U} Frr·,in: H<�ad, Audi I Cn0rdinnrior1, OfflcP of thP Oicnclc,r, 
Ma dne Cc-rps 8Loff 

(U) To: Proqram Director, RcudinC'G3 .:ind CybC>r Opcr.:it.ion:s, 
Offiee o( Llit In,;pectc,r Gt1,trdl, Depar.tme,,L vf o.,fe11se 

(lJ) S11bj: co:-1M/l·IDF.R, �IARJHF. CORPS FORC:F.S K<>REA Rl'SPONSF, 'l'O rx,rn:; 
DRAFT AUDI'J' REPORT, Pf({)JEC'r 110. D20U-DUOURF-Ol�l.lJOO, 
IJ. S. r'ORCt:S KOIU.!1 Sl::RV lCI:: COt-ll'OMl,,M'l'S CAM lMPROVi,, 
MANAGEMENT or mDIVIDUAL PROTECTIVE EQUIPMEllT, DTD 
JUMI:: 11, 2015 

(U) Ref: (a) DODIG m-ernc,ranaum ol June 11, 201!.> 

(lJ) F.nc:J: ( l) CMOR, 1·1ARl'ORK ,·:0111111e11I.,; 

(U) 1. (>ffir-i ,1 CPspon:;o:- 1·<1,pti r<'d hy t tH• r·nfPf'<. n .... c• ·nT· prnvidC'd 
d L Lhe e11clo:;uc�. 

1

(lJ) 2. Tlte Mdl i,11e Corp,; a1-•precidLes Li,e 0Vi1'J1-Lu11it.y Lu ,·e,;p,,r,d 
to the jraft report. 

(U) j, for CldS8llied discussions ceyardln<J tllE resµvr,s<=s, 
please contact me at my Sll'RNet email of record; for unclassified 
dir.cu:rnion::; lcclf;c c0nL.,cL 1110 ut: , r),· phonC' 

j p -

IIS�I(' (h)l<,J 

OC, 
(U)Copy 

Pl.>&O 
to: 

oc, T&J. 
MARl'ORPAC 
M/\kc'l. RK 
TECOM 

l

lGMC 
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(U) Appendix D

(U) U.S. Marine Corps Management Comments (cont'd)

UNCLASSIFIED//l'@ft @l'l'l@l'l,15 'l!f8" @!lt'it' 

DODIG DR,\Fr AUDIT REPORT DATED JUNE 11, 201S 

PROJECT NO. D2014-D000RF-0181.000 

"U.S. FORCES KOREA SERVICE COMPONENTS CAN IMPROVE MANAGEl\IENT 

OF INDIVIDUAL PROTECI'IVE EQUIPl\IENT" 

U.S. MARINE CORPS COMMENTS TO THE DODIG RECOM'.\'IENDATIONS 

DOJ)IG recommends tlinl the Connnnndcr, Marine Cm1>s Forces Korea (MAR FORK): 

OSD (h)I I) S« I 7(<) 

COMMANDER. :\IARINE CORPS FORCES KOREA RESPONSE: Concur. All current 
members of MARFORK have the re1111isite field proteeli\'e mask ,md personal protective 
equipment (PPF.), and the command has lhc proper procedures in pince to verify lhis. 

MARFORK is coordinating with l\forine Corps For.:cs Pneifi.: (MARFORP AC) nnd 
Hcnd4uartcrs, lJ.S. Marine Corps (HQMC) to have a Military Occupational Specialty (MOS) 
5711 (Chemical, Biological, Radiological, and Nuclear (CBRN) Specialist) Staff Sergeant added 
to the MARFORK tnbk or organization. One oft he primnry duties of this '.\lnrino will be to 
supervise the issuance of adequate. serviceable, nnd properly siud rc1111ired CllRN PPE to 
Mt\RFORK staff in accordance with MAR FORK and U.S. Forces Korea (USFK) policies. 
Other principle responsibilities of the 5711 MOS Marine will be to supcr\'isc and implcmcnt the 
ovornll MARFORK CURN dcfonse program, to include CllRl\ training; equipment issuance; 
tracking and maintenance; CRRN waming a11d reporting; record keeping; SOP maintenance; 
and other tasks and responsibilities in accordance with NAV�IC 3500.78A, "CBRN Training & 
Readiness (T&R) Manual." '111c Marine Corps will provide an update on the status of planned 
correctiw actions hy 31 Jmnu1ry 2016. 

COMMANDER, MARINE COUPS 1/0UCJ•:S, KOREA RESPONSE: Concur. In the ptt51 
unissued CBRN e<1uipmcnt has been protected from the clements but 1101 stored in a 
climate-co111rollcd environment. 'l11is is due to the lack of a cli.matc-coutrolkd facility large 
enough to store lhe <1uat1tities ofe,1uipmcnt on lumd. MJ\RFORK is scheduled to move to new 
facilities during 2017; these facilities arc currently being constmcted at Camp Humphreys and 
include climale-controlkd storage facilities that will ha\'e the requisite storage space for all 
unissued CJIRN equipment assigned lo MAR FORK. While the move is nol sd1eduled to occur 
until 2017, MARFORK expects to haw access to the climntc-controllcd storage facilities at a 
much earlier date. 111c .Marine Corps will pro,•idc an update on the status of planned corrective 
act ions by 31 Jammry 20 I 6. 

UNCLJ\SSIFIED/ifl}ll wrfiif�l l;,J, I Iljij 8tllsY Encl (I) 
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(U) Annex

(U} Sources 

SECRE'f//PiO FO RP, 

(U) Annex

(fQIJQ) Source 1: United States Forces Korea Security Classification Guide, 

June 14, 2000 (Document For Official Use Only and Not Releasable to Foreign Nationals) 

(F9HO) Source 2: The Peninsula Intelligence Estimate 

(Document classified Secret f / ROKUS) 

Declassify On: Source Marked "OADR" 

Date of Source: July 2006 

SECRE'f//MOf'ORM 

DOD((; 20 l',- L ',�> I 2.1 



SECRET//�JOFOR�J 

(U J Acronyms and Abbreviations 

(U) Acronyms and Abbreviations

AF Air Force 

CB Chemical and Biological 

CBRN Chemical, Biological, Radiological, and Nuclear 

CNFK Commander, Naval Forces Korea 

EUSA Eighth U.S. Army 

FRAGO Fragmentary Order 

IPE Individual Protective Equipment 

JACKS Joint Acquisition CBRN Knowledge System 

JSGPM Joint Service GeneralPurpose Mask 

JSLIST Joint Service Lightweight Integrated Suit Technology 

LRS Logistics Readiness Squadron 

MARFORK Marine Corps Forces Korea 

NAVSEA Naval Sea Systems Command 

PMCS Preventive Maintenance Checks and Services 

ROK Republic of Korea 

USFK U.S. Forces Korea 

21D Second Infantry Division 

SE ERET//�J O PO R�J 
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Whistleblower Protection 
U.S. DEPARTMENT OF DEFENSE 

The Whistleblower Protection Enhancement Act of 2012 requires 

the Inspector General to designate a Whistleblower Protection 

Ombudsman to educate agency employees about prohibitions 

on retaliation, and rights and remedies against retaliation for 

protected disclosures. The designated ombudsman is the DoD Hotline 

Director. For more information on your rights and remedies against 

retaliation, visit www.dodig.mil/programs/whistleblower. 

For more information about DoD IG 
reports or' activities, please contact us: 

Congressional Liaison 

congressional@dodig.mil; 703.604.8324 

Media Contact 

public.affairs@dodig.mil; 703.604.8324 

Monthly Update 

dodigconnect-request@listserve.com 

Reports Mailing List 

dodig_report@listserve.com 

Twitter 
twitter.com/DoD _IG 

DoD Hotline 

dodig.mil/hotline 

SECRET/,�.:oForu. 
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