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(U) Additional Copies 
To obtain additional copies of this report, visit the Web site of the Department of Defense 
Inspector General athttp://ViT\V\V.clodig.mil/auclit/reports or contact the Secondary Reports 
Distribution Unit at auditnet@doclig.mil. 

(U) Suggestions for Au~its 
To suggest or request audits, pontact the Office of the Deputy Inspector General for 
Auditing at auclitnet(a;cloclig.mil, or by mail: 

OEPARTUENT OF OEfEilSE 

Departjnent of Defense Office of Inspector General 
Office pf the Deputy Inspector General for Auditing 
ATTN; Audit Suggestions/13F25-04 
4800 ~ark Center D1ive 
Alexa11dria, VA 22350-1500 

To report fraud, waste, mismanagement, and abuse of authority, 

Send written complaints to: Defense Hotline, The Pentagon, Washington, DC 20301-1900 
Phone: 800.424,9098 e-mail: hotline@dodig.mil www.dodig.mil/hotline 
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(U) SUBJECT: Better Reporting and Certification Processes Can Improve 
Red Teams' :Effectiveness 

i 
(Report No. DODIG-2013-035) 

(U) We are providing this rep;ort for your review and comment. The DoD Cyber Red 
Teams did not effectively repprt vulnerabilities, threats, and in:filb:ation activities to 
assessed organizations and DbD Components. In addition, the assessed organizations did 
not correct or mitigate all vulnerabilities and did not report all security weaknesses. 
Finally, U.S. Strategic Co:mniand and the National Security Agency officials did not 
incl~de r~vievys an1 anal~is 9f Red Team me~b~rs' proficiency,_ training, and 

(U) DoD Directive 7650.3 requires that recommendations be resolved promptly. 
Management Comments fro1» the Secretary of the Army; Commander, U.S. Army Cyber 
Command/2°d Army; Director, Biometrics Identity Management Agency; 
Program Executive Officer, Enterprise Information Systems were responsive and no 
further comments are required. The U.S. Fleet Forces Command and 3 77th Air 
Base Wing did not comment on a draft of this report. We request comments from the 
Commander, U.S. Fleet Forc4s Command and the Commander, 377th Air Base Wing. 
Management Comments from some respondents were partially responsive. We request 
additional comments from U.S. Strategic Command on Recommendation C.1.d. 
We request additional comme,nts from the National Security Agency/Central Security 
Service on Recommendations B.1, B.2, C.1.b, C.1.c, and C.l.d. We request additional 
comments from U.S. Fleet Cyber Comrnand/U.S. Tenth Fleet on RecommendationA.5.b. 
We request additional comments from the Joint Forces Headquarters Kansas on 
Recommendation B.1. We request additional comments from the 57th Adversary Tactics 
Group on Recommendations ¥\..6.b and A.6.c. In addition, as a result of management 
comments, we revised Recommendations A.3, B .1, B .2, and C. l for the National Security 
Agency/Central Security Ser~c; and redirected Recommendations A.4.a and A.4.b to 
U.S. Army Cyber Command/2° Army. 

(U) We should receive your qomments by January 31, 2013. Comments provided must 
be marked and portion-marke,d, as appropriate, in accordance with DoD Manual 5200.01, 
volume II. Please provide comments that state whether you agree or disagree with the 
findings and recommendations. If you agree with our recommendations, desc1i.be what 
actions you have taken or plan to take to accomplish the recommendations and include 
the completion dates of your ~ctions. If you disagree with the recommendations or any 
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(U) part of them, please give:specific reasons why you disagree and propose alternative 
action if that is appropriate. \ 

(U) Please provide commentj; that conform to the requirement of DoD Directive 7650.3. 
If ·ossible send a portable dqcumcnt file . df) containing your c01m11ents to 

@g_9~jg!/im.j1,m}1 and (u)dodig.smil.mi1. We are unable to accepl 
e 1 1gne symbol in place\of the actun signature. Clac;s-ified comments must he sent 

electronically over the Secret Internet Protocol Router Network (SIPRNET). 

' ' • 

(U) We apimale the courtesies ex.tended to the staft: Please direct questions to me at 
(703) 604 (DSN 66 ' 4.). 

Alice F. Carey 
Assistant Inspector General 
Readiness, Operations, and Support 
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(U) Results in Brief: Better Reporting and 
Certification Processes Can Improve 
Red Teams~ Effectiveness 

What We Did 
(U) Our audit objective was to assesd the 
effectiveness ofDoD Cyber Red Teatns' 
activities. Specifically, we determin~d whether 
the Red Teams followed DoD and Components' 
standard operating procedures (SOPs) when 
evaluating or testing for vulnerabiliti~s, threats, 
infiltration controls, or other services! perfo1med 
on Components' systems. Also, we ~etermined 
whether Components implemented tij.e 
recommendations and tracked findings through 
resolution. Lastly, we determined whether 
U.S. Strategic Command (USSTRA'J;COM) and 
National Secmity Agency (NSA) certified and 
accredited Red Teams in accordance ;with DoD 
standards. · 

What We Found 
The Red Teams used and follow~d Rules of 

Engagement instead of SOPs when t¢sting for 
vulnerabilities. However, Red Team~ produced 
incomplete reports and did not always provide 
fue reports to the approp1iate DoD C9mponents. 
This occurred because: ) 

• fue Navy and Air Force Red Team 
Commanders determined it was more 
efficient to produce generic . 
recommendations and did not consider 
some findings significant enoµgh to 
report. 

• fue Army and Air Force Red Teams 
agreed to not release reports outside of 
fue assessed organizations, thle Navy 
Red Team considered the reports part of 
an internal operation, and the:NsA 
Red Team did not distribute the reports 
because they needed approval. 

As a result, the assessed organizatiorts may not 
immediately conect vulnerabilities artd DoD 

(U) Components cannot analyze the information 
to determine systemic network vulnerabilities. 

(U) Also, assessed organizations did not 
effectively con-ect or mitigate 15 of 59 
vulnerabilities, and all 6 assessed organizations 
did not appropriately track or report 
vulnerabilities. This occurred because the 
assessed organizations inc01Tectly assumed 
personnel conected the vulnerability, policies 
were difficult to enforce, did not have funding 
available, were unaware of the findings, were 
unable to dete1mine a solution, and did not view 
vulnerabilities as reportable. Consequently, 
unnecessary risk of exploitation and data leaks 
exists on DoD networks. 

(U) In addition, USSTRATCOM and NSA 
Certification and Accreditation process did not 
test Red Teams' ability and skills to perform 
mission :functions and training requirements. 
This occuned because: 

• USSTRATCOM and NSA did not 
develop minimum qualification 
standards. 

• NSA made a management decision not 
to evaluate training and certification 
requirements in the certification rating. 

As a result, Red Teams may not be as proficient 
as necessa1y to conduct thorough and realistic 
tests of the DoD Components. 

What We Recommend 
(U) USSTRATCOM should develop a standard 
reporting fonnat that incorporates policies to 
ensure Red Teams report all findings. 
The assessed organizations should establish and 
implement policies to correct or mitigate track 
and report all secmity weaknesses in ' ' 
compliance with Federal and DoD requirements. 

SECREI//Jai8F8R?J 
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(U) USSTRATCOM and NSA shoulp develop 
minimum qualification standards anq evaluate 
Red Team qualifications to perfonn their 
mission ftmctions. 

(U) Management Comments 
and Our Response 
(U) As a result of management comilnents, we 
redirected two recommendations for finding A; 
revised one recommendation for Finding A, two 
recommendations for Finding B, and;one 
recommendation for Finding C; and renumbered 
eight recommendations for Finding .f}.. 
The U.S. Fleet Forces Command and 
377t'n Air Base Wing did not commei,.t on the 
draft of this report. We request that the 

(U) USSTRATCOM, NSA/Central Security 
Service, U.S. Fleet Forces Command, U.S. Fleet 
Cyber Command/U.S. Tenth Fleet, Joint Forces 
Headquaiters Kansas, sih Adversaiy Tactics 
Group, and 377t:n Air Base Wing provide 
comments in response to this report. We should 
receive your comments by Januaiy 31, 2013. 
Please see the recommendations table on the 
next page. 

(U) Although not required, we received 
unsolicited management comments from the 
Commander, U.S. ArmyCyber 
Command/2nd Anny regarding the 
recommendations for Finding A; and from the 
Commander, U.S. Fleet Cyber 
Command/U. S. Tenth Fleet regai·ding the 
recommendations for Findings A and C. 

SECRE:f/lf,OFORN 
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(U) Recommendatiqns Table 

Management Recommendations 
Requil'ing Comment 

No Additional 
Comments Requil'ed 

(U) Please pl'ovicle comments by Janual'y 31, 2013. 
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(U) Introduction,

Objective
(U) Our objective was to assdss the effectiveness of Cyber Red Teams' (Red Teams)
activities. Specifically, we d�termined whether the RedTeams followed DoD and
Components' standard operating procedures (SOPs) when evaluating or testing for
vulnerabilities, threats, infiltr�tion controls, or other services performed on Components'
systems. Also, we determinea whether Components implemented the recommendations
and tracked findings through resolution. During the audit, we reviewed the Certification
and Accreditation (C&A) pro�ess to detennine whether Red Teams used SOPs.
Specifically, we determined whether DoD Cyber Red Teams were certified and
accredited in accordance with DoD standards and applicable guidance. See Appendix A
for the Scope and Methodology.

Background 
(U) President Barack Obama �dentified cybersecurity as one of the most serious
economic and national security challenges that we face as a nation, but one that we are
not adequately prepared to coµnter. The Comprehensive National Cybersecurity
Initiative helps to secure the llJnited States in cyberspace. One of the major goals is to
establish a front line of defen�e against today's tlueats by creating or enhancing shared
situational awareness of netw,ork vulnerabilities, threats, and events within the Federal
Government.

(U) Red Team OveNl�w . . . · (f0"6JO, DoD Red Teams pe�form an important role m enhancmg awareness of network 
vulnerabilities, threats, and etents. DoD Instruction (DoDI) 0-8530.2, "Support to 

I ----------

1 (U) Execute Order -An order iss4ed by the Chaitman of the Joint Chiefs of Staff with the authority of the 
Secretary ofDefense. 
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(POUO, Computer Network Defense (CND)," March 9, 2001, states that Red Teams are 
an Information Assurance component that is "essential to gauge the state of CND 
operational readiness of the DoD Components and the networks that sustain their 
operations" on the Global Infprmation Grid. The Global Info1mation Grid is the 
interconnected network that t�cilitates information to warfighters, policymakers, and 
support personnel. The Globhl Information Grid supports DoD National Security and 
related Intelligence activities bn both classified and unclassified networks for all 
operating locations (including-bases, mobile platforms, or deployed sites). Red Teams · 
emulate the capabilities and methods of an adversarial force against Top Secret, Secret, 
and unclassified information $ystems. The Red Teams are critical to DoD because they 
assess the vulnerabilities thatican affect the security of the information on the Global 
Information Grid. 

(U) We reviewed four certifidd and accredited Red Teams: National Security Agency
(NSA), Anny, Navy, and Air/Force. Red Teams perform their nonnal missions based on
requests from other organizatj.ons (military bases, DoD Components, or COCOMs).
Once an organization has reqi.iested Red Team se1vices and been accepted for a mission,
the Red Team completes a M�morandum of Understanding/Rules of Engagement (Rules
of Engagement), which are u�ed for testing of vulnerabilities. The Rules of Engagement
includes assessment details, s\lch as mission dates, objectives, and scope. The Rules of
Engagement also outline agreed upon control parameters, including network boundaries,
halting conditions, reconnaissance objectives, exploitation objectives, mission specific
requirements, and reporting. ··

(U) The Red Team vulnerab�ity assessments reviewed were:

• 
\'SA (b)(3) 

• the Biometrics Identify Management Agency (BIMA)/ Automated Biometric
Identification System (ABIS)2, assessed by the Army Red Team;

• the USS George H.w; Bush Strike Group (GHWBSG), assessed by the Navy
Red Team;

• the USS Enterprise Sthke Group (ENTSG), assessed bythe Navy Red Team;
• the Joint Forces Headtl_uarters (JFHQ) Kansas, assessed by the Air Force

Red Team; and
• the 37i11 Air Base Wipg at Kirtland Air Force Base, New Mexico, assessed by the

Air Force Red Team.
i 

(U) For an overview of the Rtd Teams and the COCOM exercises, see Appendix B.
I 

(U) Certification and A,ccreditation Process
(f'OUo, DoD Directive (Do�D) 0-8530.1, "Computer Network Defense (CND),"
Januaiy 8, 2001; and Chairmiµi. of the Joint Chiefs of Staff Instruction (CJCSI) 6510.0lE,

I 
1 

� (U) �Program Executive Office, terprise Info1mation Systems owns ABIS, which is the networkreviewed by the A1my Red Team. 
l f!lEQRE'I/.@JQFQ;A;I>J 
I 
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(U) Review of lnter11al Controls
(U) DoDI 5010.40, "Managets' Internal Control Program (MICP) Procedures,"
July 29, 2010, requires DoD 9rganizations to implement a comprehensive system of
internal controls that provide� reasonable assurance that programs are operating as
intended and to evaluate the effectiveness of controls. We identified internal control
weal.messes for the USSTRAtCOM; NSA; U.S. Fleet Forces Command
(USFLTFORCOM); Fleet Cyber Command/l.J.S. Tenth Fleet; JFHQ Kansas; BIMA;
Program Executive Office, Enterprise Information Systems (PEO-EIS); 57th Adversary
Tactics Group (ATG); 1st Inf�rmation Operations (1 st 

th 

IO) Command; and the
377 Air Base Wing.

(U) For accreditation, USSTltATCOM and NSA did not establish minimum qualification
standards for proficiency, evaluate training and certifications, regard certification voting
requirements, or consider the Air Force Red Teams as separate teams.

i 
(U) For vulnerability manageinent, NSA, USFLTFORCOM, JFHQ Kansas, BIMA,
PEO-EIS, and 377th Air BaselWing did not correct or mitigate all vulnerabilities;
incorrectly assumed personn� addressed findings; and viewed the assessments as internal
operations.

i 
! 

(U) For vulnerability assess�ent 
Fleet, the 57th ATG, and the �st 

reporting, NSA, Fleet Cyber Command/U. S. Tenth
IO Command determined: it to be more efficient to

produce a generic template otrecommendations, some findings were not significant
l 
I 
l 
I 
I 
I 

I 
i 
/, 
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· (U) enough to report, and a Jiefing to the Chief Information Oflicer ( CIO) was suflicient
instead of a report. Also, agreed to not release reports to DoD Components without 
approval of the assessed orgapization. 

th�t 
(U) We will provide a copy or 

I 
I 

the report to the senior otlicials responsible for internal 
controls at USSTRATCOM, f-JSA, USFLTFORCOM, Fleet Cyber Command/U.S. Tenth 
F1�et, JFHQ Kansas, BIMA, fEO-EIS, 57th ATG, 1 st IO Command, and 377th Air Base 
Wmg. I . · 

I 

I 

I 
j 

. j 

� 
I 

! 
I 

I 
l 

I 

I 
I 

I 

j 

I 
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(u) Finding A. R�d Teams Need to Complete
and Distribute aeneficial Reports
(U) The Red Teams used Rul�s of Engagement instead of SOPs to control mission
parameters when testing for V,ulnerabilities, threats, and infiltration controls. The Army
and NSA Red Teams preparep. complete vulnerability assessment reports with 
recommendations that conesponded to findings. However, the Navy and Air Force 
Red Teams did not always accurately report vulnerabilities to the assessed organizations. 3

EFOUO, Specifically, for fout assessments, the Navy and Air Force Red Teams produced 
incomplete vulnerability assessment reports: 

• The Navy Red Team provided two reports to USFLTFORCOM, the Commander,
Strike Force Trainer Atlantic and the Fleet Cyber Command/U. S. Tenth Fleet that 
did not include reco:rninendations that conesponded with the :findings. 
This occurred becaus� the Red Team Commander determined that p1ior 
assessments had similar :findings and it was more efficient to produce a genelic
template of recommer).dations. 

i 

• The Air Force Red Tepm did not include 14 of 28 :findings in the 3 77lli Air 
Base Wing mission report because the Red Team Commander did not consider
the :findings significant enough to include in the report. For example, the 
Red Team found that �ecret Internet Protocol Router Network (SIPRNET) 
information was stored on the Non-secret Internet Protocol Router Network 
(NIPRNET), but the �ed Team did not include this finding in their repo1t. 

• The Air Force Red Tepm did not produce a report for the JFHQ Kansas mission
because the Red Tean.J. Commander stated that a briefing to the CIO was 
sufficient. 

(U) Contributing to this issuej USSTRATCOM did not identify the required elements for
reporting and did not establis:p. a standard report format for vulnerability assessment 
reporting in accordance with pJCSI 6510.0lF. 

(FOUO) The Army, Navy, Air Force, and NSA Red Teams did not distiibute six 
assessment reports to the appfopriate DoD Components: 4 

• The Army Red Team t]id not distribute a report for the BIMA and ABIS
assessment because tlie Red Team agreed to not release the report to other DoD
Components. / 

1 3 (U) Assessed Organizations - NS�, BIMA, PEO-EIS, 377th Air Base Wing at Kirtland AFB, JFHQ
Kansas, GHWBSG, and ENTSG. The GHWBSG and ENTSG are U.S. Navy Fleets that fall under the
command of USFLTFORCOM.4 (U) DoD Components - USST TCOM; NSA; and Director, Operational Test and Evaluation.�

l �EQ:R.EJ'#I>JQFQiU>J
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• (l20UO, The Navy RJd Team did not distribute two reports for the GHWBSG
and ENTSG assessments because the Red Team considered the report internal to
the Navy. 5 

• The Air Force Red Tekun did not distiibute two reports: one for the 377ili Air Base
Wing assessment bec�use the Red Team agreed to not release the report to other
DoD Components; and one for the JFHQ Kansas assessment because the
Red Team briefed thevvulnerability assessment results to the CIO instead of
producing a repo1t

(FOUO) As a result, the asse�sed organizations may not take immediate actions to correct 
or mitigate vulnerabilities, increasing the risk to the network secruity posture. Also, the 
DoD Components lacked full!visibility of the vulnerabilities and infiltration activities to 
identify systemic issues. 

(U) Red Team Rule$ of Engagement
(U) The Red Teams used Rul�s of Engagement to control mission parameters when
testing for vulnerabilities, thr�ats, and infiltration controls. Red Team SOPs provide a
common baseline for missions but do not contain procedures on handling specific
missions. Since the Red Teaip services are requested by an organization, each mission is
different based on the needs dfthe organization. The Rules of Engagement provided a
flexible alternative to SOPs 1:Jiat allowed the Red Team to document each organization's
requirements. The Rules of Engagement included assessment details, such as mission
dates, objectives, and scope. The Rules of Engagement also outlined agreed-upon control
parameters, including networ� boundaries, halting conditions, reconnaissance objectives,
exploitation objectives, missibn specific requirements, and reporting. We reviewed the
Rules of Engagement and defurmined that the Red Teams followed them when testing
system vulnerabilities, threats, and infiltration controls. We reviewed the SOPs for each
Red Team dming our review pf the C&Aprocess.

The CJCSI 6510.0lE, ania the following version, CJCSI 6510.0lF, require COCOMs, 
the Services, and agencies' *d Teams to produce a vulnerability assessment report and 
to provide the vulnerability a�sessmentreport to the DoD Components. CJCSI 6510.0lF 
also requires COCOMs, the �ervices, and agencies to provide vulnerability assessment 
reports to the Defense lnfo1m�tion Systems Agency and the Defense Threat Reduction 

i 
\ 

I 5 (U) Strike Group -A group ofU.f. Navy ships typically comprised of an aircraft carrier; guided missile
cruiser; two guided missile destroy¢rs; attack submarine; and a combined anununition, oiler, and supply 
ship. 
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(U) Agency. Since CJCSI 65jl0.01E was effective August 2007 and CJCSI 6510.0lF
was effective Febmaiy 2011, ;we applied different c1iteria based on the date of the
Red Team repo1t.

(U) Table 1 provides a summfUy of the Red Team Reporting. The table identifies
whether the Red T earns followed guidance when producing and distributing reports to the
applicable DoD Components�s required by CJCSI 6510.0IE and CJCSI 6510.0IF.

Assessment 
(Red Team) 

GHWBSG 
(Navy) 
ENTSG 
(Navy) 
377 Air

;1 
:1 
ii 

(POJJO, T:t;ble 1. Summary of Red Team Repol'ting 
Produced 
a report 

! Report included 
all findings 
identified 

Recommendations
corresponded to 

the findings 

 . P1·ovided the 
re11ort to DoD
Components 

 · 

Yes ;I 
Yes 

JI 
Yes :1 

Yes Yes I No 

Yes No I No 

Yes No I No 

1hl No Yes ,�\ :  
No No* No* :1 No* 

*No report produced.

(U) Army and NSA Red Teams Produced Complete
Vulnerability Assessment Reports 
(FOUO) The Army and NSA:Red Team produced two rep01ts, as required by 
CJCSI 6510.0IE and CJCSI �510.0IF, that incorporated all findings and provided 
recommendations that corresponded to each findin . These re orts rovided the assessed 
or anizations with information 

(U) Navy and Air Fo�ce Red Teams Produced Incomplete
Vulnerability Assessment Reports 
EPQI IQ) The Navy Red TeaII1 produced two reports that included recommendations that 
did not correspond to the findings listed in the assessment. The Air Force Red Team . 
briefed the 377th Air Base Wif1g Commander with 28 findings, but only incorporated 
14 of the 28 findings in the vililnerability assessment report Also, the Air Force 
Red Team did not produce a �eport for the JFHQ Kansas assessment. 

t

I
I 
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(U) Navy Red Team R�ports Need Recommendations That
Corres ond With Findin

(U)
(POUO, The Air Force Red ieam did not include all findings in their vulnerability

Air Force Red Team Produced an Incomplete Report

assessment report to the 3 77� Air Base Wing. The Red T earn. Commander did not
consider 14 of 28 findings to pe significant enough to report, and instead, only included
them in a briefing to the 377� Air Base Wing. A Red Team report communicates a
formal written account of finc;lings, testing results, and recommendations while a briefing
is an informal discussion of �e findings and recommendations. Both the finalized report
and a briefing are required by CJCSI 6510.0IF. While there is no requirement on
providing all findings in a report, the Red Team should include all findings in the
:finalized report to the 377ili A\i.r Base Wing. The following are examples of the
significant findings not included 

I 

in the report.

• 
•· OSD'JS (b)( I). S<:c I 4(a) I 4(c). I 4(g) 

--
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OSD 1JS (b)( I). Soc I 4(a) I 4(c), I 4(g) 

-

(FOUO, The assessed organizations cannot correct or mitigate unknown vulnerabilities 
and cannot identify trends or �ystemic vulnerabilities without complete inf onnation. 
Red Teams should report all findings to the assessed organization to provide an 
assessment of the security po�ture. 

Air Force Red Tea,:n Needs to Prepare Assessment Reports 
EFOUO, The Air Force Red 1l'eam did not produce a report for the JFHQ Kansas 
assessment as required by CJ�SI 6510.0lE. The Red Team stated they did not provide 
the written report because they determined that briefing the findings to the CIO was 
sufficient. This lack of reporting prevented the Communications Branch Chief from 
knowing that SIPRNET diagt'flillS with Internet Protocol addresses stored in a shared 
folder on the NIPRNET was � finding. Consequently, without a report, the proper 
personnel cannot identify and correct or mitigate vulnerabilities and the DoD 
Components are unaware oftpe problems. The Air Force Red Team should create 
reports for assessed organiza1ions. 

(U) USSTRATCOM Ne�ds to Develop Standard Report Formats
(FOUO, USSTRATCOM diq not establish a vulnerability assessment standard report
format for reporting in accorqance with CJCSI 6510.0lF. As a result, the vulnerability
assessment reports were missing some findings and contained recommendations that did
not correspond with findings,lwhich resulted in reports that are neither beneficial nor
value-added. CJCSI 6510.0lF states thatUSSTRATCOM, as required by their Cyber
Security Inspection Program responsibilities, should develop a standard report fonnat for
combatant commands, the Setvices, and agencies for Red Team operations. The
CJCSI 651 O.OlF does not sp9ci:fically state what elements are required in the
vulnerability assessment repo)."ts; however, to add value to the report format,
USSTRATCOM should identfy the essential elements that should be included in all
vulnerabilityassessment repdfts. Therefore, the Commander, U.S. Strategic Command,
should identify required repoit elements and should incorporate them when developing
the repo1t fonnat. 

1 
I 

(U) Red Teams Need tp Provide Complete and Accurate Reports
(FOUo, The Red Team repot{:s should provide vital information to organizations about
their netwo,rk vulnerabilities iµid the condition or status of network defenses according to

I 

JilEGIUsi/Jl.)fQFQIU>I 
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(f'OUOy DoDI 0-85 30 .2. when the Red Team reports are not complete or accmate and 
do not have findings that coffelated with recommendations, it limits the assessed 
organization's visibility over �eir vulnerabilities and makes it difficult to implement the 
recommendations. The DoD :Components receiving reports need a complete view of the 
network vulnerabilities and tlte DoD Global Information Grid secmitypostme. 

(U) Red Teams Did f'Jot Appropriately Distribute
Vulnerabilit Assessment Re orts

Instances of Inappropriate Red Team Vulnerability 
Assessment Reports!Distribution 
(FOUO, The Anny Red Team, their respective commands, and the assessed organization 
did not distribute their assess:ilnent reports to the DoD Components as required by 
CJCSI 6510.0lE. This occru.fed because the Anny Red Team's Rules of Engagement 
included agreements to not reJease the rep01ts outside of the assessed organizations. The 

st Chief of the 1 Battalion Vulnerability Assessment Detachment stated that this was to 
prevent outside organization�from knowing BIMA and ABIS vulnerabilities. 
Additionally, the Anny creat4d guidance that conflicts with CJCSI 6510.0lF. 
Anny Regulation (AR) 380-�, "Communications Security Monitoring," 
December 23, 2011, limits th¢ distribution of the reports to only the assessed organization 
and does not distribute the reiports to the DoD Components. The Army Red Team should 
not make agreements that contradict CJCSI 6510.0lF in the Rules of Engagement, and 
should distdbute vulnerability assessment repo1ts to the DoD Components in accordance 
with CJCSI 6510.0lF. The Secretary of the Army should revise AR 380-53 to not limit 
distdbution of Red Team rep?fts 

! 

to only the assessed organizations. 

(
I 

�QUO� :h� Navy �ed Teen}, their respective commands, an� the assessed organization 
did not distribute their reports to the DoD Components as reqmred by CJCSI 6510.0lE 
and CJCSI 6510.0lF. The C�mmander, Strike Force Trainer Atlantic requested the Navy 
Red Team to assess and repo1k on CND of Navy Strike Groups. This Red Team 
assessment is a pre-deploymd;nt requirement for Navy Strike Groups. The Navy 
Red Team did not distdbute the vulnerability assessment reports on the GHWB SG and 
ENTSG to the Navy Comm�d responsible for distributing reports. This occurred 

i 
! 
I 
' 
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(FOU05 be9ause the Navy Red Team performed an internal exercise and considered the 
report internal to the Navy anp. detem1ined the report did not need to be distributed. The 
Navy Red Team cannot consip.er rep01ts internal just to limit distributions. The Navy has 
a responsibility to distribute V;ulnerability assessment reports to the DoD Components in 
accordance with CJCSI 6510)01F. 

(FOUO, Also, the Air Force :Red Teams, their respective commands, and the assessed 
organizations did not distribute their reports to the DoD Components as required by 
CJCSI 651 O.OlF. The Air Fo�·ce Red Team Commander verbally agreed not to release 
fue report outside of the asses�ed organizations. Specifically, they agreed to limit the 
distribution 

ili. 

to prevent outsid� organizations from knowing vulnerabilities at 
377 Air Base Wing. The R�d Teams should not make verbal agreements that contradict 
CJCSI 6510.0lF. 

t 
(FOUO, In addition, the Air JForce Red Team did not produce a report for the 
JFHQ Kansas assessment as �equired byCJCSI 6510.0lF. The Red Team stated they did 
not provide the written rep01�because fuey determined that briefing the findings to the 
CIO was sufficient. Since noireport was produced, the Air Force Red Team did not 
disti.ibute the report to fue Dqb Components as required by CJ CSI 6510.01 F. The 
Air Force Red Team should d,reate reports for assessed organizations and provide the 
reports to the DoD Components in accordance with CJCSI 6510.0 lF. 

(U) Red Team ReportJ Need to Be Distributed
tpOUO, Without adequate re�ort distribution as required by CJCSI 6510.0lE and
CJCSI 6510.0lF, the organiz�tions cannot benefit from the Red Team reports.
For example, by not dissemitjating the information to USSTRATCOM, they are unaware
of vulnerability assessment rdsults of Red Team activities and cannot maintain a
repository of the Red T earn riports. This limits the network defenders' security
awareness of the DoD Global) Information Grid' security posture. Ultimately, tlris may
lead to unnecessary delays in icorrecting the vulnerabilities on DoD netvvorks increasing
the risk ofloss of sensitive information, integrity, and security.

(U) Conclusion
WQJJQ� The Red Teams did µot always accurate! y report vulnerabilities and distribute 
the report to the assessed orgiµuzations and DoD Components. As a result, the assessed 
organizations may not take inpmediate actions to correct vulnerabilities. Also, the DoD 
Components do not have visi6ility over vulnerabilities, threats, and infiltration activities 
to analyze and dete1mine systbmic issues and network vulnerabilities. This ultimately 
limits the security awareness bf 

' 

the DoD Global Information Grid security posture. 
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(U) Recommendatiqns, Management Comments, and
Our Response

( 

(U) Redirected, Renuri;,bered, and Revised Recommendations
(U) As .a result of manageme:rltt comments, we renumbered draft report Recommendations
A.6.a and A.6.b 

st 

as A.4.a and iA..4.b, respectively and redirected them from the
Commander, I IO Command to the Commander, U.S. Army Cyber
Command/2nd Army. We renumbered Recommendations A.4.a and A.4.b as A.5.a and
A.5.b, respectively. We renumbered Recommendations A.5.a, A.5.b, A.5.c, and A.5.d as
A.6.a, A.6.b, A.6.c, andA.6.4, respectively. We revisedRecommendationA.3 to include
Chief before Central Security) Service.

(FOUO; A.1. We recommend that the Secretary of the Army revis e 
Army Regulation 380-53, "Communications Security Monitoring," January 2.J, 
2011, to not limit distributiqn of Red T earn reports to only the assessed 
organizations but distribut(i Red Team reports to the appropriate DoD components 
in accordance with Chah'man of the Joint Chiefs of Staff Instruction 6510.0tF. 

(U) Department of the )Army Comments
(U) The Director, Counterintelligence, Human Intelligence, Disclosure and Security,
responding on behalf of the S�cretary of the Army, agreed with the recommendation.
He stated the Office of the D¢puty Chief of Staff, G-2 notified the Army Publishing
Directorate of the requested change. The Director also stated the Army Publishing
Directorate will publish an a4ministrative revision to incorporate the policy change and
reflect the requirements of th¢ CJCSI 6510.0IF.

(U) Our Response
(U) Comments from the Direttor were responsive. No furfuer comments are required.

(FOUOy A.2. We recommen;d that the Commander, U.S. Strategic Command, 
develop a standard report f�rmat for Red T earns in accordance with the Chairman 
of the Joint Chiefs of Staff I'.nstruction 6510.0tF, "lnfo1·mation Assurance and 
Support to Computer Netwprk Defense," Febmary 9, 2011. 

(U) U.S. Strategic coJmand Comments
(U) The Director, C4 System$, responding on behalf of the Commander,
USSTRATCOM, stated USStRATCOM and U.S. Cyber Command will work with NSA
Cyber Red Team to develop 4 standard report format. In addition, through further
correspondence fue Chief, C){bersecurity Assurance Division, responding on behalf of the
Commander, USSTRATCO�, agreed with the recommendation. 

��'111Us1'#l.>IQFQR�I 
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Our Response 
(U) Comments from ihe Director were responsive. No furiher comments are required.

nd 
(U) U.S. Army Cyber dommand/2 Army Comments
(POUOy Although not requir¢tl to comment, the Commander, U.S. Almy Cyber
Command/2nd Almy, express�d that a standard report fo1mat for Red Teams would limit
iheir ability to employ Hum� Intelligence capabilities during Red Team missions.

U.S. Fleet Cyber C�mmand/U.S. Tenth Fleet Comments 
{FOUOJ Although not requir¢d to comment, the Commander, U.S. Fleet Cyber 
Command/U. S. Tenth Fleet, �greed with our recommendation and stated ihat combined 
with Recommendation A.5. b,i a standardized report format will allow DoD organizations 
to understand key informatio� from Red Team assessments and better enable clear and 
consistent reporting. Howev�r, the Commander also stated that the standard format 
should allow each service to �ustomize a portion due to unique configurations of assessed 
networks. 

(U) Our Response
(U) The intent of a standard r�port f01mat is not to limit diverse capabilities or be
comprehensive, but provide tlie framework for capturing the required information.

S1!JCR1!J'f//t'*8 F8ftf, 
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are required. 

(FOUOJ A.4. We recommeJd that the Commander, U.S. Army Cybe1· Command/2nd
Army: 

a. Develop J)roceduiies to validate that Red T earns distl'ibute theil' repo11s to
the U.S. Strategic Cornman�, Defense Info1·mation Systems Agency, Defense Threat 
Reduction Agency, and Dir{dor, Operational Test and Evaluation, in accordance 

). 

with Chairman of the Joint:Chief s of Staff Instruction 651 O.OtF, "Information 
Assurance and Support to Computer Network Defense," February 9, 2011. 

n
(U) U.S. Army Cyber Command/2 d Army Comments
(U) The Commander, U.S . .A.Jfmy Cyber Command/2nd Army, responding on behalf of the
Commander, 1st IO CommanJI, agreed wifu the recommendation and stated that the
recommendation should have; been directed to the Commander, U.S. Almy Cyber
Command/2nd Army. The Cdmmander stated the U.S. At·my Cyber Command/2nd Army
will implement the recomme:qdation.

(U) Our Response
(U) Comments from fue Corn,:nander were responsive. No further comments are
required.

b. EFOUO) Develop procedures to review agreements to determine if they
contradict current DoD pol�cies, standards, and regulations. 

nd 
(U) U.S. Army Cyber Command/2 Army Comments
(U) The Commander, U.S. AtmyCyber Command/2na Army, responding on behalf of the 
Commander, 1st IO Commani agreed wifu the recommendation and stated that the 
recommendation should have! been directed 

n

to the Commander, U.S. Army Cyber 
Command/2 d Army. The Cdmmander stated the U.S. Army Cyber Command/2nd Army 
will implement the recommen.dation. 

Our Response 
(U) Comments from fue Co�ander were responsive. No further comments are
required. I 

! 
I 
i 
! 

I 
I 
I 
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b. EFOUO, Develop procedures to validate that Red T earns distribute their
reports to the U.S. Strategi� Command, Defense Info1·mation Systems Agency, 
Defense Threat Reduction A,.gency, and Director, Operational Test and Evaluation, 
in accordance with Chah'�n of the Joint Chiefs of Staff lnstmction 6510.0lF, 
"Information Assurance an�l Support to Computer Network Defense," 
February 9, 2011. 

(POUO� A.5. We recommen;d that the Commander, Fleet Cyber 
Command/U.S. Tenth Fleett 

a. Establish procedures to verify Red Team reports include
recommendations that are Jpecific to each identified finding. 

U.S. Fleet Cyber Cpmmand/U.S. Tenth Fleet Comments
(FOUO, The Commander, Fl�et Cyber Command/U. S. Tenth Fleet, agreed and stated the 
Red Team final repo1t did include some recommended mitigation, but did not address all 
discovered vulnerabilities. T�e Commander further stated the Red Team changed their 
final report process to ensure /all identified vulnerabilities have a recommended 
mitigation. Also, the Comma;nder stated the recommendations were based on an 
adversary's viewpoint and not a holistic or complete cyber enterp1ise perspective. 
Finally, the Commander staten the Navy Red Team is not tasked as a vulnerability 
mitigation organization� the Navy Red Team's p1imary function is to create effects during 
exercises and operations. vuinerabilitymitigation eff01t needs to be coordinated 
throughout the cyber enterpri$e with the Red Team providing re.commendations for 
mitigation. 

(U) Our Response .
(U) Comments from the Com,nander were responsive. No further comments are
required.

(U) U.S. Fleet Cyber Cpmmand!U.S. Tenth Fleet Comments
(FOU05 The Commander, Fl�et Cyber Command/U.S. Tenth Fleet, agreed with the
recommendation to increase dis1ribution of joint tasked Red Team activities tlrrough the
Director, Operational Test and Evaluation as appropriate. The Commander stated that for
service tasked activities, distribution should be tasked at the service level. The Red Team 
provides reports to the commf1Ud requesting support and to Fleet Cyber Command/U. S.
Tenth Fleet. Fleet Cyber Cotjunand/U.S. Tenth Fleet is the interface point for addressing
identified issues. j 
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(FOU05 A.6. We recommen,d that the Commander, 57th Adversary Tactics Group: 

(U) Our Response
Although the Commander, Fleet Cyber Command/U.S. Tenth Fleet, agreed with the

recommendation, the comme�ts were not responsive. The Commander did not provide a 
conective action for developipg procedures that validate the Red Team reports are 
distributed in accordance with. 

I 
CJCSI 6510.0lF paragraph C.6.i.(1) (b) (3), which states, 

[ w]hen conductinlg c yber security inspections or Red Team operation s
CC/S/As shall pr�vide copies offinal report to USSTRATCOM, DISA
[Defense Infotm�tion Systems Agency] (for DISN-connected IS
[information systems]), NSA, DTRA [Defense Threat Reduction
Agency], and DgT&E [Director, Operational Test and Evaluation]. 

i 

We request that the Comman�r provide comments in response to the final report. 
i 

a. Establish procedttres to verify that Red Team repo11s include all findings
identified. 

5ih Adversary Tactics Group Comments 
(U) The Commander, 5ih A11G, neither agreed nor disagreed and stated 57th ATG
personnel are modifying Infoµnation Aggressor operating standards in ATG Instruction
10-2-IAS volume 3 to includ4 verbiage on the requirement to report mission findings in
accordance with USSTRATOOM procedures. In addition, through further
conespondence with the CoII!mander, 57th IAS, he specified which comments co1Telated
with Recommendations A.6.al, A.6.b, A.6.c, and A.6.d. (See page 75 for annotations.)

(U) Our Response
(U) Comments from the Commander were responsive and the conective actions met the
intent of our recommendatiori. Therefore, no further comments are required.

b. (J20UO, Establishlprocedures to verify that the Red T earns c1·eate repo11s
for all missions. 

5ih Adversary Tactics Group Comments 
The Commander, sih A1G, stated he agreed briefing operators on deviations is vital 

to improvement; however, thi Commander stated several ways for providing assessed 
organizations feedback, inclufi.ing after action reports, teclmical debriefs, verbal debriefs, 
and lessons learned. I 

I 
I 
I 

(U) Our Response
(U) Although the Commandet, 57th ATG, agreed with the recorrunendation, the
comments were not responshje regarding establishing procedures for creating reports.
CJCSI 6510.0lF paragraphd 6.i.(1) (a) explicitly states, "[w]hen conducting cyber,
security inspections or Red Tpam operations CC/S/As shall provide inspected or 

I
i 
I 

I 
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c. EFOU03 Develop lJl'ocedures to validate that Red Teams distribute their
reports to the U.S. Strategi� Command, Defense Information Systems Agency, 
Defense Threat Reduction 4gency, and Director, Operational Test and Evaluation, 
in accordance with Chail'm�n of the Joint Chiefs of Staff Instruction 6510.01F, 
"Information Assurance an� Supportto Computer Network Defense," 
February 9, 2011. 

d EFOUO) Develop nrocedures to review agreements to determine if they 
contradict current DoD policies, standa1·ds, and regulations. 

E;ECRETHPiO"FO ffl'i 

(U) Red Team targeted organj.zation out-briefing and coordinated final report."
We request that the Commander provide additional comments in response to the final
report.

57th Adversary Tadtics Group Comments 
(U) The Commander, 57lli A11G, neither agreed nor disagreed and stated Sib ATG
persomel are modifying Infohnation Aggressor operating standards in ATG Instmction
10-2-IAS volume 3 to includ� verbiage on the requirement to report mission findings in
accordance with USSTRATqOM procedures.

(U) Our Response
(U) Comments from the Commander were not responsive. The Commander, 57th ATG,
did not address our recommendation for developing procedures that validate the
Red Team reports are distribtlted in accordance with CJCSI 6510.0lF paragraph C.6.i.(l)
(b) (3), which states,

[w]hen conducting cyber security inspections or Red Team operations
CC/S/ As shall pr6vide copies offinal report to USSTRA TCOM, DISA
[Defense Inf01mation Systems Agency] (for DISN-connected IS
[info1mation syst�ms ]), NSA, DTRA [Defense Threat Reduction
Agency], and DdT &E [Director, Operational Test and Evaluation].

We request that the Comman�er provide comments in response to the final report. 

t
(U) 57 h Adversary Ta4tics Group Comments
(U) The Commander, 57lli A]G, neither agreed nor disagreed and stated 57th ATG
persomel are developing cro$s-check procedures to continually identify contradictions
between Red Team SOPs an& DoD guidance, which will be included in the ATG
Instmction 10-2-IAS volume b.

1
I 

i 
(U) Our Response
(U) Comments from the Comp1ander were responsive and the corrective actions met the
intent of our recommendatiori, Therefore, no further comments are required.

i 

I 
i 

I 
I 

I 
I 
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Management Cqmments on the Internal Controls 

nd 
(U) U.S. Army Cyber dommand/2 Army Comments

The Commander, U.S. �my Cyber Command/2n° Almy, acknowledged the
identified internal control issues and stated they will be remedied through implementation 
of Recommendations A.6.a abd A.6.b, which are now Recommendations A.4.a anciA.4.b 
respectively. 
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Finding B. A$sessed Organizations Need 
to Correct or l\1itigate, Track, and Report 
Security Weak�esses 

Assessed organizations did not fully conect or mitigate, hack, or rep01t 
vulnerabilities identified duriµg Red Team assessments. 6 Specifically, 

• 5 of 6 assessed organiZations did not cone ct or mitigate 15 of 59 vulnerabilities
identified by the Red 'f eams. This occurred because the assessed organizations:

o incorrectly ass:umed the personnel addressed the finding,
o policies were difficult to enforce,
o did not have fiµlding available,
o were unaware pf the findings, or
o were unable td dete1mine a solution.

• All six assessed organ,'izations did not appropriately hack or report vulnerabilities
identified by the Red Teams. This occurred because the assessed organizations
did not recognize Redl Team findings as repo1table vulnerabilities or assumed all
vulnerabilities were c�nected.

(U) As a result, these vulnerapilities cause mmecessary 1isk on DoD networks and could
be exploited to gain access, obtain sensitive information, or manipulate data within the
DoD Global Information Grid. Also, DoD has an incomplete knowledge of all
vulnerabilities.

(U) Correct or Mitig,te, Track, and Report Vulnerabilities
(U) Assessed organizations a:ile required to mitigate, track, and repo1t information system
vulnerabilities identified in adcordance with DoD Directive 8500.0 lE, "Information
Assurance (IA)," April 23, 2do7, and Office of Management and Budget (0MB)
guidance. Five of the six ass¢ssed organizations did not fully cone ct or mitigate
vulnerabilities found by the �ed Team, and none of the six assessed organizations
appropriate! y hacked or repotted the vulnerabilities identified.

Vulnerabilities Were Not Fully Corrected or Mitigated 
(U) DoDD 8500.01 E states tliat organizations should mitigate and track identified 
information system vulnerabiJities. Table 2 on page 20 summarizes the unconected or 
unmitigated vulnerabilities fo)lnd by the Red Team and provides an abridgement of the 
details listed below. Table 2 f dentifies the unconected or unmitigated vulnerabilities, 
their potential impact on the �rganization, and the amount of time the assessed 
organization had to correct o�mitigate the vulnerabilities. 

6 (U) Assessed Organizat ions -Th� Red Teams assessed NSA, BIMA, PEO-EIS, 37ih Air Base Wing at 
Kirtland Air Force Base, JFHQ K�sas, GHWBSG and ENTSG for vulnerabilities. The GHWBSG and 
ENTSG are U.S. Navy Fleets, whit fall under the conunand ofUSFLTFORCOM. 

I 
. 
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Tests of correcting or mitigating vulnerabilities could not be petformed for the USS Enterprise, and the USS George H.W. Bush did not have any 
vulnerabilities identified in the GHWBSG report. 
2 

Time frame from the Report Date to the DoD OIG Site Visit. 
3 A detrimental delay is when unauthorized users are able to access th.e system and manipulate, delete, steal information, or upload malicious code 

while network personnel determine the appropriate response to the incident. 
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(U) The assessed organizatioi,.s did not adequately correct or mitigate 15 of 59 

vulnerabilities. Table 3 pro�1des a smnmary of the uncorrected or umnitigated · 
vuJnerabilities and identifies 1he following: the organizations assessed bythe Red Teams, 
the Red Team responsible fo�the assessment, the total number of vulnerabilities 
identified, and the number of iuncorrected or umnitigated vulnerabilities for each assessed 
organization. 

Er�� Table 3. S�cy of Uncorrecte• or Unmitigate• Vulnerabilities 
: Assessed Organization"· I

.I 
� Team i Tomi 

Vulnerablltttes 
, UD<Orrecte• or 

Unmitigated 
Vulnerablltties 

' i 
: ; : · 
NSA lh)l3) 

3 I BIMA I !I Army I 15 1 1 
II PEO-EIS l II Army I 3 11---2---· 
J JFHQKansas I :-I Ai-.-rF_ or_ c_e _•·-, ---10 ___ !1 5 

ii 377Ui Air }3ase Wing j 1! Air F orce ...------..,, 

!I Total ! II 
* EfOU� Tests of correct.i!ng or mitigating vulnerabilities could not be perfonned for the 
USS 

GHWBSG 
Enterprise, and the USS George H. W. Bush did not have any vulnerabilities identified in 

the report. 

·, (U) For the sampling methodology, refer to Appendix A 
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(FOUO) BIMA Did Not Sufficiently Correct or 
Mitigate Vulnerabilities 
ES/,'t fr, I 

WOUO) PEO-EIS Did Jot Sufficiently Correct or
Mitigate Vulnerabiliti s 
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WOUO) JFHQ Kansas 1f)id Not Sufficiently Correct or 
Mitigate Vulnerabiliti�s 

I I 

(FOWO) Concerning sensitiv+ information, JFHQ Kansas had their SIPRNET diagrams 
and schematics uploaded ont� an unclassified network. The Red Team fmmd this 
infonnation on the shared dri e available to all users who had access to that drive. The 
SIPRNET dia ·ams included 

l!n�@M'F#PiO ,oRPi 
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(!<'GUO_� visit, JFHQ Kansas 9id not correct this vulnerability. JFHQ Kansas should 
remove the SIPRNET diagratps and schematics from the shared drive on the unclassified 
network. 

(FOUO� Also, JFHQ Kansas l::Jid not implement a process to monitor information 
employees post on fue intem�t. As of Febmary 2012, JFH Q Kansas could not monitor 
information posted on the internet about JFHQ Kansas (for example, sensitive 
information or Personally Ideptifiable Information). JFHQ Kansas had 10 months to 
correct or mitigate the vulnerability and did not have the resources to contract for the 
service to monitor in o atio po ted on the inte net. owever, the re uested fundin
for a contract to morutor mfotmation osted outside their network. 

� r �
. 

JFHQ Kansas shoul implement a 
process to momtor 1 ormatiqn emp oyees post on the internet. 

� � �
iifiijl · 

. 
' 

, 
. 

EPOUO) Finally, JFHQ Kans� did not implement a process to whitelist Web sites (users 
only have access to approvedlWeb sites). JFHQ Kansas had 10 months to correct the 
vulnerability and was still working with the Defense Information Systems Agency to use 
fueir Demilitarized Zone Whijtelist database to address the reconunendation. Whitelisting 
protects networks by not allo+.,ing personnel to access potentially infected or 
inappropriate Web sites. JFHQ Kansas should implement a process to whitelist 
Web sites. 

i 

�FOUO) 377th Air Base!Wing Did Not Sufficiently Correct or 
Mitigate Vulnerabilities 

. . .
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(FOUO) Also, 377th Air Bas� Wing personnel did not conceal their badges while outside 
their facilities. 377ili Air Bas¢ Wing personnel had 6 months to correct or mitigate the 
vulnerability and had perforrried additional training to mitigate the vulnerabilit 
however, it did not rove effdctive and was difficult to enforce. ' ' 

. 377 Air Base Wing shoul 
re-evaluate training on safegtjarding Personally Identifiable Information, specifically 
badges, and perform periodic[inspections to determine whether badges are concealed 
outside of facilities. 

(FOUO, As a direct result of �77ili Air Base Wi 
badges, entry guards could ndt determine ' ' 

3 77 Air Base Wing 
se credentials. 

(fQUc;J� Additionally, 377ili Air Base Win did not im lement the Red Team 
recommendation to prevent ' 
-· 37ih Air Ba�e Wmg personne a 6 mon to correct or rrntigate e
�d did not detepnine a solution. 3 77ili Air Base Wing personnel were
reviewing the process to determine the most ractical method ofverif · authorizations.
Without ro er authorizationJ this allows

persons 
I 

(FOUO) Unable to Tes� Two Navy Assessments 
(fOUOy When we attemptedf. dete1mine if the USS Enterprise and USS 
George H.W. Bush correctedjthe vulnerabilities identified in the reports; we were unable 
to complete the testing. We qbserved the Navy Red Team attempt to remotely re-assess 
the USS Enterprise while it �as at sea. The Navy Red Team was unable to assess the 
USS Enterprise network, andiwe could not validate that the ship addressed its network 
findings because the testers n�eded to be physically aboard the ship. The GHWBSG 
report contained no findings �pecific to the USS George H.W. Bush; however, the Navy 

1 
I 
I 
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fl*OUO) Red Team providedllO recommendations in the report. Since the report attributed no findings to the q-ss George H.W. Bush, we perfo1med no further testing. 
u-ouo) Accountability for Correcting or Mitigating Vulnerabilities�fOUQ� Overall, the assessed. organizations corrected or mitigated 44 of 59vulnerabilities reported by th� Red Teams. JFHQ Kansas and PEO-EIS were the leastsuccessful at correcting vulne,·abilities. JFHQ Kansas only addressed 5 of 10vulnerabilities; however, the Red Team did not provide a repo1t to them and responsibleJFHQ pers01mel were unawmle of some vulnerabilities. PEO-EIS only addressed one offuree vulnerabilities; howeve�, the personnel responsible for tracking and reportingvulnerabilities dming the Req Team assessment had left the organization.

. ' 

(U) Assessed Orga�izations Need to Track and
Report Vulnerabili(ies DoD organizations shoul� use a Plan of Action and Milestones (POA&M) to track vulnerabilities and should report vulnerabilities to the agency's Inspector General and 0MB. Public Law 107-347, l'E-Govemment Act of2002," Title III, "Federal Information Secmity Management Act of 2002," December 17, 2002 (FIS MA), requires organizations to report signifi;cant security weaknesses to 0MB. To implement the FISMA, 0MB releases memqrandums to instruct agencies on how to rep01t secmity weaknesses. 0MB Memora.i'*1um M-10-15 and M-11-33 instruct agencies to provide a POA&M to include all security weaknesses found during a vulnerability assessment to the agency's Inspector Gener� and 0MB. 0MB Memorandum M-04-25 provides the required POA&M elements: 

! 

• severity and brief desJription of weakness,• responsible patty for iddressing weakness,• funding resources reqµired,• scheduled completionjdate for resolving weakness,• key milestones with c9mpletion date,• changes to milestonest• source of the weaknes� (how discovered), and• status of corrective actions.
NSA and the Navy follow 0MB guidance to implement FISMA reporting. The Almy implemented FISMA using AR 25-1, "Almy Knowledge Management and Information Technology," D�cember 4, 2008. This guidance requires all Almy organizations to report vulne1�bilities in accordance with FISMA. The Air Force implementedFISMA using ·r Force Instruction (AFI) 33-210, "Air Force Ce1tification and Accreditation (C&A) Pro ; am (AFCAP)," December 23, 2008; and AFI 33-200, "Information Assurance (IA) anagement," October 15, 2010. The guidance states that the Enterprise Information Tdchnology Data Repository, which is the primary source for FISMA data reporting, inclu�es vulnerability reporting. Additionally, the guidance designates the Secretary of� Air Force, Network Services Directorate as the responsible party to manage te annual assessment of the Air Force Inf01mation 

I 
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(U) Assurance Programs as r�quired by FISMA. This allows the Air Force Senior Infonnati.on Assurance Officer to answer the annual FISMA report questions posed by 0MB. However, the six asse�sed organizations did not comply with Federal and DoD guidance for tracking and rep� security weaknesses. 
�OYO� For six assessed orgbzati.ons, we requested the POA&Ms and evidence of security weaknesses reporting in accordance with FISMA, 0MB, or local guidance. The six assessed organizatiorl,s were unable to provide evidence that the organizations reported the vulnerabilities fqund by the Red Team. 
ff OU� Three of the six assessed organizations (NSA, JFHQ Kansas, and USS Enterprise of the ENTSG) di.4 not create a POA&M. Three organizations created POA&Ms; however, the BI� POA&M did not include all of the 0MB required · elements, and was not update� when weaknesses were addressed until our site visit, which was over a year after tij.e assessment date. The PEO-EIS created the POA&M after 1he DoD OIG site visit, whicl}. was over a year after the assessment date. The 377th Air Base Wing cre4ted a POA&M, but did not include all of the 0MB required elements. Table 4 provides a!sununary of the tracking and reporting of security weaknesses and identifies the! following: the assessed organization and the Red Team that assessed them, the total numijer of security wealmesses/vulnerabilities identified for each organization, whether the ass�ssed organization created a POA&M to track the security weaknesses, and the munber �f 

r 

security weaknesses the assessed organization rep01ted. 
{FOUO) T•ble 4. Unrepo11ed Security Weaknesses 

Assessed Organizat ion"' Security 
Weaknesses 
Identified ii 

POA&M Created 

(• (l) 

i 

I 

1' 15 Yes-But the POA&M didnot contain milestone dates, and was not updated until our site visit. 
I 

Security 
Weakness 
Reported 

BIMA by Anny Red 
! Team I 

i 

None ! 
PEO-EIS by Army Red Team 

I JFHQ by Air Force Red Team 
377 Air Base Wing by Air Force Red Team 

I 
3 

l 
l ... 

I ....... .... ,-............ h,••·· ····-···· ·J 
i Yes-But PEO-EIS created the POA&M after our site visit and over a year after the Red Team assessment
i 
I l  I 
! 

j 
: Fl No 11 None 

i Yes-But the POA&M didnot contain milestone dates ii None ' 
i 

: ' USS Enteiprise of the 
r: by Navy Red 

No li-:::-l 

11. Nono . I "' 6fttUtt) The GHWBSG report )).ad no security weaknesses specific to the USS George H. W. Bush to track or report. 
"8�M1'/JP:lQP0Hltl 27 
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�FOUO) The other organizatibns, BIMA, PEO-EIS, JFHQ Kansas, and the 377lli Air Base 
Wing did not create or appropriately create POA&Ms or report vulnerabilities because 
officials inconectl y viewed tti.e assessment as an internal operation that did not require 
additional reporting. Since ilie officials viewed the assessments as internal operations, 
1hey determined that the res�ts of the assessments 

lli 

did not need to be tracked or reported 
BIMA, PEO-EIS, JFHQ K.an$as, and the 377 Air Base Wing should track and report 
vulnerabilities in accordance With 0MB requirements. 

€PC:UQ) As a result, the asse�sed organizations did not have a fully effective 
vulnerability management pnpgram. Reporting security weaknesses assists in building a 
defensible enterp1ise for prot�cti.ng agency inforr,nation and information systems. 

(U) Conclusion
fFOUO) The assessed organizations did not correct or mitigate, appropriately track with a 
POA&M, or report all secUiity weaknesses. Consequently, unnecessary 1isk exists on 
DoD networks. Specifically, !fuis could result in: 

SECRE'i-NJNO ¥0Rl'i 
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(U) Management Cqmments on the Finding and
Our Response

Biometrics Identity Management Agency Comments on 
Correctin or Miti ati'n Vulnerabilities 

(U) Recommendatidns, Management Comments, and
Our Response

Revised Recommendations 
(FOUO, As a result of management comments, we revised draft Recommendation B .1 to 
clarify the corrective actions are specific to the respective organization. Also, we revised 
Recommendations B.1. and E.2. to include Chief before Central Securi Service.

i:KQa:KT/�Qla'QR.)T 
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National Security Jrl.gency/Central Security Service Comments 
(U) The Director, NSA/Chie4 Central Security Service, agreed with the recommendation
and suggested verbiage to clap.fythe recommendation is for the DoD Components to
develop such policy for the systems for which they have responsibility.

(U) Our Response
(U) Although the Director, N�A/Chief, Centrnl Security Service, agreed with the
recommendation, the cornrne�ts were not responsive. He did not include corrective
actions. We request the Dire&:tor provide corrective actions in response to the final
report.

Management C�mments Required 
The Adjutant General, JF!I--IQ Kansas, did not comment on Recommendation B.1. 

We request the Aqjutant Gen1;:ral provide comments in response to the final report. 

(U) Our Response
(U) Comments from the Depl).ty were responsive and met the intent of our
recommendation. Therefore,ro further comments are required.

Program Executivii, Office-Enterprise Information 
Systems Comments 
(U) The Deputy Program Ex�cutive Officer, Enterprise Information Systems, responding
on behalf of the Program Exeputive Officer, Enterp1ise Information Systems, neither
agreed nor disagreed and statM PEO-EIS have a C&A policy in place for reporting and
resolving secmity weaknesses using the POA&M process. Also, the Regional Computer
Emergency Response Team �dded the PEO-EIS Info1mation Assurance Program
Manager to the distribution li�ts for all persistent security tests.

(U) Our Response
(U) Comments from the DepJty were responsive and met the intent of our
recommendation. Therefore,lno further comments are required.

i 
. 

I 
I 
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Headquarters Kansas netw�rk, and restricting access to W eh sites and verify that 
all security weaknesses are re11011ecl. 

€1:'0UQ� B.4. We recommenµ that the Adjutant General, Joint Forces Headquarters 

 �utstanding vulnerabilitiesbeen created to conect the  for misconfigured software, 
inputting and storing sensitive information on NIPRNET, unsecure password 

Kansas, implement, track, and validate that a Plan of Actions and Milestones has 

configurations, monitoring �mployee information posted outside of the Joint Forces 

l 
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(U) Management Cqmments Required
(U) The Commander, 377ili .Atir Base Wing, did not comment on the draft of this report.
We request that the Comman�er provide comments in response to 

,, 

the final report.

(U) National Security Agency/Central Security Service Comments
(FOUO) The Director, NSA/thief, Central Security Service, agreed with the 
recommendation and suggest�d verbiage to clarify the recommendation. 

(U) Our Response
(U) Although the Director, N�A/Chief, Central Security Service, agreed with the
recommendation, the comme:p.ts were not responsive. The Director did not include
corrective actions. We reque�t the Director provide corrective actions in response to the
final rep01t.

(POUO) B.3. We recommen4 that the Commander, U.S. Fleet Forces Command, in 
coordination with the USS G�orge H.W. Bush Strike Group and the USS Enterprise 
Strike Group, implement, traqk, and validate that a Plan of Actions and Milestones has 
been created and verify that ail security weaknesses are reported. 

Management Comments Required 
(U) The Commander, USFLTFORCOM, did not comment on the draft of this report. We

request that the Commander jrovide comments in response to the final rep01t.

(U) Joint Forces Headr:,uarlers, Kansas Comments
(U) The CIO/Director of Info�ation Management, JFHQ Kansas, responding on behalf
of the Adjutant General, Joint Forces Headquarters, partially agreed with the
recommendation. The CIO/director of Info1mation Management stated corrective
actions had been implemente� for the first three items. The CIO/Director of Information
Management disagreed on th� last two items. He stated the Public Web content is a
Public Affairs function. Pub�c Affairs approves content for official Web pages and
official media sites, and receiyes alerts when key words concerning the Kansas National

I SBCRBlWPiOfilORN 
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(U) Guard are posted. He stated that since the Kansas systems resided on the National
Guard Bureau domain, all int¢met traffic is routed tlrrough the National Guard Bureau
routers and :firewalls. Finallys he stated the National Guard Bureau maintained a Web
cache that controls access to �uthorized sites.

Our Response 
Although the CIO/Direct9r of Information Management only partially agreed, the 

comments were responsive 84d corrective actions met the intent of the recommendation. 
Therefore, no further comme�ts are required. 

EFOUO) B.5. We ncommen� that tile Director, Biometrics Identity Management 
Agency, implement, track, <lnd validate that a Plan of Actions and Milestones bas 
been created to col'l'ect the putstanding vulnerabilities for safeguarding Personally 
Identifiable Information, esJablishing a wireless policy that determines which logs to 
maintain, defines threat levtl of activity (for example, severe, critical, major, minor, 
and safe and defines actions to erlorm based on severity of activity' and 

and verify that all security weaknesses are 

(U) Our Response
Comments from fue Depiitty were responsive and met the intent of our

recommendation. Therefore,lno furfuer comments are required. 
i 
I 

EfOUO' B.6. We recommenh that the Program Executive Officer, Enterprise 
Information Systems, impl�1nent, track, and validate that a Plan of Actions and 
Milestones bas been create to correct the outstandin vulnerabilities for 

•• ... OSDIIS (h)( I) S" I I(,) I I(,) I J(u) 
-
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OSD/JS, SlRATCO�I (h)(I), Sec 14(0), 4(c). l 4(g) 

(U) Our Response
(U) Comments :from the Dep�ty were responsive and met the intent of our
recommendation. Therefore,1no further comments are required.

EFOU@, B.7. We recommend that the Commander, 377th Air Base Wing, implement, 
track, and validate that a Plan of Actions and Milestones has been created to coffect the 
outstanding vulnerabilities for 
safeguarding Personally Iden�fiable Information, identifying false credentials used to 
gain installation access, and qontrolling actions in restricted areas and verify that all 
secruity weaknesses are repo*ed. 

STRATCO�I (h)( I), Sec I 7(c) 

(U) Management cdmments Required
(U) The Commander, 377'-h Air Base Wing, did not comment on the draft of this report.
We request that the Comman�er provide comments in response to the final report.
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Finding C. Improvements Needed for the 
C&A Process 
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(U) C&A Process Neetds to Evaluate the Proficiency of
Red Team Members
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C&A Process Nee(/s to Evaluate Training and Certifications of 
Red Team Members 

(U) NSA Needs to Validate Proficienc
(FOUO)

wouo) Air Force Re� Team Certification Vote Did Not 
Have a Quorum 

S�CR�i/;ffsi8 I-8RN 
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8 
� The application package iconsists of a letter of request, self-assessment results, completed 

application check list, and all requirFd documentation for the Evaluators Scoring Metrics. 
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a. Establish a proce*s in accordance with DoD Instruction 0-8530.2,
"Computer Network Defense (CND)," March 9, 2001, and the Chail'man of the 
Joint Chiefs of Staff "Exec�te Order to Incorporate Realistic Cyberspace conditions 
into Major Exercises," Feb�uary 11, 2011, for the Ce11ification Board to evaluate 
Red Team qualifications to perform their mission functions and activities. 

SECR.EI/i'P'T@F01l.11:r 

0 NSA, OSDIJS (b)(l).Soc I 4(a), I 4(c), 14(g),NSA (b)(3) - -- - - - -

Recommendatiqns, Management Comments, and 
Our Response 

(U) Revised Recommendations
cFOUo, As a result of management comments, we revised draft Recommendation C. l. to
include.Chief before Central �ecurity Service.

NSA (b)(3) 

·-

U.S. Strategic Command Comments 
• 

SECR.E'f/A>t0F0R.1>1 
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(U) N t· IS ·t .h • r/C t IS ·t s C ts 
NSA (b)(1) 

(U) Our Response
(U) Comments from the Dire9tor were responsive. No further comments are required.

b. (POUO) Im1>leme�t Certification and Accreditation procedures to 
incorporate Red I eam qual)fication, training, and certifications in the Certification
decision as required by DoD Directive 8570.01, "Information Assurance Training,
Certification, and Workfor4e Management," April 23, 2007.

(U) U.S. Strategic Command Comments
I t  

Our Response 
(TJ) Although the Director, NSA/Chief, Central Security Service, agreed with the 
recommendation, the commehts were not responsive. The Director did not provide 
corrective actions. We reque� the Director provide corrective actions in response to the 
final report. 

(U) U.S. Fleet Cyber Cpmmand!U.S. Tenth Fleet Comments

(POUo, Although not requir1d to commen� the Commander, U.S. Fleet Cyber 
Command/U. S. Tenth Fleet agreed with Recommendations C.1.a and C. l .b and stated the 
C&A process is heavily focmjed on the administrative aspects of Red Teams. 
The Commander stated the �ocess needs to be expanded to include assessing Red T earn 
operational proficiency and c�pability to meet mission objectives. This should include 
periodic C&A observations dpring Red Team operations. 

I �EGRETt,q>iQFQR�r 
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d. �FOUO� Review a�d evaluate the 57th Information Aggl'essor Squadron
and the 17i11 Information 4ggressor Squadron as separate Red Teams for 
Certification and Accreditation. 

(U) Our Response : .
We agree with the intent bf the Commander's comments.

I 

(U) U.S. Strategic Cori,mand Comments
(U) The Director, C4 Systems, responding on behalf of the Commander,
USSTRATCOM, stated The NSA Handbook will be replaced with CJCS Manual
6510.03, "Department ofDe�ense (DoD) Cyber Red Team Certification and
Accreditation (C&A)," whic}i requires the evaluation team to consist of at least six
members and any deviations frnm the requirements of the Manual must be coordinated
furough the Certification Authority and apprnved by the Accrediting Authority. In
addition, through further correspondence the Chief, Cybersecurity Assurance Division,
responding on behalf of the qommander, USSTRATCOM, agreed with the
recommendation

(U) Our Response
(U) Comments from the Dire�tor were responsive. No further comments are required.

National Security Agency/Central Security Service Comments
(U) The Director, NSA/Chiel Central Security Se1vice, agreed and stated the NSA Red
Team will adhere to the quon!nn requirement.

(U) Our Response
(U) Although the Director, NSA/Chief, Central Security Service, agreed with the
recommendation, the Director's comments were only partially responsive. While the
Director stated the NSA Red team will follow the quorum requirement, he did not state
NSA will develop procedure� for any deviations from the established procedures to be
formally documented and approved. We request that the Director provide additional
comments in response to the 5nal report.

(U) U.S. Strategic Command Comments
(U) The Director, C4 System$, responding on behalf of the Commander,
USSTRATCOM, stated USSTRATCOM/U.S. Cyber Command will work with the NSA
Red Team to schedule an onslte evaluation of the 177ili IAS. In addition, through further
correspondence the Chief, C�bersecurity Assurance Division, responding on behalf of the
Commander, USSTRATCO�, agreed with the recommendation.

1'"fECRE'fh'ti01i'ORN 
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(U) Our Response
Comments from the Dire�tor were partially responsive. The Director did not address

the si1 IAS receiving an onsite evaluation separate from the 177t'n IAS. We request the 
Director provide comments in 

r 

response to the final report. 

(U) National Security �gency/Central Security Service Comments
(U) The Director, NSA/Chie� Central Security Se1vice, agreed and stated they will
determine a new evaluation �te once the C&A qualification for Red Teams is revised.

(U) Our Response
(U) Comments from the Direftor were partially responsive. We request that the Director
provide a timeframe for perfo;rrning the evaluation.

e. (FOUOb Review t�e validity of the Red Team Accreditation letter given to
the 5i11 Adversary Tactics ©roup.

(U) U.S. Strategic Corr,mand Comments
(lJ) The Director, C4 System$, responding on behalf of the Commander,
USSTRATCOM, stated USStRATCOM/U.S. Cyber 

t'n 

Command will work with the NSA
Red Team to schedule an onshe evaluation of the 177 IAS, and USSTRATCOM will
provide updated accreditation: letters for the 57lli ATG and 177t'n IAS, as appropriate,
based on the outcome of the �valuations. In addition, through further con-espondence the
Chief, Cybersecurity Assurank:e Division, responding on behalf of the Commander,
USSTRATCOM, agreed witli the recommendation.

(U) Our Response
(U) Comments from the Direytor were responsive. No further comments are required.

National Security �gency/Central Security Service Comments
The Director, NSA/Chie4 Central Security Service, agreed and stated the letter

should be revised, if needed, �d written to the specific organization being evaluated 

Our Response 
(U) Comments from the Dire�tor were responsive. No further comments are required. 
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· Appendix A. , Scope and Methodology
(U) We conducted tlris perfortnance audit from July 2011 through September 2012 in
accordance with generally ac¢epted government auditing standards. Those standards
require that we plan and perf�1m the audit to obtain sufficient, appropriate evidence to
provide a reasonable basis fo� our findings and conclusions based on our audit objectives.
We believe that the evidence bbtained provides a reasonable basis for our findings and
conclusions based on our aucijt objectives.

! 

�r@UO) We reviewed the Reµ Teams' reporting process, the effectiveness of 
Red Teams' reports, and the �ed Team C&A process. Specifically, we visited: 

• USSTRATCOM at Offutt Air Force Base, Nebraska;
• U.S. Cyber Cornman� at Fort Meade, Maryland;
• NSA Red Team at Foft Meade, Maryland;
• U.S. Army Red Team/at Fort Belvoir, Virginia;
• U.S. Navy Red Team �t Naval Station Norfolk, Virginia;
• U.S. Air Force Red T¢ams at McConnell Air Force Base, Kansas and Nellis

Air Force Base, NevaUa; and
• U.S. Marine Corps Rdd Team at Quantico Marine Corps Base, Virginia.

Red Team Missibns Selected for Review
(FOUO) We selected seven �ed Team missions to determine whether Red Teams 
identified and reported the v�nerabilities found during assessments; and whether the 
assessed organizations corrected or mitigated, tracked, and reported the vulnerabilities 
identified during Red Team aksessments. The Red Team missions we selected are as 
follows: 

• 
NS.\ (b)(J) 

• Army Red Team - "B�ometrics Identity Management Agency and the Automated
Biometric Informatio4 System, Clarksburg, WV Red Vulnerability Assessment
Report,"November 2$, 2010;

• Army Red Team - "1 f Cavalry Division Fort Hood, TX Red Vulnerability1Assessment Report"; (
• Navy Red Team - "Cyber Defense Assessment Team Activity Report for

USS Enterprise Strik� Group Joint Task Force Exercise 11-2," January 6, 2011;
• Navy Red Team- "Cyber Defense Assessment Team Activity Report for

USS George H.�. Bti h Strike Group Joint !ask Force Exercise 11-4,"f
March 17, 2011; 

j
I 

I 1 (U) We did not assess the 1st Cav!ilry Division Fort Hood, Texas mission. The 1 st Cavalry Division 
SIPRNEf was disconnected becau�e the personnel responsible for the network were deployed overseas 
during the audit period. I 
� (U) We did not assess the USS G�orge H. W. Bush because no findings were attributed to the ship in the 
report. I 
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• EfOU05 Air Force Red Team- "Mobile Training Team Final Report,
Kirtland Air Force Ba�e," July 7, 2011; and 

• Air Force Red Team+ Joint Forces Headquarters, Topeka, Kansas. 3

S pecifically, we:

• Inte1viewed Red Tearn members to discuss the reports selected and discussed the
Red Team's methodology and objectives for the assessments so the audit team 
could re-evaluate if1* assessed organizations had appropriately corrected or 
mitigated the vulnera"Qilities. Additionally, we reviewed the Rules of Engagement 
for the agreed upon l'Ilssion parameters, including network boundaries, halting 
conditions, reconnaissance objectives, exploitation objectives, mission specific 
requirements, and reporting. 

• Developed a test plan!to assess the findings in the reports; developed testing
procedures in conjunction wi1h the Teclmical Assessment Directorate (TAD) to
validate if the assesse� organizations properly mitigated the findings identified by
1he Red Team.

• Interviewed the asses�ed organizations to verify that they corrected or mitigated,
1racked, and reported physical and network security findings. 

• We inquired if the ass�ssed organizations were aware of the requirements of
FISMA and 0MB to create a POA&M and report all security weaknesses. We
verified if the assesse� organizations properly reported security weaknesses 
identified as required by FISMA and local service regulations AR 25-1, 
AFI 33-200, andAFI $3-210. Additionally, we requested the POA&Ms to
determine if the asses$ed organizations corrected or mitigated and tracked the
vulnerabilities found lythe Red Team. 

• Tested the vulnerabilities with the assessed organizations and determined whether
1hey had implemente� proper mitigation actions. This included a walkthrough of 
physical security proc�dures as well as verification of network vulnerability 
mitigation. 

(U) Red Team C&A Process Review
We reviewed the Red Team's Certification and Accreditation packages and

assessment process to determ!ne the effectiveness of their evaluation and scoring metrics. 
We assessed whether the Cerf:ification and Accreditation process effectively reviews the 
Red Teams' qualifications an� expertise to conduct operations. Specifically, we: 

• Interviewed Red TeJ members at the following locations: NSA, Army,
Air Force, Navy, and Marine Corps to determine the requirements for obtaining 
Certification and Acc�editation for becoming a Red Team. 

• Obtained, reviewed, ard analyzed the C&A packages of each Red Team (NSA,
Army, Air Force, and!Navy). C&A packages included: The Certification Letter 

l 
. I 

. 

� (U)
! 

 Air Force Red Team did not p' oduce a report.f
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including NSA's recommendation for Accreditation, Evaluator's Scoring 
Metrics, SOPs, and U�STRATCOM's Accreditation Letter. 

• Evaluated the C&A P�ckages from each of the Red Teams using the evaluation
criteria in NSA's Dra:tl; "Evaluator Handbook for Red Team Certification and
Accreditation," June �7, 2010.

• Inte1viewed USSTRJ\iTCOM and NSA personnel regarding their role in the C&A
process.

• Requested and revieied supporting documentation such as Red Team SOPs,
Red Team missions, dr Red Team guidance to determine how each Red Team
functions.

Use of Compute:r-Processed Data 
We did not rely on comp\J-ter-processed data to perform this audit. 

Use of Technical Assistance 
(U) The DoD OIG Quantitative Methods Directorate (QMD) assisted with the audit.
Based on QMD's recornrnenqation the audit team used a non-statistical sample to select
seven Red Team assessments;performed from July 2010 through June 2011 by the NSA
Red Team, Army Red Team, !Air Force Red Team, and Navy Red Team for audit review.
In addition, QMD provided ii,structions for control testing sampling. We used a
sam hn Ian with a 90- ercent confidence level and an u er bound of 5 ercent. We

(U) TAD also assisted with � audit, using their expertise in verifying whether the 
assessed organizations appropriately corrected or mitigated network-specific 
vulnerabilities identified by�e Red Teams. 

(U) Specifically, the audit teap1 along with TAD:

• Reviewed the NSA &) Se1vice Components' assessment reports and other related
documents.

• Developed a test planjbased on NSA & Se1vice Components' recommendations.
• Requested the assessep. organizations' personnel for the demonstration of controls

based on TAD test php1.

(U) Prior Coverage f1. 
(U) No prior coverage has be n conducted on the subject dU1ing the last 5 years.

I 
I 

I 
I 
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Appendix B. 1Supplemental 
Background Information 
�FOUO) There are five Red 'Ileams in the DoD that have been certified and accredited as 
of August 5, 2011. The tableibelow provides an overview of the accredited Red Teams 
and identifies the following: tµe accredited Red Teams, their mission, and their 
headquarters location. 

(U) List qt' Acc1·edited Red Teams With Mission 

Accredited Red Teams ii 
' 

Red Team Mission ,, Headquarters l 

i National Security Agency 
Red Team i 

Thd NSA Red Team petfonns assessments on 
the J)oD, other Federal Government agencies, 
andilntelligence Community, as well as
COCOM exercises with the other DoD Red 
Teams. 

I Fott Meade, Maiyland 

! 

: 

j 
. 

Army Red Team -1" 
Information Operations 
Command 

: The Red Team conducts full spectmm 
inf donation warfare assessments as an 
ind�pendent opposing force. They use both 
actire and passive capabilities to expose and 
exploit information operations vulnerabilities 
of friendly forces to improve the security 
posjure and readiness ofDoD components. 

Fort Belvoir, Virginia 
i

I 

;

! 

Navy Red Team-Navy 
Information Operations 
Command· 

' Thd Red Team mission is to fulfill 
re�irements in support ofNaval forces afloat 
andi ashore, as well as support all CO COM 
opetations and exercises. 

Naval Station Notfolk, 
Virginia 

I 
I iI 

Air Force Red Team-57u' 
ATG 

Thq Red Team mission is to train USAF joint 
and\ allied personnel by replicating cmTent and 
em�ging threats as a professional infotmation 
opppsing force. 

57ID IAS -Nellis Air Force 
Base, Nevada & 
177th IAS - McConnell 
Air Force Base, Kansas 

Marine Corps Red Team -
Marine Corps Information 
Assurance Red Team 

Thtj Red Team mission is to demonstrate the 
effdcts of a network compromise so Marine 
coivs leadership better understands the 
significance of info1mation security and 
assqrance programs. 

Quantico Marine Corps Base, 
Virginia I 

i 
I 

r 

4 (U) Combatant commands involvtd in FYll Director, Operational Test and Evaluation exercises-Africa 
Command, Central Command, Eurwean Command, Joint Forces Command, Northem Command, Pacific 
Command, Southern Command, S*cial Operations Command, Strategic Command, and Transportation 
Command. 

I 
! 
•, 
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1 t, 0 1 -U8'.PI£F) OSDIJS (b)(IJ, Sc'< I 4(a), I 4(c), I 4(g) 

(U) The Director, Operational Test and Evaluation combines the results of all the
combatant command exercistjs and reports them to CongTess annually.

SD'JS (h)( I) Sec I 4(a), I 4(c) 14(�) 

I 
i5 (U) White Team - acts as the jud�s, enforces the mies of the exercise, observes the exercise, scores

teams, resolves any problems that $ay arise,  handles all requests for information or questions, and ensures
that the competition tuns fairly and!does not cause operational problems for the defender's mission 

I 

!
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Appendix c.  Federal and DoD Guidance/
(U) We used the following gtjidance throughout the audit.

C 

0MB Guidance
(U) 0MB Memorandum M-1!1-33, "FY 2011 Reporting Instructions for the Federal
Information Security Manage�ent Act and Agency Privacy Management,"
September 14, 2011, provides instructions for agency's FY 2011 reporting requirements
under the Federal Informatio� Security Management Act of 2002 (FIS MA) (Title III,
Pub. L. No. 107-347). The g9al for Federal inf01mation security in FY 2011 is to build a
defensible Federal enterprise that enables agencies to harness technological innovation,
while protecting agency infortnation and information systems.

(U) 0MB Memorandum M-lP-15, "FY 2010 Reporting Instructions for the Federal
Information Secmity Managepient Act and Agency P1ivacy Management,"
April 21, 2010, instructs agerfoies to be able to continuously monitor security-related
information from across the ehterp1ise in a manageable and actionable way to meet the
reporting requirements for FI�MA.

' 

l 

(U) 0MB Memorandum M-Of4-25, "FY 2004 Reporting Instructions for the Federal
Information Security Manage:ment Act," August 23, 2004, provides updated instructions
for agency reporting under th� FIS MA Act of 2002.

(U) FISMA of 2002
(U) Public Law 107-347, "E-povemment Act of2002," Title III, "Federal Information
Secmity Management Act of�002," December 17, 2002, provides a comprehensive
framework for ensuring the effectiveness of information security controls over
information resources fuat support Federal operations and assets.

Committee on �ational Security Systems 
(U) Committee on National Security Systems Instruction 4009, "National Info1mation
Assurance (IA) Glossary," April 26, 201 O,is a glossary that is for individuals that collect,
generate, process, store, displ�y, transmit, or receive classified or sensitive info1mation or
fuat operate, use, or connect tp 

' 

National Security Systems.

CJCS Guidancel 
(U) CJCS Instruction 6510.0�E, "Information Assurance (IA) and Computer Network
Defense (CND)," August 12,12008, provides joint policy and guidance for Information
Assurance and CND operatiops; The Instruction provides Joint Staff, COCOMs,
Services, Defense agencies, �oD field activities IA and CND responsibilities for Red
Team operations, vulnerabili'f>', and incident response assessment coordination.

I 

(U) CJ CS Instruction 6510. 0 � F, "Information Assurance (IA) and Support to Computer
Network Defense (CND)," f1bruary 9, 2011, provides joint policy and responsibilities 
for Information Assurance � support to CND. The Instruction provides Joint Staff, 

I 
I 

S1!<:3Rl!'l#NQ:FQH!>, 

47 



(U) COCOMs, Services, Def¢nse agencies, DoD field activities, and Joint Activities
responsibilities for Cyber Sedurity Inspection Program.

(U) DoD Guidance
(U) DoD Directive 8500.0lEj "Info1mationAssurance (IA)," certified c111rent as of April
23, 2007, establishes policy ahd assigns responsibilities to achieve DoD information
assurance (IA). Specifically,iDoDD 8500.0lE directs organizations to track and mitigate
vulnerabilities.

DoD Instruction 8500.2, i'Info1mation Assurance (IA) Implementation," 
February 6, 2003, implements the policies outlined in Do DD 8500.01E by implementing 
policy, assigning responsibilihes, and prescribing procedures for applying integrated, 
layered protection of the Dor:> information systems and networks. This document lists 
the subject area, control nurn�er, and a b1ief explanation of each mission assurance. 
category controls for integrity and availability. The following subject area controls are 
defined by the DoD I 8500.2,iare as follows: Security Design and Configuration, 
Identification and Authentication, Enclave and Computing Environment, Enclave 
Boundary Defense, Physical �d Environmental, Personnel, Continuity, Vulnerabilities 
and Incident Management. 

(fOUOj DoD Directive 0-8�B0.l, "Computer Network Defense (CND)," 
January 8, 2001, establishes �omputer network defense policy, and responsibilities 
necessary to provide the esse*tial structure and support to the Commanders 
USSTRATCOM for computer network defense within DoD inf01mation systems and 
computer networks. 

(POUO) DoD Instruction 0-$530.2, "Support to Computer Network Defens� (CND)," 
March 9, 2001, Implements �olicy, assigns responsibilities, and presc1ibes procedures 
necessary to provide the essential structure and support to the U.S. Space Command for 
CND within DoD informatioi systems and computer networks. This Instruction also 
provides for Information Ass'1fance Red Team notification, reporting and coordination to 
insure deconfliction of Red T�am and CND activities. U.S. Space Command has been 
disestablished; their responsibilities were assigned to USSTRATCOM. 

. 

DoD Directive 8570.01, ':Information Assurance Training, Certification, and 
Workforce Management," certified current as of April 23, 2007, establishes policy and 
assigns responsibilities for D<j,D information assurance training, certification and 
workforce management. The;Directive provides the Director, National Security Agency, 
direction and contr·ol of the l.J'.nder Secretary of Defense for Intelligence to implement, in 
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(U) coordination with the As�istant Secretary of Defense for Networks and Information
Integration/DoD Chieflnfor�ation Officer (ASD (NII)/DoD CIO) and DoD
Components, as appropriate� certification program for Red Teams and Vulnerability
Assessment Teams. ASD (Nll) has been disestablished and their responsibilities
transferred to the DoD CIO.

(U) Army Regulatio�s
(U) AR 25-1, "Army Knowlepge Management and Information Technology,"
December 4, 2008, states Anpy should comply with FISMA.

AR 380-53, "Communicdtion Secmity Monitoring," December 23, 2011 , sets forth 
policies, responsibilities, andprocedmes for conducting communications security 
monitoring, information oper�tions Red Team activities, and Computer Defense 
Association Program activiti�s within the Army and in support of Joint and combined 
operations and activities. Specifically, it states that Red Team findings are reportable 
only to the unit requesting th� assessment. The requesting unit must authorize 
distribution of the Red Team krulnerability assessment report to parties other than the 
requesting unit. 

(U) Army Best Business Practice 09-EC-M-0010, "Wireless Secmity Standards," version
3.0, January 2, 2009, requireS:broadcast option for the Extended Service Set Identifier or
Service Set Identifier, which is used in dete1mining the authorized group of mobile
radios, to be tumed off at the �ireless Access Point.

l 

(U) Air Force Instructions
(U) AFI 33-200, "Informatio� Assmance (IA) Management," October 15, 2010, requires
the Secretary of the Air Fore�, Network Services Directorate to provide detailed
information on the FISMA requirements via the annual Air Force FISMA Reporting
Guidance. The Secretary oftJie Air Force, Network Services Directorate is required to
manage the annual assessmeri.t of the Air Force Information Assmance Programs as
required by FISMA. This all�ws the Air Force Senior Information Assurance Officer to
answer the annual FISMA repor t questions posed by 0MB.

(U) AFI 33-210, "Air Force Cj'.erti.ficationandAccreditation(C&A) Program (AFCAP),"
December 23, 2008, states thtt IAMs will conduct a review of all applicable IA controls
and perform validation procedures on those controls as identified in the annual FISMA
reporting requirements. The Enterprise Information Teclmology Data Repository is the
primary source for FISMA cl4ta reporting.

SECREiNP.JOFO�f 
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Glossary 
(U) Accreditation - Formal qeclaration by the Designated Approving/ Accrediting
Authority that an information} system is approved to operate in a particular security mode
using a prescribed set of safegu

r 

ards at an acceptable level of risk.

(U) Basic Input/ Output Sy�em - The BIOS is a program built into personal computers
that starts the operating system when the user turns the computer on. BIOS is part of the
hardware of the computer an4 is separate from the operating system.

Certification - Compreh�nsive evaluation of the technical and non-technical security 
features of an information sy�tem and other safeguards, made in support of the 
accreditation process, to estatilish the extent that a particular design and implementation 
meets a set of specified security requirements. 

' 

' 

(U) Computer Network De(ense - Actions taken to protect, monitor, analyze, detect,
and respond to unauthorized �ctivity within DoD information systems and computer
networks. Note: The unauthdrized activity may include disruption, denial, degradation,
destruction, exploitation, or apcess to computer networks, information systems or their
contents, or theft of informatipn. CND protection activity employs information assurance
protection activity and inclu$s deliberate actions taken to modify an assurance
configuration or condition in i·esponse to a CND alert or tlueat information. Monitoring,
analysis, and detection activitties, including trend and pattern analysis, are performed by
multiple disciplines within th� Department of Defense, for example, network operations,
CND Services, intelligence, qounterintelligence, and law enforcement. CND response
can include recommendation& or actions by network operations (including information
assurance) restoration p1ioriti�s, law enforcement, militaiy forces and other
U.S. Government agencies.

Cybersecurity - The abi�ty to protect or defend the use of cyberspace from cyber 
attacks. 

(U) Cyberspace - A global dbmain within the information environment consisting of the
interdependent network of in{ormation systems infrastructures including the Internet,
telecommunications network�, computer systems, and embedded processors and
controllers.

(U) Intrusion Detection System - Hardware or softwai·e products that gather and analyze
information from various are�s within a computer or a network to identify possible
security breaches, which inc�de both intrusions (attacks from outside the organizations)
and misuse ( attacks from wi 1:1/l the organizations).

(U) Red !eam � An indepen1e�t threat based activi:tY aim�� at �·eadiness impr�vements
through simulation of an oppr.sing force. Red teaming activity includes becoming 
knowledgeable of a target s)'!:1tem, matching an adversary's approach, gathering
appropriate tools to attack th� system, traimng, launching an attack, then working with 
system owners to demonstrate vulnerabilities and suggest countermeasures. 
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Spillage - Secruity inciddnt that results in the transfer of classified or Controlled 
Unclassified Information ontQ an information system not accredited (for example 
authorized) for the appropria* secruity level. 

Spoofing- 1. Faking the �ending address of a transmission to gain illegal entry into a 
secme system. 2. The delibe�ate inducement of a user or resomce to take incouect 
action. 

Stl'ike Group - A S1:tike Group (officially called a Canier Strike Group but referred 
to by the Navy as a Strike Grqmp) is a group ofU. S. Navy ships typically comprised of an 
aircraft cauier, guided missile cruiser, two guided missile destroyers, attack submarine, 
and a combined ammunition,loiler, 

! 

(U) Vulnerability Assessmeflt - Systematic examination of an information system or

and supply ship. 

product to determine the adequacy of secruity measmes, identify security deficiencies,
provide data from which to predict the effectiveness of proposed secruity measures, and
confirm the adequacy of such! measures after implementation.

(U) War Games - A simulatipn, 
! 

by whatever means, of a militaiy operation involving
iusing mles, data, and procedmes designedtwo or more opposing forces,  to depict an

actual or assumed real-world �ituation.

(U) Whitelist - A filter used fo limit interactions to trusted sources. The filter is set to
access only trusted sites while blocking all others.

! 

(U) White Team - Act as theljudges, enforces the rules of the exercise, observes the
exercise, scores teams, resolv;es any problems that may arise, handles all requests for
information or questions, and)ensmes that the competition mns fairly and does not cause
operational problems for the �efender's mission. The White Team helps to establish the
rules of engagement, the metiics for assessing results and the procedures for providing
operational security for the engagement. The White Team normally has responsibility for
deriving lessons-learned, contlucting the post engagement assessment, and promulgating
results.
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DAMI-CDS 

DEPART~ENT OF THE ARMY 
OFFICE or mil DEPI.JTY CHIEF OF STAFF. G,2 

1oop ARMY PtNTAGON 
WASHIF>TON. DC 20310-1000 

3 1 OCT 2012 

;,,. (;3 \\ \ \ \'?.,?:,.\Z­

MEMORANDUM THRU ASS1SJANTio;·,@'8TY CHIEF OF STAFF, G-2, 1000 ARMY 
PENTAGON, WASHINGTO~C 2Q310-1596 

FOR DEPUW INSPECTOR GENE~L FOR AUDITING, READINESS, OPERATIONS 
AND SUPPORT, 4300 MARK CENTt;.R DRIVE, ALEXANDRIA, VA 22350-1600 

SUBJECT: DoDIG Draft Report for Qomment- Setter Reporting and Coordination 
Processes Can Improve Red Teams fffectiveness. 

{ 

1. Reference memorandum, DoDIG, \28 Sep 12, subject: DoDIG Draft Report for 
Comment - Better Reporting and Coordination Processes Can Improve Red Teams 
Effectiveness ' 

2. The Office of the Deputy Chief of itaff (ODCS), G-2 reviewed recommendation A.1 
and concurs with the DoD Inspector ~eneral's recommendation to revise AR 380-53 to 
not limit distribution of Red Team rep~rts to only the assessed organizations, but 
distribute Red Team reports to the appropriate DoD components in accordance with 
CJCSI 6610.01F. i 

! 
i 

3. In order to comply. the OOCS, G-~ (Technical Security Branch) provided 
notification to the Army Publishing Dl~torate (APO) of the requested change. APO 
is currently working to publish an adnlinlstralive revision to incorporate the policy 
change to reflect the requirements ot\cJCSI 6510.0ff. 

4. The ODCS, G-2 point of contact Is 

a."90.~N~ 
Director, Counterintelligence, Human 

intelligence, Disclosure & Securily 

Department of the Anny Qomments 
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01!'.PARTMENi OF DE:FEN5E 
U'IITED STAT~S STRATJ;:t;IC COMMAND 

l 

90 I SAC nI .VD STE 2B9 
OfiiTTT AfD NE 6811 }-66CO 

NOV O 6 2012 

M b'.\10RAN I )I,,\{ FOR THF'. OFFICE or hm INSPECTOR OE!\ ER.AL. DEPARThfENT Of 
DEFENSE I 

I 
~ubjcct: (l.:) L.'SS rn.ATLX..1.1,.J Rcspomc to ~loU c):o Project .'le. D2Ul 1-DIJUOl.C:-O;>..:.;, o<,o 

! 
1, (U) Rcf;.'t'C!1C~: 

f 

a (LI) I l1.1DJ{J l-'r1.1:(ic1 lw. lP.011 I >O(l~T.C O?A;J. OiJO, /J(•/1w Kl!ponir.g and l'lwfi/tca1ion 
Pro.v.•r•r.r {'mi _!111pr,w,! P.,•ti T,iwm · F.ffi>1:til·e,w.i:~, :!8 :-.eptemh.er :\01 L 

" l 
!~ ... (l:) l/!-l~Tlt~\TC.:~\11 :":"cc1.~tc o.1vJ;:rJn::orpor;r1e He,11/!J'fi,· (vbl!1-spcrc~· Cor.dlfions Imo 

!,,fa;or lJM.1 bxm.•1.Vt'S {~REL USA, ~ Vh 'i r, 28 Mnrch 2011. 
I 

.'!. (U) In ac~ordmce wifa re:er<1n~e "• the QrSSTRATCOM Cyber Red Te.ur. /\ccredith1g 
At1thoriti,- provides the following response: I 

u. ~ DoD ()JG R1!,,um:mi:1culion! W,HcL,ommend the C\,m1111i:1ds!r, l..'.S. Strnlcgi~ 
Commend, develop a standard !CflOlt forma.! for Red ·1 e,m~ iu il~~1nl:m~1; wiJ1 lb: Clmi11mrn uf 
the ,lohit Chiefs of Swff l:r;slruction 651 O.Olµc, "information Assurance and Support to Computer 
"\fctwork Odc:isc,," 9 l'cbn,ary 2011. l 

I 
(U)L~STRArc:oM RC~flOll~\l: \.(IJJIJll!lll,ICr, r:11ikrl S111tt:x C!)·ht!t Cl!Jllllli!lld 

(CD~lJSCYfff:RCOM) ta1;k~1i in p,ir-,tgmpl! .1.C, 1 .. 1 ot :t::t111!11cti :, wilh tlt:vt:;nprrenl (tr ,I 
stamlarc reporting tool to captur~ lessons :4r11cd, includ:ng cfl~cti1-c responses lo Red Te.uu 
11rtion~, disscminati:lg n,-.datcs annually ;n t~~-Glcb11i Cybcr-S1nchro1lizinfon C":1fcn:11cf, or 
mun: frt:iJll~n!ly, us ncc(kd. und ;Jmring ksfons lcumcd ti'om Red 'I cam c:pc~a1ions wit!: 
L1111h:it"nt Curr1111:wils; Cm11rxmt!c1ls, ('on:flJJl(•r \luiwt,rk 1>dcmti Scrvwe P!pvide:s, und 
l)lf\:1:to~, O;ieration.il ·1 c,t & Evalua:frm in jmkr lo ir.1pHlvc g:(1,,1! cyocr de:er.ses. 
J\tldilionally, lJSSTRATCm,vL:SCYBER(f0.\1 wi:l wcr.k with the National '-;ccurity Agency 
(I\ 'i,\J Cyh.:.r Kcd J 1)3tn Ill tlcvdop:d:s~~mi}iatc a standard rcpon fo:'111(11. 

l ' 
C!ilssifi~<l Dy: . l;SSTRATCOM/J3 
Reliso:1: l .4(a) 
1 >~clw,~i j. on: 'Ill I It. c 11 \!tl:16 

f 
I 
! 

Ii llc:tU::r!m Ill. IJL .; F , ll ." 
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J~@l"eP.~;iltt,l, t;!l/., fVSY 

~ 
I 
I 

b. ~ DolH.ll(i Rec\Jmmeud,1li:,,4: \W; n:,llrn:ntnu Uw C.\1mn1unc'.,•1-, l.SS':'R.,\TCOM. 
,md the IJi;ector; NSAiCer.tra.l Securi'.}" Se~·ice, c,,01dinntc tn: 

i 
(l) ( l) lsta:ilish a procc~~ in accor ance 

I " .... " '1 ,• \\• 

I 
{2j /.Lll lmi_Jkm;;n\ Cct:ilkalior. and!Acncdb11ion procedure~ lO inco9crntc Red 'l'c.tm 

(Lmli:ic.ation. training. or.d certiti.:,ntio119 h 1 :he Cert:ticu:iou decision us required by DoU 
llirnc·iv,~ (D,11JJ)) g~·tOJil, "l11fn··maficm 1.<:.,ll"'<rn,~ 'fh1irii1'.L1, Certif'.~.1tion, ~nil Workforce 
I\,tu1,\gcnwn1." 23 AJ>ril 2UG7. ! 

I 
(3) (IJ) Rc11mm, l'ollowir,g. ;)fOcedi:t,~ii tor a qt\Mtlfll to be prese:11 before certjtyht?, Red 

Te11111sfo 11ct!t.H<l!ll:.,'U witl1 Lilt! t-.~A, ·'Evt1ljulL1r H,mdl;ucldo·· Rt!tl Tu(1111Cl)1'1ilh,01ici111111d 
/\tcrcdituf 011;· 17 .I ~nc 21i:.o, and dcvelnplprocedures for any deviatimis from Jl:e established 
procedur~~ to be lbn:1111 ly Joc,m.m:~'1.1 ar.dJappr\1ycJ, 

! 

(4\ (lJ) DllD 01<.i R~i.:~nnm~rnb1iu11l Re,·i~w trnd evuluui~ !11e 57th ln:'cr111utit>11 
All,)!,rc.~~iir Sc:;uu,lrnu (I 1\8 i u11Ll tli<J l 77:11 1,1\s a~ ,eparn:c Red ·1'cams for Ceniti,ativr. and 
Accreditat'.on. ! 

I 

•. (_5) (.l!_l ,~~vict~c 'li~li~!lY ol"llw 1f1 Tcum l,~cr~Ll:tu:il;n lell~r givl!J: lo ln~ 57111 
A,hr.rsnry .,11.11t.~h1up(!\ll1J. I 

. . . I . 
(U) _USS l'lv\TCO~~ Response lo Cl): j"he NS:\ Humlbook is bt•inµ rcplurcd wi'.h Cl:airmur. 

of ihc Joim Chiefs of Stat; Man:ial (1:i I 0.03, Drp,11·w1em of D,/iwse (DQ!)i l)·b,11• Rad T~am 
c~rlifi<:mirm t:1•1d AtcreditN/011 /C&,1;, It lllcludes the requirement that t'.ic Cyber Red Team 
cvaluatio:1 teams ~on~iS1 off.; 1,~S1 six l!ll':.lt~r;; and that a:iy deviation, from the requirements of 

j 
! 

fHUiJRt.f"'RF!I jT t J2111Jl" r: I • ; Li. t, J J 

! 

SECREIHNOFOmT 
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.4P.UtllJ1i li'RP.P. m:,, If; i,, • 

i 
the Manual 11111~1 he cooroinalr.<l thnillf;h 1~e Ce1tifantion AutlunitJ 1uid ,1Jpmwd by the 
Accreditins Au1lto1ity. This change is b~i)1g made tQ provide ru1 ofiiciol DuD--ll'~d ,1ouurmml. 
for the C&A ofDoD Crber Red T~ams. I 

! 
(U).USSTRATCOM Rc~poll!IC le (4} u~d (5): USSTRA l'C()M/U$CYDilRC0).1: will work 

with the NSA Red Tcwu 111 ~d1~,lul1Hin .ml~1lc.cw1lm1litm (tl'lhc 177 '' IAS. lJSS'l:J{ATC0\1,vill 
provide updated a<.'<;wditation letters fortlfo :H'h_AT(iand i71•h !AS, .rs »pprupriale., basi.1tlon Ilic 
outc(lm~ of !he evaluations. l 

I 
~- (U) !'kusc direct any quc.qtions io our 1ioc, 
1 JSCYRF.RCOM!JH. COMM: r Slf>R 
E-mail: 

:/TfA+~' t~:j1_,,1 
KElrnv f:. KELLEY I 

fiES,[)Af 
Director, C4 S ysl~111s 

SEOR.lsT/INOFOR"'T 
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DEPARTJENT OF DEFEN!;IE 
UNITED $TATt9 9TRATF'GIC: COMMANU 

Reply 'J'o: 
USSJ"RATCO.M/JG? 
901 SACBLVDSTE2~17 
ovflrrr AFB NJ: MH u <ir,oo 

i 

i 
! 
1 

i 

NOV O 7 2Cl2 

MEMORANDL:'.11 FOR THE Off ICE 01' T!HE INSPECTOR GEJ\ERJ\L. DEl'ARTMEl\T OF 
IJSfCNSJ: I 

i 
Subject: U5STRAJ COM Respo:i.se t,) l)olJ PIG l'roject ?-lo. l)21JI :-DOOULC-0242.000 

I 
t 

I. Rt:krcuw:,; I 
i 

a. I )nl} !( i l'r-:;jecl :\n. I )?.1) 11 ·1 )()(if)I ,( '. (V.11;!,llllll, llwi;,r Nt'.11w·1irl}; a•rd C '1,rtlfi<t>fion Pnu:<'srns 
C,m l•11prove Rc,1 'li:cm•s · F;Jre,·1fvrnes.1, 28 Sfplcmb~r 20 l 2. 

1 

h. USSTRA TCOM ~,\spons~ to Doi) mt Projc.ct No. D201 J-DliOOLC-<l242.000. 6 \'t1vcmbcr 
:iv12. I 
2. lJSSTRA TCOlV! agrees wHh !h~ Dd) 01$ rcc;>n1111endatio:1s to th= ~:(11llllla1.der. 
USSTRATCOM ns :de:1titled b refo:cnrn 11. jtcllls AZ nr.d C 111....:, 11ml responded to i;1 r~fc1cncc b. 

l 
·;. l'\:11~,\ dirJcl ~ny 11uemio:1s ro my l'OC USSTRA TCO~f/J674. CO.vlM: -

ClvfltJ.-__ 
C!l.'\RLUS L. NICIIOl-"iON 
US-I 1, I )AFC 
C~icl; Cyt.crma:rity Assurance Division 
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UNCLASSIFiey>/ll>8R 8FPl@lflti ~SH 61415; 
' 

NATIOfllAL SECURITY AGENCY 
CENTlfAL SECURITY SERVICE 

FOAT GEQA~ G, ME-;..OE:1 MAAVLAND 207S'S-4000 

31 October 2012 

MEMORANDUM FOR ASSISTANT ItlSPECTOR GENERAL FOR READINESS, 
OPERATIONS, AND SUPPORT 

SUBJECT: DoD Audit of the Red T~ (Project No. D2011-DOOOLC-0242.000)­
INFORMATION MEMOR{\NDUM 

Thank you for the opportunity tJ, review and comment on the draft report "Better 
Reporting and Certification Processes Cjm Improve Red Teams' Effectiveness:" NSNCSS has 
reviewed the recommendations for the 1'jSA/CSS Red Team listed in the recommendations table 
and provides comments via the enclosed\ matrii<. 

Encl: 
a/s 

NSA (b)(3) (b)(6) 

~ l~~·· 
O'pneral, U.S. Anny 

Dire4tor, NSA/Chief, CSS 

Declassify upon removal of enclosure. 

UNCLASS1FIEJ!)liT8ft 8PPi@IM.. ~51! 614£ I 

SECllE'f/fffOFORN 
) 

National Secmity Agency/Central Seculity 
Service Comments 

SECllE'f/fffOFOBt>f 
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UNCLASS1Fl~D/.1Ji8R 8Jilill!lt/d, 1401! 81:'1,Y 

(U) ~omment Matrix 
r 

(U) 2012-106141DoD Audit of the Red Team 
"Better Re-porting and Certif(cation Processes Cao Improve Red Teams' 

~ffectiveness 

UNCLASSJ111tD//ll'iR: 'il>PU.I' k \10& ',nik'< 
l I 

SECRE'f/JlNOFOIR>T 
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# Section 
w/l'ag~ 
'#Line# 

I. Page 12 

Paragraph 

Para 3, 
A.3. 

UNCLASS1FitD//Ji8R 8PJil@l;'ils ti88 smw 
' 

POC: · NSA Red Tea!f Co111111oall 

Ir Ch1efNSA .; 
NSA 
OGC/IA&.CS, -

I 
(U) l>isagret; CS! 6SIO.OIF Scttion B.8 
delineates the r sponsibilitles of the Dii<ctor, 
NSA (DIRNS Chief, CSS when NSA Red 
Team is provi g support to /)oD tnllt/es (e.g., 
providing an IIS$essmen1 of the DoD entities' 
systems al the ,kue,1 of those cnlilies). This 
section docs nol din:cl DIRNSA to provide NSA 
Red Team repo~s lo !he spe;:ified distribution. 
Rather, !he CJ<f/!I (Sectton C.6(i)) dln:cls the 
as,med en/ii)'!<> provide to the specified 
distribution an)!red team reports on the entity's 
system, which '!"'Y include those generated by 
the NSA Red T;am on behalf of the entity. 

Currently, mJsA, os the head of a DoD 
Componen~ is &sponsible under the CJCSI for 
directly providi~g to the specified distri~utlon 
only those NS~ Red Team reports associated 
with NSA Red team SSS<!ssments of NSA 
systems. (Sectiqn C.6(i)) 

I 

NSA recognize! that enabling it to directly 
provide to the specified distribution NSA Red 
Team reportso(assessed DoD systems (when 
NSA has been +iuested to do those assessments 
on behalf of otij:r DoD entities) would add rigor 
to the proteelio* ofDoD IS. However, currently 
there Is no cxprf:• direction in DoD regulations 
for DIRNSA to o this. 

UNCLASSJFl*D/lli9R 811,t@l:' ls ti911 8Plls"i 
2 

SEC1'EI/1'NQFQB[),f 

SECREIAA>fQFQJ@T 
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UNCLASSIFltD/ff81t 8JIFl@ldl, ti!lli! 81110 
! 

# Se<:tlon·- -Paragraph POC: 
w/Page 

NSA Red Teall' Comments 
) 

#Line# 

2. Page 23· 
24 

3. Page24 

4. Page29 

8.2 

Para I, 
C.l.a. 

As such, NSA tielleves the recommendolion 
should be rechajlcterized, as indicated in the next 
column. : 

-.'"'1"'r'""0""'u"'o--r1iJP,gree; ho\\jlVCr, see r,,comn1ended \\'Orrling~ u 
in this and next):<>lumn. Do0 Components may 
only develop sith policy for the systems for 

C efNSA which they have responsibility. Recommendation 
Red Team, should be rc-w~rded to clarify this. See 
- r,,commended ,tording In next column. 

• ChiefNSA 
Red Team, -
it 
Red Team. -

(U) Agree; howpver, see suggested wording for 
clarification tn l)ie next column. 

' 

(U) Agr,,e. Willwork with U.S. Strategic 
Command in l'YIJ to address the issue and 
identify • way rprward. 

f,EC:REJ/,q>TQFQWT 
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# Sedlon Paragraph 
w/Page 

POC: 

H Line# 

5. Page 29 

6. Pago29 

7. Page29 

Para!,·~ 

C.l.b. -­

ChlcfNSA 
Red Team, 

Para 1, 
C.1.c. 

Para I, 
C.l.d. 

... 

..a; 
I.I[" 
Red Team, ... 
Ir 
CbiefNSA 
Red Team. 

8. Page 29 Para!, 
C.l.e. 

UNCLASSIFl~D//F@ft 8tTHR\ls tiOl!I @m,r: 

NSA Red Teai, Commtnts 

(1J) Agree; hollj,ver, this will take lime to 
develop and deljvcr due lo !he unique ,kill sets of 
e,ich Red Tcami""d the cwrent demand •ignal 
which strctchesjus beyond capacity. 

(U) Agree. NS Red-Team "ill adhere to 
quorum require. 1ent. 

(ll) Agree. Wil~detcrmine a new evaluation date 
once the Certifi,alion & Accredilalion 
qualification foj Red Team, ls revi1ed. 

I 

(ll) Agree. fh,llettcr should be revised if 
needed, and wrilten to the Elcmenl of the onsitc 
evaluation. 

UNCLASSIFl~D/.'FOR QBF5Sl t f U£E CW 11 
,, 4 

SEC1U1Tf/~f0F0I@f 
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# s..ttoo Paragraph POC: 
w/Page 
#Line# 

Red Team, 

UNCLASS1FltDJ~0R Ollllllil t Is tlllli QJ!lsY 
F 

NSA Red Tea'? Commtnll Report Recommend11ion1 

' i 

UNCLASS1Fl*D/,l'8ft 8flfl@l:'.ls l'Jlilfl 811b I 
' s 

SECRE'f/,'1'TQF0r@f 
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RErt.YTD 
ATTE.~mo\: OF; 

ARCC-CG 

f 
DEPAmMENT OF THE ARMY 

UNITED ST/I TESl",t.MY C'/SER t~OMMANDn"" ARMY 
Bt26 BEVl.1\H STRcE, 

FT BELVOIR VA 2ZC$0-i,i246 

MEMOR,\)!Dl.lvl fOR Depi:lrlmcnl of l)cfonsc lnRpector General (Do DIG), ,\TfN: Ms. 
Project Manager, Rei:ld(ncss, Operations, nnd 8uppnrt 4800 Mark Center 

Drive, Alexundria, Virgh1ia 22350-1500 i 
f 

SUBJECT: Commnnd Reply to DoDIG braft Report- "Better Reporting and Certification 
Proces~cs Can lmprnv\J Red Teams· Effepfiveness" dated September 28 2012 (DoD iO i"n"\icct 
>lo. D20l l-D000LC-0242.000) 

1 

l. Thank yott for the opportunity to Gorn\11,rnt on the subject repo11. ,, 

2. The l".S. Army Cybt:r Command/2"d ~rmy (ARCYHHR) has reviewed ,he su~jcct draft 
n:po1t and submits ,he attached respomtJj \Vilh respect to Recommendations J\.6a. and A.6b., 
this co11stitmes the official Anny reNponr, 

Direclur, Office oflnternnl Review,-

-- I I 1 J!'--'--/ I lYr.C (,.·{ ., ''.!..-~ .,...., \-

RHJ-:'(T A. HERNANDTIZ) 
Lfoutenn11t < le11eral, US Army 
Cmnmamiing 

SECIUl'fN:!>fO~ORN 

U.S. Army Cyb er Comma:tj.d/2nd Army Cmnments 
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DOD 1G DRAFT REPORT bATIW HA TED SRPTRMBF.R 211 2012 
DOD IG PROJEct NO. mo l l-DOOOl ,C-11242.UIJU 

"BE'rrrn 1uwoRT1NG AND CERTIHCATION PROCESSES CAN 
IMPROVF. RKD !1'11'.AMS' F.FFECTIVF.NESS" 

A&\iY CYBEI~COM\'IAND COMMENTS 
TO THE DOD ~G RECOMMEI\DATIONS 

'/ 

(U~ RECOMM_ENDA TIO~ A,6{11: D,1D Kl rt!(ommends that the Commander, I ,t 
Infonnotion Operations Comm,m<l tlt:vclop \)l'ocedurcs to vnlidatc that Red Teams cfotribulc thdr 
reports to the U.S. Strategic Command, Deffnse 1nfonnatiOI\ Systems Agency, l\ational Sc-:urity 
Agency, Oefon,;e Threat Reduction i\genc,i.·j and Director, Operational Tc.~t and Evnluntion in 
accordance with Chahmt111 of the Joint Chi~fs or StAff lm,1ruc1ir111 651().0 IF. •'[nli1rmation A.m,rancu 
and Support 10 Computer Netwnrk Ocll:nscj•· Fchrumy 9. 201 l. 

! 

(ll) ARMY RESl'ONSF.: Concur with coi!nmenl,. 

(U) Coruments: The Rccommend~tions sl~iuld have been directed to the Commander. LIS Anny 
Cybcr Commandtlnd Ann.i,'. Commander, fJS Army Cyber Command \~ill implement th~ 
recommendation. · 

(LI/~ RECOMMENDATION A,6lb: l)ol) IO r~comm~ncls 1hn1 the Commande;, hi 
In lbrrnation Operations Commund develop;procedures 10 n:vil!w agreements to detcnninc if they 
i:,111trndict cun·ent VoU policies, siandards. rnd n)gulntinns. 

(U) ARM\' RF.SPONSR: Concur with co~micnts. 

(U) Comments: The Recommcmfations sljould h,we he"n directed to the Commander, US :\rmy 
Cyber Commandi2nd Army. Commandcr,~.IS Army Cyher Command will implcmcm thi: 
recommendation. " 

' 
(ll) 11\Tlsfu"UL CONTROU,: DtiD IG fdentiiktl inl1;rnal control wenknesses, specifically: "fr,,· 
vulnerability asscssn1e1\t reporting. !\SA, rlcel Cybcr Co,nmond ru1d l\nvy IO} fol~t, the 5711 ATO. 
und the l" 10 Command detem1incd: it to ~e more dllcicnt to produce agenerk temph1te of 
t'ecommendations, some findings wcrLJ not ~igniticnnt enough to report, and a briding to the Chief 
lnfonmuion Ofiicer (C!O) wa, ,ufficicnt ii}~tend of a 1·cport. Also, they agrc~d to not release reporcs 
to DnD Comp1111cnl~ without approval oft~e assessed organi;,alinn." 

(lJ) AR:\tY RESPONSE: Army acknu"lidgcs the identified information. 

(U) Comments: The i11temal control issue,l ide11tificd will be remc<lic<l tluuugh implementation of 
l'CCOllllllCJldlltions nniculatcd in Recommen<lalions A.6.a. nnd A.6.b. 

l 

Redirected, and 
Renumbered 
Recommendation 
A.6.a to A.4.a 

Redirected and 
Renumbered 
Recommendation 
A.6.b toA.4.b 
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(U~ FURTHER COM:.VIENTS O* Tm: 10:PORT AS A WHOLE: Regarding 
Recommend~tion A.2.: "We n:cnmmcnd tljat the Commander, U.S. Strategic Command, <levclop a 
,hindard repott format for Red Teams i11 acqordance with the Chairman of the Joint Chief); ol'Stntr 

• I ~ .. I • I • 
t ,,_,DIG (br(71(E) 

SECRE'f/fl>iOFORN 
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DEPARTtJIENT OF THE NAVY 

iCOMMANDER 
U.S. FL~ET CYBER COMMAND 

9800 SAVAGE ROAD, SUITE 65SS 
FORT GEORGE G, MEADE, MD 2075S-6686 

3200 
Ser NJ/795 
13 Nov 12 

From: Commander, u.s. Flee! Cyber Command/U.S. TENTH Fleet 
To: Department of Defens+, Office of Inspector General 

Subj: 

Ref: 

U.S. FLEET CYBER COMMAND/U.S, TENTH FLEET (FCC/ClOF) 
COMMENTS REGARDING D~FT DOD IG REPORT, "BETTER REPORTING 
AND CERTIFICATION PR~CESS CAN IMPROVE RED TEAMS' . 
EFFECTIVENESS (PROJEfT NO, D201l-DOOOLC-0242.000) 

(a) DoD Draft IG Repott of 28 Sep 12 

l. The following responds ~o recommendations from the draft 
Department of Defense (DoD)l Office of Inspector General (IG) 
report, reference (al: Better Reporting and certification 
Processes Can Improve Red Tfams' Effectiveness (Project No. 
D2011-DOOLC-0242.000) dated!2B Septeml:>er 2012. 

l 
a. U.S. Strategic Comm!nd (USSTRATCOM) should develop a 

standard reporting format t*at incorporates policies to ensure 
Red Teams report all findints, (pg i). 

' Concur with recommendation,! Specific comments: 

(l) If coml:>ined wit* DoD IG'e recommendation about 
increased distribution of t~e reports (below), a standardized 
report format will allow different entities across DoD to 
understand key information !rom each service Red Teams' 
assessment, and better enabie clear and consistent reporting. 

!. 

(2) Caveat: Reportlformat should allow each service to 
customize a portion due to ~nique configurations of assessed 
networks. Infrastructure aid configurations for naval entities 
are vastly different than 1$nd based · 
infrastructure/configuratio!s. 

[ 

NSl\· (b)!3) 

Concur with recommendation. Specific comments; 

l 
HR 8F!?iil!iM. li'H 81fl:ll (P8Y8) 

' 

U.S. Fleet Cyber Comman(l/U.S. Tenth Fleet Comments 
' 

SECIM,y;','l>fOFONft 
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l!'llft 0Pfi8Ji.H, UH i!UL"i (li'iiTiii) 
l 
j 

Subj: U.S. FLEET CYBER co~/U.S. TENTH FLEET (FCC/ClOF) 
COMMENTS REGARDING DiAFT DOD IG REPORT, ~BETTER REPORTING 
AND CERTIFICATION PR~CESS CAN IMPROVE RED TEAMS' 
EFFECTIVENESS (PROJEq:T NO. D20ll-DOOOLC-0242,000) 

(1) The current Cer~ification and Accreditation (C&A) 
process is heavily focused ~n the administrative aspects of a 
Red Team, documenting qualifications, ensuring complete SOPs, 
infrastructure protection. lThe process needs to be expanded to 
include the capability to assess the service Red Team's 
operational proficiency and!capability to meet mission. This 
should include periodic c&A\team observations during Red Team 
OJ?eratione. · 

i 

c. A.4. We recommend that the Commander, u.s. Fleet Cyber 
Command/U.S. TENTH Fleet: tstablieh procedures to verify Red 
Team reports include reoomm,ndations that are specific to each 
identified finding, (pg 12) ! 
Concur with recommendation,,: appropriate actions in progress. 
Specific comments: · 

(l) It was noted th~ Navy Red Team (NRT) final report 
did include some mitigationirecommendatione but did not address 
all discovered vulnerabilit!es. NRT has already changed its 
Final Reporting process to +nsure ALL vulnerabilities that NRT 
discovers in an operation htve a recommended mitigation. 

(2) NRT's mitigatio* recommendations are based on an 
adversary's viewpoint. Rectmmendations are from neither a 
holistic nor complete cyber:enterprise coordinated perspective. 

(3) NRT is not task,d, structured nor resourced as a 
vulnerability mitigation organization. NRT's primary function 
is to create effects duringlexercises and operations. 
Vulnerability mitigation effort needs to be coordinated 
throughout the cyber enterptise (e.g. NCF, other TYCOMS, NCDOC, 
SPAWAR, and other SYSCOMs} ~ith NRT positioned to provide 
recommendations for mitigation. 

i 

d. Develop procedures {o validate that Red Teams distribute 
their reports to the USSTRAtcoM, Defense Information Systems 
Agency, NSA, Defense Threat!Reduction Agency, and Director, 
Operational Test and Evaluaiion (DTO&E) in accordance with 
Chairman of the Joint Chiefs of Staff Instruction 6510.0lF, 
"Information Assurance and $upport to Computer Network Defense," 
9 February 2011, (pg 12) · 

E Git &ii !C~AL CSE Ulibi (2 CCC) 
2 

SECRET/~fOFOl@f 
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Renumbered 
Recommendation 
A.4.a to A.5. a 

Renumbered 
Recornrn endation 
A.4.b toA.5.b 



Subj: 

. ! 

u.s. FLEET CYBER co~/u.s. TENTH FLEET (FCC/c10F) 
COMMENTS REGARDING DFAF7' DOD IG REPORT, "BETTER REPORTING 
AND CERTIFICATION PRpCESS CAN IMPROVE RED TEAMS' 
EFFECTIVENESS {PROJE~T NO. 02011-0000LC-0242.000) 

Concur with recommendation to increase distribution for joint 
tasked Red Team activities via DTO&E as appropriate. For 
service tasked activities, distribution should be controlled at 
the service level. Specifif comments: 

(l) NRT does report~ to the· command requesting support 
{e.g. CSFTL, CSFTP, C3F, et9) and to FCC/ClOF for assessments. 

(2) FCC/ClOF is the:interfacefint with the 
SYSCOMs, TYCOMs, and prografu managers r addressing 

' 

issues as appropriate and r:quJi,red. ~ 

! 

J.. J, KINDER 
y direction 

re1t on!qtMS 1:111se em:s, (PoeoJ 
3 

HHQs, 
identified 

SECBE'f/~TOFORM 
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NGKS•IMZ 

PllPARTMllNTsloF THIJ ARMY AND THE AIR FORCE 
JOINT FbRcES IIEAOQLJARlERS KANSAS 
2SOO SQ\ITIIWEST TOPEKA BOULE\' A!Ul 

I 'rOPEKA.~S66611-1281 

05 November, 2012 

MEMORANDUM FOR DoDOfticcoflnspcct?rOcncral 

FROM; Kansn.s Chieflnformation OfticerlDircj:tor of Information Technology 

SUBJECT: Management Comments Re: DoD +IG Project Number D2011-D000LC-0242.000 

I. In response to Recommend"tions B. I nnd B .• presented in the above referenced project, the Kansas JFIIQ 
Directorate oflnfo1111ation Technology offers tt following: 

A. Concur. R~fercnced f:5ker Llccns~ Colllrol Soflware supported legacy lmr<lware th11t ls no longer in 
use. Since the DoD 010 visit, all Instances of this soflwarc have been rcn1oved as verified by network 
scans. j 

B. Concur. Referenced Sll'RNET-ruli,tcd documents no, longer reside on the shared network drive. It 
should be nolt'-0 that d1ese documehts were not classified and their presence violated no regulation. 
Their removal, however, Is prnden\ in tcm1s of overall risk managcn 

C. Concu. 'lalc as 11'0 cd e 1' •iircl1itccture from Cisco Level 71 
I I ' 

, DoDIG (b)(7)(E) 

O. rma1ion posted on the imernet by all employees of the 
organization is untenable. is currently exercised through an agency-published social 
media Sta11dard Operating Procedure. rublic Web content is a Public Atlairs function. The agency 
Public AOairs Oflice approves co1ltcnt for all olfaial web pages and ollicial social media sites. The 
PAO also subscribes to servkes thhl alen them when keyword, conceming lhe Kansas National Guard 
UN posted. ' · 

E. Non-concur. Kansas systems exisl as a 1e11ant 011 lhe National G11ard Burc,m (NOB) tlomain. All 
imcrne\ 1ra0ic is routed through N(m routers and firewalls. NOB mal11~1l11s a web cache lhnt controls 
access 10 unau1horiZl'-O shes. Thisrecommendalion Is 1101 a slate-level issue. 

2. The Oim:torntc also feels obligated to mcntilm that lhe purpose of this DoO OIG visit was not accurately 
pr11sen1ed lo JFI IQ Kansas prior 10 their arrival.; The Directorate was l,>tl lo bcliew lhal the [)oO Red Tenms were 
the focus and that the OIG was visiting Kansas (o capture oor level of satisfaclion.wilh the product \W received aJlll 
to help the 010 dcwlop checklists for tilturc 11c/m1/ cvuluations. In additi(ln, and la hlnd~ight, lhe Red Tean1's 
JFIIQ Kansas visit was not a suitable candidate for this 0((1 c\•aluation. This was not an assigned mission for the 
Red Team. It was an in-s1a1~. 11nil-10·11ni1 rc<1ucJ;t for II vulncrabili1y "quick•look"; the structure, findings and 
recommendalions were understood lo be lnfonnµI, completed on a 1imc•availuble basis and to be shared between lhc 
Direcu,rn1c and the Red Team Chief. ' 

,. Q~''""""'~'""'""'"'"'~''· l () ~ 

Cl~~~TRATMANN 
Coi,NGKS 
Chier lnfon11a1ion Olliccr/Director of Information Managcmem 

Joint Forces Headquarter~ Kansas Conunents 
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$tCii21i,l4Gi ClhC 

OEPAJTMENT OF THE ARMY 
OFFICE OF fHE PROVOST MARSHAi. GENERAL 

!2_800 ARMY PENTAGON 
WfSHINGTON OC 20310·2800 

\ 

NO\! 5 2m, 

MEMORANDUM FOR DEPARTMENT OF DEFENSE INSPECTOR GENERAL, 4800 
MARK CENTER DRIVE, ALEXANDi:;IA, VA 22350-1500 

r 
1 

SUBJECT: DODIG Draft Audit Rep~rt • Better Reporting and Certification Processes Can 
Improve Red Teams' Effectiveness O 1 LC-0242) 

i 

1. Reference Department of Oefens~ Inspector General (DoOIG} Report 11 LC-0242, 
28 Sep 12, SAB. / 

2. Thank you for the opportunity to r~vlew and respond to subject draft report. The 
Office of the Provost Marshal Gener.I, Biometrics Identity Management Agency (BIMA) 
concurs with the report with exception to paragraph 2, page 23. Responses to the 
recommendations addressed to SIM~ in addition to comments on internal control 
weaknesses are enclosed. · 

3. My point of contact lsll 

Encl 
as 

Biometrics Identity Management Agency Comments 

70 

Final Report 
~eference 



qoDIG Draft Report 
Better Reporting and Certiflcationi Processes C11n Improve Red Teams' Effectiveness 

f (11 LC.0242) 

~!!Rl!!f//t48P:8RIJ 

SECRE'f/~TO"lbOl@l" 

71 

Final Report 
Reference 



doDIG Draft Report 
Better Reporting and Certlficatlorl Processes Can Improve Red Teams' Effectiveness 

(11LC·0242) 

2 

I 

.i8RilWi18F8PUI 

SECRET/ff,OFOI@i 

SECRETi'INOFOl@i 

72 

Final Report 
Reference 

Page28 

Revised page 27 



Sr'AE-PS 

OFTHEARMV 
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ENT FOfllMTION SYSTEMS 
, 1Pioas1 

aiso HAU. RO/lO 
FORT SE1.V1JR, VlRGINlA 2.20ii0.0b26 

N-OV 1,3 261Z 

MEMORANDUM FOR Inspector Gcncrnl,(l)cpartmcnt of Defonse, 4800 Mark Center Drive, 
Alexandria, Virgitt.ia 2235(1-1500 · 

SUBJECT: Security Review of Draft AudiJ Report, "Better.Reporting and C.ertific.11ion 
Processes C~n Improve Red Teami;' Eff"l'Lfcncs~," Project Nn. D2011-DOOOJ.C-0242.000 ilillcd 
September 28, 2012. 

J. Per the request dated Septemlm 28, 201~, PrlO ms and PM Biometrics have reviewed the . 
Drnfi Audit Report, prepared a Plan of Actipo n.nd Milestone~ (POA&M) per porngrnph B.6 and 
submitted to req~t!ng office via SJPRNec,-iovember 2, 20 l 2 filename (U)"(S)DoD '/\DIS 
PcnTost POAM(SECRET)Firud.xlsx". In 1/j:cordunce with Jllll11graph ll I, PEO F,IS htlS e. 
Certification w1d Accreditntion Policy in pllice for reponing nnd resolving security weaknesses 
utilizing the POA&M process. Also, to en$lr0 that this docs not oc.cur in the future, PEO EIS 
lnfom1ation Assurance Program Manager (IAPM) is now on distribution lists from the Regional 
Computer Emergency Response Team coijus for all persistent security tests and has been 
nego1iating future Red/Blue Team a~ses~mqnll'i for PEO EIS systems. 

2. The POA&M waS classified in acwrd!l!lj;e with lhe <lmfl report portion m11rkings Hml no other 
comment~ were mode on the contents of th~ report. 

3. My point ofcnntaot fox this notion is PilO EIS IAPM, email: 

FOR 8fflCl~t ~SE! 814L i 

SBCRB'f/~fQFQffl)Jf 

Program Executive Oflice,!Enterprise Information Systems 
Comments 
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DEPART'.\1ENT OF THE AIR FOil.CE 
57rH ADVERSi\11,'Y TACTICS GROt;P (ACC) 

NELLIS AIR FpRCE BASE. NEVADA 
i 

MEMOllANOL;M l'UR lJEl',\R l'ME1''1' OF DEFE~Sl'. l:-4Sl'ECTOR GENERAL 
ATI"N: Project Man~r. Rcadin~ss, Operations, and Support 

FROM: 57 A TO/CC 

SCBJECT: 57 ATO/CC Response to DOD IO Repo,t (Pr~iect No. D201 l-D000l,C-0242,000) 

1. As a recap of your audit, the 4 action areas for 57 ~TO were: 

a. Establish procedures verifying Red Teall) ~ports include all ide11tified findi11gs. 
b. P.stahli~h pmcedure~ verifying Red Tc~s create repm1s fora Ii missions. 

21 Octoher 2012 

c. Ocvclnp p=duro& validating Red Team rep{lrtdistribulinn IAW CJCSI 6510.0IF. 
d. Develop procedures to identify conlnidi~li<m8 in Red Teoim SOPs and DOD guidance. 

i 

2. Answers/responses: 

a. We ul!(OO(iebriefing 0~1~101s on deviati~ns from specific. desired leaming objec1iwis is Viti! to 
improvem~t. Aggressors provide foedb~ck in many ways; alter acdon reporli. technical duhricfx. 
vernal debrief.~ anrl lesoons learned. l 

' ' h. We 11re modil'ying lnfonnation ,\ggressor operating stamlards and will include oow veiblage on the 
requirement to repo11 mission findings injnccordanco with USSTRA TCOM proce-dt1res. Expectthis in 
ATG! I 0-2-JAS Volume 3- lnfomtationlAggressor nrcrntion• Standard~. 

"· Weare developing cross-check procedu~s to continually id.cnlif)' cor1tradiclions b~twecn Red Team 
SOPs and DOD guidance. B.xpixt this ijl A TOI l 0-2-IAS Volume 3 - Information Alll!rc,ism 
Operations Standards. · 

3. Training ,c,,.m; ln,q11CCtions. The Air Force -~4 Team" mission has grown over iime. Our lnfnrmaliun 
Aggro~sor squadrons integrate "'ith aggre,;sors i~the air, surf<1<»to-llir, and space dumalna .:,~atlng !Ill 
integrated, CQntestcd environment for training hiqe forces. II is imporlunt for aggrossor6 not be viewed as 
"inspectors." There are times !hat nu11-attributle4 may be agreed upon for training to ensure we present • 
realistic exercise environment lo 1IU1.ximlze 1rainihg effects ond debrief fc)I\IJ~ pninrs. Trainin~ events arc vital 
lo readin""'• learning and improvement apart fipm the fonnal inspection process. iiimilarly, there aro other 
ti= "'h~,1 aggtesso1$ provide foroes for IG tear+,s to validate re11din,;s~ ix>~1ucc. These events oie coordinated 
with MAJCOW!Gs and reports are produced an4 disseminated thruugh IG ch111111cl$. 

4. Aggressors conduct the best possiblo debriefa mt(ki11g b)UQ fowcs better. We will continue providing feedback 
in the appropriate fonnul as evenls or rnbsio~ dlc1111c. 

! 
3. Please direct ony questions to my action ollicer S1 lAS.IDO, at 

l_·t\ --o l ..; 
l p . -X. l'ORU. (-0!, lSAF 

l'onmUllld~r 
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Renumbered 
Recommendations 
A.5.a, A.5.b, A.5.c, and 
A.5.d toA.6.a, A.6.b, 
A.6.c, and A.6.d 
respectively 

Response 2.a 
corresponds with 
Recommendation 
A.6.b 

Response 2.b 
corresponds with 
Recommendations 
A.6.a and A.6.c 

Response 2.c 
corresponds with 
Recommendation 
A.6.d 



Annex. Sourlces 
(POUO� Source 1 : ChairmaJ1 of the Joint Chiefs of Staff Execute Order to Incorporate 
Realistic Cyberspace Conditi�ms into Major DoD Exercises (Document classified 
SEGRET//R'!Sb+O USA, FV$Y) 

Declassify On! 20360201 
Date of Sourc�: February 11, 2011 

�FOUO) Source 2: 57th Advefrsaiy Tactics Group Mobile Training Team Final Report, 
Kirtland Air Force Base (Do9ument classified SEORHrNHOFOffiJNMR) 

Declassify on! 20360707 
Date of Source: 

' 

7 Jul 2011 

(fOUOJ Source 3: 57th Advdrsa1y Tactics Group Joint Forces Headquarters Briefing 
(Document classified SECR_E\"f) 

Declassify Onl 20370107 
Date of Soured: 7 Jan2012 

(FOUO� Source 4: Cyber De�ense Assessment Team Activity Repo1t for 
USS George H.W. Bush Striije Group Joint Task Force Exercise 11-4 (Document 
classified SlsGRE'.fN? rOFORtO 

' 
Declassify On! 20360317 
Date of Sourc4: 17 Mar 2011 

l 

EPOUO� Source 5: Cyber Detense Assessment Team Activity Rep01t for 
USS Enterprise Strike Group;Joint Task Force Exercise 11-2 (Document classified 
8ECRE'fA�JOFORH1 

Declassify Onj 
'

20360106 
Date of Sourcf 6 Jan 2011 

EfOUO� Source 6: Biometrids Identity Management Agency and Automated Biometric 
Information System Red Vulili.erability Assessment Report (Document classified 
fl� CRli:T//1' f GPO™' J� 

Sl!Q R.�:JHI>f Q FQR.l'f 
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