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(Uy Additional Copies

To obtain additional copies of this report, visit the Web site of the Department of Defense
Inspector General at http://www. dodig mil/andit/reports or contact the Secondary Reports
Distribution Unit at auditnet@dodig mil.

(U) Suggestions for Audits
To suggest or request audits, contact the Office of the Deputy Inspector General for
Auditing at duchtnet @dodig. mﬂ or by mail:

Department of Defense Office of Inspector General
Office of the Deputy Inspector General for Auditing
ATTN: Audit Suggestions/13F25-04

4800 Mark Center Drive

Alexandria, VA 22350 1500

DEPARTMENT OF DEFENSE
To report fraud, waste, mismanagemem, and -abuse of authority.

Send wmtencomplamts {o; Defense Holine, ThePentagon, Washmglon, ve 20301 1900
Phane: 8004249098 emal; hoﬂme@dodlgml wiwdodigmilhotline

(U) Acronyms and Abbrewatwns

110 1* Information Operations

ABIS Automated Biometric Identification System

AFI Air Force Instruction

AR Army Regulation

ATG Adversary Tactics Group

BIMA Biometrics Identity Management Agency

BIOS Basic Input Output System

C&A Certification and Accreditation

CIO ‘ Chief Information Officer

CICS Chairman of the Joint Chiefs of Staff

cicsl Chairman of the Joint Chiefs of Staff Instruction

CND Computer Network Defense

COCOM Combatant Command

ENTSG USS Enterprise Strike Group

FISMA Federal Information Security Management Act of 2002

GHWBSG USS George H.W. Bush Strike Group

IAS Information Aggressor Squadron

DS Intrusion Detection System

JFHQ Joint Forces Headquarters

NIPRNET Nomn-secret Internet Protocol Router Network

NSA National Security Agency

OMB Office of Management and Budget

PEO-EIS : Program Executive Office, Enterprise Information
Systems

POA&LM Plan of Action and Milestones

SIPRNET Secret Internet Protocol Router Network

Sop P Standard Operating Procedures

USFLTFORCOM U.S. Fleet Forces Command

USSTRATCOM U.S. Strategic Command
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- 4800 MARK CENTER DRIVE
ALEXANDRIA, VIRGINIA 22350-1500

December 21,2012

(U)y MEMORANDUM FOR COMMANDER, U.8. STRATEGIC COMMAND
. COMMANDER, U.S. CYBER COMMAND
ASSISTANT SECRETARY OF THE AIR FORCE
(FINANCIAL MANAGEMENT AND COMPTROLLER)
DIRECTOR, NATIONAL SECURITY AGENCY/
CHIEF, CENTRAL SECURITY SERVICE
NAVAL INSPECTOR GENERAL
AUDITOR GENERAL, DEPARTMENT OF THE ARMY

(U) SUBJECT: Better Reporting and Certification Processes Can Improve
Red Teams” Effectiveness (Report No. DODIG-2013-035)

(UJ) We are providing this report for your review and comment. The DoD Cyber Red
Teams did not effectively report vulnerabilities, threats, and infiltration activities to
assessed organizations and DoD Components. Tn addltlon the assessed organizations did
not correct or mitigate all vulnerabilities and did not report all security weaknesses.
Finally, U.S. Strategic Commiand and the National Security Agency officials did not
mclude reviews and analys1s of Red Team members p1oﬁc1ency, tralmng, and

report when preparing the linal report.

(U) DoD Directive 7650.3 requires that recommendations be resolved promptly.
Management Comments from the Secretary of the Army, Commander, U.S. Atmy Cyber
Command/2™ Army; Director, Biometrics Identity Management Agency,

Program Executive Officer, Enterpnse Information Systems were responsive and no
further comments are reqmred The U.S. Fleet Forces Command and 377% Air

Base Wing did not cornment on a draft of this report. We request comments from the
Commander, U.S. Fleet Forcgs Command and the Commander, 377" Air Base Wing.
Management Comments from some respondents were partially responsive. We request
additional comments from U.S. Strategic Command on Recommendation C.1.d.

We request additional comments from the National Security Agency/Central Security
Service on Recommendations B.1, B.2, C.1.b, C.1.¢, and C.1.d. Werequest additional
comments from U8, Fleet Cyber Command/U.S. Tenth Fleet on Recommendation A.5.b.
We request additional comments from the Joint Forces Headquarters Kansas on
Recommendation B.1. We request additional comments from the 570 Adversary Tactics

Group on Recommendations A.6.b and A.6.c. Inaddition, as a result of management
comments, we revised Recommendations A.3, B.1, B.2, and C.1 for the National Security
Agency/Central Security Servic(? and redirected Recommendations A.4.a and A.4.bto

U.S. Army Cyber Command/2"

Army.

(UJ) We should receive your cormments by January 31, 2013. Comments provided must

be marked and portion-marke
volume II. Please provide cos
findings and recommendation
actions you have taken or plas
the completion dates of your

d, as appropriate, in accordance with DoD Manual 5200.01,
mments that state whether you agree or disagree with the

s. If you agree with our recommendations, describe what

n to take to accomplish the recommendations and include

actions. If you disagree with the recommendations or any
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. 4800 MARK CENTER DRIVE
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(U) part of them, please giveispeciﬁc reasons why you disagree and propose alternative
action if that is approptiate. |

(1)) Please provide comments that conform to the requn‘ement of DoD Directive 7650.3.

If possible send a portable document file (.pdf) containing your comments to
MQ‘:}O&D 1il and (@dodig.smil.mil. We are unable (0 accept
e /Signed/ symbol in place of the actual signature. Classified comments must be sent

electronically over the becrei Internct Protocol Router Network (SIPRNET).

(U) We appreciale the courleﬁsles exiended to the staff. Pleasc dircet questions to me at
(703) 6045l (DSN 664-Fg)-

./ 0 /L{ b t/’)
&,,' fS i ;‘

Alice F. Carey
Assistant Inspector General
Readiness, Operations, and Support
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Report No. DODIG-2013-035 (Project No. ]§)2011-D000LC-0242.000)

December 21, 2012

vy Results in Brief: Better Reporting and
Certification Processes Can Improve
Red Teams’ Effectiveness

() What We Did

(U} Our audit objective was to assess the
effectiveness of DoD Cyber Red Teams’
activities. Specifically, we determined whether
the Red Teams followed DoD and Components’
standard operating procedures (SOPs) when
evaluating or testing for vulnerabihubs threats,
infiltration controls, or other services performed
on Components’ systems. Also, we determined
whether Components implemented the
recommendations and tracked findings through
resolution. Lastly, we determined whether

U.8S. Strategic Command (USSTRATCOM) and
National Secutity Agency (NSA) certified and
accredited Red Teams in accordance w1th DoD
standards.

) What We Found |

{U) The Red Teams used and followed Rules of
Engagement instead of SOPs when testmg for
vulnerabilities. However, Red Teams produced
incomplete reports and did not always provide
the reports to the appropriate DoD COmp onents.
This occurred because:

e the Navy and Air Force Red Team
Commanders determined it was more
efficient to produce generic |
recommendations and did not consider
some findings significant enough to
report.

e the Army and Air Force Red Teams
agreed to not release reports outside of
the assessed organizations, the Navy
Red Team considered the reports part of
an internal operation, and the NSA
Red Team did not distribute the reports
because they needed approval

As a result, the assessed organizations may not
immediately correct vulnerabilities and DoD

(U) Components cannot analyze the information
to determine systemic network vulnerabilities.

(U) Also, assessed organizations did not
effectively correct or mitigate 15 of 59
vulnerabilities, and all 6 assessed organizations
did not appropriately track or report
vulnerabilities. This occurred because the
assessed organizations incorrectly assumed
personnel corrected the vulnerability, policies
were difficult to enforce, did not have funding
available, were unaware of the findings, were
unable to determine a solution, and did not view
vulnerabilities as reportable. Consequently,
unnecessary risk of exploitation and data leaks
exists on DoD networks.

(U) In addition, USSTRATCOM and NSA
Certification and Accreditation process did not
test Red Teams’ ability and skills to perform
mission functions and training requirements.
This occurred because:

e USSTRATCOM and NSA did not
develop minimum qualification
standards.

e NSA made a management decision not
to evaluate training and certification
requirements in the certification rating.

As aresult, Red Teams may not be as proficient
as necessary to conduct thorough and realistic
tests of the DoD Components.

Uy What We Recommend

(U) USSTRATCOM should develop a standard
reporting format that incorporates policies to
ensure Red Teams report all findings.

The assessed orgamizations should establish and
implement policies to correct or mitigate, track,
and report all security weaknesses in
compliance with Federal and DoD requirements.

SECREFANCHFORN
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(U) USSTRATCOM and NSA shotild develop
minimum qualification standards and evaluate
Red Team qualifications to perform ’rhe1r
mission functions. )

Uy Management Comments

and Our Response
(U} As aresult of management comments, we

redirected two recommendations for Finding A; -

revised one recommendation for Finding A, two
recommendations for Finding B, and one
recommendation for Finding C; and tenumbered
eight recommendations for F1ndmg A

The U.S. Fleet Forces Command and

377" Air Base Wing did not comment on the
draft of this report. We request that ‘rhe

1

December 21, 2012

(U) USSTRATCOM, NSA/Central Security
Service, U.S. Fleet Forces Command, U.S. Fleet
Cyber Command/U.S. Tenth Fleet, Joint Forces
Headquarters Kansas, 57 Adversary Tactios
Group, and 377% Air Base Wing provide
comments in response to this report. We should
receive your comments by January 31, 2013.
Please see the recommendations table on the
next page.

(Uy Although not required, we received
unsolicited management cormments from the

‘Commander, U.S. Army Cyber

Command/2™ Army regarding the
recommendations for Finding A; and from the
Commander, U.S. Fleet Cyber
Command/U.S. Tenth Fleet regarding the
recommendations for Findings A and C.
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() Recommendathns Table

December 21, 2012

Management Recommendations No Additional
; | Requiring Comment | CommentsRequired
| Secretary of the Army o 1AL
| Commander, U.S. Strategic = | C.1d [A2,C1a,Clb,Clo,
Command ‘ 1 Cle

{ Director, National Secunty
Agency/ Chief, Central Secunty
| Service

B.1,B2,C.1lb,Cl.c,
1C1d

[A3,Cla,Cle

Commandel U.S. Army Cyber
E Command/2rld Army ~

| Ada, A4db

| Commander, U.S. Fleet Force
| Command

[

[B3

Commander, U.S. Fleet Cybé;

| Command/U.S. Tenth Fleet

TA50

[A3a

Adjutant General, Joint Forces

Headquarters Kansas

| B1

| B.4

| Director, Biometrics Idenﬂty
| Management Agency

[BLB5

[ Program Executive Officer, |
| Enterprise Information Systefns

[BLBS

Commander, 57% Adve1sary
| Tactics Group

[A6D, Abo

A6.a, A6d

| Commander, 377" Air Base k
Wing |

[BLB7

(U) Please provide commenifs by January 31, 2013.
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v Introduction

) Objective

(U) Our objective was to assess the effechveness of Cyber Red Teams’ (Red Teams)
activities. Specifically, we determined whether the Red Teams followed DoD and
Components’ standard operating procedures (SOPs) when evaluating or testing for
vulnerabilities, threats, infiltration controls, or other services performed on Components
systems. Also we determined whether Components implemented the recommendations
and tracked findings through resolution. During the audit, we reviewed the Certification
and Accreditation (C&A) process to determine whether Red Teams used SOPs.
Specifically, we determined whether DoD Cyber Red Teams were certified and
accredited in accordance with DoD standards and applicable guidance. See Appendix A
for the Scope and Methodology.

K

() Background

(U) President Barack Obama 1dent1ﬁed cybersecurity as one of the most serious
economic and national security challenges that we face as a nation, but one that we are
not adequately prepared to counter. The Comprehensive National Cybersecurity
Initiative helps to secure the United States in cyberspace. One of the major goals is to
establish a front line of defenée against today’s threats by creating or enhancing shared
situational awareness of network vulnerabilities, threats, and events within the Federal
Govemment. ,

E ; p E; 1 ;E‘ F: LE:: OSD/IS: STI{ATCOM (b)(1). Sec. .4} t4c) 1L He)

(U) Red Team Overviéw
eh@das DoD Red Teams pelform an important role in enhancing awareness of network
vulnerabilities, threats, and eVents DoD Instruction (DoDI) O-8530.2, “Support to

! (U) Execute Order — An order 1ssued by the Chairman of the Joint Chiefs of Staff with the authority of the
Secretary of Defense.

SBEREFHIOEORM
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gt Computer Network Defense (CND),” March 9, 2001, states that Red Teams are
an Information Assurance component thatis “essential to gauge the state of CND
operational readiness of the DoD Components and the networks that sustain their
operations™ on the Global Information Grid. The Global Information Grid is the
interconnected network that tacilitates information to warfighters, policymakers, and
support personnel. The Global Information Grid supports DoD National Security and
related Intelligence activities on both classified and unclassified networks for all
operating locations (1ncludmg bases, mobile platforms, or deployed sites). Red Teams
emulate the capabilities and Ihethods of an adversarial force against Top Secret, Secret,
and unclassified information systems. The Red Teams are critical to DoD because they
assess the vulnerabilities that can affect the security of the information on the Global
Information Grid. "

(U) We reviewed four certified and accredited Red Teams: National Security Agency
(NSA), Army, Navy, and Air Force. Red Teams perform their normal missions based on
requests from other organizations (military bases, DoD Components, or COCOMs).
Once an organization has requested Red Team services and been accepted for a mission,
the Red Team completes a Memo1 andum of Understanding/Rules of Engagement (Rules
of Engagement), which are used for testmg of vulnerabilities. The Rules of Engagement
includes assessment details, such as mission dates, objectives, and scope. The Rules of
Engagement also outline agrded upon control parameters, including network boundaries,
halting conditions, reconnaissance objectives, exploitation objectives, mission specific
requirements, and reporting. |

(U) The Red Team vulnerabiélity assessments reviewed were:

o INSA (b)(3)

e the Biometrics Identity Management Agency (BIMA)/Automated Biometric
Identification System {ABIS)Z assessed by the Army Red Team,

e the USS George H. W Bush Strike Group (GHWBSG), assessed by the Navy
Red Team;

e the USS Enterprise Stnke Group (ENTSG), assessed by the Navy Red Team,

e the Joint Forces HeadQuarters (JFHQ) Kansas, assessed by the Air Force
Red Team; and !

o the 377" Air Base Wing at Kirtland Air Force Base, New Mexico, assessed by the
Air Force Red Team. |

(U) For an overview of the R%:d Teams and the COCOM exercises, see Appendix B.

(Uy Certification and Accreditation Process
e=@u@5 DoD Directive (DoDD) O-8530.1, “Computer Network Defense (CND),”
January 8, 2001; and Chajrmgn of the Joint Chiefs of Staff Instruction (CJCSI) 6510.01E,

! (Uy Program Executive Office, Exiterprise Information Systems owns ABIS, which is the network
reviewed by the Army Red Team. |

s e A el el
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INSA: (b)(3)

) Review of Internal Controls

(U) DoDI 5010.40, “Managers’ Internal Control Program (MICP) Procedures,”

Tuly 29, 2010, requires DoD organizations to implement a comprehensive system of
mternal controls that p10v1des reasonable assurance that programs are operating as
intended and to evaluate the effectiveness of controls. We identified internal control
weaknesses for the USSTRATCOM,; NSA; U.S. Fleet Forces Command
(USFLTFORCOM); Fleet Cyber Command/U.S. Tenth Fleet; JFHQ Kansas BIMA,;
Program Executive Ofﬁce Enterprise Information Systems (PEO-EIS), 57 Adversaly
Tacucs Group (ATG); 1% Infermahon Operations (1% I0) Command; and the

377 Air Base Wing. j

(U) For accreditation, USSTR;ATCOM and NSA did not establish minimum qualification
standards for proficiency, evaluate training and certifications, regard certification voting
requirements, or consider the A1r Force Red Teams as separate teams.

(UJ) For vulnerab111ty management NSA, USFLTFORCOM, JFHQ Kansas, BIMA,
PEO-EIS, and 377" Air Base ‘Wing did not correct or mitigate all vulnerabilities;
incorrectly assumed personnel addressed findings; and viewed the assessments as internal
operations.

(U) For vulnerability assessment reporting, NSA, Fleet Cyber Command/U. S. Tenth
Fleet, the 57 ATG, and the 1% 10 Command determmed it to be more efficient to
produce a generic template of recommendations, some findings were not significant

il bl e Rl
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(U) enough to report, and a bﬁ?ieﬁng to the Chief Information Ofticer (CIO) was sutficient
mstead of areport. Also, they agreed to not release reports to DoD Components without
approval of the assessed organizaion.

(U) We will provide a copy oifthe report to the senior officials responsible for internal
controls at USSTRATCOM, NSA, USFLTFORCOM, Fleet Cyber Command/U.S. Tenth
Fleet, JFHQ Kansas, BIMA, PEO-EIS, 57% ATG, 1% I0 Command, and 377" Air Base
Wing. P
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uy Finding A. Red Teams Need to Complete

and Distribute Beneficial Reports

(U) The Red Teams used Rules of Engagement instead of SOPs to control mission
parameters when testing for vulnerabilities, threats, and infiltration controls. The Army
and NSA Red Teams prepared complete vulnerability assessment reports with
recommendations that corresponded to findings. However, the Navy and Air Force

Red Teams did not always accurately report vulnerabilities to the assessed organizations.’
(o Specifically, for four assessments, the Navy and Air Force Red Teams produced
incomplete vulnerability assessment reports:

e The Navy Red Team provided two reports to USFLTFORCOM, the Commander,
Strike Force Trainer Aflantic and the Fleet Cyber Command/U.S. Tenth Fleet that
did not include recomtnendations that corresponded with the findings.

This occurred because the Red Team Commander determined that prior
assessments had snmla.r findings and it was more efficient to produce a generic
template of recommer}dattons

e The Air Force Red Team did not include 14 of 28 findings in the 377%™ Air
Base Wing mission report because the Red Team Commander did not consider
the findings significant enough to include in the report. For example, the
Red Team found that Secret Internet Protocol Router Network (SIPRNET)
information was stored on the Non-secret Internet Protocol Router Network
(NIPRNET), but the Red Team did not include this finding in their report.

e The Air Force Red Te;im did not produce a report for the JFHQ Kansas mission
because the Red Team Commander stated that a briefing to the CIO was
sufficient.

(U) Contributing to this issueg USSTRATCOM did not identify the required elements for
reporting and did not establish a standard report format for vulnerability assessment
reporting in accordance with CJ CSI6510.01F.

#aE8 The Army, Navy, An Force, and NSA Red Teams did not distribute six |
assessment reports to the appropnate DoD Components: *

e The Army Red Team dld not distribute a report for the BIMA and ABIS
assessment because the Red Team agreed to not release the report to other DoD
Components.

3 (U) Assessed Organizations — NSA BIMA, PEO-EIS, 377" Air Base Wing at Kirtland AFB, JFHQ
Kansas, GHWBSG, and ENTSG. The GHWBSG and ENTSG are U.S. Navy Fleets that fall under the
command of USFLTFORCOM.

% (U) DoD Components — USSTRATCOM; NSA; and Director, Operational Test and Evaluation.

BllAndade it et
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@ gl The Navy Réd Team did not distribute two reports tor the GHWBSG
and ENTSG assessments because the Red Team considered the report internal to
the Navy. > |

e The Air Force Red Tefam did not distribute two reports: one for the 377" Air Base
Wing assessment because the Red Team agreed to not release the report to other
DoD Components; and one for the JFHQ Kansas assessment because the
Red Team briefed the vulnerability assessment results to the CIO instead of
producing a report. |

gy As a result, the assessed organizations may not take immediate actions to correct
or mitigate vulnerabilities, inéreasmg the risk to the network security posture. Also, the
DoD Components lacked full v151b1hty of the vulnerabilities and infiltration activities to
identify systemic issues.

() Red Team Rules of Engagement
(U) The Red Teams used Rules of Engagement to control mission parameters when
testing for vulnerabilities, threats, and infilration controls. Red Team SOPs provide a
common baseline for missionfs but do not contain procedures on handling specific
missions. Since the Red Team services are requested by an organizaon, each mission is
different based on the needs of the organization. The Rules of Engagement provided a
flexible alternative to SOPs that allowed the Red Team to document each or gamzatlon ]
requirements. The Rules of Engagement included assessment details, such as mission
dates, objectives, and scope. The Rules of Engagement also outlined agreed-upon control
parameters, including network boundaries, halting conditions, reconnaissance objectives,
exploitation objectives, mission specific requirements, and reporting. We reviewed the
Rules of Engagement and determined that the Red Teams followed them when testing
system vulnerabilities, threats, and infiltration controls. We reviewed the SOPs for each
Red Team during our review of the C&A process.

(U) The CICSI 6510.01E, and the following version, CJCSI 6510.01F, require COCOMs,
the Services, and agencies’ Red Teams to prosuce a vulnerability assessment report and
to provide the vulnerability aésessment report to the DoD Components. CJCSI 6510.01F
also requires COCOMs, the Services, and agencies to provide vulnerability assessment
reports to the Defense Informfation Systems Agency and the Defense Threat Reduction

3 (U) Strike Group — A group of US Navy ships typically comprised of an aircraft carrier; guided missile

cruiser; two guided missile destroyers; attack submarine; and a combined amimunition, oiler, and supply

ship.

St i e e e
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(U) Agency. Since CJCSI 651 0.01E was eftective August 2007 and CJCSI 6510.01F
was effective February 201 l,fwe applied different criteria based on the date of the
Red Team report. :

(U) Table 1 provides a smnméry of'the Red Team Reporting. The table identifies
whether the Red Teams followed guidance when producing and distributing reports to the
applicable DoD Components %as required by CJCSI 6510.01E and CJCSI 6510.01F.

i) 'lfafble 1. Summary of Red Team Reporting

A§Ses51nent Pl'oduced?g Report included Recommendations | Provided the
(Red Team) | areport | allfindings | correspondedto | reportto DoD |
‘ identified | the findings | Components {
BIMA/ABIS | 1
_ Yes Yes | Yes : No
| (Army) | | , |
GHWBSG ! Yes Yes , No No
(Navy) | o ~ |
Yes | Yes ; - No No
| (Navy) E v , 1
377T% Adr
Base Wing | Yes No Yes No
| (AirForce) | i | B . ,
[ JFHQ Kansas | " x *
(AirFor | N0 | Mt | N | MO
NSA: (b)(3)

]
)y Army and NSA Red Teams Produced Complete

Vulnerability Assessment Reports
=883 The Army and NSAfRed Team produced two reports, as required by
CJCSI 6510.01E and CJCSI 6510.01F, that incorporated all findings and provided

recommendations that corresponded to each finding. These reports provided the assessed
R ot

é
(UyNavy and Air Force Red Teams Produced Incomplete
Vulnerability Assessment Reports |
(iebiay The Navy Red Team produced two reports that included recommendations that
did not correspond to the findings listed in the assessment. The Air Force Red Team
briefed the 377% Air Base Wing Commander with 28 findings, but only incorporated
14 of the 28 findings in the vulnerability assessment report. Also, the Air Force
Red Team did not produce a report for the JFHQ Kansas assessment.

Efol bbb Rk
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(Uy Navy Red Team Réports Need Recommendations That
Correspond With Findings

OSD/IS; STRATCOM: (b)(1). Sec. t-i(a); Ld(c): 1.4z}

(U} Air Force Red Team Produced an Incomplete Report

&oues The Air Force Red Team did not include all findings in their vulnerability
assessment report to the 377" Air Base Wing. The Red Team Commander did not
consider 14 of 28 findings to be significant enough to report, and instead, only included
them in a briefing to the 377“3 Air Base Wing. A Red Team report communicates a
formal written account of findings, testing results, and recommendations while a briefing
is an informal discussion of the findings and recommendations. Both the finalized report
and a briefing are required by CJCSI 6510.01F. While there is no requirement on
providing all findings in a report, the Red Team should include all findings in the
finalized report to the 377" Air Base Wing. The following are examples of the
significant findings not included in the report.

H
(OSD/#S; STRATCOMNE: (b){1), Sec. 1.4{a). 1.4(c); 1. 4g)



OSDIIS: (b)(1). Sec. 1-4(a). 14(c). §.4(z)

. (iek® The assessed orgmﬁéaﬁom cannot correct or mitigate unknown vulnerabilities
and canmot identify trends or systemic vulnerabilities without complete information.
Red Teams should report all indmgs to the assessed organization to provide an
assessment of the secunty posture.

(U) Air Force Red Team Needs to Prepare Assessment Reports
@i The Air Force Red Team did not produce a report for the JFHQ Kansas
assessment as required by CJCSI 6510.01E. The Red Team stated they did not provide
the written report because they determined that briefing the findings to the CIO was
sufficient. This lack of reporting prevented the Communications Branch Chief from
knowing that SIPRNET diagrams with Internet Protocol addresses stored in a shared
folder on the NIPRNET was a finding. Consequently, without a report, the proper
personnel cannot identify and correct or mitigate vulnerabilities and the DoD
Components are unaware of the problems. The Air Force Red Team should create
reports for assessed organizations.

(Uy USSTRATCOM Needs to Develop Standard Report Formats
¢rea) USSTRATCOM did not establish a vulnerability assessment standard report
format for reporting in accordance with CJCSI 6510.01F. As a result, the vulnerability
assessment reports were missing some findings and contained recommendations that did
not correspond with findings, which resulted in reports that are neither beneficial nor
value-added. CJCSI 6510.0 lF states that USSTRATCOM, as required by their Cyber
Security Inspection Program respon51b11mes should develop a standard report format for
combatant commands, the Services, and agencies for Red Team operations. The

CICSI 6510.01F does not specifically state what elements are required in the
vulnerability assessment reports; however, to add value to the report format,
USSTRATCOM should identify the essential elements that should be included in all
vulnerability assessment reports. Therefore, the Commander, U.S. Strategic Command,
should identify required 1eport elements and should incorporate them when developing
the report format. |

(U) Red Teams Need to Provide Complete and Accurate Reports
¢F=ts The Red Team repoits should provide vital information to organizations about
their network vulnerabilities and the condition or status of network defenses according to

e R )
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@aiay DoDI 0-8530.2. When the Red Team reports are not complete or accurate and
do not have findings that correlated with recommendations, it limits the assessed
organization’s visibility over their vulnerabilities and makes it difficult to implement the
recommendations. The DoD Components receiving reports need a complete view of the
network vulnerabilities and tf}e DoD Global Information Grid security posture.

Uy Red Teams Did Not Appropriately Distribute
Vulnerability Assessment Reports

(U) Instances of Inapp}opriate Red Team Vulnerability

Assessment Reports Distribution
¢Raay The Army Red Team, their respective commands, and the assessed organization
did not distribute their assessment reports to the DoD Components as required by

CICSI 6510.01E. This occurred because the Army Red Team’s Rules of Engagement
included agreements to not release the reports outside of the assessed organizations. The
Chief of the 1¥ Battalion Vulnerability Assessment Detachment stated that this was to
prevent outside organizations from knowing BIMA and ABIS vulnerabilities.
Additionally, the Ammy created guidance that conflicts with CJCSI 6510.01F.

Army Regulation (AR) 380-53, “Communications Security Monitoring,”

December 23, 2011, limits the distribution of the reports to only the assessed organization
and does not distribute the reports to the DoD Components. The Army Red Team should
not make agreements that contradict CJICSI 6510.01F in the Rules of Engagement, and
should distribute vulnerability assessment reports to the DoD Components in accordance
with CJCSI 6510.01F. The Secretary of the Army should revise AR 380-53 to not limit
distribution of Red Team repén’ts to only the assessed organizations.

e The Navy Red Tean;, their respective commands, and the assessed organization
did not distribute their reports to the DoD Components as required by CJCSI 6510.01E

and CJCSI 6510.01F. The Cémmander, Stiike Force Trainer Atlantic requested the Navy

Red Team to assess and report on CND of Navy Strike Groups. This Red Team
assessment is a pre-deployment requirement for Navy Strike Groups. The Navy

Red Team did not distribute the vulnerability assessment reports on the GHWBSG and
ENTSG to the Navy Command responsible for distributing reports. This occurred

| kR
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e because the Navy Réd Team performed an internal exercise and considered the
report internal to the Navy and determined the report did not need to be distributed. The
Navy Red Team cannot con51deI reports internal just to limit distributions. The Navy has

a responsibility to distribute Vulnerablhty assessment reports to the DoD Components in
- accordance with CJCSI 6510. 01 F.

¢Eelas) Also, the Air Force Bed Tearns, their respective commands, and the assessed
organizations did not distribute their reports to the DoD Components as required by
CICSI 6510.01F. The Air Fogrce Red Team Commander verbally agreed not to release
the report outside of the assessed organizations. Specifically, they agreed to limit the
dlstnbutlon to prevent 0uts1de organizations from knowing vulnerabilities at

377" Air Base Wing. The Red Teams should not make verbal agreements that contradict
CICSI 6510.01F.

@eue) In addition, the Air Force Red Team did not produce a report for the

JFHQ Kansas assessment as required by CJCSI 6510.01F. The Red Team stated they did
not provide the written report because they determined that briefing the findings to the
CIO was sufficient. Since no report was produced, the Air Force Red Team did not
distribute the report to the DoD Components as required by CJICSI 6510.01F. The

Air Force Red Team should oreate reports for assessed organizations and provide the
reports to the DoD Components in accordance with CJCSI 6510.01F.

ghemes The NSA Red Team and the assessed organization did not distribute their
reports to the DoD Components as required by CJCSI 6510.01F. This occurred because

(U) Red Team Reports Need to Be Distributed
ey Without adequate report distribution as required by CJCSI 6510.01E and
CICSI 6510.01F, the organizations cannot benefit from the Red Team reports.
For example, by not disseminating the information to USSTRATCOM, they are unaware
of vulnerability assesstment results of Red Team activities and cannot maintain a
repository of the Red Team reports. This limits the network defenders’ security
awareness of the DoD Global Information Grid security posture. Ultimately, this may
lead to unnecessary delays in correcting the vulnerabilities on DoD networks increasing
the risk of loss of sensitive iné‘_‘ormaﬁon, integrity, and security.

|
() Conclusmn
@il The Red Teams did not always accurately report vulnerabilities and distribute
the report to the assessed organizations and DoD Components. As a result, the assessed
organizations may not take immediate actions to correct vulnerabilities. Also, the DoD
Components do not have visibility over vulnerabilities, threats, and infiltration activities
to analyze and determine systemic issues and network vulnerabilities. This ultimately
limits the security awareness of the DoD Global Information Grid security posture.
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Recommendatlons Management Comments, and
Our Response ’

(U) Redirected, Renumbered, and Revised Recommendations

(U) As a result of management comments, we renumbered draft report Recommendations
A.6.aand A.6.bas A.4.aand A.4.b, respectively and redirected them from the
Commander, 1% 10 Commanél to the Commander, U.S. Army Cyber _
Command/2™ Army. We rerumbered Recommendations A.4.a and A.4.b as A.5.a and
A.5.b, respectively. We renumbered Recommendations A.5.a, A.5.b, A.5.c, and A.5.d as
A.6.2,A.6.b,A.6.c,and A.6. d respectively. We revised Recommendahon A3 to include
Chlef before Central Secunty Service.

e A1, We lecommend that the Secretary of the Army revise

Army Regulation 380-53, “Communications Security Monitori ing,” January 23
2011, to not limit distribution of Red Team reports to only the assessed
organizations but distribute Red Team reports to the appropriate DoD components
in accordance with Chairman of the Joint Chiefs of Staff Instruction 6510.01F.

(U) Department of the Army Comments

(U) The Director, Counterintelligence, Human Intelligence, Disclosure and Security,
responding on behalf of the Secretary of the Army, agreed with the recommendation.
He stated the Office of the Deputy Chief of Staff, G-2 notified the Army Publishing
Directorate of the requested c'hange The Director also stated the Army Publishing
Directorate will publish an administrative revision to incorporate the policy change and
reflect the requirements of the CJCSI6510.01F.

(U) Our Response |

(U) Comments from the D11ecto1 were responsive. No further comments are required.

fhaes A2. We lecommend that the Commander, U.S. Strategic Command,
develop a standard repor tfol mat for Red Teams in accordance with the Chairman
of the Joint Chiefs of Staff Instl uction 6510.01F, “Information Assurance and
Support to Computer Netwpl k Defense,” February 9, 2011.

(U) U.S. Strategic Command Comments

(U) The Director, C4 Systems, responding on behalf of the Commander,
USSTRATCOM, stated USSTRATCOM and U.8. Cyber Command will work with NSA
Cyber Red Team to develop a standard report format. In addition, through further
correspondence the Chief, Cybersecurity Assurance Division, responding on behalf of the
Commander, USSTRATCOM, agreed with the recommendation.




(J) Our Response
(U) Comments from the Dlrector were responsive. No further comments are required.

(Uy U.S. Army Cyber Command/z”d Army Comments

el Although not requlred to comment, the Commander, U.S. Ammy Cyber
Command/2™ Army, expressed that a standard report format f01 Red Teams would limit
their ability to employ Human Intelligence capabilities during Red Team missions.

(Uy U.S. Fleet Cyber Command/U.S. Tenth Fleet Comments

@@y Although not required to comment, the Commander, U.S. Fleet Cyber
Command/U.S. Tenth Fleet, agreed with our recommendation and stated that combined
with Recommendation A.5.b, a standardized report format will allow DoD organizations
to understand key information from Red Team assessments and better enable clear and
consistent reporting. However, the Commander also stated that the standard format
should allow each service to ¢ustomize a portion due to unique configurations of assessed
networks. |

(U) Our Response
(U) The intent of a standard report format is not to limit diverse capabilities or be
comprehensive, but provide tlge framework for capturing the required information.

AJ. We recommenéd that the Director, National Securi

(U) National Security é\gency/CentraI Security Service Comments
The Director, NSA/Chief, Central Security Service

SECREF/OFORN
13




(Uy Our Response

Therefore, no further comments
are requared.

Eaues Ad. We recommend that the Commander, U.S. Army Cyber Command/2™
Army: ,

a. Develop procedunj@es to validate that Red Teams distribute their reports to
the U.S. Strategic Command, Defense Information Systems Agency, Defense Threat
Reduction Agency, and Dir ectol Operational Test and Evaluation, in accordance
with Chairman of the Joint Chlefs of Staff Instruction 6510.01F, “Information
Assurance and Support to Computel Network Defense,” February 9, 2011.

(U) U.S. Army Cyber Command/z”d Army Comments

(U) The Commander, U.S. Army Cyber Command/2™® Army, responding on behalf of the
Commander, 1% 10 Command, agreed with the recommendation and stated that the
1ecommendatlon should have been directed to the Commander, U.S. Army Cyber
Command/2™ Army. The Commander stated the U.S. Army Cyber Command/2™ Ammy
will implement the recommendation.

(U) Our Response »
(U) Comments from the Commander were responsive. No further comments are
required. ~

b. #ees Develop procedm es to review agreements to determine if they
contradict current DoD policnes, standards, and regulations.

(Uy U.S. Army Cyber Command/2"d Army Comments

(U) The Commander, U.S. Army Cyber Command/2™ Army, responding on behalf of the
Commander, 1% 10 Command, agreed with the recommendation and stated that the
recommendation should have been directed to the Commander, U.S. Army Cybe1
Command/2™ Army. The Commander stated the U.S. Army Cyber Command/2™ Army
will implement the recommendaﬁon

(L) Our Response

(1J) Comments from the Commander were responsive. No further cornments are
required.

B ke dbfe
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(bt A5, We recommenfd that the Commander, Fleet Cyber
Command/U.S. Tenth Fleet;

a. Establish proceduﬁres to verify Red Team reports include
recommendations that are s’pecific to each identified finding,

(Uy U.S. Fleet Cyber Command/U S. Tenth Fleet Comments

@ebe) The Commander, Fleet Cyber Command/U.S. Tenth Fleet, agreed and stated the
Red Team final report dld mclude some recommended mitigation, but did not address all
discovered vulnerabilities. The Commander further stated the Red Team changed their
final report process to ensure all identified vulnerabilities have a recommended
mitigation. Also, the Commander stated the recommendations were based on an
adversary’s viewpoint and not a holistic or complete cyber enterprise perspective.
Finally, the Commander stated the Navy Red Team is not tasked as a vulnerability
mitigation organization; the Navy Red Team’s primary finction is to create effects during
exercises and operations. Vulnerability mitigation effort needs to be coordinated
throughout the cyber ente1p11se with the Red Team providing recommendations for
mitigation. A

(U) Our Response
(UJ) Comments from the Commander were 1espon51ve No further comments are
required. ‘

b. &euas Develop lirocedures to validate that Red Teams distribute their
reports to the U.S. Strateglc Command, Defense Information Systems Agency,
Defense Threat Reduction Agency, and Director, Operational Test and Evaluation,
in accordance with Chairman of the Joint Chiefs of Staff Instruction 6510.01F,
“Information Assurance and Support to Computer Network Defense,”

February 9, 2011.

(U) U.S. Fleet Cyber Command/U.S. Tenth Fleet Comments
#=eue The Commander, Fleet Cyber Command/U.S. Tenth Fleet, agreed with the
recommendation to increase distribution of joint tasked Red Team activities through the
Director, Operational Test and Evaluation as appropriate. The Commander stated that for
service tasked activities, distribution should be tasked at the service level. The Red Team
provides reports to the command requesting support and to Fleet Cyber Command/U.S.
Tenth Fleet. Fleet Cyber Command/U S. Tenth Fleet is the interface point for addressing
identified issues.

j
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(U) Our Response |

(U) Although the Oommander, Fleet Cyber Command/U.S. Tenth Fleet, agreed with the
recommendation, the commelets were not responsive. The Commander did not provide a
corrective action for developing procedures that validate the Red Team reports are
distributed in accordance W1th CJCSI 6510.01F paragraph C.6.i.(1) (b) (3), which states,

[w]hen conducting cyber security inspections or Red Team operations
CC/8/As shall provide copies of final report to USSTRATCOM, DISA
[Defense Information Systems Agency] (for DISN-connected IS
[information systems]), NSA, DTRA [Defense Threat Reduction
Agency], and DOT&E [Director, Operational Test and Evaluation].

We request that the Commanéier provide comments in response to the final report.
fReuas A6 We l‘ecommelfal that the Commander, 57™ Adversary Tactics Group:

a. Establish pr 0cedul es to verify that Red Team reports include all findings
identified.

() 57% Adversary Tactlcs Group Comments

(U) The Commander, 57" ATG neither agreed nor disagreed and stated 57 ATG
personnel are modifying Infonnatlon Aggressor operating standards in ATG Instruction
10-2-IAS volume 3 to include verbiage on the requirement to report mission findings in
accordance with USSTRATCOM procedures. In addition, through further
correspondence with the Comimander, 57" IAS, he specified which comments correlated
with Recommendations A.6.a, A.6.b, A.6.c,and A.6.d. (See page 75 for annotations.)

(U) Our Response
(U) Comments from the Commander were responsive and the corrective actions met the
intent of our recommendation. Therefore, no further comments are required.

b, el Establishprocedures to verify that the Red Teams create reports
for all missions.

(U) 57 Adversary Tactics Group Comments

(U) The Commander, 57 ™ ATG, stated he agreed briefing operators on deviations is vital
to improvement; however, the Commander stated several ways for providing assessed
organizations feedback, 1nclud1ng after action reports technical debriefs, verbal debriefs,
and lessons learned. :

(U) Our Response

(U) Although the Commander, 57™ ATG, agreed with the recommendation, the
comments were not responsive regardmg establishing procedures for creating reports.
CJCSI 6510.01F paragraph C.6.i.(1) () explicitly states, “[w]hen conducting cyber
security inspections or Red Team operations CC/S/As shall provide inspected or
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(U) Red Team targeted orgarﬁzatlon out-briefing and coordinated final report.”
We request that the Commander pr0v1de additional comments in response to the final
report. .

C. (isy Develop i)rocedures to validate that Red Teams distribute their
reports to the U.S. Strategic Command, Defense Information Systems Agency,
Defense Threat Reduction Agency, and Director, Operational Test and Evaluation,
in accordance with Chairman of the Joint Chiefs of Staff Instruction 6510.01F,
“Information Assurance and Support to Computer Network Defense,”

February 9, 2011. ;

(L) 57" Adversary Tact:cs Group Comments

(U) The Commander, 57 ATG, neither agreed nor disagreed and stated 57% ATG
personnel are modifying Infotmation Aggressor operating standards in ATG Instruction
10-2-IAS volume 3 to include verbiage on the requirement to report mission findings in
accordance with USSTRATCOM procedures.

(U) Our Response

(U) Comments from the Commande1 were not responsive. The Commander, 57™ ATG,
did not address our recommendation for developing procedures that validate ‘the

Red Team reports are d15mb11ted in accordance with CJCSI 6510.01F paragraph C.6.1.(1)
(b) (3), which states,

[w]hen conducting cybel securlty inspections or Red Team operations
CC/8/As shall provide copies of final report to USSTRATCOM, DISA
[Defense Information Systems Agency] (for DISN-connected IS
[information systems]), NSA, DTRA [Defense Threat Reduction
Agency], and DQT&E [Director, Operational Test and Evaluation].

We request that the Commanéler provide comments in response to the final report.

d. &= Develop él'ocedures to review agreements to determine if they
contradict current DoD policies, standards, and regulations.

(U) 57" Adversary Tact:cs Group Comments

(U) The Commander, 57% ATG neither agreed nor disagreed and stated 57 ATG
personnel are developing croSs check procedures to continually identify contradickions
between Red Team SOPs and DoD guidance, which will be included in the ATG
Instruction 10-2-IAS volume 3

(Uy Our Response |
(U) Comments from the Commander were responsive and the corrective acions met the
intent of our recommendation. Therefore, no further comments are required.

SEEREFHNOFORM
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(uy Management Cdmments on the Internal Controls

(U) U.S. Army Cyber Commandlz"" Army Comments

(U) The Commander, U.S. Army Cyber Command/2™ Army, acknowledged the
identified internal control issues and stated they will be remedied through implementation
of Recommendations A.6.a and A.6.b, which are now Recommendations A.4.a and A.4.b
respecﬁvely ‘

SECREFHNOFORN
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v Finding B. Assessed Organizations Need
to Correct or Mltlgate Track, and Report
Security Weaknesses

(U) Assessed organizations d1d not fully correct or mltlgate track, or report
vulnerabilities identified dunng Red Team assessments.® Specifically,

o 5 0f6 assessed organizations did not correct or mitigate 15 of 59 vulnerabilities
identified by the Red Teams. This occurred because the assessed organizations:
o incorrectly assumed the personnel addressed the finding,
o policies were difficult to enforce,
o did not have funding available,
o were unaware of the findings, or
o were unable to determine a solution.

o All six assessed organizations did not appropriately track or report vulnerabilities
identified by the Red Teams. This occurred because the assessed organizations
did not recognize Red Team findings as reportable vulnerabilities or assumed all
vulnerabilities were corrected.

(U) As a result, these vulnerabilities cause unnecessary risk on DoD networks and could
be exploited to gain access, obtain sensitive information, or manipulate data within the
DoD Global Information Gud Also, DoD has an incomplete knowledge of all
vulnerabilities. !

Uy Correct or Mitigate, Track, and Report Vulnerabilities
(U) Assessed organizations ate required to mitigate, track, and report information system
vulnerabilities identified in accordance with DoD Directive 8500.01E, “Information
Assurance (IA),” April 23, 2007, and Office of Management and Budget (OMB)
guidance. Five of the six assessed organizations did not fully correct or mitigate
vulnerabilities found by the Red Team, and none of the six assessed organizations
appropriatel y tracked or 1eported the vulnerabilities identified.

Uy Vulnerabilities Were Not Fully Corrected or Mitigated
(U) DoDD 8500.01E states that organizations should mitigate and track identified
mformation system vulnelabﬂmes Table 2 on page 20 summarizes the uncorrected or
unmitigated vulnerabilities quund by the Red Team and provides an abridgement of the
details listed below. Table 2 identifies the uncorrected or unmitigated vulnerabilities,
their potential impact on the organization, and the amount of time the assessed
organization had to correct or mitigate the vulnerabilities.

6 (U) Assessed Organizations — The Red Teams assessed NSA, BIMA, PEO-EIS, 377 Air Base Wing at
Kirtland Air Force Base, JFHQ Km{)sas, GHWBSG and ENTSG for vulnerabilities. The GHWBSG and
ENTSG are U.S. Navy Fleets, which fall under the command of USFLTFORCOM.

s ey
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{U) Tests of carrecting or mitigating vulnerabilities could not be performed for the USS Enterprise, and the USS George H-W. Bush did not have any
vulnerabilities identified in the GHWBSG report.
2 (U) Time frame from the Report Date to the DoD OIG Site Visit.
? (U) A detrimental delay is when unauthorized users are able to access the system and manipulate, delete, steal mformatlon or upload malicious code
while network personnel determine the appropriate response to the incident.




(U) The assessed organizations did not adequately correct or mitigate 15 of 59
vulnerabilities. Table 3 prov;?des a sumnmary of the uncorrected or unmitigated
vulnerabilities and identifies the following: the organizations assessed by the Red Teams,
the Red Team responsible for the assessment, the total number of vulnerabilities
identified, and the number of uncorrected or unmitigated vulnerabilities for each assessed

organization.

(-P-QHQ) Table 3. Smmhary of Uncorrected or Unmitigated Vulnerabilities

| Assessed Organizaﬂon"' RedTeam i| - Total | Uncorrected or
Vulnerabllities || Unmitigated
| Vulnerabllities

l[ PEO-EIS Tamy | — 2 ‘
[ JFHQ Kansas [AirForce | ; I 5

!I 377" AirBase Wing ||| AirForce | 4

x[ __Total EI m'\

* 61’-‘6669 Tests of correctlgng or m1igatmg vulnerabilities could not be performed for the
USS Enterprise, and the USS George H.W. Bush did not have any valnerabilities identified in
the GHWBSG repozt.

NSA; OSDAS, STRATCONI (b)(1), Sec. L4y 1.4{c) 1.4(g); NSA: (b)(3)

? (U) For the sampling mdhodologif, refer to Appendix A.
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(-cms BIMA Did Not Sufficiently Correct or
Mitigate Vulnerabilities

OSD/IS; STRATCOM: (b)(1). Sec. 1.4(ak 1.4(c): 1.4(w)

TR OSDIS: (BH(1). Se. § Aa: 14te) V(z)

OSD/IS; STRATCOM: (b)(1). Sec. T.4{a) 1.4(c) 1.4(2)

e PEO-EIS Did N;ot Sufficiently Correct or
Mitigate Vulnerabilities

OSD/S: (b)(1), Sec. 1.4(a), 1.4(c); L.4(g)
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OSD/IS; STRATCOM: (b)(1), Sec. L4(a); 1.4(c): 1.4(2)

OSD/S: STRATCONM: (b)(1), Sec. Ld(a), Ld(e) Ld(g)

- ===y JFHQ Kansas Dld Not Sufficiently Correct or
Mitigate Vulnerabilities

ATTH OSD/S: (b)(1). Sec. Ldta) 1.4(c) L4(g)

OSD/JS: (b)(1).Sec. LA(a). 14(ck L4(g)

PRESEEN OSD/IS; STRATCOM: (b)(1), Sec. 1-4(a); b4¢); §.Hz)

(e88) Concerning sensitivé information, JFHQ Kansas had their SIPRNET diagrams
and schematics uploaded onté an unclassified network. The Red Team found this
~ information on the shared drive, available to all users who had access to that drive. The

During our site
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s visit, JFHQ Kansas d1d not correct this vulnerability. JFHQ Kansas should
remove the SIPRNET diagrams and schematics from the shared drive on the unclassified
network.

OSD/IS; STRATCOM: (b){1), Sec. L4(a), 1.4(c); L4(w)

(el Also, JFHQ Kansas did not implement a process to monitor information
employees post on the intemé;t. As of February 2012, JFHQ Kansas could not monitor
information posted on the internet about JFHQ Kansas (for example, sensitive
information or Personally Identifiable Information). JFHQ Kansas had 10 months to
correct or mitigate the vulnerability and did not have the resources to contract for the

service to monitor information posted on the internet. However, they requested fundin
for a contract to monitor information posted outside their network. W
#‘ JFHQ Kansas should mnplement a
process to momitor information employees post on the internet.

(#eey Finally, JFHQ Kansas did not implement a process to whitelist Web sites (users
only have access to approved Web sites). JFHQ Kansas had 10 months to correct the
vulnerability and was still working with the Defense Information Systems Agency to use
their Demilitarized Zone Whitelist database to address the recommendation. Whitelisting
protects networks by not allowing personnel to access potentially infected or
inappropriate Web sites. JFHQ Kansas should implement a process to whitelist

Web sites.

Eouay 377" Air BaseéWing Did Not Sufficiently Correct or
Mitigate Vulnerabilities ~ |

PRTENROSDIIS: (b)(1). Sec. §A{a), 14(<); 1.4t)

OSDAS; STRATCOM: (b)(1). Sec. L4¢a): L4(c) L4
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e Also, 3778 Air Base Wing personnel did not conceal their badges while outside
their facilities. 377" Air Base Wing personnel had 6 months to correct or mitigate the

vulnerability and had performed additional training to mitigate the vulnerabilit
however, it did not prove effective and was difficult to enforce.

. 377 Aur Base Wing sho
re-evaluate training on safeguarding Personally Identifiable Information, specifically
badges, and perform periodic inspections to determine whether badges are concealed
outside of facilities. |

obe) Asa direct result of 37 7" Air Base Wing personnel not safeguarding their
badges, entry guards could not determine

. 377™ Air Base Wing personnel had 6 months to correct or mitigate the
nerability and had performed additional training for entry guards on allowing access;
however, it did not prove effective. As a result, IS

377 Air Base Wing
alse credentials.

ey Additionally, 377" Air Base Wing did not implement the Red Team
recommendation to prevent m
F. 377" Air Base Wing personnel had 6 months to correct or mitigate the
vulnerabi

ability and did not determine a solution. 377" Air Base Wing personnel were
reviewing the process to determine the most practical method of verifying authorizations.
Without proper authorization,

detrimental to the safety of base occupants and equipment. 377 Air Base Wing

personnel should approach and require proof of proper restricted area authorization for all
persons W

¢ Unable to Test Two Navy Assessments

{Ealioy When we attempted to determine if the USS Enterprise and USS

George H.W. Bush corrected the vulnerabilities identified in the reports; we were unable
to complete the testing. We observed the Navy Red Team attempt to remotely re-assess
the USS Enterprise while it was at sea. The Navy Red Team was unable to assess the
USS Enterprise network, and'we could not validate that the ship addressed its network
findings because the testers needed to be physically aboard the ship. The GHWBSG
report contained no findings specific to the USS George H.-W. Bush; however, the Navy
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s Red Team providedﬁ%l 0 recommendations in the report. Since the report
attributed no findings to the USS George H.W. Bush, we performed no further testing.

N Accountablllty for Correcting or Mitigating Vulnerabilities
(LBL®) Overall, the assessed organizations corrected or mitigated 44 of 59
vulnerabilities reported by the Red Teams. JFHQ Kansas and PEO-EIS were the least
successful at correcting vulnerabilities. JFHQ Kansas only addressed 5 of 10
vulnerabilities; however, the Red Team did not provide a report to them and responsible
JFHQ personnel were unawate of some vulnerabilities. PEO-EIS only addressed one of
three vulnerabilities; however, the personnel responsible for tracking and reporting
vulnerabilities during the Red Team assessment had left the organization.

() Assessed Orgaﬁizations Need to Track and

Report Vulnerabilities

(U) DoD organizations should use a Plan of Action and Milestones (POA&M) to track
vulnerabilities and should report vulnerabilities to the agency’s Inspector General and
OMB. Public Law 107-347, “E-Government Act of 2002,” Title I1I, “Federal
Information Security Management Act of 2002,” December 17,2002 (FISMA), requires
organizations to report significant security weaknesses to OMB. Toimplement the
FISMA, OMB releases memarandums to instruct agencies on how to report security
weaknesses. OMB Memorandum M-10-15 and M-11-33 instruct agencies to provide a
POA&M to include all secunty weaknesses found during a vulnerability assessment to
the agency’s Inspector General and OMB. OMB Memorandum M-04-25 provides the
required POA&M elements: j

severity and brief des{;ription of weakness,

responsible party for addressing weakness,

funding resources required,

scheduled completion, date for resolving weakness,

key milestones with completion date,

changes to milestones;

source of the weakness (how discovered), and

status of corrective actlons

(U) NSA and the Navy follow OMB guidance to implement FISMA reporting. The
Army implemented FISMA using AR 25-1, “Army Knowledge Management and
Information Technology,” December 4, 2008 This guidance requires all Army
organizations to report vulnerabilities in accordance with FISMA. The Air Force
implemented FISMA using AllI Force Instruction (AFI) 33-210, “Air Force Certification
and Accreditation (C&A) Program (AFCAP),” December 23, 2008; and AFI 33-200,
“Information Assurance (IA) Management,” October 15, 2010. The guidance states that
the Enterprise Information Technology Data Repository, which is the primary source for
FISMA data reporting, includes vulnerability reporting. Additionally, the gnidance
designates the Secretary of the Air Force, Network Services Directorate as the
responsible party to manage the annual assessment of the Air Force Information
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(U) Assurance Programs as réquired by FISMA. This allows the Air Force Senior
Information Assurance Officér to answer the annual FISMA report questions posed by
OMB. However, the six asseissed organizations did not comply with Federal and DoD
guidance for tracking and repprting security weaknesses.

e For six assessed orgénizations, we requested the POA&Ms and evidence of
security weaknesses reportiné n accordance with FISMA, OMB, or local guidance.
The six assessed organizatiorls were unable to provide evidence that the organizations
reported the vulnerabilities found by the Red Team.

(EoUa) Three of the six assessed organizations (NSA, JFHQ Kansas, and USS
Enterprise of the ENTSG) dici not create a POA&M. Three organizations created
POA&Ms; however, the BIlV%A POA&M did not include all of the OMB required

- elements, and was not updated when weaknesses were addressed until our site visit,
which was over a year after the assessment date. The PEO-EIS created the POA&M after
the DoD OIG site visit, which was over a year after the assessment date.
The 377 Air Base Wing credted a POA&M, but did not include all of the OMB required
elements. Table 4 provides ajsummary of the tracking and reporting of security
weaknesses and identifies the} following: the assessed organization and the Red Team that
assessed them, the total number of security wealnesses/vulnerabilities identified for each
organization, whether the asséssed organization created a POA&M to track the security
weaknesses, and the number of security weaknesses the assessed organization reported.

Caci=acs) Table 4. Unreported Security Weaknesses

| Agsessed Orgamzatlon* ? Security POA&M Created Securlty"

| Weaknesses | | Weakness |
| Identified Reported

BIMA by Army Red 15 | Yes-But the POA&M did not contain

Team {| milestone dates, and was not updated None
until our site visit. i

PEO-EISby ArnyRed | 3 Yes- But PEO-EIS created the

Team 3 POA&M after our site visit and overa None
: l year after the Red Team assessment

i . . z : i

JEHQ by Air Force Red | ¢ 10 { No None

Team | ! :

377" AirBase Wingby | 28 Yes-But the POA&M did not contain N

Air Force Red Team ; milestone dates i one

USS Enterprise of the 3 No 3

ENTSG by Navy Red ! | None

Team } |

* (28U@y The GHWBSG report tad no security weaknesses specific to the USS George H.W.
Bush to track or report.

SPERBEFMOFORM
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@43 The other organizations, BIMA, PEO-EIS, JFHQ Kansas, and the 377" Air Base
Wing did not create or appropriately create POA&Ms or report vulnerabilities because
officials incorrectly viewed the assessment as an internal operation that did not require
additional reporting. Since the officials viewed the assessments as internal operations,
they determined that the results of the assessments did not need to be tracked or reported.
BIMA, PEO-EIS, JFHQ Kansias, and the 377" Air Base Wing should track and report
vulnerabilities in accordance with OMB requirements.

el As a result, the assesésed organizations did not have a fully effective
vulnerability management program. Reporting security weaknesses assists in building a
defensible enterprise for protecting agency information and information systems.

(Jy Conclusion
@ity The assessed organizations did not correct or mitigate, appropriately track with a
POA&M, or report all security weaknesses. Consequently, unnecessary risk exists on

DoD networks. Specifically, thls could result in:

DoDIG: (b)(7HE)

(i, Unauthorized indixriéiuals could exploit vulnerabilities to
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(Uy Management Comments on the Finding and
Our Response |

(U) Biometrics Identity Management Agency Comments on
Correcting or Mitigating Vulnerabilities

(U)

() Recommendaticfns, Management Comments, and
Our Response | '

(U) Revised Recommendations

@863 As a result of management comments, we revised draft Recommendation B.1 to

clarify the corrective actions are specific to the respective organization. Also, we revised

Recommendations B.1. and B.2. to include Chief before Central Security Service.

INSA: (b)(3)

oo B.1. We recomen%l that the
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(U) National Security Agency/Central Security Service Comments
(U) The Director, NSA/Chief, Central Security Service, agreed with the recommendation
and suggested verbiage to clarify the recommendation is for the DoD Components to
develop such policy for the systems for which they have responsibility.

(U) Our Response ,

(U) Although the Director, NSA/Chief, Central Secun'ty Service, agreed with the
recommendation, the comments were not responsive. He did not include corrective
actions. We request the D11eotor provide corrective actions in response to the final

report.

Uy Management Comments Required
(U) The Adjutant General, JFHQ Kansas, did not comment on Recommendation B.1.
We request the Adjutant Genelal provide comments in response to the final report.

ement Agency Comments

OSD/IS: (b)(1). Sec. 14(a). 1.4¢c). 1.4()

()] Blometrlcs Identlt'? Manag

(U) Our Response
(U) Comments from the Deputy were responsive and met the intent of our
recommendation. Therefore,: ;10 further comments are required.

(U) Program Executivé Office-Enterprise Information

Systems Comments |

(U) The Deputy Program Execuﬁve Officer, Enterprise Information Systems, responding
on behalf of the Program Executive Officer, Enterprise Information Systems, neither
agreed nor disagreed and stated PEO-EIS have a C&A policy in place for reporting and
resolving security weaknesses using the POA&M process. Also, the Regional Computer
Emergency Response Team added the PEO-EIS Information Assurance Program
Manager to the distribution hsts for all persistent security tests.

(U) Our Response
(J) Comments from the Deputy were responsive and met the intent of our
recommendation. Therefore, no further comments are required.
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Uy Management Comments Required
(U) The Commander, 377" A1r Base Wing, did not comment on the draft of this report.
We request that the Commang:ler provide comments in response to the final report.

NSA: (b)(3): STRATCONE: (b)(1), Sec. 1.7(e)

ghaen B2, We recommenil that the]

(U) National Security ,?\gency/CentraI Security Service Comments
¢gRee@®) The Director, NSA/Chief, Central Security Service, agreed with the
recommendation and suggested verbiage to clarify the recommendation.

(U) Our Response ;

(U) Although the Director, NSA/Chref Central Security Service, agreed with the
recommendation, the comments were not responsive.  The Director did not include
corrective actions. We request the Director provide corrective actions in response to the
final report.

ety B.3. We recommend that the Commander, U.S. Fleet Forces Command, in
coordination with the USS George H.W. Bush Strike Group and the USS Enterprise
Strike Group, implement, track, and validate that a Plan of Actions and Milestones has
been created and verify that all security weaknesses are reported.

Uy Management Comments Required
(U) The Commander, USFLTFORCOM did not comment on the draft of this report. We
request that the Commander provide comments in response to the final report.

il B.4. We recommend that the Adjutant General, Joint Forces Headquarters
Kansas, implement, track, and validate that a Plan of Actions and Milestones has
been created to correct the putstanding vulnerabilities for misconfigured software,
inputting and storing sensitive information on NIPRNET, unsecure password
configurations, monitoring employee information posted outside of the Joint Forces
Headquarters Kansas network, and restricting access to Web sites and verify that
all security weaknesses are reported.

(U) Joint Forces Headquarters, Kansas Comments

(U) The CIO/Director of Information Management, JFHQ Kansas, responding on behalf
of the Adjutant General, Joint Forces Headquarters, partially agreed with the
recommendation. The CIO/Director of Information Management stated corrective
actions had been implemented for the first three items. The CIO/Director of Information
Management disagreed on th¢ last two items. He stated the Public Web content is a
Public Affairs function. Public Affairs approves content for official Web pages and
official media sites, and receives alerts when key words concerning the Kansas National

SECRIEANSFORN
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(U) Guard are posted. He staf[ed that since the Kansas systems resided on the National
Guard Bureau domain, all internet traffic is routed through the National Guard Bureau
routers and firewalls. Finally, he stated the National Guard Bureau maintained a Web
cache that controls access to unauthorized sites.

(U) Our Response

(U) Although the CIO/Director of Information Management only partially agreed, the
comments were responsive and corrective actions met the intent of the recommendation.
Therefore, no further comments are required.

@8y B.5. We recommend that the Director, Biometrics Identity Management
Agency, implement, track, and validate that a Plan of Actions and Milestones has
been created to correct the j)utstanding vulnerabilities for safeguarding Personally
Identifiable Information, esiabllshlng a wireless policy that determines which logs to
maintain, defines threat level of activity (for example, severe, critical, major, minor,
and safe), and defines actions to perform based on sever ity of activity, and '
STIATCOM B S 119 and verify that all security weaknesses are

reported,

(U) Biometrics Identity Management Agency Comments

FREEENOSDIST (U)(1). Sec. 1A 14 LA}

(U) Our Response -
(U) Comments from the Deputy were responswe and met the intent of our
recommendation. Therefore, no further comments are required.

@& B.6. We recommend that the Program Executive Officer, Enterprise
Information Systems, implement, track, and validate that a Plan of Actions and

- Milestones has been created to correct the outstanding vulnerabilities for
ISTRATCOM: (b)()), Sec. L(e) . :

and verify that all security weaknesses are reported.
{

(U) Program Executiv% Office-Enterprise Information
Systems Comments

RETII SIS, (b)(1). Sec. 1-A(a); La(e), La(g)
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(U) Our Response
(U) Comments from the Deputy were responsive and met the intent of our
recommendation. Therefore, no further comments are required.

@Eeues B.7. We recommendj that the Commander, 377" Air Base Wing, implement,
track, and validate that a Plan of Actions and Milestones has been created to correct the

outstanding vulnerabilities for %
fiable Information, identifying false credentials used to

safeguarding Personally Identi
gain installation access, and controlling actions in restricted areas and verify that all

security weaknesses are reported.

(Uy Management Comments Required
(U) The Commander, 377" Air Base Wing, did not comment on the draft of this report.
We request that the Cormnan'@ier provide comments in response to the final report.

H
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vy Finding C. Iniprovements Needed for the
C&A Process

() C&A Process Dld Not Include a Review of Proficiency,
Training, and Certification

OSD/S; STRATCOM: (b)(1), Sec. L4y, L4(c), 1.4(g)

sl ek bt
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(U) C&A Process Needs to Evaluate the Proficiency of
Red Team Members

OSD/S: STRATCOM: ¢b)(I). Sec. 1.4(a). 1.4(c) L4(e)

OSD/IS: (b)(1). Sec. 1.4(a). L) 1.4(2)

|
|
|
é
|
!
i

nRYakshn
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| SEEREF/NOPORM

(J) C&A Process Needs to Evaluate Training and Certifications of
Red Team Members |

RS A (b)(3)

() NSA Needs to Validate Proficiency of the Red Teams
£S89

+e== Alr Force Reﬂ Team Certification Vote Did Not
Ijlaye a Quorum

PR NS A (b)(3)




INSA: (b)(3)

NSAL(O))

INSA: (b)(3)

(UyConclusion

INSA; OSD/J‘ STRATCOM: (b)(1), Sec. 1.4(a), Ld(c), L4(g), NSA: (b)(3)

¥ @@We3 The application package consists of a letter of request, self-assessment results, completed
application checklist, and all required documentation for the Evaluators Scoring Metrics.
s o s b o bl
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NSA,; OSD.’J‘. STRATCOM: (b)(1), Sec. L4(a), 1.4(c), 1.-4(g). NSA: (b)(3)

(U) Recommendatidns, Management Comments, and
Our Response

(U) Revised Recomméndations
(FEH®3 As a result of management comments, we revised draft Recommendation C.1. to
include Chief before Central Security Service.

a. Establish a process in accordance with DoD Instruction 0-8530.2,
“Computer Network Defenée (CND),” March 9, 2001, and the Chairman of the
Joint Chiefs of Staff “Execute Order to Incorporate Realistic Cyberspace conditions
into Major Exercises,” February 11, 2011, for the Certification Board to evaluate
Red Team qualifications o ] pel form their mission functions and activities.

() U S. Strateglc Command Comments

NSAL OSD/IS: (b)(1), Sec. L4(a). L4(c). Ld(g). NSA: (b)(3)

(U Our Response

NSA; OSD/IS {b)(1), Sec. 1.4(a); 1.4(c); 1.4(2), NSA: (1)(3)
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L) I\]ational Securiti Aienci/Central Securiti Service Comments

{

() Our Response
(U) Comments from the Dlrector were responsive. No further comments are required.

b. 8= Implemem Certification and Accreditation procedures to
incorporate Red Team qualification, training, and certifications in the Certification
decision as required by DoD Directive 8570.01, “Information Assurance Training,
Certification, and Wor kfol ce Management,” April 23, 2007.

(9)] U S. Strateglc Command Comments

NSAL OSD/AS: (b)(1). Sec. 1.4¢a), 14(c): LA(g), NSA: (b)(3)

V) Our Response

OSDAS: (by(1). Sec. 14¢a): 14(c); 1:442)

‘(U) National Securit A ency/Central Security Service Comments

(U) Our Response ; '

(1J) Although the Director, NSA/Chief, Central Security Service, agreed with the
recommendation, the comments were not responsive. The Director did not provide
corrective actions. We request the Director provide corrective actions in response to the
final report.

() U.S. Fleet Cyber Cpmmand/U.S. Tenth Fleet Comments

@ees Although not required to comment, the Commander, U.S. Fleet Cyber
Command/U.S. Tenth Fleet agreed with Recommendations C.1.a and C.1.b and stated the
C&A process is heavily focused on the administrative aspects of Red Teams.

The Commander stated the process needs to be expanded to include assessing Red Team
operational proficiency and capability to meet mission objectives. This should include
periodic C&A observations during Red Team operations.
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(U) Our Response
(U) We agree with the intent of the Commander’s comments

(U) U.S. Strategic Command Comments

(U) The Director, C4 Systems, responding on behalf of the Commander,
USSTRATCOM, stated The NSA Handbook will be replaced with CJCS Manual
6510.03, “Department of Defense (DoD) Cyber Red Team Certification and
Accreditation (C&A),” which requires the evaluation team to consist of at least six
members and any deviations from the requirements of the Marmal must be coordinated
through the Certification Authority and approved by the Accrediting Authority. In
addition, through further correspondence the Chief, Cybersecurity Assurance Division,
responding on behalf of the Commander USSTRATCOM, agreed: with the
recommendation. i

() Our Response
(U) Comments from the D1recto1 were responsive. No further comments are required.

() National Security Agency/CentraI Security Service Comments
(U) The Director, NSA/Chlef, Central Security Service, agreed and stated the NSA Red
Team will adhere to the quorum requirement.

(U) Our Response :

(U) Although the Director, NSA/C}nef Central Security Service, agreed with the
recommendation, the D11ect0( s comments were only partially responsive. While the
Director stated the NSA Red Team will follow the quorum requirement, he did not state:
NSA will develop procedures for any deviations from the established procedures to be
formally documented and apﬁroved. We request that the Director provide additional
comments in response to the final report.

d. ==k Review aild evaluate the 57" Information Aggressbr Squadron
and the 177™ Information Aggressor Squadron as separate Red Teams for
Certification and Accreditaion.

(U) U.S. Strategic Command Comments

(U) The Director, C4 Systems, responding on behalf of the Commander,
USSTRATCOM, stated USSTRATCOM/U S. Cyber Command will work with the NSA
Red Team to schedule an onslte evaluation of the 177% IAS. In addition, through further
correspondence the Chief, Cybersecunty Assurance Division, responding on behalf of the
Commander, USSTRAT COM, agreed with the recornmendation.

B AR R
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(J) Our Response

- (U) Comments from the Dlrecto1 were partially responsive. The Dlrector did not address
the 57% 1AS receiving an ons;te evaluation separate from the 177" 1AS. We request the
Director provide comments 11;1 response to the final report.

(U) National Secufity lj\gency/Central Security Service Comments
(U) The Director, NSA/Chief, Central Security Service, agreed and stated they will
determine a new evaluation date once the C&A qualification for Red Teams is revised.

(U) Our Response ,
(U) Comments from the Director were partially responsive. We request that the Director
provide a timeframe for per fomnng the evaluation.

e. (Fe&EEh Review the validity of the Red Team Accreditation letter given fo
the 57" Adversary Tactics Gl oup.

(Uy U.S. Strategic Command Comments

(U) The Director, C4 Systems responding on behalf of the Commander,
USSTRATCOM, stated USSTRATCOM/U S. Cyber Command will work with the NSA
Red Tearn to schedule an onsite evaluation of the 177" IAS, and USSTRATCOM will
provide updated accredltauon letters for the 57 ATG and 177" 1AS, as appropriate,
based on the outcome of the evaluatlons In addition, through further correspondence the
Chief, Cybersecurity Assurance Division, responding on behalf of the Commander,
USSTRATCOM, agreed Wlth the recommendation.

(J) Our Response
(U) Comments from the Dlrector were responsive. No further comments are required.

(U) National Security Agency/CentraI Security Service Comments
(U) The Director, NSA/Chief, Central Security Service, agreed and stated the letter
should be revised, if needed, and written to the specific organization being evaluated.

(U) Our Response |
(U) Comments from the Dnebtor were responsive. No further comments are required.

e e e it
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) Appe ndix A. Scope and Methodology
(U) We conducted this per f01mance audit from July 2011 through September 2012 in
accordance with generally accepted government auditing standards. Those standards
require that we plan and perform the audit to obtain sufficient, appropriate evidence to
provide a reasonable basis for our findings and conclusions based on our audit objectives.
We believe that the evidence obtained provides a reasonable basis for our findings and
conclusions based on our audit objectives.

@een We reviewed the Re%d Teams’ reporting process, the effectiveness of
Red Teams’ reports, and the Lf{ed Team C&A process. Specifically, we visited:

USSTRATCOM at Offutt Air Force Base, Nebraska,

U.S. Cyber Command at Fort Meade, Maryland,

NSA Red Team at Fort Meade, Maryland,

U.S. Army Red Team at Fort Belvoir, Virginia;

U.S. Navy Red Team at Naval Station Norfolk, Virginia;

U.S. Air Force Red Téams at McConnell Air Force Base, Kansas and Nellis
Air Force Base, Nevada; and

e U.S. Marine Corps Red Team at Quantico Marine Corps Base, Virginia.

(Uy Red Team Missions Selected for Review

EReHE We selected seven Red Team missions to determine whether Red Teams
identified and reported the vulne1 abilities found during assessments; and whether the
assessed organizations oorrected or mitigated, tracked, andleported the vulnerabilities
identified during Red Team az‘ssessments The Red Team missions we selected are as
follows: |

INSA: (b)(3)

o Army Red Team — “Biometrics Identity Management Agency and the Automated
Biometric Information System, Clarksburg, WV Red Vulnerability Assessment
~ Report,” November 28, 2010;
o Army Red Team —“1° ? Cavalry Division Fort Hood, TX Red Vulnerability
: Assessment Report™; " 1
e Navy Red Team — “Cyber Defense Assessment Team Activity Report for
USS Enterprise Strike Group Joint Task Force Exercise 11-2,” January 6, 2011;
e Navy Red Team - “Cﬂfber Defense Assessment Team Activity Report for
USS George H. W Bush Strike Group Joint Task Force Exercise 11-4,”
March 17,2011,

]

1(U) We did not assess the 1* Cavalry Division Fort Hood, Texas mission. The 1* Cavalry Division
SIPRNET was disconnected becauSe the personnel 1esp onsible for the network were deployed overseas
durmg the audit period.
(U) We did not assess the USS Gcm ge H-W. Bush because no findings were attributed to the ship in the

report. _

H
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=@ Alr Force Réd Team — “Mobile Training Team Final Report,
Kirtland Air Force Base ” July 7, 2011; and
Air Force Red Team ~ J oint Forces Headqualters Topeka1 Kansas.’

(U) Specifically, we:

Interviewed Red Team members to discuss the reports selected and discussed the
Red Team’s methodology and objectives for the assessments so the audit team
could re-evaluate if the assessed organizations had appropriately corrected or
mitigated the vulnerabilities. Additionally, we reviewed the Rules of Engagement
for the agreed upon mission parameters, including network boundaries, halting
conditions, reconnaissance objectlves exploitation objectives, mission specific
requirements, and 1ep0111ng

Developed a test plan to assess the findings in the reports; developed testing
procedures in oonjunotlon with the Technical Assessment Directorate (TAD) to
validate if the assesseél organizations propetly mitigated the findings identified by
the Red Team. ‘

Interviewed the assessed organizations to verify that they corrected or mitigated,
tracked, and reported physwal and network security findings.

We inquired if the assessed organizations were aware of the requirements of
FISMA and OMB to create a POA&M and report all security weaknesses. We

- verifiedif the assessed organizations propetly repofted security weaknesses

identified as required by FISMA and local service regulations AR 25-1,

AFI 33-200, and AFI ;33 -210. Additionally, we requested the POA&Ms to
determine if the assessed organizations corrected or mitigated and tracked the
vulnerabilities found by the Red Team.

Tested the vulnerabilities with the assessed o1gamzatlons and determined whether
they had 1mp1emented proper mitigation actions. This included a walkthrough of
physical security plocedures as well as verification of network vulnerability
mitigation. ,

(UyRed Team C&A i>rocess Review

(U) We reviewed the Red Teafm’s Certification and Accreditation packages and
assessment process to determine the effectiveness of their evaluation and sconng metrics.
We assessed whether the Certlﬁcatlon and Accreditation process effectively reviews the
Red Teams’ qualifications and expertise to conduct operations. Specifically, we:

Interviewed Red Team members at the following locations: NSA, Army,

Air Force, Navy, and Marine Corps to determine the requirements for obta1mng
Certification and Accreditaion for becoming a Red Team.

Obtained, reviewed, and analyzed the C&A packages of each Red Team (NSA,
Armuy, Air Force, and Navy). C&A packages included: The Certification Letter

|
]

#(U) Air Force Red Team did not p;roduce areport.

|
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(U) including NSA’s recommendation for Accreditation, Evaluator’s Scoring
Metrics, SOPs, and USSTRATCOM’s Accreditation Letter.

o Evaluated the C&A Packages from each of the Red Teams using the evaluation
criteria in NSA’s Draft “Evaluator Handbook for Red Team Certification and
Accreditation,” June 17 2010.

o Interviewed USSTRAT COM and NSA personnel regarding their role in the C&A
process.

e Requested and rev1ewed supporting documentation such as Red Team SOPs,

Red Team missions, or Red Team guidance to determine how each Red Team
functions. ~

yUse of Computér-Prmessed Data
(U)y We did not rely on comp@ter-processed data to perform this audit.

(UyUse of Technical Assistance
(U) The DoD OIG Quantitative Methods Directorate (QMD) assisted with the audit.
Based on QMD’s recommendation the audit team used a non-statistical sample to select
seven Red Team assessments, performed from July 2010 through June 2011 by the NSA
Red Team, Army Red Team, Air Force Red Team, and Navy Red Team for audit review.
In addmon, QMD provided mstructlons for contIol testing sampling. We useda

(U) TAD also assisted with the audit, using their expertise in verifying whether the
assessed organizations appropnately corrected or mitigated network-specific
vulnerabilities identified by the Red Teams.

(U) Specifically, the audit teafm along with TAD:

e Reviewed the NSA & Service Components’ assessment reports and other related ,
documents. ’

e Developed a test plan, based onNSA & Service Components’ recommendations.

o Requested the assessed organizations’ personnel for the demonstration of controls
based on TAD test plé,n.

() Prior Coverage
{(U) No prior coverage has been conducted on the subject during the last 5 years.
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v Appendix B. iE?Supplemental

Background Information
#eues There are five Red Teams in the DoD that have been certified and accredited as
of August 5, 2011. The table below provides an overview of the accredited Red Teams
and identifies the following: the accredited Red Teams, their mission, and their

headquarters location.

(U) List df Accredited Red Teams With Mission

| Accredited Red Teams

| l
i
H

Red Team Mission

Headquarters

[National Security Agency
Red Team

The NSA Red Team performs assessments on |

the DoD, other Federal Government agencies,
and Intelligence Community, as well as
COLOM exercises with the other DoD Red
Teams.

Fort Meade, Maryland

Amy Red Team —1%
Information Operations
Command

|

The Red Team conducts full spectrum
information warfare assessments as an
indépendent opposing force. They use both
active and passive capabilities to expose and
exp!oit information operations vulnerabilities
of friendly forces to improve the security
posiure and readiness of DoD components.

Fort Belvoir, Virginia

Navy Red Team — Navy .
il Information Operations
Command:

The Red Team mission is to fulfill

reqlziirements in support of Naval forces afloat
and ashore, as well as support all COCOM

operations and exercises,

Naval Station Norfolk,
Virginia

" Air Force Red Teamn — 57
ATG '

The Red Team mission is to train USAF joint

and allied personnel by replicating current and |
emerging threats as a professional information |
opposing force.

| 57" IAS —Nellis Air Force

Base, Nevada &
177" 1AS — McConnell
Air Force Base, Kansas

Marine Corps Red Team —
Marine Corps Information
Assurance Red Team

The Red Team mission is to demonstrate the
effects of a network compromise so Marine
Corps leadership better understands the
significance of information security and

assyrance programs.

i
h

| Quantico Marine Corps Base,
| Virginia

4 (U) Combatant commands involvéd in FY11 Director, Operational Test and Evaluation exercises- Africa
Command, Central Command, Eur¢pean Command, Joint Forces Command, Northern Command, Pacific
Command, Southern Command, Specnal Operations Command, Strategic Command, and Transportation

Command.

H
H
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OSD/IS: (b)(1). Sec. L4(a), 1.3(c). 1.4(x)

(U) The Director, Operational Test and Evaluation combines the results of all the
combatant command exercises and reports them to Congress annually.

SDUIS. (b)(1), Sec. 1.3a), 1.3, L4(y)

HSDIS: (by(i1, Sec. LAk L) L)

OSDS. (b)(1). Sec. 4G, 14(e). 1-4g)

3 (U) White Team - acts as the judgﬁes, enforces the rules of the exercise, observes the exercise, scores
teatns, resolves any problems that rhay arise, handles all requests for information or questions, and ensures
that the competition runs fairly and does not cause operational problems for the defender’s mission

SBERBEHIOESRN
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) Appendlx C. Federal and DoD Guidance

(U) We used the following glhdance throughout the audit.

Uy OMB Guidance

(U) OMB Memorandum M- lr,l -33, “FY 2011 Reporting Instructions for the Federal
Information Security Management Act and Agency Privacy Management,”

September 14, 2011, provides instructions for agency’s FY 2011 reporting requirernents
under the Federal Infonnaﬁon Security Management Act of 2002 (FISMA) Cl" itle II1,
Pub. L. No. 107-347). The goal for Federal information security in FY 2011 is to bulld a
defensible Federal enterprise that enables agencies to harness technological innovation,
while protecting agency information and information systems.

(U) OMB Memorandum M-10-15, “FY 2010 Reporting Instructions for the Federal
Information Security Management Act and Agency Privacy Management,”

April 21, 2010, instructs agencies to be able to contimiously monitor security-related
information from across the enterprise in a manageable and actionable way to meet the
reporting requirements for FI;fSMA.

(U) OMB Memorandum M-0§4-25, “FY 2004 Reporting Instructions‘for the Federal
Information Security Management Act,” August 23, 2004, provides updated instructions
for agency reporting under the FISMA Act of 2002.

) FISMA of 2002 |

(UJ) Public Law 107-347, “E- Govemment Act 0f 2002,” Title III, “Federal Information
Security Management Act of! 2002 ” December 17,2002, prov1des a comprehensive
framework for ensuring the effeotlveness of information security controls over
information resources that sui)port Federal operations and assets.

Uy Committee on Natlonal Security Systems

(U) Committee on National Secunty Systems Instruction 4009, “National Information
Assurance (IA) Glossary,” Aprll 26,2010,is a glossary that is for individuals that collect,
generate, process, store, d1sp1ay, transmit, or receive classified or sensitive information or
that operate, use, or connect to National Security Systems.

Uy CJCS Gmdance
(U) CICS Instruction 6510.0 IE “Information Assurance (IA) and Computer Network
Defense (CND),” August 12,2008, provides joint policy and guidance for Information
Assurance and CND opemhons The Instruction provides Joint Staff, COCOMs,
Services, Defense agencies, DoD field activities IA and CND responsibilities for Red
Team operations, vulnerabﬂlty and incident response assessment coordination.

(UJ) CJICS Instruction 6510.0 IF, “Information Assurance (IA) and Support to Computer
Network Defense (CND),” Fe:bruary 9, 2011, provides joint policy and responsibilities
for Information Assurance and support to CND. The Instruction provides Joint Staff,

|
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() COCOMs, Services, Defé,nse agencies, DoD field activities, and Joint Activities
responsibilities for Cyber Security Inspection Program.

()SDJS. STRATCOMN: (b)(}), Sec. 1.4(a); 1.9(c), 1.4(g)

Uy DoD Guidance |

(U) DoD Directive 8500.01E, “Information Assurance (IA),” certified current as of April
23, 2007, establishes policy and assigns responsibilities to achieve DoD information
assurance (IA). Spe01ﬁcally, DoDD 8500.01E directs organizations to track and mitigate
vulnerabilities.

(U) DoD Instruction 8500.2, q*‘Informa'ﬁon Assurance (IA) Implementation,”

February 6, 2003, 1mplements the policies ouflined in DoDD 8500.01E by implementing
policy, assigning responsibilities, and prescribing procedures for applying integrated,
layered protection of the DoD) information systems and networks. This document lists
the subject area, control number, and a brief explanation of each mission assurance.
category controls for 1ntegr1ty and availability. The following subject area controls are
defined by the DoD I 8500.2, are as follows: Security Design and Configuration,
Identification and Authenﬁcaﬁon, Enclave and Computing Environment, Enclave
Boundary Defense, Physical and Environmental, Personnel, Continuity, Vulnerabilities
and Incident Management.

@ewey DoD Directive 0-8530.1, “Computer Network Defense (CND),”

January 8, 2001, establishes computer network defense policy, and responsibilities
necessary to provide the essential structure and support to the Commanders
USSTRATCOM for computer network defense within DoD information systems and
computer networks.

@3 DoD Instruction O- 8530 2, “Support to Computer Network Defense (CND),”
March 9, 2001, Implements pohcy, assigns responsibilities, and prescribes procedures
necessary to prov1de the essential structure and support to the U.S. Space Command for
CND within DoD mformatlon systems and computer networks. This Instruction also

, prov1des for Information Assurance Red Team notification, reporting and coordination to
insure deconfliction of Red Team and CND activities. U.S. Space Command has been
disestablished; their responsﬂbiliﬁes were assigned to USSTRATCOM.

(U) DoD Directive 8570.01, “Informatlon Assurance Training, Certification, and
Workforce Management,” cemﬁed current as of April 23, 2007, establishes policy and
assigns responsibilities for DoD information assurance training, certification and
workforce management. The Directive provides the Director, National Security Agency,
direction and control of the Under Secretary of Defense for Intelligence to implement, in
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(U) coordination with the Asgistant Secretary ot Defense for Networks and Information
Integration/DoD Chief Information Officer (ASD (NII)/DoD CIO) and DoD
Components, as appropriate a certification program for Red Teams and Vulnerability
Assessment Teams. ASD (NII) has been disestablished and their responsibilities
transterred to the DoD CIO. |

u) Army Regulations
(U) AR 25-1, “Army Knowledge Management and Information Technology,”
December 4, 2008, states Artny should comply with FISMA.

(U) AR 380-53, “Communication Security Monitoring,” December 23, 2011, sets forth
policies, responsibilities, and procedures for conducting communications security
monitoring, information operations Red Team activities, and Computer Defense
Association Program activities within the Army and in support of Joint and combined
operations and activities. Specifically, it states that Red Team findings are reportable
only to the unit requesting the assessment. The requesting unit must authorize
distribution of the Red Team vulnerablhty assessment report to parties other than the
requesting unit.

(U) Army Best Business Prac{tice 09-EC-M-0010, “Wireless Security Standards,” version
3.0, January 2, 2009, requireébloadcast option for the Extended Service Set Identifier or
Service Set Identlﬁer which is used in determining the authorized group of mobile
radios, to be turned off at the ereless Access Point.

) Air Force Instructlons

(U) AFI 33-200, “Information Assurance (IA) Management,” October 15, 2010, requires
the Secretary of the Air Force, Network Services Directorate to provide detailed
information on the FISMA réqmrements via the annual Air Force FISM A Reporting
Guidance. The Secretary of the Air Force, Network Services Directorate is required to
manage the anmual assessment of the Air Force Information Assurance Programs as
required by FISMA. This allOWs the Air Force Senior Information Assurance Officer to
answer the annual FISMA 1eport questions posed by OMB.

(U) AFI 33-210, “Air Force Cerification and Accreditation (C&A) Program (AFCAP),”
December 23, 2008, states that IAMs will conduct a review of all applicable IA controls
and perform Vahdatlon procedm es on those controls as identified in the annual FISMA
reportmg requirements. The Enterpnse Information Technology Data Repository is the
primary source for FISMA ddta reporting.
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v Glossary

(U ) Accreditation - Formal declalatlon by the Designated Applovmg/Accredmng
Authority that an 1nf01mat10n system is approved to operate in a particular security mode
using a prescribed set of safeguards at an acceptable level of risk.

(U) Basic Input/ Qutput Sysftem - The BIOS is a program built into personal computers
that starts the operating system when the user tumns the computer on. BIOS is part of the
hardware of the computer and is separate from the operating system.

(1)) Certification - Comprehensive evaluation of the technical and non-technical security
features of an information system and other safeguards, made in support of the
accreditation process, to establish the extent that a particular de51gn and implementation
meets a set of specified securlty requirements.

(U) Computer Network Defgnse - Actions taken to protect, monitor, analyze, detect,
and respond to unauthorized activity within DoD information systems and computer
networks. Note: The unauthorized activity may include disruption, denial, degradation,
destruction, exploitation, or access to computer networks, information systems or their
contents, or theft of information. CND protection activity employs information assurance
protection activity and includes deliberate actions taken to modify an assurance
configuration or condition in response to a CND alert or threat information. Monitoring,
analysis, and detection activities, including trend and pattern analysis, are performed by
multiple disciplines within the Department of Defense, for example, network operations,
CND Services, intelligence, qountenntelhgenoe and law enforcement. CND response
caninclude recommendationé or actions by network operations (including information
assurance) restoration priorities, law enforcement, military forces and other

U.S. Government agencies. |

(U) Cybersecurity - The ab111ty to protect or defend the use of cyberspace from cybe1
attacks.

(U) Cyberspace - A global domain within the information environment consisting of the
interdependent network of information systems infrastructures including the Internet,
telecommunications networks compute1 systems, and embedded processors and
controllers.

(U) Intrusion Detection System - Hardware or software products that gather and analyze
information from various areas within a computer or a network to identify possible
security breaches, which include both intrusions (attacks from outside the organizations)
and misuse (attacks from with the organizations).

(U) Red Team - An mdependent threat based activity aimed at readiness improvements
through simulation of an opposing force. Red teaming activity includes becoming
knowledgeable of a target system matching an adversary's approach, gathering
appropriate tools to attack the system, training, launching an attack, then working with
system owners to demons‘mat@ vulnerabilities and suggest countermeasures.
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(U) Spillage - Security 1n01dent that results in the transfer of classified or Controlled
Unclassified Information onto an information system not aceredited (for example
authorized) for the appropriate security level.

(U) Spoofing - 1. Faking the eending address of a transmission to gain illegal entry into a
secure system. 2. The dehbe1ate inducement of a user or resource to take incorrect
action.

(U) Strike Group - A Strike Group (officially called a Carrier Strike Group but referred
to by the Navy as a Strike Group) is a group of U.S. Navy ships typically comprised of an
aircraft carrier, guided missile cruiser, two guided missile destroyers, attack submarine,
and a combmed ammunition, ;01ler and supply ship.

(U) Vulnerability Assessment - Systematic examination of an information system or
product to determine the adequacy of security measures, identify security deficiencies,
provide data from which to predict the effectiveness of proposed security measures, and
confirm the adequacy of such measures after implementation.

(U)War Games - A simulaﬁéon, by whatever means, of a military operation involving
two or more opposing forces, using rules, data, and procedures designed to depict an
actual or assumed real-world isituaﬁon

(U) Whitelist - A filter used to limit interactions to trusted sources. The filter is set to
access only trusted sites Whlle blocking all others.

(J) White Team - Act as the Judges enforces the rules of the exercise, observes the
exercise, scores teams, 1esolves any problems that may arise, handles all requests for
mtonnatlon or questions, and ensures that the competition runs fairly and does not cause
operational problems for the defendel s mission. The White Team helps to establish the
rules of engagement, the metrics for assessing results and the procedures for providing
operational security for the engagement The White Team normally has responsibility for
deriving lessons-learned, conductmg the post engagement assessment, and promulgatmg
results. |
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Department of the Army C

BREREAAOERRM:

omments

DAMI-CDS

MEMORANDUM THRU ASSISTANT
PENTAGON, WASHINGTON/DC 20
FOR DEPUTY INSPECTOR GENER/
AND SUPPORT, 4300 MARK CENTE

SUBJECT: DoDIG Draft Report for G
Processes Can Improve Red Tearns

1, Reference memorandum, DoDIG,
Comment - Better Repoiting and Cood
Effectiveness

2. The Office of the Deputy Chief of &
and concurs with the DoD Ihspector ¢
not limit digtribution of Red Teamn rep
distribute Red Team reporis {o the ap
CJGCSI 6610.01F.

¥
DEPARTMENT OF THE ARMY
OFFICE OF THE DEPUTY CHIEF OF STAFF, G:2
1000 ARMY PENTAGON
WASHINGTON, DC 203101000

31 0CT 2w

/‘2% wh Ve
DEPUTY CHIEF OF STAFF, G-2, 1000 ARMY
310-1566

AL FOR AUDITING, READINESS, OPERATIONS
R DRIVE, ALEXANDRIA, VA 22350-1600

omment - Belter Reparting and Coordination
E ffectiveness.

28 Sep 12, subject: DoDIG Draft Report for
rdination Processes Can Improve Red Teams

staff (ODCS), G-2 reviewed recommendation A.1
Seneral’s recommendation fo revise AR 380-53 to
bris to only the assessed organizations, but
prapriate DoD components in accordance with

3. In order ta comply, the ODCS, G-2 (Technical Security Branch) provided
notification to the Army Publishing Difectorate (APD) of the requested change. APD
is currently working to publish an adniinistrative revision to incomarate the policy
change to reflact the requirements of CJCSI 6510.01F.

4. The ODCS, G-2 point of contact is I
[

202

GERRY/B. TURNBOW
Director, Caunterintelligence, Human
Intefligence, Disclosure & Security
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SECREENCTFERM:

.

U.S. Strategic Command Comments .
‘ Final Report
| Reference
DEPARTMENT OF DEFENSE
UNITED STATES STRATEGIC COMMAND
Reply To: NOV 0 £ 2012
USSTRATCOVEG
901 SACBLYD STHEZRY
OFFUTT ATD NE 68113-6660
MEMORANDUM.FOR THE OFFICE OF THIE INSPECTOR GENERAL. DEYARTMENT OF
DEFENSE '

Subject: (Li) LISK TRATCOM Response to Dol 026 Projoet No, D20T1-DYEDLL 0242000

I, (U Referoness:

a0 (U DelG Profeet Mo 10T DODOEC D247 000, Betdr Keporving and Cerlification
Processes Con Tpeove Reid Taams ™ Affectivenass, 28 September 2012,

b AL} USSI‘R)\'J'C.’OM Exeente Onder: Hncorperare Reallstiv-Cyberspece Condltions imo
Mzg‘or,i)olj Byiveises (SIRKL LISA, FYEY), 28 March 2011,

2. (U) fu accordance with relerense &, the USSTRATCOM Cyber Red Teaw. Acciediting
Authority provides the following response:

u. &t Dol) OIG Recommoendution; Werecommend the Comuender, L8, Strulgic
Commend, develop a standard ieporforma) for Red Teams ti acso:dace with e Chisitinanal’
thedoint Chicls of Staff Instraction 6510031, “Informatian Assurance and Suppost to Compniter
Werwork Defease,” ¢ Febrary 2011,

(CYLESTRATCOM Responge; Comiter, Tinited Stites Cyher Cammind
{CDRUSCYRERCOM) taskaid in parngnghi 3.0 10 ol reference b with developmenl of 4
epoting teol to capture lessons ‘earned, inchuing ¢fizctive responses ko Red Team
cminiatizg uadatcs amially i the Gloeba Cyber-Synchironization Conference, or
nily, us needed. and sheving lessons lesrned trom Red *lcam eperations witk,
Compuler Nehvork Delense Service Providers, and
Dirgelar, Onerational Test-& Eyaluation in drderda rprove gioal eyber delerses.
Addivonally, USSIRATCOMASCYBERCOM wilt work with the National Security Agency
{NSAYCyvher Rl Feam o d velop/d:sseminate a standard repor, formal,

¥
;

Classiticc Dy: [ 55" kAT COM/:
Reason: Ld{n)
Declussi v on: Sietviemaimiiit
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b, g Dol QUG Recommendutivs
and the Dizector, NSA/Central Securizy Se

(J) iU Listablish  process in aceord

Networ Deferise (CNDI0 March 20014

] Y

2 Wargsammigngd the Comminnder, LSFRATCOM,
vics, covdinate 1

ance Dol f (Y Ny

Febriary. 200 1, foriths Cerhifiian Bogrd
mission functions and activities.

{29 4L Implemen Ceriliciatior. and
cualiZication, training. ard.cerfifications in
Directive (Do) 84 20.01. “Infomation 7
Munagement,” 23 Apnil 2007,

{3113 Reaflirm lollowing procedy:

Feuns inaoeorduree with e NSA, “Lval

- Aceredunton ™17 ane 26070, and develop
procedures to be tomally doctmenicd prd

(4) 410) Duby Q16 Recomaiendativn
Apgressor Scudron (AR and the 177:051
Accreditation, ‘

(3) {U) Review tho validity ol the R

o evaliiate: Red Voo ool iNtations (o perform the'r

Acerediation procedures tedncorperie Red Team
she Centificivion decision 08 required by Do)
ssvranee Trainicg, Uertifcation, and Watkforee

)

o5 tora guoram to be presenrbefore centifying Red
wlor Mandbock: To-Red Teany ConliDuatioi nnd
procedures forany dsviaticns frobythe established
approyeds

{Review and evulupte he 57U bosueaudion
AS ay separaie Red ‘Teams for Cettification and

T ear Abgretiuriin letler given wne 57t

{UJ USSTRATCOM Response
otthe Joint Chicls of Stat? Manaal ©510.
Certificatinn oomd Acerediiation (C6A;,
evaluation wams consist of’2: least 5iv me

tincludes the requirement that tae Cyber Red Team

‘The NRA Hundbook isrboingA repluped with Chadninur,

cDeparbivent o Defense 100 Cyber Bed Temin

abers and that any deviations from the requirements of
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m.. % gER O LT 7

the Manual minst.be coordinated thraugh ﬂle, Certification Authonily und spproved by the
Acerediting Authority. This change is beihg ade to providean official DoD-level document.

for the C& A of DoD Cvher Red Teams.

ALY USSTRATCOM Responise Lo (4) uhd {5): - USSTRATCOM/USCYBERCOM will work
with the NSA Red Tean (6 schedale i’ m@wm eviliition aL1EE 1777148, USSTRATCOM will
pravide updaied accreditation letters for e 37 A TCGrand 177% TAR, ax appropriste, bused on the

outeome of (he vvaluations.

3. (1) Plensedirect any questions 1o our |
USCYRERCOMITI, COMM:

. NIPR E-mail;

o LTl
KERRY F, KELLEY
SIS, DAF

Director, C4 Systens
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UNITED STAT

Reply J'o;
USSTRATCOMIGT

9] SACRI.VDSTE 2317
OFFUTUAF NE 6813 6001

MEMORANDCM FOR THE OFFICE OF T
DETENSE

Subject: USSTRAT COM Respense to-Dab

1 Refervncesy;

a. Bal) 10 Praject Nos D20 110004
Cait iprove Red Leams' Effeciiveness, 28:S)

b, USSTRATCOM Rasponse to Dol (1

2C12.

2, USSTRATCOM mgmrees wilh the Deb O1
USSTRATCOM as ideauified in reference s,

3. Ponasdinact any questions o my POC

DEPARTMENT OF DEFENSE

FS STRATEGIC COMMAND

NOV ¢ 7 2012

HE INSPECTOR GENERAL. DEPARTMENT OF

QIG Project No, D281 1-DH0CLL(242.606

PR, Budivr Repwertivgg ased Certification Procesyes
cptember 2012,

i Prajeer No. D2011-DGI0LC-6242.000. 6 Noyember
3 recommenglaticns to the Cemay.der,
tems A2 and Claqe, and responded 1o Ia reference b,

USSTRATCOM/J

674. comni: [

Cille—

CHARLES L NICHOLSON
{IS-13, DAKC
Chict, Cykersceurity Assusance Division
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SLEERIERS LSRR

Natidnal Security Agency/Central Security Final Report
Service Comments : Reference

UNCLASSIFIED/ESR-SRR el E-aRey

NATIONAL. SECURITY AGENCY
CENTRAL SECURITY SERVI|CE
FORT GEQRGE 6. MEADE, MARYLAND 20755~8000

31 October 2012

MEMORANDUM FOR ASSISTANT INSPECTOR GENERAL FOR READINESS,
OPERATIONS, AND SUPPORT |

SUBJECT: DoD Audit of the Red Tearé (Project No, D2011-D000LC-6242.000) -
INFORMATION MEMORANDUM

Thank you for the opportunity to review and comment on the draft report “Better
Reporting and Certification Processes Can Improve Red Teams® Effectiveness.” NSA/CSS has
reviewed the recommendations for the N SA/CSS Red Team listed in the recommendations table
and provides comments via the enclosed

Y
Director, NSA/Chief, CSS

Ench
o/s

Declassify upon removal of enclosure.

UNCLASSIFIED/ F@ RS Rp e useaRes
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UNCLASSIFIED/(R@R-G PRI QY

(U) Comment Matrix

(U) 2012-10614: DoD Audit of the Red Team
“Better Reporting and Certification Processes Can Improve Red Teams’
: Effectiveness

i

UNCLASSIFIE

D/ RQ R EELG ill S i Qilh
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UNCLASSIFIED// ESR-GR RIS bSirbii

Report Recommendations

A3,

# | Section | Paragrsph POC: ° | NSA Red Team Comments
w/ Page .
ol e | : K|
1. | Page 12 | Paral,

0z (0) Disagree; QTSI 6316.01F Section B8
delineates the r¢
NSA (DIRNSA

Chief NSA Team is provids

Red Tean, providing an assessment of the Dob entities®
| systems at the request of those entities). This
section does noj direct DIRNSA to provide NSA
Red Team repofts to the specified distribution.
NSA Rather, the CICS1(Section C.6(D)) directs the

OGCAA&CS, | assessed entity {o provide 1o the specified
distribution any: red team reports on the entity’s
system, which ay inelude those generated by
the NSA Red Team on behalf of the entity.

only those NSA
with NSA Red
systems. (Sectid

provide to the s
Team reports of
NSA has been

Currently, DIRKISA, as the head of a DoD
Component, is espongible under the CICSI for
directly providipg to the specified distribution

NSA recognized that enabling it to directly

1sponsibilities of the Director,
V/Chief, CSS when NSA Red
ng support 16 DoD) entities (e.8.,

Red Team reports associated
Team assessments of NSA
n C.6(i))

pecified distribution NSA Red
assessed DoD systems (when
d 16 do those

to the pi

on behalf of other DoD entities) would add rigor

of DoD 1S, However, currcotly

there is no expri
for DIRNSA to

tss direction in DoD regulations
do this.

UNCLASSIFIX

D/ ES RS RSl U i-S N
2
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UNCLASSIFIE D/ EE RS Me RSN
# | Section | Paragraph POC: NSA Red Téam Comments Report Recommendationy
wi Page
#Line#
As such, NSA telieves the recommendation
should be rechafacterized, as indicated in the next
column,
2. | Page23- {B} U/ EaEd (U) Agree; h | $6¢ ded wording | (U, RB.1 We recominiend that the
24 in this and nextcolumn. Dob Components may
anly develop such policy for the systems for
Chief NSA | which they havé responsibility. R dati
Red Team, should be re-warded to clarify this, See
recommended wording in next column,
3. Page2d B2 Y [U)) Agrée; howgver, sce suggested wording for /i) B.2 We recommend that the
clarification in the next column.
Chief NSA
Red Team,
4 {Page20 [Pamal. 7 (U Agree, Wilkwork with U.S, Strategie C.1, We recommend that the
Cla Command in FY13 to address the issue and
identify & way forward,
Chief NSA
Red Team,
UNCLASSIFIED/ (B R@ER GBS0
3
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Recommendation C.1




UNCLASSIFIED/BSR-SPRISHA=BBEBMNIsN

# | Section |Paragraph POC: NSA Red Team Comments
v/ Page
HLine
5 | Page29 |[Parat, L (U) Agree; howgver, this will take time to | (U/aeevme b, BEGTE]
C.\.h, develop and defiver duc to the unique skill sets of
each Red T d the current demand signal
Chief NSA | which streichesius beyond capacity,
Red Team,
6.} Page29 |Pamal, Jeaka | (U)Agree. NSA Red Team will adhere to [ BANS AL (0)(3)
Cle. quorum requireent.
Chief NSA
Red Team,
7 [Pege 30 |Paral, JBE5E) | (V) Agrce. Wil detorming & new cvaluation date | (U7 4 INASIIE)
C.ld once the Certifigation & Accreditation
qualification fof Red Teams is revised,
Chief NSA
Red Team,
8, | Page?9 |Paral, WD) (U) Agree, Theletter should be revised if’
Cle. needed, and wrilten to the Element of the onsite
evaluation,
Chief NSA
UNCLASSIFIED/ QRS RS bl bbbt
4
;
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UNCLASSIFIED//ESR-SF Ik e lid B Y
Section | Paragraph POC: NSA Red Teams Comments Report Recommendations
vil Page
#Line#
Red Team,
UNCLASSIFIED/ SRS S i
5
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SEEREFANOFORN:

U.S. Army Cyber Command/2nd Army Comments

UNITED STATES

REPLY.TO
ATTEMTION OF:

ARCC-CG

MEMORANDUM FOR Departmenl of §
Project Munager, Read
Drive, Alexandria, Virginia 22350-1500

SUBJECT: Command Keply to DoDIG
Processes Can Improve Red Teams' Effe
No. D2011-D000LC-0242,000)

1. Thank you for the opportunity 1o com

2. The U.S. Army Cyber Commaidi2™
report and submits the attached response

this constitutes the official Anny responge

3. My POC for this action is

DEPARTMENT OF THE ARMY

ARMY CYBER COMMANDIY® ARMY

8425 BEULAH STREEY
£Y B:;ELVO!R VA 23C80-5248

biov 12

cfinse Inspector General (DoDIG), ATTN: M.
ness, Operations, and Support, 4800 Mark Center

Draft Report — “Betier Reporting snd Certification
ctiveness” dated September 28 2012 (oD 1G Frojecr

nent oi the subject report,

Army (ARCYBHR) has reviewed the subjeet drafl
With respeet to Recommendations A.8a, and A.8b.,

N

Director, Office of Internn! Review, |

=y f

EL (,( K R '\,h
RHETT A, HERNANDEZ
Licutenant General, US Aty
Commainding
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DOD IG BRAFT REPORT

DATED DATED SEPTEMBER 28 2012

DOD IG PROJECT NO. D201 1-DOJILC-1242.800

YBETTER REPORTING AND CERTIFICATION PROCESSES CAN

IMPROVE RED

'EAMS' EFFECTIVENESS”

ARMY CYBER COMMVAND COMMENTS

TO TIE DOD

(U848 RECOMMENDATION Aé
Information Operations Command develop

[G RECONIMENDATHOINS

a: Dab IG recommends that the Commander, 15t
wocedures to validate that Red Teams distribute their

reports to the 1L.S, Strateyic. Command, Defense information Systems Agency, National Sceurity

Agency, Defense Threat Reduction Agency;

and Director, Operational Test and Evaluation in

aceordance with Chairman of the Joint Chidls of $tal) Instruction 63 10.01F, “Information Assurance

and Support 10 Computer Network Defonse

* February 9. 2011,

(U) ARMY RESPONSE: Concur with comments:

{(U) Comments; The Recommendations sh
Cyber Commandfznd Amy. Cemmanider,
recommendation,

(U/kgtish) RECOMMENDATION A6
Inlormation Operations Command develop
cantradict current Dob policies, standards,
(U) ARMY RESPONSE: Concur with co

(U) Comments: 'Yhe Recommendations st

yuld have been directed to the Commander, US Army
18 Army Cyber Command will implement the

b: Dol IG recommends thai the Commander, 15t
procedures to roview agreements to determine if they
and regulations,

ments.

suld have been directed to the Commander, US Army

Cyber Commandfand Army. Commander,31% Army Cyber Command will implement the

recommendation.

(U) INTERNAL CONTROLS: DoD IG
vulnerability assessment reporting. NSA, F
and the 1* 10 Command determined: it w
recommendations, some findings were not
Information Officer (C1O) was sufficient ir

dentificd inlerna) control weaknesses, specifically: "or
ezt Cyber Command and Navy 10% Fleet, the STV ATG,
e more clTicient to produce a generic template of
igniticant enough to report, and a bricfing to the Chiel
stead of a veport. Also, they agrocd 10 not release reports

1o DD Compunents without approval of the assessed organivation.”

{U) ARMY RESPONSE: Army acknowl

(U) Comments: The internal control issue;

dges the identified information.

5 identified will be remedicd through implementation of

yecommendations articulated in Recommendations A.6.a. and A.6.b.
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Recommendation
AbatoAda

Redirected and
Renumbered
Recommendation
Ab6btoA4db




;

(UiEagy FURTHER COMMENTS O THE REPORT AS A WHOLE: Regarding
Recommendation A.2.:: “We recommend that the Commander, U.S, Strategic Command, develop a
standard report formant Jor Red Teams in aceordance with the Chairman of the Joint (‘hmls ul Staft
Instruction 65 10.01F. “Information Assuranice and Support 1o C; Y ok )

v 9. 20117 Army notes U.S. Army Red Tewrns cinploy SRS

65

Final Report

Reference

—m




%

U.S. Fleet Cyber Commanél/U .S. Tenth Fleet Comments .
; Final Report

Reference

FORTSE RIS RSNt 886

DEPARTMENT OF THE NAVY

| COMMANDER
U.8, FLEET CYBER COMMAND
9800 SAVAGE ROAD, SUITE 6586
FORT GEORQE Q. MEADE, MD 20755-6588
&

I 3200
; Sex N3/795
13 Nov 12

From: Commander, U.S. Fleeé Cyber Command/U.S. TENTH Fleet
To: Department of Defense, Office of Inspector General

Subj: U.S. FLEET CYBER COMMAND/U.S. TENTH FLEET (FCC/C1OF)
COMMENTS REGARDING DRAFT DOD IG REPORT, “BETTER REPORTING
AND CERTIFICATION PROCESS CAN IMPROVE RED TEAMS’
EFFECTIVENESS (PROJECT NO. D2011-DO0OLC-0242.000)

Ref: (a) DoD Draft IG Report of 28 Sep 12

1, The following responds to recommendatione from the draft
Department of Defense (DoD), Office of Inspector General (IG)
report, reference (a): Better Reporting and Certification
Procesges Can Improve Red Téams' Effectiveness (Project No.
D2011-DOOLC-0242.000) dated; 28 September 2012.

a. U.S. Strategic Command (USSTRATCOM) should develop a
standard reporting format that incorporates policies to ensure
Red Teams report all findings, (pg i).

Concur with recommendation, Specific comments:

H
(1) If combined with DoD 16’'e recommendation about
increased distribution of the reporte (below), a standardized
report format will allow different entities across DoD to
understand key information %rom each service Red Teams’
assegsment, and better enable clear and consistent reporting.

i

(2) Caveat: Report format should allow each service to
customize a portion due to unique configurations of assessed
networks. Infrastructure and configurations for naval entities
are vastly different than land baged
infraatruccure/configuratio?s.

Concur with recommendation,: Specific comments;
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Subj: U.S. FLEET CYBER COM@AND/U.S. TENTH FLEET (FCC/CLOF)
COMMENTS REGARDING DRAFT DOD IG REPORT, “BETTER REPORTING
AND CERTIFICATION PROCESS CAN IMPROVE RED TEAMS'
EFFECTIVENESS (PROJECT NO. D2011-D00OLC-0242.000)

{1) The current Certification and Accreditation (C&A)
process is heavily focused on the administrative aspects of a
Red Team, documenting qualifications, ensuring complete SOFs,
infrastructure protection. :The process needs to be expanded to
include the capability to assess the service Red Team's
operational preficiency andicapability to meet mission. This
should include periodic C&A team observations during Red Team
operations.

c¢. A4, We recommend that the Commander, U.S. Fleet Cyber
Command/U,S, TENTH Fleet; Establish procedures to verify Red
Team reports include recommendations that are specific to each
identified finding, (pg 12}

Concur with recommendation,  appropriate actions in progress.
Specific comments:
(1) It was noted th§ Navy Red Team (NRT) final report
did include some mitigation recommendations but did not addvess
all discovered vulnerabilities. NRT has already changed its
Final Reporting process to énsure ALL vulperabilities that NRT
discovers in an operation hgve a recommended mitigation.

{2) NRT's mitmgatioé recommendations are based on an
adversary’s viewpoint. Recommendations are from neither a
holistic nor complete cybergenterprise coordinated perspective.

(3) NRT is not tasked, structured nor resourced as a
vulnerability witigation oréanlzation. NRT’s primary function
is to create effects during exercises and operations.
Vulnerability mitigation efﬁort needs to be coordinated
throughout the cyber enterptxse (e.g. NCF, other TYCOMS, NCDOC,
SPAWAR, and other SYSCOMe} with NRT pos;tioned to provide
recommendations for mltlgation.

d. Develop procedures @o validate that Red Teams distribute
their reports to the USSTRATCOM, Defense Information Systems
Agency, NSA, Defense ThreatEReduction Agency, and Director,
Operational Test and Evaluation (DTO&E) in accordance with
Chairman of the Joint Chiefs of Staff Instruction 6510.01F,
“Information Assurance and $upport to Computer Network Defense,”
§ February 2011, (pg 12) :

R P PR R R O
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Subj: U.S. FLEET CYBER COMﬂAND/U.S. TENTH FLEET (FCC/C1OF)
COMMENTS REGARDING DRAFT DOD IG REPORT, “BETTER REPORTING
AND CERTIFICATION PROCESS CAN IMPROVE RED TEAMS'
EFFECTIVENESS (PROJELT NO. D2011-D0GOLC-0242.000)

Concur with recoumendation to increase distribution for joint
tasked Red Team activities Vvia DTO&E as appropriate. For
service tasked activities, distribution should be controlled at
the service level, Specifi¢ comments:

(L) NRT does reports to the command requesting support
(e.g. CSFTL, CSFTP, C3F, ete) and to FCC/C10F for assessments.

(2) PCC/CLOF is the! interface point with the HHQs,
SYSCOMa, TYCOMs, and program managers r addressing identified
issues as appropriate and reéquired,

J. J. KINDER
y direction
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Joint Forces Headquarters

SEERFFHNSTFORN:

Kansas Comments

DEPARTMENTS:OF THE ARMY AND THE AIR FORCE

JOINT ¥

NGKS-IMZ

MEMORANDUM FOR Dob Office of Inspecio

RCES HEADQUARTERS KANSAS

2800 SAUTIIWEST TOPEKA BOULEVARD

TOPEKAL KS 66611-1287

03 November, 2012

v Generat

FROM: Kansas Chief Information Officer/Director of Information Technology

SUBJECT: Management Comments Re: Dol)

1. Invesy to R

G Project Number D201 1-DOQOLC-0242.000

dations B.} and B.4 presented in the above referenced project, the Kansas JFHQ

Directorate of Intoymation Technology offers the following:

A. Concur. Referenced Esker Licensg Control Software supported legacy hardware that is no longer in

use. Since the DoD OIG visit, alf
scans,

Concur, Referenced SIPRNET-re
shouid be noted that these docume;

B

Their removal, however, is prudent

nstunces of this soflware have been removed as verified by network

ated documents no, Jongee reside on the shared network drive. It

its were not classified and their presence violated no regulation.

in terms of averall risk managemegt
C. Concui. ﬁtale |ias li\l‘ui;icd eiliii architecture from Cisco Leve! 7 \W

D. Non-concur. A goal of monitoring
organization is untenable, Due dil

information posted on the internet by.all employees of the
gence is currently exercised through an agency-published social

media Standard Operating Proceddre. Public Web content is a Public Affairs finction. The agency

Public Affairs Office approves cot
PAD also subscribes to services th
ure posted.

£, Nop-concur, Kansas systems exis
internet traflic is routed through Ni
access to unauthorized sites, This

2. The Directorate nlso feels obligated to menti¢
prosented to JFHQ Kansas prior 1o their arrival.
the focus and that the O1G was visiting Kansas
to help the O1G develop checklists for future ag
JFHQ Kansas visit was not a suftable candidate
Red Team. {t was an in-state, unit-to-unit reque
recommendations were understood to be inform
Directorate and the Red Team Chief.

3. Questions may be addressed to the below.

CH
Col
Ch

i

tent for all official web pages and official soclal media sites, The

atalert them when keywordy concering the Kansas National Guard

as a tenant on the National Guard Bureau (NGB) domain. All

(B routers and firewalls. NGB malntains a web cache that controls
racommendation s not a state-level issue,

bn that the purpose of this DoD OIG visit was not accurately

The Directorate was led to believe that the Dold Red Teams were

o capture. our level of satisfaction.with the product we received and

wal evaluations. In addition, and In hindsight, the Red Teant's
for this O1G evaluation. This was not an assigned mission for the
5 for & vulnerability “quick-look™; the siuctire, findings and

W

RIS A, STRATMANN
, NGKS
el Information Officer/Director of Information Management

. completed on a time-avaitable basis and to be shared between the
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SECREFNSFORN

Biometrics Identity Managément Agency Comments

DAPM-ZB

FECHEVIRGPORR

DEPARTMENT OF THE ARMY
OFFICE OF

YHE PROVOST MARSHAL GENERAL
2600 ARMY PENTAGON

WASHINGTON DC 20310-2800

NV 5 e

MEMORANDUM FOR DEPARTMENT OF DEFENSE INSPECTOR GENERAL, 4800
MARK CENTER DRIVE, ALEXANDRIA, VA 22350-1500

SUBJECT: DODIG Draft Audit Report - Better Reporting and Certification Processes Can
Improve Red Teams' Effactiveness (11L.C-0242)

1. Referenca Depanment of Defense Inspactor General (DoDIG) Report 11L.G-0242,

28 Sep 12, SAB,

2, Thank you for the opportunity to review and respond to subject draft report. The
Office of the Provost Marsha! General, Biometrics Identity Management Agancy (BIMA)
concurs with the report with exception to paragraph 2, page 23. Responses to the
recommendations addressed to BIMA in addition to comments on internal control

weaknesses are enclosed,

]

3. My point of contactis

Encl
as

RK s‘yﬁﬁ

olonel, MP
Deputy Provost Marshal General
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DODIG Draft Report
Better Reporting and Certification Processes Can Improve fled Teams' Effectiveness
(11L.C-0242)

OSDAS ((HSec: ()7 1 A(0) 1. A(w)

71

Final Report
Reference



Final Report
Reference
BESREFHEFORN
DODIG Draft Report
Better Reporting and Centification Processes Can Improve Red Teams' Effectiveness
(11LC-0242)
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SEEREEDLLGRM:

- Program Executive Office, Enterprise Information Systems'
Comments

DEPARTM OF THE ARMY
OFFICE OF THE PROGRAM EXECUTIVE OFFICER
ENTERFRIZE INFORMATION SYSTEMS

{PEQ EIS)
50 HALL HOAD
FORT BELVOIR, VIRGINIA 22060-5526

iod

REALY 1O
ATTENTION OF

SFAE-PS NOY 13 2012

MEMORANDUM FOR Inspector Goneral Department of Detense, 4800 Mark Center Drive,
Alexandria, Virginia 22350-1500 .

SUBIECT: Security Review of Draft Audi} Report, “Better. Reporting and Certification
Processes Can Tmprove Red Teams® Bffectiveness,” Project No. 11201 1-D000LC-0242.000 daled
September 248, 2012,

1. Per the request dated Septembeor 28, 2012, PIIO EIS and PM Biometrics have reviowed the
Dhaft Audit Report, prepared & Plan of Actipn and Milestones (POA&M) per peragraph B.G and
submitted 0 requesting office via SIPRNet November 2, 2012 filename (U)*(S)IJoD ABIS
PenTost POAM(SECRET)Final.xlsx™, In siceordunce with parsgraph B.1, PEO EIS hus &
Certification and Accreditation Policy in pl§ce for reporting and resolving security weaknesses
utilizing the POA&M process. Also, to ensiro that this does not occur in the future, PEO RIS
Information Assuranee Propram Manager (JAPM) is now on distribution lists from the Regional
Computer Emergency Response Team CONUS for all persistent security tests and has been
negotiating future Red/Blue Team assessmants for PEO EIS systoms.

2. The POA&M was classified in accordunre with the draft reporl portion markings and no other
comments were ninde on the contents of thq report.

3, Mi Imint of contact for this action is _PI:‘,() ELS IAPM, R o 1011:

Final Report
Reference




Final Report
Reference

OSDISHMNSec 14 a) VA1 4(2)

[Recpcteto

W T




S7th Adversary Tactics Gr.

SEEREFSTORN
oup (ACC) Comments

NELLIS AIR F

MEMORANDULM FOR DEPAR TMENT QF DEFE)

DEPARTMENT OF T
STIH ADVERSARY TACTICS GROUP (ACC)

OF THE AIR FORCE

DRCE BASE. NEVADA

2] Qctober 2012
NSE INSPECTOR GENERAL

AT~ BRI rojcct Manager, Readiness, Operations, and Support

FROM: 37 ATG/C
SUBIJECT: 57 ATG/CC Response to DOD IG Repor

1. As arecap of your audit, the 4 action areas for 57

1 (Project No, D201 1-D000LC-0242,000)

ATG were:

a. Establish procedures verifying Red Tears reports include ajl identified findings.

b, Fawblish procedures veritying Red Teams create reponts tor all missions.

¢. Dovelop proeadures validating Red Tearg report distribution 1AW CICS] 6510.01F.
d. Develop procedures to identify contradidfions in Red Team SOPs and DO puidsine,

2. Answers/responses:

4 Weugresdebrisfing opeators on deviatipns trom specific desired leaming objectives is vital to

improvement, Aggressors provide feedbs
verba! debriefs, ang lessons learned.

b, We gre modifying Information Aggressor

réquiremeit 10 report mission tindings in

ATG! 10-2-1AS Vélume 3 — toformation;

ack in many ways: after acrion tepors, technical dehrivfs,

operating standards and will inchide new verblage on the
accordance with USSTRATCOM procedures. Ixpect this in
Aggressor Operations Standards.

¢ We are developing cross-check pracedur

®s to continually identify conlradictions batween Red Team

SOPs and DOD guidance, Expoct this i xp ATGL 10-2-1A8 Voluma 3 — Information Apiressor

Operations Standards.

3. Traiving versus Inspeedons. The Air Force ‘Red Tearn® mission has grown over time. Clur Informustion
Aggressor squadrons integrate with aggressors injthe air, :urf’dou-wwr. and space doinsing ¢reaing an
integrated, contested environment for training blye forees, It is important for aggressors not be viewed as

“inspectors.” There are times that non-attributio
realistic exercise environment 1o maximize traini
10 readiness, learning and improvement  apant fi
times when egeressors provide forees for 1G tean
with MAJCOM/IGs and reports are produced an

4. Aggressors conduet the hest poasible debricfs ma
its the appropriate format as evenls or missions d

may be ogreed upon for training to ensure we present a
ng effects and debriel focns paints. Training events are vital
om the formal inspection pracess. Similarly, there aro other
is 10 validate readiness posture. These events ate coordinated
disseminated through IG channels:

king blue forces better. We will continue providing feedback
fotate.

5, Please directany questions to my action ol’ﬁcer_ s7us00, «
[ o

IORU Col, USAF
(_ommn.ndcr

75

Final Report
Reference

Renumbered
Recommendations
Ab5.a,AS5b, AS.c and
AS5dtoAb.a Abb,
Ab.c, and A.6.d
respectively

Response 2.a
corresponds with
Recommendation
Abb

Response 2.b
corresponds with
Recommendations
Ab.aand Ab.c
Response 2.c
corresponds with
Recommendation
Ab.d




wvAnnex. Sources

@eiay) Source 1: Chairman of the Joint Chiefs of Staff Execute Order to Incorporate
Realistic Cyberspace Conditions into Major DoD Exercises (Document classified
SE-GRB#R-E-H-@-U-SH‘JH )

Declassify Ong 20360201
Date of Sourcg: February 11,2011

o) Source 2; 570 Advérsary Tactics Group Mobile Training Team Final Report,
Kirtland Air Force Base (Document classified SBOREFHAISEORIHR)

Declassify On; 20360707
Date of Source: 7 Jul 2011

@ele) Source 3; 57" Advexsary Tactics Gloup Joint Forces Headquarters Briefing
(Document classified SEERETF)

Declassify On; 20370107
Date of Source: 7 Jan 2012

#eue) Source 4. Cyber Deieme Assessment Team Activity Report for
USS George H.W. Bush Strike Group Joint Task Force Exercise 11-4 (Document
classified SESREFANSESRN)

Declassify On; 20360317
Date of Sourcg: 17 Mar 2011 -

@ee) Source 5. Cyber De%fense Assessment Team Activity Report for
USS Enterprise Strike Group Joint Task Force Exercise 11-2 (Document classified
SECREFAMOESRM) :

Declassify On; 20360106
Date of Source: 6 Jan2011

@Eele) Source 6: Biomehiés Identity Management Agency and Automated Biometric
Information System Red Vulnerablhty Assessment Report (Document classified
il bR b b B @

Declassify On! 20351025
Date of Source: 28 Nov 2010

bt Source 7:

B S e RS )
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Declassify On: 20360523
Date of Source: 23 May 2011
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