INSPECTOR GENERAL
DEPARTMENT OF DEFENSE

SYRACUSE POST OF DUTY
441 S. SALINA ST, STE 602
SYRACUSE, NY 13202-2400

(Investigations)

DEFENSE CRIMINAL INVESTIGATIVE SERVICE

REPORT OF INVESTIGATION
200701516W-25-JUL-2007-10SY-W1/E 20-NOVEMBER-2009

DISTRIBUTION
Headquarters, Investigative Operations Directorate
Northeast Field Office
Pittsburgh Resident Agency

C-1

CLASSIFICATION:
WARNING

FOR-OFFICIAL-USE-ONLY-

g-gocument is the property of the Department of Defense Inspector General and = 8
your agency. Conte of be dlsclosed to any. p dg nvestigatlon nor may this
document be distributed nuis : gagensywith ut the specific prior authorization of the
Peputy-imgpector General for Investigahms i




NARRATIVE

1. On July 11, 2007, the reporting agent received a lead referral from Special Agent 577 |
EEmme ™ IDCIS Mid-Atlantic Field Office regarding the Immigration and Customs

Enforcement (ICE) initiated Operation Flicker. Operation Flicker is a nationwide
investigation that has identified over 5,000 individuals that have subscribed to predicated
child pornography websites. SAPFENE — — kent a list of individuals in New York
State that are employed by the Department of Defense/U.S. Military, that have subscribed
to websites that contain child pornographic images or other material that exploit children
via the internet.

2. In April 2006, the ICE/Cyber Crimes Center/Child Exploitation Section (ICE/C3/CES)
initiated an investigation into a criminal organization operating a commercial child
pornography website known as “Home Collection.” The investigation has revealed that
the same organization is operating numerous commercial child pornography websites. In
addition, the organization utilizes various Pay Pal accounts to process the payments for
access to the member restricted areas of these websites. The investigation is being
worked jointly with ICE/C3/CES, ICE/RAC/Birmingham, the U.S. Postal Inspection
Service, the U.S. Department of Justice/Child Exploitation and Obscenity Section, and
the USAO for the Northern District of Alabama. ICE has designated this operation as
PROJECT FLICKER.

3. ICE/C3/CES has conducted over 60 undercover transactions at the advertising websites
associated with this investigation. The investigation has identified that a specific
criminal organization is operating approximately 18 different commercial child
pornography advertising websites which provide access to approximately 18 child
pornography member restricted websites.

4. Among the 5,000 names ICE identified under Project Flicker, several individuals used
their .mil e-mail address Fleet Post Office (FPO), or Army Post Office (APO) military
e advised the U.S. Attorney’s Office and ICE that the DCIS
will assist in 1dent1fy1ng any additional Department of Defense (DoD) affiliated
individuals and provide any investigative assistance.

5. SAonducted queried DoD databases to identify individuals that may be in

possession of child pornographic material or access, and has forwarded the results of his
queries to the respective DCIS office for consideration for possible DCIS case initiations.
SA [amme attached a spreadsheet for subjects of Operation Flicker in the state of
New York that have a DoD affiliation. One subject identified on the spreadsheet 1nc1udes
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8. The reporting agent contacted Special Agent®@®™@  ]ICE Alexandria Bay, NY
regarding Operation Flicker. SAP®®M lsbsequently forwarded the reporting agent a

spreadsheet that identifies all New York subjects of Operation Flicker, and pertinent
1nformat10n regarding subscriber information related to the child exploitation websites.
7Y |advised that he would be reviewing the list of subjects for possible
1nvest1gat10n The reporting agent advised that the DCIS would review the list, and
initiate an investigation of DoD related personnel in the Syracuse Post of Duty area of
responsibility. SAMPPY 1advised that another ICE agent would be assigned to specific
investigation, but he would assist in the computer forensics part of the cases.

9. Upon review of the spreadsheet sent by SAW the reporting agent determined that
made one payment utilizing PayPal to the restricted access websites. The
transactlon occurred on January 30, 2007 for $79.95. The “trans.Item Title” was either
listed as an invoice number: Invoice # 41041. (Agent Note: this is the subject line
identifier which indicates which member restricted site a specific customer purchased. In
the Project Flicker Overview report, it stated that in November 2006, the criminal
organization omitted the subject line identifiers, and began using Invoice numbers. The
ICE agent stated that the Pay Pal accounts still identify the specific member restricted
sites an individual purchased). The reporting agent will review the spreadsheet, and will
report the details under a separate Form 1.

OENENT |
11. SA (PO0N0E 1and SAPOCNE  |conducted a preliminary computer forensic review of two

desktop computers and one laptop computer. During the initial review of the computers,
the agents discovered numerous child pornographic materials on one of the computers
believed to be utilized by %% | The computer that contained the child
pornographic material was seized by SAP®®XE  Jand ICE will maintain custody of the
computer. The review/analysis of the computer will be conducted by Safter a
search warrant is issued by the U.S. District Court, Northern District of New York.
During the next reporting period, it is anticipated that the search warrant will be issued
for the complete examination of the seized computer.

12. The reporting agent and SA have been in contact with Assistant United States

Attorney (AUSA YOS _ Northern District of New York, Syracuse, NY for

consideration of criminal prosecution of 72P " lin violation of Certain Activities
Related to the Sexual Exploitation of Minors, Title 18 USC § 2252.

The interview report was written by SA(g




13. In February 2008, the reporting agent obtained a copy of ™™ Imilitary service
records from the National Archives and Records Administration in St. Louis, MO. The

(D)(6),(BXTHC)

15, 2008, an application and affidavit for a Search Warrant was ordered by
- ' Northern District of New York

for “one desktop computef, central processing unit, black and grey in color, identified and
marked as a Dell Dimension, bearing serial number H3XQQ?31.” The search warrant was

based upon the consent search that was conducted on November 16, 2007 for a computer
ENGIENTT

belonging tog}”™” |that was determine to contain child pornographic images. The
search warrant authorized the agents to conduct a thorough forensic examination of the
computer to attempt to substantiate the allegations regarding violations b of the
Exploitation of minors under Title 18 United States Code § 2252.

15. From a period of February 2009 to November 2009, the reporting agent attempted to

determine from SABE® |the status of the review of the forensic evidence. SAf” ™"

advised that the computer forensic: was conducted and evidence was obtained that was

related to child pornographic material. SA advised the reporting agent that he was
requested by AUSAto determine ifjg ™" |was still engaged in

pornographic material.

16. On 22 October 2009, the reporting.agent contacted AUSto determine the
status of the potential for prosecution of] AUSA advised the she has not
received a forensic report from SA AUSAPOONO [fyrther advised that she is
planning to close her case due to lack of information/evidence on the case. AUSA

stated that she may consider re-opening the case onfgo ™7 |if the agents were

able to provide evidence thatf>®™? |violated United States laws as codified under
Exploitation of minors under Title 18 United States Code § 2252.

17. This investigation is closed based upon the lack of participation by the Immigration and
Customs Enforcement to present the forensic evidence obtained during the course of the
investigation to the U.S. Attorney’s Office. This case may be re-opened if ICE presents’
this case for prosecution, and the U.S. Attorney’s Office accepts this case for prosecution.
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NARRATIVE:

1. On May 29, 2007, the DCIS Arlington Resident Agency (RA), initiated Project:
Operation Flicker (CCN: 200701199X) based on information provided by Assistant U.S.
Attorney (AUSA) Gerald Smagala, U.S. Attorney’s Office (USAO), Eastern District of Virginia
(EDVA), Alexandria Division. AUSA Smagala advised that the ICE was conducting a national
investigation that identified over 5,000 individuals who subscribed to predicated child
pornography websites. AUSA Smagala specifically requested DCIS assistance relative to any
identifying DoD personnel.

2. SA Victor[P® 1 DCIS Arlington RA, utilized information contained within the
DoD Employee Interactive Data System and the Joint Personnel Adjudication S‘ stems to
identify DoD affiliated individuals. Among those identified was|" |, anemployee
of Oracle Corporatlon who supported a contract for the National Security Agency A query of
JPAS revealed tha held a top secret clearance.

3. AUSA Smagala advised that [53®[was previously identified in another ICE operation
that collected subscriber information to predicated child pornography sites. In 2003, under
Operation Falcon, ICE executed a search warrant in Florida of a credit card processing company
called Regpay. Among the items seized during the warrant were subscriber records. was 1
of 400 targets in Virginia who purchased subscriptions to various child pornography websites.
had approximately 21 purchases, making him the largest buyer in Virginia. In addition,
two other people a (?;’)‘5 @40 | residence purchased approximately 11 additional subscriptions. A
review off} “’"6’ B0 | credit card records revealed multiple purchases to child pornography websites.
Federal searc warrants were unattainable due to the staleness of the information gathered from
Operation F alcon W was never interviewed. However, under Operation Flicker 5] was
identified has making approximately four purchases.

4. On June 21. 2007, agents executed a search warrant onfa>®*” lresidence located at [20:®
EETBITNG) e — a7

During a non-custodial interview o E?;é’)“” he stated that he worked for@®@®n©
@1 and he had been doing computer work for several years to include website consultlng for

6. said that it was fair to say that he had an interest in child pornography for about 3
years prior to his interview. [G3® lsaid that he spent about $50 to $60 monthly on the various
sexually explicit sites. 5 said that after each session on the computer (porn sites) he wiped

the Internet history off the system. 7 said that there would be a mixture of pornography on
the computer; there will be adult porn child porn, and sexual activity with animals. said

that his wife had no knowledge of his pornography interests.
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7. On June 20, 2007, SA®EUIXE representatives at their office located
ati o8 . ioho irepresentatives agreed to the release

L s - i . . ! ST
of both computers to SAP®®M®  ifor forensic analysis. Theftyr | human resources manager
advised that she was suspending all of 8% access tajyncland was putting®8® lon

administrative leave with pay.

met with

9. On June 21, 2007, SAPTOTT ™ received an email containing{yoy |parking records,
related t access tofﬁces on June 19, 2007, the date of the search warrant.

10:00:47 a.m. and exited at 11:06:00 a.m. It appeared thattravelled to his office atliuoy
after the search warrant on his residence, tampered with hi ' issued computers, and left his
office.

10. On July 25, 2007, an additional search warrant was obtained foissued
desktop computer.

. - BYBIH(b .
According o thdzie parking records, g |entered [FZ®" iarkmg garage on June 19, 2007 at

11. A forensic examination of [5®®” |computers revealed images of child pornography.

12.  On March 27, 2008,5%3* lwas indicted in the U.S. District Court, Eastern District of
Virginia, on two counts of attempted receipt of child pornography and possession of child
pornography, a violation of Title 18, U.S. Code, Sections 2252A(a)(2) and 2252A(a)(5)(B).

13.  SAPO®TO advised thaffye |fled the U.S. and was believed to be in Libya. On March
28, 2008, an arrest warrant was issued for[5a®@ |

14.  On September 10, 2008, Interpol Washington issued red notice for[*® |arrest,

reference numbe of 2 September 2008.

15. Unti is arrested and extradited to the U.S., no further criminal, civil or
administrative activity by the DCIS will occur. This case is closed as “finished.”
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Narrative

1.

This case was initiated upon referral of the Defense Contract Management Agency (DCMA),
Hartford, CT. On March 14, 2007,29®0@ ~ IDCMA Hartford, requested DCIS
assistance in evaluating possible child pornography images contained on the hard drive of a

government owned computer assigned to?®E ‘ DCMA

Hamilton Sundstrand. B e .

In January 2007, DCMA received a complaint indicating that was using his government
computer to play games. DCMA Information Technology personnel remotely accessed[P0OTO ]
government computer and found evidence that he was accessing internet gaming websites and
pornographic websites. On January 26, 2007, DCMA seized[P9®™9 | government computer
hard drive for analysis. During a subsequent analysis of the hard drive, DCMA forensic

examiners identified images that they thought could constitute child pornography.

On March 14, 2007/p@®0e - T DCMA Hartford, requested DCIS assistance in
reviewing the contents o hard drive for evidence of child pornography. DCIS forensic
examiners analyzed the hard drive, and identified approximately 40 images suspected of being
child pornography. Each of these images was a so called “thumbnail” image, indicating that the
image was reviewed on line, but was not downloaded. The images were run against the National
Child Victim Identification Program (NCVIP), and none of the images was positively identified as
a known child victim.

4. On May 18, 2007, the reporting agent met with Assistant United States Attorney (AUSA)[FS® |

BB . . .
oo [to review the “suspect” images contained o

bye) (b . ’ .
CIOPIN  Ihard drive. After reviewing the

images, AUSAIS® Jindicated that while he believed the thumbnail images themselves did not
constitute sufficient evidence to merit prosecution, any final decision regarding prosecution would
have to be made by the Chief of the Criminal Division. Peter Jongbloed, Chief, Criminal
Division, US Attorney’s Office for the District of Connecticut, was briefed by the reporting agent
and requested that DCIS interview[?®®7® ] prior to any final decision on the disposition of the
case.

On June 21, 2007, the reporting agent interviewed[®®@NE | [IOENE) 1admitted to playing on line
games on his work computer for an average of three hours a day during his work day. He also
admitted to accessing pornographic websites on his work computer during the work day, but
denied ever downloading pornography on his work computer, and
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denied ever intending to view or possess child pornography. indicated that he also
accessed pornography from his home computer, and over several years had downloaded
approximately 5000 pornographic images on to a memory stick that he maintained at his home.
When asked whether this memory stick. contained images that would constitute child pornography,

[PrOOMNE stated that some of the images might “raise some eyebrows” and might be
“questionable.”

6. On June 22, 2007, :
to search the memory st1ck for evidence of child pornography. Given the volume of forensic
analysis already accomplished, and the amount required to complete this inquiry, the decision to
open an investigation was made on June 25, 2007.

7. The 2701 files contained on the memory stick were run against the National Child Victim
Identification Program (NCVIP), and none of the images was positively identified as a known
child victim. A number of suspect images were identified that possibly depicted minors engaged
in sexual posing and sexual acts. Analysis of the images indicated that the individuals were not
pre-teen in age, but pubescent and developed females, some of whom might be teenagers.

8. On October 11, 2007, the US Attorney’s Office declined prosecution o ;
child pornography. The declination was based upon an inability to determine the age or identity of
the individuals deicted in the ﬁles statement that he did not intend to possess child
pornography cooperation in the investigation, and the number and nature of the vast
majority of the images which were not child pornography.

9. On July 8,2008P®®™®  Jcompleted a thirty day suspension imposed upon him by the
Lt

Defense Contract Management Agency (DCMA). | suspension resulted from

admissions he made to the reporting agent durm g an interview relating to his extensive misuse of
government time and resources. DCMAP®®™® —  Istated that she was attempting
to recoup approximately $20,000.00 fro through the Defense I'inance and Accounting

Service (DFAS). This amount represents the dollar value of the t1m spent computer
gaming during the workday.

10. On November 17, 2008, DCMA®X10@  |advised that she was unsuccessful in
recouping funds frothhrough DFAS. :

11. This case is closed. There were no management control deficiencies identified during the course
of this investigation.
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NARRATIVE ’

1. This investigation was initiated based upon a referral from SAP@®OE@ = | DCIS
Arlington Resident Agency, identifying thirteen persons with ties to the Department of Defense
who reside in the DCIS Valencia Resident Agency area of responsibility and were suspected of
involvement in child pornography. SA®®®MC — ~ Tinitially received the information from
Assistant United States Attorney (AUSA) Gerald Smagala, United States Attorney’s Office
(USAO), Eastern District of Virginia. The persons identified are active and retired military
members, DoD civilians and DoD contractor employees, several of whom have Top Secret or
higher clearances.

2. In April 2006, the ICE/Cyber Crimes Center/Child Exploitation Section (ICE/C3/CES)
initiated an investigation into a criminal organization operating a commercial child pornography
website known as “Home Collection.” The investigation revealed that the organization operated
numerous commercial child pornography websites. In addition, the organization utilized various
PayPal accounts to process the payments for access to the member restricted websites. The
investigation was worked jointly with ICE/C3/CES, ICE/RAC/Birmingham, the U.S. Postal
Inspection Service, the U.S. Department of Justice/Child Exploitation and Obscenity Section,
and the USAO for the Northern District of Alabama. ICE designated this operation ‘Project
Flicker’.

3. ICE/C3/CES conducted over 60 undercover transactions with the advertising websites
associated with this investigation. The investigation determined that a specific criminal
organization operated approximately 18 commercial child pornography portal websites which
provided access to approximately 18 child pornography member-restricted websites, using a
specific payment website known as “iWest.” The investigation identified that the criminal
organization (1) used various PayPal accounts to facilitate the customer payments; (2) used
specific subject identifiers within the PayPal accounts to identify purchases into the various
member restricted websites; and (3) used specific administrative e-mail accounts that were used
to distribute access to the member-restricted websites.

4. Project Flicker data was sorted to identify individuals who used their personal e-mail
addresses, .mil e-mail addresses, Fleet Post Office or Army Post Office military zip codes to
register for the PayPal service to gain access the child pornography websites. The thirteen
suspects identified in the S0VN AOR were titled as subjects based upon the initial evidence that
was provided to the DCIS by ICE. Because the subjects are DoD employees who possess
security clearances, ICE listed them as a Tier 1 priority. This investigation was coordinated with
ICE Supervisory Special Agent/”**®® | Child Exploitation Unit, Lon Beach CA. ICE
Senior Special Agent|*®S of ICE Long Beach, Special Agent ™™
Bakersfield, and Special Agen{®™ @7 14f [CE Camarillo were assigned as case agents.

s is the husband of a Navy E-5. [J® Iwas interviewed by SA
about his alleged purchases of child pornography. At the conclusion of the interview,

A-1
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BTG . ¥ . T . . .
SAZE® | determined thatf2®® Ihurchase was accidental and not indicative of criminal

s b)BIIbIT v 0 . .

behavior. SA[S ),( " |interview was reviewed by the AUSA’s office in Fresno, CA and
. . 1Y(6).{6) N

prosecution againstie. " |was declined.

6.2 a civilian contractor at Edwards Air Force Base, CA, purchased two
subscriptions to two different websites featuring child pornography on two separate occasions,
for a duration of one month on each subscription. When ICE agents executed the search warrant
(VPG Thome on February 28, 2008, /7@ | ywas present and was interviewed by SARE® ]
and SA During the interview”®® |stated that the computer he used to
access the websites was located at the residence, and that he relied on disclaimers posted on the
websites stating that the material was legal.["®®" |further stated that he never downloaded or
saved any images or movies from the websites to his computer. The search of @®7 |
residence revealed no child pornography at the residence or on his computer. Due to lack of
evidence, ICE closed their investigation on[®®7&) | Exhibit 1).

7. Christopher Oswald, a telephone maintenance worker at Naval-Air Station, Pt Mugu CA, was
arrested on August 6, 2008, based on evidence discovered at his home during a California State
search warrant executed by members of the Ventura County Sheriff’s Office High Tech Task
Force, ICE Camarillo, and DCIS. He was convicted on two counts of possession of child
pornography under CA Penal Code 311.11(a) and sentenced to 16 months incarceration, in
addition to registration with the National Sex Offender Registry. Oswald was also
administratively separated from his employment as a telephone installer on May 16, 2009
(Exhibits 2, 4, 5, 6).

8,Naval Air Warfare Center, China Lake CA,
was being investigated by the Ridgecrest Police Department after”®™® liyred over his
personal computer to a computer repair store for a hard drive swap. The repair technician
discovered thousands of possible child pornography images and notified the police. [P¥7@ |
admitted to possessing the images and agreed to a search of his home. Before Deputy District

AttorneyP@PIE —oould formally charge him [FF®C 1died on July 6, 2009 of chronic

obstructive pulmonary disease (Exhibits 3, 7).

9. For the remaining nine individuals, it was determined that the probable cause for search
warrants was stale and that current, relevant evidence was not available. It was also determined
that a portion of the original basis for the referral was unsubstantiated. The referral indicated
that the subjects used their .mil accounts to register for and/or conduct the illegal purchase of
child pornography. The use of a .mil account, in conjunction with the subjects’ military service
connections, was considered sufficient nexus to initiate an investigation, but subsequent
investigation of these thirteen suspects revealed no .mil accounts were used.

10. With all relevant criminal activity addressed, this investigation is closed. No further judicial

or administrative activity will occur. There were no management control deficiencies identified
during the course of this investigation.
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. Christopher Lester Oswald
: Chris Oswald
JUOIGeR

: Unemployed
. Telecommunications Repair
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NARRATIVE:

1. This case was initiated based on information derived from Defense Criminal
Investigative Service (DCIS) Project: Operation Flicker (Case Control Number 200701199X).

2. As background, the DCIS Arlington Resident Agency, initiated Project: Operation
Flicker based on information provided by Assistant U.S. Attorney (AUSA) Gerald Smagala, U.S.
Attorney’s Office, Eastern District of Virginia (EDVA), Alexandria Division. AUSA Smagala
advised that the Immigration and Customs Enforcement was conducting a national investigation
that identified over 5,000 individuals who subscribed to predicated child pornography websites.
AUSA Smagala specifically requested DCIS assist in identifying'DoD affiliated individuals and
provide investigative assistance.

3. Leland Chace Fitzpatrick was 1dent1ﬁed as
EEFEToT ;

(b)6), (b)(7)(0) ' :

5. A forensic examination of an external hard drive seized from Fitzpatrick’s residence
during the course of the search warrant, contained 93 documents, 8,400 pictures, and 200 movies
that were evidence of the receipt of child pornography.

6. On September 24, 2008, Fitzpatrick was arrested based on a criminal complaint issued on
September 16, 2008 by the U.S. District Court, EDVA.

7. On November 12, 2008, Fitzpatrick was indicted on one count of Title 18, U.S. Code,
Sections 2252A(a)(2), receipt of child pornography, 2252A(a)(5)(B), possession of child
pornography.

8. On February 9, 2009, Fitzpatrick pled guilty to Title 18, U.S. Code, Section 2252A(a)(2),
receipt of child pornography. The count of Title 18, U.S. Code Section 2252A(a)(5)(B),
possession of child pornography was dismissed.

9. On May 1, 2009, Fitzpatrick was sentenced to 60 months imprisonment, 60 months
supervised release, and ordered to pay a $100 special assessment fee.
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IDENTIFY OF SUBJECTS:

Fitzpatrick, Leland Chace
EREMENTICT :

Name

Alias

Social Security Number

Date/Place of Birth

Race

Sex

Height

Weight

Hair

Eyes

Residence

Employment/Occupation :

Telephone Number : Unknown

Driver’s License Number : Unknown
and Issuing State Unknown

Education : Unknown
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NARRATIVE

L.

This project was initiated based upon information and a request from the DCIS Mid-
Atlantic Field Office regarding information received from Project Flicker, an
Immigration and Customs Enforcement (ICE) national undercover investigation into
commercial child pornography websites.

Project Flicker identified over 5,000 individuals who subscribed to the commercial child
pornography websites that were targeted by ICE. The names and identifying data on the
individuals who subscribed to the commercial child pornography*websites were checked
against the Department of Defense (DoD) databases to identify those individuals who
were associated with the DoD and subscribing to child pornography.

Child pornography is illegal and subscribers of commercial child pornography that are
associated with the DoD put the DoD, the military and national security at risk by
compromising computer systems, military instillations and security clearances to name a
few. Additionally, it puts the DoD at risk of blackmail, bribery, and threats, especially
since these individuals typically have access to military instillations.

This investigation developed sufficient information for three (3) Federal Search Warrants

(subject‘bxﬁ) e . . one (1) criminal charge and one
() anes P

As dictated by DCIS Headquarters, this project is canceled. Additionally, a conclusion
about Management Control Deficiencies could not be made.
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NARRATIVE

1. This case was initiated based on information derived from Operation Flicker (UID:
200701199X). On May 29, 2007, DCIS initiated Operation Flicker based on a request and
information provided by Assistant United States Attorney (AUSA) Gerald Smagala, United
States Attorneys Office (USAO), Eastern District of Virginia (EDVA), Alexandria, VA. AUSA
Smagala advised that the U.S. Immigration and Customs Enforcement (ICE) was conducting a
national investigation that identified over 5,000 individuals who allegedly subscribed to
predicated child pornography websites. AUSA Smagala specifically requested that DCIS assist
in identifying DoD affiliated individuals among those subscribers. Utilizing the information
developed by ICE, Christopher Stokes, a U.S. Government employee (GS-11) at the National
Defense University, Norfolk, VA, was identified as a subject who reportedly made two
purchases from at least one of the predicated child pornography websites. Durmg the course of

the investigation, it was confirmed that Stokes resided at/®®*®
I(b)i@)i(b}axci)i

2. Evidence collected during the course of this investigation revealed that on October 11
2006 and again on December 29, 2006, StokesB0E. ..

3. On October 11, 2007, DCIS executed a federal search warrant at Stokes’ residence with
the assistance of ICE and the Norfolk Police Department. During the execution of the warrant,
numerous items were seized including a computer, hard drive, and numerous compact disks
(CDs). Stokes was present during the execution of the search warrant and consented to an
interview. During the interview, Stokes provided a written statement and consented to a search

of his personal vehlcle located in the parking lot of the apartment complex. During the
interview,[>*#H0) , ]

4, Computer Forensic Analyst, USAO, EDVA, Newport News, VA, performed
a forensic analysis of various computer related equipment seized during the execution of the
search warrant. In addition, Special Agent[?®®™@ — 11CE, Norfolk Office, also examined
two CDs, which were seized during the execution of the search warrant, confirming that they
contained images of child pornography.

5. On April 11, 2008, AUSA [PA0H2X1C) | Norfolk Division, Criminal Section, filed a
Criminal Information with the U.S. District Court, EDVA, Norfolk, VA, which charged Stokes
with Possession of Material Containing Child Pornography (Title 18, U.S. Code, Section

A-1
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2252(a)(5)(B)) and Criminal Forfeiture (Title 18, U.S. Code, Section 2253).

6. On May 20, 2008, Stokes pled guilty in U.S. District Court, EDVA, Norfolk to the single
count Criminal Information filed on April 11, 2008, charging him with Possession of Material
Containing Child Pornography. As part of his guilty plea, Stokes agreed to forfeit assorted
computer equipment and digital media which contained and facilitated the viewing of child
pornography.

7. On October 24, 2008, pursuant to his guilty plea, Stokes was sentenced by Senior United
States District Judge Henry Coke Morgan, Jr. in U.S. District Court, EDV A, Norfolk to 60
months confinement and lifetime supervised release. In addition, Stokes was ordered to
immediately pay $12,500 in fines, as a $100 Special Assessment had already been paid to the
court. Additional rules were established concerning Stokes’ supervised release, which are to be
monitored by his Probation Officer upon his release from confineiment. Stokes was allowed to
remain on bond pending notification of his assignment to a federal penitentiary.

8. On January 12, 2009, the Final Order of Forfeiture was signed by Senior United States
District Judge Henry Coke Morgan, Jr., and filed in the U.S. District Court, EDVA, Norfolk.

0. All investigative and judicial actions have been completed. No fraud vulnerabilities were
uncovered during the course of this investigation.

10.  This investigation is now closed as finished.
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NARRATIVE:

1. This case was initiated based on information derived from Defense Criminal
Investigative Service (DCIS) Project: Operation Flicker (Case Control Number 200701199X).

2. As background, the DCIS Arlington Resident Agency, initiated Project: Operation
Flicker based on information provided by Assistant U.S. Attorney (AUSA) Gerald Smagala, U.S.
Attorney’s Office, Eastern District of Virginia (EDVA), Alexandria Division. AUSA Smagala
advised that the Immigration and Customs Enforcement (ICE) was conducting a national
investigation that identified over 5,000 individuals who subscribed to predicated child
pornography websites. AUSA Smagala specifically requested DCIS assist in identifying DoD
affiliated individuals and provide investigative assistance.

3. was identified as an employee of Audio Video Systems,

Incorporated, a DoD contractor.

residence located at
. ‘ ' Subsequent to the executlon of
the search warrant, agents conducted a non- custodlal 1nterv1ew of [® d to
subscribing to approximately five websites that offered Chlld omography images.
stated he was looking for images of high school age girls. admitted to viewing
pornographic images of individuals under age 18. stated he knew it was wrong.

5. Due to a lack of resources, this case will be closed. ICE, as the lead investigative agency,
will be responsible for the final adjudication of this matter. No management control deficiencies
were identified during this investigation.
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NARRATIVE:

1. This case was initiated based on information derived from DCIS Project: Operation
Flicker (Case Control Number 200701199X). The project identified®®™® | former
U.S. Navy reservist (E-05), as an individual who downloaded child pornography.

2. As background, Immigration and Customs Enforcement (ICE) initiated an investigation
into a criminal organization operating a commercial child pornography website known as “Home
Collection.” The investigation revealed “Home Collection” was operating numerous commercial
child pornography websites. In addition, the organization utilized various PayPal accounts to
process the payments for access to the member-restricted websites. Assistant United States
Attorney (AUSA) Gerald Smagala, Eastern District of Virginia, requested DCIS assist in
identifying individuals affiliated with the DoD and provide investigative assistance. In response,
the DCIS Arlington Resident Agency (RA) initiated Operation Flicker.

3. The criminal organization utilized a specific and identifiable payment website known as
“iWest.” The information developed during the course of the investigation identified that the
organization (1) used various PayPal accounts to facilitate the customer payments; (2) used
specific subject identifiers within the PayPal accounts to identify purchases of subscriptions to
various member restricted websites; and (3) used specific administrative e-mail accounts that
were used to distribute access to the member restricted websites.

4. SAPP®OG - IDCIS Arlington RA, utilized information contained within the
DoD Employee Interactive Data System and the Joint Personnel Adjudication Systems (JPAS) to
identify DoD personnel and contract employees who joined the member restricted sites. Among

BY6).(BNTNE
those identified wag %9

3.
OB WE)

BIOOINO) 1o longer resided there. The occupants related®® "7 contlnued to receive mail at that

%dd)res§ It was later determmedw new address was®
(DYELBUIXC

Information Control Officer, Virginia Employment
Commission, provided SA#®&0E employment data. Quirk informed [FFO&

B lemployed[PO0IIC T S A[HOBINO] contacted?®®™®  linFair Oaks Mall and
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was informed™@ X0 Ino longer worked there. Instead, he was employed atP®®m© =
(ST e
el Tyson’s Corner Center Mall, McLean VA.

DCIS Arlmgton RA interviewed

(b)(ﬁ) {BX7HC)

the chlld pomography webs1te Des1red Angles, [PrOGING) | QU EEENe Jinformed  the nude chlldren on the

_(bxe) BN
pornography, he decided it was not what he eXpected and did not access it again.| " "
not download the child pornography. Furthermore,”®®"® Istated his computer mlght contain
images of underage girls wearing clothes.

9. On April 30, 2008 SA Thomas provided one com act disc (CD) containing images
SAWfound on[@OONG | computer to Inspecto United States Postal Inspection
Service, National Center for Missing and Exploited Chlldren (NCMEC), 699 Prince Street,

Alexandria, VA. SAP®®® |requested Inspectorfg " |examine the CD for known child
victims.

10.  OnJune 18,2008/"®™@ I Child Victim Identification Program,

NCMEC, analyzed P@®7© |computer and identified several files that appeared to contain
images of child victims law enforcement previously identified.

11.  OnJuly 23,2008, SAP®®@ "~ IDCIS Arlington RA, reviewed the images NCMEC
identified and concluded all images were found in “free space.” On October 20, 2008,

SA Carson completed a final media analysis that concluded all images were carved from “free
space.”

12.  On June 28, 2008, SAP®PC |analyzed ™7 | Internet search logs and visited each
website. Although many websites advertised teen and child models, no websites advertised child
pornography.

13.  OnJuly 28, 2008, AUSA Smagala declined prosecution on the matter. AUSA Smagala
advised he did not intend to prosecute®®®® pecause the images NCMEC identified were in
“free space.” AUSA Smagala explained items in “free space” do not constitute possession.

14.  No judicial or administrative action will occur. No fraud vulnerabilities were identified

during this investigation. DCIS will take no further action on thlS matter. The investigation is
closed as “declined.”
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NARRATIVE:

1. On October 8, 2008, ®0©@ a National Reconnaissance Office (NRO),
contract employee withP@® —  |wag interviewed by the Personnel Security Division
(PSD), NRO, regarding the renewal of his security clearance. During this interview[P®@®0¢ |
admitted to being addicted to pornography and that he viewed child pornography about twice a
week from his home computer/®®"7@  Istated he finds child pornography on the internet by
using an internet search engine to search for terms such as “underage” or “underage model.”

[@E I further stated he has joined pay for view web sites depicting children in nude or nearly nude
photos and videos.

2 Investigator (INV NRO, Office of the Inspector General (OIG),
reported that the NRO PSD was prompted to address this specific topic of trafficking in child
pomography with based upon an allegation made in September 2006 by his then girlfriend,
. who was also a contract NRO employee, and was re51d1ng with
at the tlme reported she had discovered evidence on his computer that he was in possession
of chlld pornography. [22®7] confrontedE® ™ Jand he confessed to knowingly possessing the child
pornography. had reported this matter to the Personnel Security Division; however, the
decision was made internally to only address the issue af}®®? Inext personnel security update.
NRO OIG had only received this information afte confession during his PSD interview.
INVEZ™] further received copies of credit card statements from{g " |indicating thaff>®? |was
possibly using his credit cards to pay for pornographic internet memberships. Legal processes were
issued in order to establish probable cause for a search of residence and computer.

3. On June 9, 2009, SA®OCI©  |coordinated with Assistant U.S. Attorney
Jerry Smagala, U.S. Attorney’s Office, Eastern DlStI'lCt of Virginia, Alexandria, VA, who stated no
records were available concerning the aforementioned credit cards statements.

4, On July 22, 2009, SA [J¥® 7 was contacted by IN who reported-had
permanently relocated to a NRO fac1l1ty in New Mexico and was currently residing a

5. Ascurrently worked and resided in New Mexico, the Arlington Resident
Agency referred this matter to the DCIS South West F 1eld Office (SWFO). The matter was briefed
by Acting Computer Crimes Coordinatof™@®7® {0 Resident Agent in Charge[®®®)
on August 11, 2009. The matter was referred to the SWFO under Information Report 200902497C-
10-SEP-2009-60DC-W1/R.
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NARRATIVE

1. On July 10, 2008, the Defense Criminal Investigative Service (DCIS), Tulsa Resident
Agency, received a formal request from Assistant United States Attorney (AUSA)YP@EE
Chief, Criminal Division, Eastern District of Oklahoma, to assist in the Federal investigation of
Kris A. Ledford. It was alleged that Ledford, a Muskogee police officer, stole firearms from the
Muskogee police evidence room, impersonated a Tulsa police officer and stole a police issued
bullet proof vest from a co-worker. AUSA Horn requested the DCIS assist in helping determine
Ledford’s military service record. Ledford’s counsel had proclaimed in the local media that
Ledford served in the U.S. military as a sniper and was awarded the Purple Heart and Bronze
Star along with other commendations and that Ledford suffers from Post Traumatic Stress
Disorder (PTSD).

s. On September 2, 2008, the RA obtained a copy Ledford’s military personnel file from
Natlonal’Personnel Records Center ' ,

(UG YTH(C)
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6. On Se’tember 16, 2008 the reporting agent interviewed who was

. 1 Battalion, 36" Infantry Regiment.

e ; 1* Battahon 36™ Infantry Regiment, during
Wthh time Ledford was ass1gned to the unit. @®E | stated he remembered deploylng to
Bosnia with Ledford being assigned to this unit. stated Ledford did not receive a
Bronze Star or Purple Heart for action during the de 10 ment. stated he
specifically recalls Ledford due to[?O0e

(B)6).(bITHC)

7. On October 1, 2008, the RA obtamed records from the U.S. Department of Veteran
Affairs concermng Kris A. Ledford, |72 ~ e

(bXE).(0MTNCY

8. On November 12, 2008, Kris Ledford was charged by way of a criminal Information for
violating Title 18 United States Code § 922(j) Possession of Stolen Firearm and Title 18 United
States Code § 704 Stolen Valor. The information charges that on or about June 4, 2007 to on or
about May 29, 2008, Ledford knowingly possessed, concealed, stored, bartered, sold and
disposed of nine stolen firearms. The Information also charges that on or about July 23, 2008,
Ledford falsely represented himself, verbally and in writing, to have been awarded the Purple
Heart and the Bronze Star.

9. On November 19, 2008, Kris Ledford pled guilty in U.S. District Court for the Eastern
District of Oklahoma to a one count violation of Title 18 United States Code § 922(j) Possession
of Stolen Firearm and to a one count violation of Title 18 United States Code § 704 Stolen Valor.

10. On March 31, 2008, Kris Ledford was sentenced in U.S. District Court for the Eastern
District of Oklahoma to 48 months imprisonment and ordered to pay a special assessment of
$100 for one count violation of Title 18 United States Code § 922(j) Possession of Stolen
Firearm and sentenced to 12 months imprisonment and ordered to pay a special assessment of
$25 for one count violation of Title 18 United States Code § 704 Stolen Valor.

11.  All adjudication has been completed and no further action is anticipated. This

investigation is complete and will be closed. There were no fraud vulnerabilities identified
during the course of this investigation.
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NARRATIVE

1. This investigation was initiated based upon based on information derived from a DCIS
Project, Operation Flicker, Case Control Number 200701199X. As background, on May 29,
2007, DCIS initiated Operation Flicker based on information provided by Assistant United States
Attorney (AUSA) Gerald Smagala, United States Attorney’s Office, Eastern District of Virginia,
Alexandria Division. AUSA Smagala advised that Immigration and Customs Enforcement (ICE)
was conducting a national investigation that identified over 5,000 individuals who subscribed to
predicated child pornography websites. AUSA Smagala specifically requested that DCIS assist
in identifying DoD affiliated individuals and provide investigative assistance. The reporting
agent utilized information contained within the DoD Employee Interactive Data System and the
Joint Personnel Adjudication Systems (JPAS) to identify DoD affiliated individuals. Among
those identified was Stanley P. Demoulin, af”®®"© DoD contractor employee at the
National Security Agency. A query of J PAS revealed that Demoulin[PX®®xne ‘

' \ ... Under Operation Flicker, Demoulm
made approx1mately four purchases of alleged pomographlc material depicting children. Exhibit
1 is a copy of the DCIS Form 1, “Case Initiation”, dated October 3, 2007.

2. On October 17, 2007, a search warrant was executed on DeMoulin’s residence in
Odenton, MD. Numerous computer-related and other items were seized from the residence.
Exhibit 2 is a copy of the DCIS Form 1, “Significant Incident Report/ Search Warrant”, dated
October 22, 2007.

3. Analysis of DeMoulin’s computer files indicated evidence of child pornography. After
negotiations with DeMoulin and his attorney, on April 15, 2008, DeMoulin agreed to plead
guilty to a Criminal Information charging him with Receipt of Child Pornography, Title 18 USC
§2252A(a)(2)(A) & Title 18 USC §2256. Exhibit 3 is a copy of the DCIS Form 1, “Plea
Agreement”, dated May 29, 2008, and Exhibit 4 is a copy of the DCIS Form 1, “Criminal
Information”, dated May 29, 2008.

4, On July 11, 2008, DeMoulin pleaded guilty in U.S. District Court, Baltimore, MD, to
violating one count of Receipt of Child Pornography, Title 18 USC §2252A(a)(2)(A) & Title 18
USC §2256. On August 28, 2008, DeMoulin was sentenced to 63 months in prison, a $100
assessment, sentenced to lifetime probation, and ordered to register as a sexual offender upon
release from prison. Exhibit 5 is a copy of the DCIS Form 1, “Guilty Plea”, dated July 11, 2008,
and Exhibit 6 is a copy of the DCIS Form 1, “Sentencing”, dated August 28, 2008.

5. No fraud vulnerability reports were completed during the course of this investigation.
All investigative effort is now complete. This investigation is closed as “finished” with the
submission of this report.
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Telephone Number

October 21, 2008

IDENTIFYING DATA

Stanley P. DeMoulin

Home: UNKNOWN
Office: UNKNOWN
[If appropriate] Cell: UNKNOWN

Driver’s License Number UNKNOWN
and Issuing State

Education UNKNOWN
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EXHIBITS

1 - DCIS Form 1, “Case Initiation”, dated October 3, 2007.

2 - DCIS Form 1, “Significant Incident Report/Search Warrant”, dated October 22, 2007.

3 - DCIS Form 1, “Plea Agreement”, dated May 29, 2008.

4 - DCIS Form 1, “Criminal Information”, dated May 29, 2008.

5 - DCIS Form 1, “Guilty Plea”, dated July 11, 2008.

6 - DCIS Form 1, “Sentencing”, dated August 28, 2008.
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
DEFENSE CRIMINAL INVESTIGATIVE SERVICE

TULSA RESIDENT AGENCY
1603 8. 101ST EAST AVENUE, STE 131
- TULSA, OK 74128
(Investigations) ‘
|200901117N-18-MAR-2009-30TL-WID . January 7,2010

CASE TERMINATION - CLOSED: This investigation was initiated pursuant to a
formal request from the U.S. Immigration and Custom Enforcement (ICE) to assist in the Federal
investigation 0 It was alleged th. t a civilian employee with the U.S.
Army at Fort Sill, OK, downloaded child pornography. On December 29, 2008, ICE Cyber

- Crimes Center received notification from Bundeskriminalamt (BKA) the German Federal
Criminal Office, concerning the drstrrbutron of Ch]ld pomography via the file sharmg system
known as Gnutella

_ " Speciﬁcally, the BKA advised that on December 17, 2008, their Computer Crime Unit
conducted a search/analysis for child pornography in the Gnutella file-sharing network. Analysis

of the logged data streams reflected a file containing child pornography had been received from

different sources/suspects. One of the suspects was identified as using the IP address

| which belongs to AT&T Internet Services. ICE requested the subscriber _

mformatmn from AT&T Internet Services for the user logged in to that IP address on the noted ‘

specific date and time. AT&T informed ICE that the user account loggcd on to IP address
phoms

on the above hsted date and time was subscribed to by w1th a

~. service address of (b)) (OXTIC)

An on-line search forin state of Oklahoma conducted by ICE revealed an
- e~mail address of] ' | ICE then contacted the Defense Criminal
: Invest1 gative Service (DCIS) for assistance in helping determine the further identify of §7™™]
The DCIS Tulsa Resident Agency conducted a Department of Defense Employee
‘ Interactrve Data System query, which determmetho be a GS-7 Army Civilian working
for the U.S. Army Medical Command with a home address off "o
[BX3® ] This was the same address documented in the AT&T service addl ess. An on—lme query of -
“amedd” listed in the e-mail address provided by ICE revealed it was an abbreviation for Army

Medical Department A Reenlistment Ehgxbrhty Data_Dlsplay query revealedw

-{oX6). (b)(7)(0)
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On April 23, 2

oebxne

009, ICE and DCIS Criminal Investigative Service executed a search

. _|the personal residence of

[POGIN | One computer was seized during the execution of the search warrant. During the
forensic examination of the computer, approximately five thumbnail images were discovered
from the Thumbs.db file of the media player. These images appeared to be the initial frame of
deleted video files, which depicted the sexual abuse of minor children.

On July 13, 2009, ICE Special Agents’#‘”"e""’)”"q ‘ land both
interviewed[”™ ™™ who waived his rights and provided the following information.

was shown the thumbnail images of videos that had been deleted from his computer and was
asked if he downloaded the videos.stated that he did and that he used Limewire to
download them. did not remember watching them nor did he remember the exact search
terms he would have used to find them.[P@®C lwas also shown a portion of the video which
was downloaded by the BKA. [*®"9 stated that he has seen pictures of the minor female, but
he did not recall ever seeing a video of her or downloading one.stated that he usually
would download videos and then immediately delete them.

On July 14, 2009, Assistant U.S. Attorney (AUSAwas briefed on the

investigative findings and AUSAS3® Heclined prosecution. Subsequently, the reporting agent
provided all investigative findings to Special Agent in Charge”*®™% of the Fort
Lawton U.S. Army Criminal Investigation Command office, who briefeq i
commander on the investigative findings.

The final report of investigation prepared by ICE is attached. This investigation is being
closed as no further investigative activity is anticipated. There were no fraud vulnerability
reports identified during the course of this investigation.

Attachment:
1. ICE Report of Investigation # OCO7QR090C0006 dated July 14, 2009.

Prepared by: SA Tulsa Resident Agenc ,
DISTR: ICE ~ = appR:"T ]
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NARRATIVE:

2 (b)(6).)(7H(C) f B IIC)

1ndlcated that on J une 23, 2003, during a routine check o

b e Dlie e RO . ST T TS B A __J
e e 1nterv1ewe by Special Agent (SA) poeon Defense Cnmmal

Investigative Service (DCIS), Mid-Atlantic Field Office (MAFO), and advised that on June 23,

had found a large amount of pornography on[PEETIY computer during the process of reviewing
the file system for a virus that had been reported b the network virus scannlng software,

and [P0 7)(01 were showing the | 1mages 10327 | they
discovered images that appeared to be child pornography andthen directed

(0X6), (b)(7)(0)

m ( )(8), (b)('l)(C

copied fro

4. . |DCIS-MAFO, began an analysis of the images
provided by DARPA Images that contalned potential child pornography were identified and
provided to the National Center for Missing and Exploited Children (NCMEC) to determine
whether the individuals contained in the images could be identified as known victims.
Routinely, in order to criminally prosecute child pornography cases through the Federal system,
individuals in the images must be identified as known victims.

5. On October 31, 2003, the NCMEC reported that no known victims were found in the
images provided for their review.

6.  On November 3, 2003, Assistant United States Attorney (AUSA)P®®0© 1.8,

Attorney’s Office, Eastern District of Virginia, Alexandria, VA, declined to criminally prosecute
this matter given that there were no images of known victims.

A-1
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7. On December 15, 2003, __|Criminal Investlgator Computer Crime Unit,

Virginia statutes 900 15ould be prosecuted by the Commonwealth under § 18.2-374.1:1,
Possession of Child Pornography; which would be a class 5 felony. Virginia statute does not
6),(b)(7,

office would open an investigation and contact a Commonwealth’s Attorney to prosecute this
matter.

9.
Computer Forensics Lab (DCFL) for analysis.

10.  On September 22, 2004, the DCFL completed their analysis of the material received from

e A review of the report revealed a large amount of pornographic material that mlght meet

11.  This Report of Investigation is being provided to DARPA for information purposes and

action as deemed appro rlate Should administratlve action be taken, it is requested that SA
RPN Ibe notified. S can be contacted a or at the
o0

electromc mail address of @dodig.osd.mil.

12.  Possible images of child pornography and other pornographic images obtained during the
course of this investigation cannot be appended to this report due to their graphic nature and, in
regards to the possible images of child pornography, their classification as contraband. Should
additional information about the images be needed, please contact SAlmf) W) 0

13, Based on 1nformat10n obtalned to date the DCIS MAFO w111 contmue to work with the

A-2
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Name

Social Security Number
Date/Place of Birth
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Hair

Eyes

Residence

Employment/Occupation ~ \
Defense Advanced Resea.rch Projects Agency
Arlington, VA
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1. DCIS Form 1 - Interview of{g®®? |

2, POOOGNytten Statement

Prepared by SA”?" Mid-Atlantic Field Office APPR: [P@00©
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NARRATIVE:

1. This case was initiated based ona referral from the Defense Protective Service (DPS)

used his assigned govemment computer to access pornographlc websites and download materlal
that appeared to be child pornography.

2. As background, on May 15, 2002, SA[P@®@@linterviewed " __| Network
Security Administrator, Dyncorp Incorporated (Dyncorp). As part of computer virus protection
efforts, Dyncorp was under contract to the Information Technology Division (ITD), Real Estate
and Facilities Directorate REF D), Washington Headquarters Services, to track computer
viruses. According t on May 10, 2002, he performed a McAfee virus scan of the
network of the REFD at the Pentagon and Navy Annex. The software created an “E-Policy”

report of the top ten computers affected by viruses. computer was number one with
218 viruses detected.

3, [0®809] created a “SQUID User Access Report” which captured every instance of
B internet access.[7® @ provided the E-Policy report and the Squid report to Alex

Benton, Network Security Manger, Dyncorp.

4, On May 15, 2002, SAP@Ointerviewed g " | According to[g2®” | she used the
SQID User Access Report to review websites ™" Iyisited to identify potential sources of
the viruses. accessed several of the sites listed in the SQUID report and noticed nude

“ linformed supervisors

C
(0B, ((N(E) ‘ .

5. On May 135, 2002/2®®0@ 1t covertly secure[”™ 17 government computer (CPU),

disabled (b)(;m‘(b)(mc) iaccount so he couldh’t logon to the network. Once the helpdesk received

COOWE  call for assistance, his CPU was retrieved and replaced with another under the ruse
of a technical difficulty or CPU problem. ITD transferred the CPU to DPS to create a forensic
image of the hard drive and maintain as evidence. On May 20, 2002, DPS transferred the CPU
to the Arlington RA for analysis.

6. On June 7, 2002, SAWCIS Arlington RA, High Technology Crimes Team
(HTCT), conducted an interim forensw media ana1y51s of the retrleved CPU and rev1ewed

files) from the CPU. Analysis of the recovered internet artifacts verified®@®7© v151ted
prohibited sites such as www.crazy-lola.com, www.cyber-lolita.com, www.x-lolitas.com, and
www.topless-lolita.com.
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7. |
accepted the case for prosecution. On June 25, 2002 the Arhngton RA executed search warrants
at the followmg locatlons belongmg tow work area, home and network dlrectorles

downloading adult pornography, he was redirected to websites containing child pornography.

9, On September 23, 2002, the Directorate for Personnel and Security, Labor and
Management Employee Relations Division, Washington Headquarters Services, DoD, issued a
memorandum of final decision to removverom employment with the Department of
Defense (DoD). The agreement detailed a five year employment separation from DoD, which at
its conclusion was to be expunged fro Ofﬁcial Personnel File and related
databases. The removal was effective September 24, 2002.

known victims. On October 7, 2002, the FBI reported no known victims were identified. On
April 23, 2003, the National Center for Missing Exploited Children’s Child Recognition and
Identification System (CRIS) reported no known victims were identified. On June 24, 2003, the
Cyber Crime Smuggling Center, U.S. Customs Service, DHS, reported no known victims were
identified.

11.  In August 2003, due to the federal requirements regarding child pornography
prosecutions, the case was presented to the Office of the Attorney General, Commonwealth of
Virginia. The Arlington RA presented the recovered images for review to SA@RO®MG
Office of the Attorney General’s Computer Crime Unit, Richmond, Virginia. The Arlington RA
did not receive a‘resi onse for a substantial amount of time. While waiting for a response from

6y} (7HC b, (31¢2
SA SARY® |proceeded to verifyP@HC employment status, whereabouts, and
close the case.

In the spring of 2005, SAPOP | contacted SAPT®Cand informed him thatfag® |

‘ ‘Computer Crime Unit, Commonwealth of Virginia,
b))‘e’ ®9 limaged and reviewed the electronic media that
was seized at the subject’s remdence work area, and network directories. SAG~ " |copied
recovered images and movies to a compact disk then submitted the compact disk to NCMEC on
April 22, 2005, for review. NCMEC, which had expanded its CRIS database of known victims
since 2003, 1dent1ﬁed six “series” of known child victims. Addltlonally,w
NCMEC analyst, identified one image that contained an unknown child.

12.
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NARRATIVE

1. This investigation was initiated based upon a request from SA | Federal
Bureau of Investlgatlon (FBI), EauClaire, WI, relatlve to allegations of dlstrlbutlon of Chlld

was the F1rst Sergeant for the Minneapolis Recrultlng Company, aneapohs Recrultmg
Battalion, U.S. Army Recruiting Command (USAREC) for about one year prior to his retirement
on August 31, 2004. Shankey was then hired as a civilian contractor for MPRI, a subsidiary of
DOD Top 100 Contractor L-3 Communications, providing personal services under contract with
the USAREC, Ft. Knox, KY. He acted in the capacity of a military enlistment counselor since
the middle of February 2005. Numerous images of child pornography were posted to

by someone using the e-mail address

sing Yahoo ID information, hotmail e-mail address, and IP

,' ass001ated with the postings, the login was made via a dial in connection
) —
e Thls phone number is the re51dence number belongmg to (,b, e

case was worked jointly mth the FBI at EauCléire WI and the St. Croix Sheriff’s Ofﬁce

2. Shankey was interviewed on May 17, 2005 and while initially denying knowledge of or
involvement with child pornography, Shankey later became emotional and requested a lawyer
before discussing details of his activities. A search warrant was executed at Shankey’s residence
also on May 17, 2005 and two computers were among the items seized. Shankey’s work
computer was provided by the U.S. Army Recruiting Command and is being analyzed. Logs of
Shankey’s computer activity were obtained from the Recruiting Command. Shankey resigned
his position as a civilian contractor without returning to work. Pornographic images obtained
from Shankey’s computers were submittec to the National Center for Missing and Exploited
Chlldren (NCMEC) for comparison w1th previously identified victims of child pornography with
. . . _ |were mterv1ewed by St. Croix Count

3.  The FBI - EauClaire developed information that child pornography was being stored at the
Shankey residence. A search warrant was obtained and executed on September 7, 2006 which yielded
numerous items of child pornography. On October 4, 2006, a grand jury for the Western District of
Wisconsin, Madison, Wisconsin returned a two-count indictment with distributing a visual depiction of
minors engaging in sexually explicit conduct, and possessing a computer hard drive containing such
visual depictions.

A-1
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4, On May 15, 2007, District Judge John C. Shabaz, for the Western District of Wisconsin,
Madison, Wisconsin sentenced Shankey on one count of violating Title 18, United States Code
Section 2252(a)(4)(B), Possession of Child Pornography; a Class C felony, a second count of
distribution of child pornography was dismissed. Shankey was sentenced to a period of
imprisonment of 108 months, followed by supervised release for life and to register as a sex
offender. Additionally, he was required to pay a $100 criminal assessment.

5. Maccini was titled as a subject on December 5, 2006 in cooperation with the
Massachusetts State Police. Maccini was indicted on December 20, 2006 on child pornography
charges, including distribution based upon information provided by the DCIS Minneapolis Post
of Duty. Maccini was sentenced on December 12, 2007 to 5 years probation in Massachusetts
state court.

6. The 1llinois Attorney General’s office has requested assistance for an e-mail associate of
Shankey’s going by the namg™®*x® Information related to distribution of child
pornography by this e-mail account was provided. On February 21, 2008, McConnaughay, aka.
[eI®Ee "~ lwas charged in Illinois with possession and dissemination of child
pornography, class 3 and class 1 felony respectively. On May 29, 2009, McConnaughay was
sentenced in McHenry County Illinois pursuant to a plea agreement on a Class 3 felony charge of
possession of child pornography. He is to serve 4 months incarceration, 2 years probation, pay a
$1,00 fine and register as a sex offender.

7. The FBI, Kansas City requested assistance with another associate of Shankey’s using the
screen name[XS | Tnformation was retrieved from Shankey’s computer showing 13
messages between Shankey an This information was provided to assist in their
prosecution. AUSA Roseann Ketchmark,Western District of Missouri advised that on July 10,
2009, Ronald Elmquist pled guilty to attempted possession of child pornography
in violation of Title 18, United States Code Section 2252 (A)(4)(B) and (B)(2). On October 30,
2009, Elmquist was sentenced to 30 months incarceration, 5 yrs supervised release, 120 hours of
community service, 12 months of home detention, participate in sex offender counseling, register
under the Sex Offender registration and Notification Act, a $150,000 fine, and $100 special
assessment.

8. All known subjects associated with this case have been sentenced. This case is therefore
being closed as completed. Any evidence will be disposed of in accordance with DCIS policy.
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EXHIBITS - Previously submitted.
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NARRATIVE:

1. On May 29, 2007, the DCIS, Arlington Resident Agency, initiated Project: Operation
Flicker (CCN: 200701199X) based on information provided by Assistant U.S. Attorney (AUSA)
Gerald Smagala, U.S. Attorney’s Office (USAOQ), Eastern District of Virginia (EDVA),
Alexandria Division. AUSA Smagala advised that the ICE was conducting a national
investigation that identified over 5,000 individuals who subscribed to predicated child
pornography websites. AUSA Smagala specifically requested DCIS assistance relative to any
identified DoD personnel.

2. : _ utilized information contained within the DoD Employee
Interactive Data System and the Joint Personnel Adjudication Systems (JPAS) to identify DoD
affiliated individuals. Among those 1dent1ﬁed was Daniel Joseph Sweeney, an Actlve Dut

bac groun , | aypal 1s an account based system‘that lets anyone with an email address securely
send and receive online payments using their credit card or bank account.

7. Sweeney stated that he was aware that downloading and possessing child pornography
was a violation of law. He admitted to accessing child pornography while stationed on the
U.S.S. Mason. He said a few guys on the ship saw him doing it and warned him to stop.

8. During the search warrant, agents seized two laptop computers, one external hard disk
drive, one thumb drive, two memory cards, and approximately 77 other media items from the
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residence. Computer forensws revealed chxld ornography on one of the laptop computers
belongmg to Sweeney \ ‘ ~

(DXELBXTNO)

9. The recovered images were submitted to the National Center for Missing and Exploited
Children (NCMEC) in Alexandria, Virginia. The NCMEC reported that images recovered from
Sweeney’s residence included children previously identified by law enforcement as victims of
sexual abuse.

10. On October 7, 2008, a warrant was issued for the arrest of Sweeney by the U.S. District
Court (USDC), EDVA. On October 8, 2008, agents executed an arrest warrant on Sweeney in
Norfolk, Virginia, where he was station atoard the U.S.S. Anzio.

11.  On October 23, 2008, Sweeney was indicted in the Eastern District of Virginia on two
counts of attempted receipt of child pornography and possession of child pornography, a
violation of Title 18, U.S. Code (USC), Sections 2252A(a)(2) and 2252A(a)(5)(B).

13. On December 12, 2008, Sweeney e-lppeared before the Honorable James C. Cacheris,
District Judge, USDC, EDVA, Alexandria Division. Sweeney pled guilty to a single count of
possession of child pornography, a violation of Title 18, USC, Section 2252A.

14, On March 13, 2009, Sweeney was sentenced to 41 months incarceration, 240 months
supervised release, and a $100 penalty, for the possession of child pornography, a violation of
Title 18, USC, Section 2252A

15.  No further criminal, civil or administrative activity by the DCIS will occur. This case is
closed as “finished.”
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IDENTITY OF SUBJECTS:

Name

Alias

Social Security Number

Date/Place of Birth

Race

Sex

Height

Weight

Hair

Eyes

Residence

Employment/Occupation

Telephone Number

Driver’s License Number
and Issuing State

Education

Prepared by Special Agent Arlington Resident Agency APPR:

April 9, 2009

Sweeney, Daniel Joseph
None

Petty Ofﬁeer Second Class (EQS), U.S. Na\}y

Unknown
Unknown

Unknown
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NARRATIVE:

1. This case was initiated based on information derived from Defense Criminal :
Investigative Service (DCIS) Project: Operation Flicker (Case Control Number 200701199X).

2. As background, on May 29, 2007, the DCIS Arlington Resident Agency, initiated
Project: Operation Flicker based on information provided by Assistant U.S. Attorney (AUSA)
Gerald Smagala, U.S. Attorney’s Office, Eastern District of Virginia, Alexandria Division.
AUSA Smagala advised that the Immigration and Customs Enforcement was conducting a
national investigation that identified over 5,000 individuals who subscribed to predicated child
pornography websites. AUSA Smagala specifically requested DCIS assist in identifying DoD
affiliated individuals and provide investigative assistance.

3. Cameron Morrison Campbell was identified agFxBac) . '

5. On August 6, 2009, a criminal information was filed against Campbell for receipt of child
pornography, a violation of Title 18, U.S. Code, Section 2252A(a)(2).

6. On August 26, 2009, Campbell pled guilty to receipt of child pornography, a violation of
Title 18, U.S. code, Section 2252A(a)(2).

7. On November 20, 2009, Campbell appeared before the Honorable Gerald Bruce Lee,

District Judge, U.S. District Court, Eastern District of Virginia, Alexandria, Virginia and was
sentenced to 60 months in prison, 60 months supervised released, and a $100 penalty assessment.
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NARRATIVE

1. This investigation was initiated based on information derived from DCIS Project:
Operation Flicker (Case Control Number 200701199X). Flicker was initiated based upon a
national ICE investigation which identified over 5,000 individuals who subscribed to predicated
child pornography websites. DCIS was requested to assist in the identification and investigation
of DoD affiliated individuals.

2. SA DCIS, utilized information contained within the DoD Employee
Interactive Data System and the Joint Personnel Adjudication Systems (JPAS) to identify DoD
employees who subscrlbed to the webs1tes Among those identified was Paul Burnell Jones, a

3. Based on information obtained from ICE regarding Jones® subscriptions to known child
pornography sites, agents from DCIS and ICE executed a search warrant on Jones residence on

4. Simultaneous to the executions of the search warrants SDCIS and SA

5. On July 25, 2007, a search warrant was executed on the home of Jones”»*®X0©

(bX8),(0)
(7HC)

6. On October 11, 2007, Jones pled guilty to one count of Attempted Receipt of Child
Pornography, a violation of Title 18 U.S.C 2252A(b)(1).

7. On January 11, 2008, Jones was sentenced to 60 months in prison and 120 months
supervised release. Jones was also fined $2,000 in restitution and a $100 special assessment fee.

8. No fraud vulnerabilities were discovered during the course of this investigation. No

further criminal, civil or administrative actions will be taken on this matter. The case is closed as
‘Gf : h d 2
inished.
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Social Security Number
Date/Place of Birth
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Sex

Height
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NARRATIVE:

1. This case was initiated based on information derived from Defense Criminal
Investigative Service (DCIS) Project: Operation Flicker (Case Contro]l Number 200701199X).
As background, on May 29, 2007, the DCIS, Mid-Atlantic Field Office (MAFO), initiated
Operation Flicker based on information provided by Assistant United States Attorney (AUSA)
Gerald Smagala, United States Attorney’s Office (USAO), Eastern District of Virginia,
Alexandria Division. AUSA Smagala advised that the Immigration and Customs Enforcement
(ICE) was conducting a national investigation that had identified over 5,000 individuals who
subscribed to predicated child pornography websites. AUSA Smagala specifically requested that
DCIS assist in identifying Department of Defense (DoD) affiliated individuals and provide
investigative assistance.

2: SA™SRIE  lutilized information contained within the DoD Employee Interactive

Data System (DEIDS) and the Joint Personnel Adjudication Systems (JPAS) to identify DoD
affiliated individuals. Among those identified was a civilian with

an unknown DoD agency. A query of JPAS revealed that he was a civilian contract employee
within the Office of the Secretary of Defense, and held a top secret clearance. Law enforcement
database checks were conducted and no criminal history was located for[Z®®®| A check of the
Defense Central Index of Investigations (DCII) revealed one record for . A query of the
Investigative Data System revealed no open or closed investigations of

safe guard the computer in the interim.

4, On July 10, 2007, DCIS and ICE executed a search warrant atresidence. SA

| was the primary Seized Computer Evidence and Recovery Specialist (SCERS)
during the execution the search warrant . During the search warrant ICE entered all evidence

into their evidence system and transferred all electronic media items to SA[EZ®® | A
used the Forensic Toolkit Imager and created a primary and secondary forensic image copy of all
electronic media. The primary image copy was made on a 500 Giga Byte (GB) Western Digital
hard drive that had a serial number WCANU2233037. A secondary image copy was made on a
500 GB Western Digital hard drive that had a serial number WCANCU223888. Both primary
and secondary image copies were entered into the DCIS evidence custody system (ECS) on July
10, 2007 under evidence log # 0003-08.

(bXE)DITIC)

5. On November 29, 2007, SA served a search warrant via facsimile to the
e ; - ; . The search warrant was
1ssued from the U.S. District Court, Eastern District of Virginia, Alexandria Division, by the

Honorable Barry R. Portez, U.S. Magistrate Judge. The search warrant requested electronic mail
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. — . . . BXEEIIC)
(e-mail) subscriber information and e-mails sent and received froE-ma11

account.

6. On December 3, 2007, SA[® received documents and a compact disk
(CD) fro “’W pursuant to the search warrant that was served on November 29, 2007.

7. On January 3, 2008, AUSA Smagala advised that an affidavit was not necessary to seize

the work computer of[RI#®7)

8. On February 4, 2008, AUSA Smagala requested that the forensw exammatxon of the
home compute B0 |be comleted by[2 08 . ,
YETEITI0) . j :

9. On May 19, 2008, SAPEETT Teontactedfa® ™ land he verified that a search warrant
was not needed to obtain[®® lwork laptop computer.

10.  On September 9, 2008, SA [P | met with[ZOON |afEXOETCT
the original harg drive of the work laptop computer that was issued to- 6 | [BEE0] a]50
provided 4" o forensic report on work laptop computer.

regarding work laptop and the results indicated there was no evidence of child
pornography o work laptop computer.

12.  On September 20, 2008 SAW ntacted SA®® (W
and she requested all o electronic media obtained from the )
warrant, be transferred back to ICE.

13.  On September 25, 2008, SA[P®®A | returned all electronic media obtained from the
[P kesidence search warrant to SA[POENC ) g ABBEINE | then forwarded all electronic

media to[2 2 Ifor forensic analysis.

14.  On February 5, 2009, SAPOETO Iywas contacted by SA™"™  land she disclosed
D)
ey

information that the forensic report from>a |revealed that thef electronic media
contained no evidence of child pornography violations. As a result, AUSA Smagala declined

federal prosecution.

11.  On September 15, 2008, SAPE®IE Treviewed thd®@®@ —— — |forensic report
BN
DETEID

. | ICE,
| residence search

15.  On March 26, 2009, SA EEONC | met with @07 |and retumedw confiscated work
W0eT

laptop hard drive back to Lockheed V artin. "é’)(e’ e
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16. A review of[g®®7 personal email and the results of the computer forensic reports of
(R0 | hersonal and work computers did not reveal evidence related to the receipt of child
pornography. AUSA Smagala declined to criminally prosecutefae®@lfor violations relating to
possession and/or receipt of child pornography, due to insufficient evidence. DCIS will take no
further criminal, civil, or administrative actions on this matter. This case is closed as “declined.”
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EXHIBIT:

1.
Report, dated October 7, 2008.

April 29, 2009

U.S. Attorney’s Office, Eastern District of Virginia Electronic Forensic Examination

. o . . BY6).(b)
Prepared by Special Agent[%@eXH |Arlington Resident Agency APPR: (59" |
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