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(U) Part 1. Introduction

(U) Background

(U//F6H0) On September 21, 2001, following months of intense scrutiny and
surveillance, Federal Bureau of Investigation (FBI) officials interviewed and then
arrested Ana Belen Montes at the Defense Intelligence Analysis Center, Defense
Intelligence Agency (DIA), Washington, D.C. She was charged with conspiracy
to commit espionage against the United States in violation of 18 United States
Code section 794(a) and (¢). Montes pleaded guilty to one count of the
indictment on March 19, 2002, The court sentenced her to 25 years in prison on
October 16, 2002. She is currently serving her sentence in the Carswell Federal
Medical Center, Fort Worth, Texas. Ms. Montes was a U.S. Government
employee for 22 years, the last 16 of which (1985-2001) she was an intelligence
analyst with the DIA. The Cuban Intelligence Service recruited her in late 1984,
while she worked as a paralegal at the Department of Justice (Dol) in
Washington, D.C.

(SH#E) On April 17, 2002, the Director of Central Intelligence (DC I) directed the
Office of the National Counterintelligence Executive (ONCIX)' to conduct a
comprehensive Intelligence Community” damage assessment of the espionage
activities of Ana Montes, The ONCIX organized a Montes Damage Assessment
Team. The Team formulated Terms of Reference, which the DCI approved on
August 6, 2002, The Terms of Reference focused on identifying U.S. classified
and sensitive information that Montes put at risk and possibly compromised to the
Cuban Intelligence Service between 1985 and 2001. The ONCIX published its
damage assessment report on Montes in January 2005.

(U//FeH0) On August 27, 2003, the House Permanent Select Committee on
Intelligence requested that the Department of Defense Inspector General initiate a
full review of the Montes security breach to include the response of the U.S.
Intelligence Community. The Committee further requested that the Inspector
General include recommendations to correct identified weaknesses in DIA
security and counterespionage procedures and practices. The Committee
suggested that the Inspector General review consider the basic report framework
that the Inspectors General of the Central Intelligence Agency (CIA) and the Dol
used in their investigations of the espionage cases involving Aldrich Ames, a CIA
intelligence officer, and Robert Hanssen, a senior FBI Special Agent, in 1994

and 2001, respectively. On September 30, 2003, following a series of discussions

'(U) The ONCIX is responsible for improving the performance of the counterintelligence community by
identifying, assessing, priotitizing and countering intelligence threats to the United States; ensuring
counterintelligence community efficiency and effectiveness: and providing the integration of the
counterintelligence activities of the U.S. Government.

*(U//EQUO) The Intelligence Community is composed of the Central Intelligence Agency, the National
Security Agency, the Defense Intelligence Agency, the Department of State’s Bureau of Intelligence and
Research, the National Reconnaissance Office, the National Geospatial-Intelligence Agency, and the
intelligence elements of the Federal Bureau of Investigation, the Department of the Treasury, the
Department of Energy, the Department of Homeland Security, the Coast Guard, and the Military
Departments.
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(U/##6¥E0) The Finale to More Than Sixteen Years of
Espionage

(SHNHE) Several days after September 11, 2001, FBI Washington Field Office and
DIA counterintelligence officials met to begin preparations for Montes’ arrest.
Similarly, the JICEO and DIA carefully began to coordinate notification of the
senior DoD leadership of Montes™ impending arrest.

(U//FeH0) On September 21, 2001, when FBI Washington Field Office Special
Agents interviewed Montes at the Defense Intelligence Analysis Center, they
informed her that they had information from a senior official in the Cuban
Intelligence Service concerning a Cuban penetration agent that implicated
Montes. During the course of the interview, Montes refused to sign a Classified
Information Nondisclosure Agreement, and she asked to speak with an attorney.
The FBI Special Agents then read Montes her Advice of Rights; she signed it
after it was amended to reflect that she refused to answer questions without
counsel present. Montes was then arrested for conspiracy to commit espionage
against the United States in violation of 18 U.S.C. section 794(a) and (c).

(U/FOH0) Several officials from DIA, FBI, and the JCEO stated that once the
FBI launched its investigation of Montes, it became the best example of
cooperative information sharing that they had experienced.

(U) Post Arrest

(U) On March 19, 2002, Ana Belen Montes™ pleaded guilty to conspiracy to
commit espionage in violation of 18 U.S.C. section 794(a) and (c):

To communicate, deliver, and transmit to the government of Cuba and
its representatives, officials and agents, information relating to the
national defense of the United States, with the intent and reason to
believe that the information was to be used to the injury of the United
States and to the advantage of Cuba, and that Montes committed acts to
effect the objects of this conspiracy in the District of Columbia and
elsewhere, all in violation of 18 U.S.C. § 794(c),

(U) As part of her plea agreement, Montes waived her right to plead not guilty
and her right to a jury trial. She also waived her rights under the Fifth
Amendment to the Constitution of the United States that would have protected her
from the use of self-incriminating statements in a criminal prosecution. Montes is
required to be available for questioning by Federal, state and local law
enforcement agencies and to be available for debriefings by law enforcement and
intelligence officials. Montes is required to voluntarily submit to polygraph
examinations to be conducted by a polygraph examiner of the U.S. Government’s
choice. The results of the polygraph examinations are admissible in proceedings
to determine Montes® compliance with the plea agreement. Montes’ obligation to
cooperate pursuant to the plea agreement is a lifelong commitment.

*%(U) Between her arrest and her plea, Montes was housed at the Oran ge County Detention Center in
Orange, Virginia.











































the Intelligence Community Inspectors General Forum will be requested to
conduct a joint evaluation of counterespionage information sharing.




(U) Finding 2

(U/A0H6) The CIFA has not been effective in its role as the DoD focal point for
counterespionage investigations, in part because it has experienced difficulty
marshalling resources to examine counterespionage activities, operations, case
leads and investigations that might result in the identification of unknown
subjects within the DoD.

(S#NE) Foreign intelligence and security services pose a significant espionage

threat to the DoD. However, the DoD has not organized its counterespionage

assets to effectively meet this threat, This finding discusses the organization of |
DoD counterespionage assets, the manner with which DoD has tried to address

counterespionage weaknesses, and how the CIA is organized to confront the same

threat.

(U/HBHO) The March 24, 1994, Presidential Review Directive, “U.S,
Counterintelligence Effectiveness,” asked the DoD, among other Intelligence
Community members, whether there was a focal point for determining when
foreign intelligence reporting becomes a counterintelligence concern that requires
a law enforcement response. such as an espionage investigation. In 1996, the
ASC(C?) established the DoD Investigations Working Group to function as the
focal point for national-level operational “anomalies,” otherwise known as
unknown subject cases, Also, in 1996, the ASD(C]) created the Defense
Unknown Subject Team to act as a specialized investigative team to focus on
unknown subject espionage leads and investigations which appear to have no
specific information indicating the potential subject’s Military Department
affiliation or unit of assignment. The DoD Investigations Working Group
provided guidance, direction, and oversight to the Defense Unknown Subject
Team, whose members included counterintelligence investigators from the Army,
Navy, and Air Force.

(U/A8H8) On May 6. 1998, the ASD(C?I) approved the establishment of the
JCEO to inform senior DoD officials of all significant DoD counterintelligence
activities in a timely manner, To facilitate DoD access to all relevant information
and to coordinate counterintelligence activities, JCEO positions were to be filled
by liaison officers from the FBI, the CIA, and the military counterintelligence
components.

(U) DoD Directive 5105.67, “Department of Defense Counterintelligence Field
Activity (DoD CIFA),” February 19, 2002, established the CIFA as a DoD Field
Activity. Its mission is to develop and manage DoD counterintelligence programs
and functions, including the detection and neutralization of espionage against the
DoD. The CIFA assumed the mission and functions of the JCEO. Although
investigative jurisdiction over espionage subjects resides with the military
counterintelligence components and the FBI, the components are responsible for
reporting all significant counterintelligence activities to the CIFA.

(U/AEBU0) The DoD organizes counterespionage around the Military
Departments. Under 10 U.S.C. 3013(c)(7), 5013(c)(7), 8013(c)(7), the Military
Departments are the only DoD entities empowered to conduct counterespionage
investigations. Some DoD agencies have limited authorization to conduct
preliminary investigations to develop leads for the FBI and the Military
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(U//A0H06) The Under Secretary of Defense for Intelligence commented that,
currently, the Director, DIA has the authority to designate positions as critical
intelligence positions that would be subject to CSP testing to assist in determining
their eligibility for employment. However, any additional increase in personnel
awaiting CSP examinations before entering on duty could create a backlog that
may effectively delay employment start dates and cause a possible shift in internal
priorities within the broader DIA polygraph missions. The Under Secretary stated
that the legislative proposal that DoD submitted to update its polygraph directive
would authorize all Components to implement CSP examinations as they deem
necessary in determining initial eligibility for personnel for assignment to critical
or sensitive positions based upon certain risk assessment criteria.









































































(U) Part VII. Appendixes
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(U) Appendix F. Report Distribution

Office of the Secretary of Defense

Deputy Secretary of Defense

Under Secretary of Defense for Acquisition, Technology, and Logistics

Under Secretary of Defense for Policy

Under Secretary of Defense for Intelligence
Deputy Under Secretary of Defense for Counterintelligence and Security
Director, Counterintelligence Field Activity

Assistant Secretary of Defense for Legislative Affairs

Assistant Secretary of Defense for Public Affairs

General Counsel of the Department of Defense

Special Assistant to the Secretary of Defense

Special Assistant to the Deputy Secretary of Defense

Assistant to the Secretary of Defense for Intelligence Oversight

Joint Staff
Director, Joint Staff

Director for Intelligence
Inspector General

Department of the Army

Deputy Chief of Staff for Intelligence
[nspector General

Department of the Navy
Director, Naval Intelligence

Inspector General
Director, Marine Corps Intelligence

Department of the Air Force

Director, Intelligence, Surveillance, and Reconnaissance
Inspector General







(U) Part VIII. Management Comments
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DoDIG; (b)(1); 1.4(c); CIA; (b)(3), 50U.5.C. § 403, Sec. 6; FBI; (b)(6), (D)(7)(C)

Final Report
Reference

Revised

Revised
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(U) Central Intelligence Agency Comments

Final Report
Reference EMEGHNECREE)

Revised
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Final Report
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Revised

Revised

Revised




Final Report

Reference DoDIG; (b)(1), 1.4(c); CIA; (b)(1), 1.4(c); (B)B); DIA
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Revised
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Final Report
4(c); CIA: (B)(1), 1:4(c), (D)(5): FBI: (B)()E) Reference
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Final Report
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Final Report
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