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MEMORANDUM FOR JOINT STRIKE FIGHTER PROGRAM EXECUTIVE 

OFFICER 


SUBJECT: Report on Controls Over the Export ofJoint Strike Fighter Technology 

(Report No. D-2006-044) 


We are providing this report for review and comment. We requested and received 

comments from the Program Executive Officer for the Joint Strike Fighter. The Office of 

the Secretary ofDefense for Acquisition, Technology, and Logistics and the Defense 


·Technology Security Administration provided unsolicited comments. All comments were 

considered in preparing the final audit report. 


DoD Directive 7650.3 requires that all recommendations be resolved promptly. 

The Joint Strike Fighter Program Executive Officer comments .were partially responsive; 

therefore, we request additional comments on Recommendations 1. through 5. by 

February 13, 2006. We revised Recommendation 2. and Recommendation 5: based on 

Defense Technology Security Administration comments. 


Ifpossible, please send management comments in electronic format (Adope 

Acrobat file only) to AudRLS@dodig.osd.mil. Copies of the management comments 

must contain the actual signature ofthe authorizing official. We cannot accept the 

I Signed I symbol in place ofthe actual signature. Ifyou arrange to send classified 

comments electronically, they must be sent over the SECRET Internet Protocol Router 

Network (SIPRNET). 


We a reciate the courtesies extended to the staff. Questions should be directed 

to 'Z@_604~(DSN664~or-at 

(703) 604- (DSN 664-m>. The team members· are liste~er. 

See Appendix C for the report distribution . 


. By direction ofthe Deputy Inspector General for Auditing: 

Vtk.i~./d-
Wanda A. Scott 


Director 

Readiness and Logistics Support 


~eeial "\¥aF&i11.g 

Thi& rspeFt eentaiRs eelltFaGter i11.f9rmatien tltat may be Gempaay i:emillimtial eF preprietary 

SeetieB 19995 title 18s lIBitea States Celle1 a11.El sesae;a 4:ZJ, title 415 Ueiteli States Cede, pre~ric;Ie 

specific peualties for tJ>e miauthoria::ed disclosure or · 1:QmpaJl¥ 1;g;i;ifidllll.tial HF prQflrie:tary 


· m£1n:matio;g. 'll&is npert must lJe Sllfigaartletl m aGC9l"~llCQ witll J)9J) :Reg!Hatiea a4tHla7 R,, +IH:s 
Q91lYmeRt is . ™Hlflt frem tlw malldatery eisQlesu.rs nnder tke Fl'eedem ef lefeRBRH0fl /_.et 
™mptiom 3, 4, and S 

b(6) 

.FOR OFFICLU. USE ONLY 

http:eisQlesu.rs
mailto:AudRLS@dodig.osd.mil


Department of Defense Office of Inspector General 

Report No. D-2006.-044 January 11, 2006 
(Project No. D2004-DOOOLG-0155.000) 

Controls Over the Export of Joint Strike Fighter Technology 

Executive Summary 

\Vho Should Read This Report and Why? Civil service and uniformed officers who 
manage the export of technology to foreign countries should read this report. The report 
discusses the initial use ofan accelerated method for processing exports oftechnology 
used in the development of the Joint Strike Fighter. 

Background. The U.S. and eight foreign countries cooperated in designing the Joint 
Strike Fighter to replace existing fighter aircraft that the Air Force, Navy, Marine Corps, 
and U.S. allies use. The Joint Strike Fighter program~ which will cost $256.6 billion to 
acquire more than 2,450 aircraft, is the first DoD program that will use an accelerated 
method for exporting unclassified technical data and services to foreign companies. 
Contractors reported using that accelerated method for more than 400,000 exports 
between March 2003 and November 2004. 

I • I I Joint 
Strike Fighter technology. Unauthorized access could allow those companies to counter 
or reproduce technology, reduce the effectiveness ofthe program technology, 
significantly alter program direction, or degrade combat effectiveness. (See the Finding 
section ofthe report for the detailed recommendations.) 

Management Comments and Audit Response. The Jofut Strike Fighter Program 
Executive Officer did not concur or artiall concurred with our recommendations. 

The Program Executive Officer stated that controls for 
monitoring contractor exports reside with the Department ofState. While we agree that 
statutory authority for controlling exports resides with the Department ofState, DoD 
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acquisition guidance requires that program managers develop, implement, and monitor 
controls at contractor sites to ensure export-controlled technology is properly 
safeguarded. Because he administers the contract, the Program Executive Officer should 
enforce the contractual requirement that foreign disclosure ofprogram information is in 
accordance with the established International Traffic in Arms Regulation and Joint Strike 
Fighter policy and procedures. Accordingly, we request that the Program Executive 
Officer reconsider his position and provide additional comments by February 13, 2006. 
See the Finding section ofthe report for a discussion ofmanagement comments and the 
Management Comments section of the report for the complete text ofthe comments. 
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Background 

Joint Strike Fighter. The F-35 Joint Strike Fighter (JSF) was designed to replace 
the existing multi-role fighter aircraft that the Air Force, Navy, Marine Corps, and 
U.S. allies use. The estimated cost to complete development and distribution of 
more than 2,450 JSF aircraft is $256.6 billion. 

International Participants. DoD is developing the JSF as a 
multi-national cooperative program. The U.S. and eight coalition partners­
Australia, Canada, Denmark, Italy, the Netherlands, Norway, Turkey, and the 
United Kingdom-will each contribute between $125 million and $2 billion for 
system development and demonstration of the JSF. Israel and Singapore will also 
participate, but as customers in the foreign military sales program. 

Contracts Awarded. In October 2001, DoD awarded Lockheed Martin 
Aeronautics Company (Lockheed Martin) in Fort Worth, Texas, the contract to 
develop and demonstrate the JSF airframe and to integrate all component systems. 
Lockheed Martin subcontracted work to British Aerospace Systems in Lancashire, 
England, and Northrop Grumman Corporation (Northrop Grumman), in 
El Segundo, California. DoD also awarded separate contracts to Pratt and 
Whitney and General Electric, in partnership with Rolls Royce, for development 
oftwo interchangeable aircraft engines. More than 1,200 foreign and domestic 
subcontractors will participate in developing the JSF. 

Export Control Authority. The Arms Export Control Act, section 2778, title 22, 
United States Code (22 U.S.C. § 2778 et seq.) authorizes the President to issue 
regulations for import and export of selected defense articles1 and defense 
services.2 With respect to exports ofdefense articles and defense services, 
Executive Order 11958 delegates statutory authority to the Secretary of State for 
issuing regulations. The International Traffic in Arms Regulation provides 
specific regulatory guidance on how the Department of State (State Department) 
should manage exports ofdefense articles on the U.S. Munitions List. (The 
President selects the defense articles that make up the U.S. Munitions List.) 

Export Process. The International Traffic in Arms Regulation requires 
that U.S. corilfanies request an export license before classified and unclassified 
technical data on the U.S. Munitions List can be released to a foreign company or 
countty. The license must identify the types of information intended for release 
and the specific foreign company or foreign government to which such 
information is released. The State Department must approve each request and 
normally solicits DoD for recommendations on technical questions before 
granting approval. State Department coordination and review processes may take 
more than 50 days to complete. 

1 Defense articles are models, mockups, or technical data shown on the U.S. Munitions List. 

2 Defense services include assistance provided (including training) to foreign persons in the design, 
development, and production ofdefense articles. 

3 Technical data is either classified or unclassified information, other than software, required for the design, 
development, production, manufacture, assembly, operation, repair, testing, maintenance, or modification 
ofdefense articles. 

1 
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Defense Trade Initiatives. Jn May 2000, DoD and the State Department 
jointly participated in developing a series of trade initiatives that would streamline 
the process ofreviewing and coordinating exports. From the DoD perspective, 
the trade initiatives would help reduce the time required for Government 
authorizations ofinternational commitments and improve its ability to assemble 
and operate with coalition partners. The Deputy Under Secretary ofDefense 
(Technology Security Policy and Counterproliferation) stated that DoD would 
identify 20 to 25 candidate U.S. weapons contracts and foreign weapons programs 
to use those trade initiatives. · 

Global Project Authorization. Use of a Global Project Authorization (GPA) 
initiative helps accelerate exports oftechnical data and services to foreign 
companies and could potentially facilitate global.approval of licenses for an entire 
project \vithout a need for approving additional licenses for subsections of the 
project. U.S. companies may use GPA when exporting controlled-unclassified4 

information to foreigncompaniesifamemorandum ofunderstanding and a GPA 
agreement exist. 

Memorandum of Understanding. DoD and the defense agency in the 
foreign company's government must sign a formal memorandum ofunderstanding 
before U.S. companies can make exports to foreign companies. The 
memorandum establishes roles for each country in supporting research, 
development, or production on a project such as the JSF. 

Agreement~ Any U.S. company wanting to use GPA for exporting to 
foreign companies (where a memorandum ofunderstanding exists) must draft a 
GPA agreement. A GPA agreement identifies the unclassified technology the 
U.S. company expects to exp01t and also identifies the foreign companies 
expected to receive those exports. After the State Department approves such an 
agreement, the U.S. company must develop a plan explaining the processes and 
procedures the company will use to comply with GPA. Once the State 
Department approves a company-developed compliance plan, the U.S. company 
may begin using GPA. The State Department can process and approve a request 
for a GPA license in as few as 5 days. 

State Department Responsibilities. Executive Order 11958 delegates statutory 
responsibility for controlling exports of defense services and articles on the U.S. 
Munitions List to the State Department. The primary responsibilities of the State 
Department in the export process are to approve export licenses, monitor 

4 Controlled-unclassified information is unclassified information to which access or distribution limitations 
were applied in accordance with applicable national laws or regulations. 
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contractor exports, and report to Congress on the number ofexport licenses issued 
to foreign companies. The State Department approves approximately 
50,000 export licenses each year for DoD contractors. 

DoD Responsibilities. The Deputy Under Secretary ofDefense (Technology 
Security Policy and Counterproliferation) oversees DoD activities related to 
international transfers oftechnology. The Deputy Under Sepretary is also Director 
of the Defense Technology Security Administration (DTSA). 

· Defense Technology Security Administration.· DTSA develops DoD 
policies on international transfers ofDefense-related technologies. In addition, 
DTSA ·reviews and makes recm:pmendations to the State Department on 
applications for export licenses involving DoD programs. The Director ofDTSA 
and the JSF program office are responsible within DoD for controlling exports 
and for protecting critical JSF technology. . 

JSF Prog1·am Office. U.S military and civilian personnel from the Aµ 
Force, Navy, and Marine Corps staff the JSF program office. The JSF Program 
Executive Officer is responsible for developing and fielding the JSF aircraft as 
well as for implementing a program protection plan to safeguard JSF program 
critical technology. 

Objectives 

The overall audit objective was to evaluate teclmoiogy transfer and export 
controls over the JSF program. Specifically, we evaluated the controls over JSF 
contractor use of GPA in facilitating transfer ofcontrolled-unclassified technology 
from U.S. companies to foreign companies. Additionally, we reviewed the 
management control program for the JSF program office. See Appendix A for a 
discussfon ofthe audit scope and methodology. 

Controls Over Personnel 

During the audit, we evaluated controls implemented to ensure that JSF 
office personnel adequately protect JSF technology. 

Management ~ontrol Program Review 

DoD Directive 5010.38, "Management Control (MC) Program,'' August 26, 1996, 
and DoD Instruction 5010.40, "Management Con,trol (MC) Program Procedures," 
August 28, 1996, require that DoD organizati.ons implement a comprehensive 
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system ofmanagement controls that provides reasonable assurance programs are 
operating as intended and to evaluate the adequacy ofthe controls. . 

Scope of the Review of the Management Control Program. We reviewed the 
JSF program office controls over export ofJSF technical data. · 

4 
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Controls Over Accelerated Exports 


Criteria 

Guidance for Acquiring Defense Systems. DoD guidance provides a broad 
range ofcontrols for managing and monitoring the acquisition ofmajor weapon 
system programs such as the JSF program. DoD Directive 5000.1, "The Defense 
Acquisition System," May 12, 2003, and related acquisition guidance provide 
policies and procedures for managing acquisition ofDoD weapons systems. DoD 
Directive 5010.38 and DoD Instruction 5010.40 provide guidance on 
implementing controls that provide reasonable assurance ofprograms operating 
as intended. 

Compliance Plans. The GPA agreement requires that any US. company 
participating in the development and demonstration ofJSF perform in accordance 
vtith their State Department-approved compliance plans. Those compliance plans 

. h h I d I d I< . - H. 	 _-1-.111 .1• GPA. 
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JSF Program Office Controls Over Technology 
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Audits on Export Procedures. GP A requires that JSF contractors develo 
im lement audits on their ex mi procedures. 

Implementation of Oversight Controls 
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Protecting Critical Technology. DoD Instruction 5000.2, "Operation ofthe 
· Defense Acquisition System," May 12, 2003, and DoD Directive 5200.39, 
"Security, Intelligence, Counterintelligence Support to Acquisition Program 
Protection," September 10, 1997, require that program managers develop a plan 
for protecting critical program technology from inadvertent or unauthorized 
access. Further, the Defense Acquisition Guidebook, Version 1.0, October 17, 
2004, states that a program manager should: 

• 	

• 	

• 	

revise the program protection plan when new risks are identified, 

implement processes in the program protection plan for continuously 
monitoring risks throughout the life ofthe program, and 

develop contractual requirements that ensure contractors apply 
appropriate countermeasures to protect technology. 

The Government Accountability Office (GAO) reported on the potenti~ 
nsks of exporting JSF technology and later representatives from the DoD 
Inspector General discussed those risks with the JSF program office. 

. Government Accountability Office. The GAO discusses 
potential risks for using GPA in Report No. GA0-03-775 "Joint Strike Fighter 
Acquisition Cooperative Program Needs Greater Oversight to Ensure Goals are 
Met," July 2003. The report states that a great number ofexports would be 
required to share critical JSF information with foreign companies. The report 
cautions that increased pressure to approve exports supporting the JSF program 
goals and schedules could result in inadequate reviews oflicenses or broad 
interpretations ofdisclosure authority. · 

DoD Inspector General. During a meeting with JSF program 
officials in February 2005, we discussed the risks involved with expediting 

program manager must I enti:fy any critical program information (including 
unclassified-controlled information) and adequately protect it. 

8 
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DoD Drrective 5200.39 states, however, that a 



Contract Requirements. On October 26, 2001, DoD and Lockheed 
Martin signed a contract for designing and demonstrating the JSF system. The 
contract included a requirement that "foreign disclosure ofprogram information 
will be in accordance with the established International Traffic in Arms 
Regulation and JSF olic and rocedures." 

• 	

• 	

• 	

monitoring risks to the JSF program, 

revising the protection plan as new risks occur, and 

ensuring that contractors apply countermeasures that will protect 
technology. 

o rrective 5010.38 
o managers, mc u mg program managers, with developing control 

objectives that ensure "assets are safeguar~ed against waste, loss, unauthorized 
use, and misappropriation." The Directive also requires "timely correction ofMC 
[Management Control} wealmesses." DoD Instruction 5010.40 states that 
weaknesses result :from management controls "that are not in place, not used or 
not adequate." The significance ofa weakness depends on whether the inadequate 
controls contribute to actual or potential loss ofresources, violations ofstatutory 
or regulatory requirements, or current or probable media or congressional 
attention. 

Potential Loss of Resources or Statutory Violations. The weaknesses . 
identified with use of GPA represent a loss ofcontrol over critical technology and 
a potential violation ofthe International Traffic in Arms Re lation as we I 
noncom Iiance with DoD idance. 
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Congressional Testimony. In July 2003, the Director for International 
Cooperation in the Office ofthe Under Secretary ofDefense (Acquisition, 
Technology, and Logistics) testified before the House ofRepresentatives 
Committee on Government Reform. The Director commended the joint efforts of 
the State Department and DoD in streamlining the export licensing processes to 

· include using GPA as a model for transferring unclassified technologies to foreign 
partners. The Director concluded his testimony by stating,." ... none ofour export 
control mechanisms have been compromised or short-circuited, but rather they 
have been streamlined and transformed into a more workable process ...." 

Establishing Management Controls. DoD Instruction 5010.40 states 
that a management control program should be organized into assessable areas (or 
units) based on an organization's structute, its functions, or its programs. Those 
assessable units are responsible for conducting evaluations ofmanagement 
controls. · 

To help control processes considered essential for accomplishing the JSF program 
mission, the JSF program office used 16 integrated product teams.7 The JSF 
Program Executive Officer could identify the areas covered by those product 
teams as a$Sessable units and delegate the responsibility for evaluating 
management controls to the product teams. For example, one of the JSF product 
teams is the security product team. The team implements and maintains the 
security program for the JSF program. The product team also controls foreign 
disclosure, which includes exports ofcritical aspects ofJSF systems and 
technology. The JSF program office could use each ofthe integrated product 
teams to develop and implement a management control program, which would 
include sampling ofcompany exports to confirm adherence to GPA. 

Actions Taken to Establish Management Controls. 

Certification of GPA Exports . 


7 An integrated product team is a group ofskilled professionals whose combined talents in a variety of 
functional areas can help resolve problems and meet cost and performance objectives. 
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Protecting Critical Information. DoD Directive 5200.39 states that a program 
manager should identify critical program information, including 
unclassified-controlled information, and adequately protect it The Directive 
describes the potential risks ofinadequately controlling unclassified information. 
According to the Directive, unauthorized access to unclassified, export-controlled 

· technology could allow foreign companies to counter or reproduce the technology. 
The result ofsuch unauthorized access could reduce effectiveness of the program 
technology, significantly alter program direction, or degrade combat effectiveness. 

Conclusion 

The Deputy Under Secretary ofDefense (Technology Security Policy and 
Counterproliferation) actively sponsored GPA for the JSF program to make the 
export control process more supportive ofDoD programs being developed jointly 
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Recommendations, Management Comments, and Audit 
Response 

Revised Recommendations. As a result ofmanagement comments, we revised 

draft Recommendation 2. and draft Recommendation 5. 


We recommend that the Joint Strike Fighte1· Program Executive Officer: 


l. Develop controls that ensure any contractor participating in a Global 
Pro· ect Authorization adhere to re uirements of the compliance plans. 

Although not required to comment, the Director for International Cooperation of 
the Office ofthe Under Secretary ofDefense for Acquisition, Technology, and 
Logistics and the Acting Director, DTSA stated that Executive Order 11958 
delegates export compliance responsibilities to the State Department. Therefore, 
the Directors stated that reassigning those responsibilities to the JSF Program 
Executive Officer is not valid. 

Audit Response. The comments were not responsive. We agree that Executive 
Order 11958 delegates export compliance responsibilities to the State Department. 

14 
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However, DoD acquisition guidance requires that DoD program managers 
develop, implement, and monitor controls at contractor sites to ensure that 
expo1t-controlled technology is properly safeguarded. In addition, DoD 
management control guidance requires that DoD mana ers develo controls to 
safeguard DoD assets a ainst loss or unauthorized use. 

eport noncompliance of the Global 
ro1ect Authorization to the State Department for determining appropriate 

compliance actions. 

Management Comments. The JSF Program Executive Officer did not concur. 
with the recommendation, stating that GP A requires contractors to perform 
quarterly audits. 

Although not required to comment, the Acting Director, DTSA concurred with the 
draft recommendation. 

Audit Response. The JSF Program Executive Officer comments were not 
responsive. We a ee that GP A re uire dits of 

. ..... - ... ­

U I •q gr 
recommendation for updating the program protection plan and provide additional 
comments to this final report. 



4. Develop and implement for the Joint Strike Fi,ghter program a 

management control program that includes controls over exports of the 

program's technology. 


Management· Comments. The JSF Program Executive Officer partially 
concurred, stating that the program office drafted a management control program, 
but the plan did not include controls over exports because those controls are 
addressed by the State Department and the Intemational Traffic in Arms 
Regulation. 

Audit Response. The comments are partially responsive. We agree that the State 
Department and International Traffic in Arms Regulation provide controls over 

.exports. However, DoD policy prescribes that each DoD Component develop and 
implement management controls that provide reasonable assurance that programs 
are carried out in accordance with applicable laws, such as the International 
Traffic in Arms Regulation. We request that the JSF Program Executive Officer 
reconsider the recommendation and provide additional comments on this final 
report. 

5. Refer any potential unauthorized export identified in this report or in any 
future review to the State Department for review and determination of 
appropriate compliance actions. 

Management Comments. The JSF Program Executive Officer partially 
concurred with the recommendation, stating that the program office would refer 
any potential unauthorized exports the program office identifies to the U.S. 
contractor for International Traffic in Arms Regulation compliance actions. 

Although not required to comment, the Acting Director, DTSA concurred with the 
recommendation. 

Audit Response. The comments are partially responsive. The JSF Program 
Executive Officer comments did not state whether the potentially unauthorized 
exports this report identifies were referred to the State Department. We request 
that the JSF Program Executive Officer provide additional comments on this final 
report. 

i
I, 
i 
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Appendix A. Scope and Methodology 

The F-35 JSF was designed to replace existing multi-role fighter aircraft that the 
Air Force, Navy, Marine Corps, and U.S. allies use. The estimated cost for 
completing development and distribution ofmore than 2A50 JSF aircraft is 
$256.6 billion. We evaluated U.S. contractor use of GPA to accelerate export of 
controlled-unclassified JSF technology to foreign companies. The Director of 
DTSA and the JSF program office control exports and protect critical JSF 
technology for DoD. 

We reviewed Federal legislation and DoD guidance related to exports of 
controlled technologies and acquisition ofmajor weapons systems. We relied on 
guidance in the Arms Export Control Act and the Intemational Traffic in Arms 
Regulation. Also, we relied on DoD acquisition guidance in DoD 
Directive 5000.1, Directive 5200.39, Instruction 5000.2, and the Defense 
Acquisition Guidebook. 

We initially limited our audit work to the JSF program office located in Arlington, 
Virginia, and the Lockheed Martin contractor facility in Fort Worth, Texas. We 
limited our work to those hvo sites because ofhigher priority audits and budget , 
constraints. At both sites, we reviewed the adequacy ofcontrols that minimize the 
otential for reventin unauthorized access to facilities and critical information. 

In October 2004, we began evaluating JSF contractor use of GPA and transfer of 
controlled-unclassified technology from U.S. companies to foreign companies. 
We discussed roles, responsibilities, policies, and procedures with representatives 
from the following offices associated with the JSF program: the Office ofthe 

17 
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Under Secretary of Defense for Acquisition, Technology, and Logistics; Deputy 
Under Secretary ofDefense for Technology Security Policy and 
Counterproliferation; Secretary of the Air Force's International Affairs, Defense 
Secmi.ty Service office; and the JSF program office. · 

We also discussed GPA and interdepartmental working relationships with 
re resentatives ofthe State De artment's Directorate ofDefense Trade Controls. 

At both contractor facilities--Lockheed Martin in Fort Worth and Northro 
Grumman in El Se do-we evaluated controls over GPA ex orts. 

We performed the audit between May 2004 and July 2005 in accordance with 
generally accepted government auditing standards. The audit was suspended 
between July 2004 and September 2004 because the staff was reassigned to higher 
priority audits. We reviewed documents dated :from December 1980 through 
August 2004. 

Although we did not perform a formal reliability assessment ofthe 
computer-processed data, we determined that training records, export licenses, 
and export reports generally agreed with information in the computer~processed 
data.. We did not :find errors that would preclude use ofcomputer-processed data 
.in meeting the audit objectives or supporting the conclusions of this report. 

Use of Technical Assistance. We received technical assistance :from aeronautical 
and computer engineers assigned to the Defense Contract Management Agency. 
Those engineers assisted us with reviewing the sample ofexports and detemllning 
ifGPA authorized those exports. 

b(4)18 
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Appendix B. Prior Coverage 

During the last 5 years, GAO and the DoD IG conducted multiple reviews 
discussing the JSF program and controls over the transfer oftechnology. 
Unrestricted GAO reports can be accessed over the Internet at 
http://www.gao.gov. Unrestricted IG DoD reports can be accessed at 
http://www.doclig.osd.mil/audit/reports. 

GAO 

GAO Report No. GA0-04-554, "Joint Strike Fighter Acquisition, Observations 
on the Supplier Base,'' May 2004 

GAO ReportNo. GA0-03-775, "Joint-S~eFighterAcquisition, Cooperative 
Program Needs Greater Oversight to Ensure Goals Are Met," July 2003 

GAO Report No. GA0-02-972, "Export Controls - Department of Commerce 
Controls Over Transfers ofTechnology to Foreign Nationals Need Improvement," 
September 2002 

GAO Report No. GA0-00-74, "Joint Strike Fighter Acquisition, Development 
Schedule Should be Changed to Reduce Risks," May 2000 

DoDIG 

DoD IG Report No. D-2004-061, "Export-Controlled Technology at Contractor, 
University, and Federally Funded Research and Development Center Facilities,'' 
March 25.. 2004 

DoD IG Report No. D-2002-039, "Automation of the DoD Export License 
Application Review Process," January I 5, 2002 

DoD IG Report No. D-2001-007, ~'Foreign National Security Controls at DoD 
Research Laboratories/' October 27, 2000 

DoD IG Report No. D-2000-110, "Export Licensing at DoD Research Facilities," 
March 24, 2000 
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Interagency Reviews 

Inspectors General of the Departments ofAgriculture, Commerce, Defense, 
Energy, Health and Human Services, Homeland Security, State, and the Central 
Intelligence Agency. Report No. D-2005-043, "Interagency Review ofthe Export 
Licensing Process for Chemical and Biological Commodities~" June 10, 2005 

Inspectors General ofthe Departments of Commerce, Defense, Energy, Homeland 
Security, State, and the Central Intelligence Agency. Report No. D-2004-062~ 
"Interagency Review ofForeign National Access to Export-Controlled 
Technology in the United States/' April 16, 2004 

Inspectors General of the Departments of Commerce, Defense, State, Treasury, 
Central Intelligence Agency, and the United States Postal Service. Report No. 
D-2003-069, "Interagency Review ofFederal Export Enforcement Efforts," 
April 18, 2003 · 

Inspectors General ofthe Departments ofCommerce, Defense, Energy, State, and 
the Treasury. Report No. D-2002-0074, ''Interagency Review ofFederal 
Automated Expo1t Licensing Systems/' March 29, 2002. 

Inspectors General ofthe Departments of Commerce, Defense, Energy, and State. 
Report No. D-2001-092, "Interagency Review of the Commerce Control List and 
the U.S. Munitions List," March 23, 2001 

Inspectors General of the Departments of Commerce, Defense, Energy, and State. 
Report No. D-2000-109, "Interagency Review ofthe Export Licensing Process for 
Foreign National Visitors," March 24~ 2000 
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Appendix C. Report Distribution 

Office of the Secretary ofDefense 

Under Secretary ofDefense for Acquisition, Technology, and Logistics 
Deputy Under Secretary ofDefense (International Technology Security) 
Director, Defense Procurement and Acquisition Policy 

Under Secretary ofDefense (Comptroller)/Chief Financial Officer 

Deputy Chief Financial Officer 

Deputy Comptroller (Program/Budget) 


Under Secretary ofDefense for Policy 

Deputy Under Secretary ofDefense (Technology Security 

Policy and Counterproliferation) 


Under Secretary ofDefense for Intelligence 

Director, Program Analysis and Evaluation 


Department of the Navy 

Naval Inspector General 
Auditor General, Department of the Navy 

Department of the Air Force 

Auditor General, Department ofthe Air Force 

Other Defense Organizations 

Director, Defense Security Services 
Director, Defense Contract Management Agency 
Director, Defense Technology Security Administration 
Program Executive Officer, Joint ~trike Fighter Program Office 

Non-Defense Federal Organizations 

Office ofManagement and Budget 
Director, National Security Agency 
Inspector General, Department ofState 
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Congressional Committees and Subcommittees, Chairman and 
Ranking Minority Member 

Senate Committee on Appropriations 
Senate Subcommittee on Defense, Committee on Appropriations 
Senate Committee on Anned Services 
Senate Committee on Foreign Relations 
Senate Committee on Homeland Security and Governmental Affairs 
House Committee on Appropriations 
House Subcommittee on Defense, Committee on Appropriations 
House Committee on Anned. Services 
House Committee on International Relations 
House Committee on Government Reform 
House Subcommittee on Government Efficiency and Financial Management, Committee 

on Government Reform 
House Subcommittee on National Security, Emerging Threats, and International 

Relations, Committee on Government Reform 
House Subcommittee on Technology, Information Policy, Intergovernmental Relations, 

and the Census, Committee on Government Reform 
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.JOINT STRiKE FIGHTER P~Q.GRAl\f 
200 17th Street South, Sl!ite 60() 
Aflington, Virginia ~220~540~ 

Mr • .Pemii.s Con\vay, :. . :: . . . 
rrogram :Q:irector, R~di'!eis ~l'!d Loglstii?s·S.!ipport " 
In~pecto:r Qyneral, Departinerit ofDefense · · · NO~ 6 2005 !
400 ~y!if~vyDrive. · . · · 
Arlington, Virgiqia 22202-4704 

De8r Mr. Conway; 

This is the)ciint Strike Fighter QSF)'Programresponse tci the DoD:IG draft ~rt on 

Controls over the Export ofJoi~t sµike Fighter ~hnology d~ted, Oct~ber J8, 2005 (Project 


Th.e JSF PIDgt!llll GP4 is. an umb~lla.au,th!lri.zation. in t/lr:i In~ITJafiooalTuffic in Arms 
Regulation (ITAR) [i.TAR.i;26.14(3)(i)J that is jiitendeQ.to support gove.oimeiit t6 govemlllMt 
ccioperaJ!y~ proJeet& ,\tiic;re t!tei:e_is a pre-:exi~~n~ ~e~<!i.:an~~~ qftind~tan.ding {MOU) 
between the US Gove.rDll.l)lnt and the foreign. govemm~t.. The GPA' allows fot the ex:Pr:irt of pre­
appioved (by the Department ofµ~fen&e (DoD) and t!ie Depait!nent cif State) technical data to 
pre-?i>Proved p!llfiler industries by pre-approved US ilid~trlC's. The GPA permits pre-approved 
us·exporters tq prepare fmplllin~nting Agree.m61)tS 0,A) \Yi~ prt:-ldentified forelgn partqer 
ini;lus¥~ within a qef'Uled. ~ That scope is all unclassified in.the c~e ofJSF. Tlie TA, like 
a Tec-~iiica} Assistan~.Agreement (tAA), must compiy wi!h I?epartment of State export eontrol 

. , . . . . ..... 

Tequli'ements in accql'Q~~ with the ITAR. · 

J~FProgram ,.Olllplents on ~reportn)C9mniendation~ follow. 

No. D2004-DOOOL0-0155.000). 

The draft repl>rt rerommenilatlons center ariiund 
e)q>Ort 1cen¢ complimiceni~ures' aria are redl)ndant to exist!ng law aµd reiated 1i9rppllim~e· 

. requirements. · · · ·.. · · · · 

JSFProgram comment Non~rii;ur. Compliance controls and related monitoring requirements 
· are in-place. Any IA approved urtiler the·JSF GPA must comply with Department ofState · 

export control requirements in ac:cOrdance with Jhe ITAR. 
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Joint Strike Fighter Program Comments 


http:jiitendeQ.to


" • t I t •' • 

determining adn1.inistrativc"petlalties. ~ . · ! :. . · · · · : : ~ 

J~;~~~cp~nt: NQn"C9ncur. o~4rfAR.ro~~i;~~ requi~ ~e qon~~;~~:~perr:mn
q!!arterly ;lUdits. . . . .. . . .. .. 

4. -iieco!Jllllendati~ th!!! the ,SF.PM ~eveiop aii& inl.Pieififo!lt.f9,t-tlie JSF !>.Wgntm ;i ~!fil~pent 

control program th11t includes cpnttols' aver ~porn 9fthe Pn:>~'.~ teCiwoicigy. ·. 


• • .I -.:·. . • • ·.,.· • • • .• 

JSF P;o~ coninie~~ ~artially co~i;ib-. isf.Program ~9.w~a draft M11J1a~~~t Control 
. Plan, a copy or'\Vhi.ch)~J!~ pi!?\'idCd io 'the PoI?-IG. ~pwever, co~trols o~ exports of 
technology are ~ready ~tl~i'.d ~se~here, i,e!; imy IA, ~pprO.ved'1,1i;i~ the {SF GP.\ mjist 
comply with Dep~eiit ofState export control regui~e11ts in a~cordance wii:h the U:AR. 

·5. Recommendation.that thf.l isFPM i;efer any i)otential un11uth0;$.~export i~entjfiedin ibis 
report or in any future iivlew.to 'jhe State Dep;niment for revi.ew"l!fid detennination of . 
adminis~tivepeilhlties. 

JSFPr~grai'n co~eiic ·PiirliaJly concur.· ~Ypotential tinautho~~.exports. identi!led by the 

JSF Program Office wiJI be referre,cf to the US contractor for col,llpliance actio~s required by th.e 

Depl!lfinent of S~te under the'~AR· · · 


_.,...,""~"...,,;,,,,.,~~....v~ . 

Steven I,. Enewolci, RADM, UsN (y/td'1i f~
Program ~.egutive Officer ~f " 
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.··. 

OFFiCE OF THE UNDER SECRETARY OF DEFENSE . . . . .. · 
SOOODEFENSEPENTAGON 

WASHl~GTON, DC aoaoi-3000 

HOV l S 1095 

MEMORANDUM FOR PROGRAM DllillCTOR, READINESS AND LOGISTICS. 
SUPPORT, DODIO i5 

TIIROUGH: DIRECTOR. ACQUismoN R$SOURCES AND ANALYSIS~\\\~\(). 
sUBJEcT: OUSD(AT&L) Comments to Drafl DoDIG Report cin Controls Over 


the Export ofJoint Strike FighterTecMoloiY (Project N~: D2004­
: . ; DOOOLO~OlSS.OOtl) . . 


. OUSD(l\TBiL)iJC appreciates the. opp~rtunity to comment ondt~:;ubj~t draft 

report.: While nOt specifica1Jy uisked to respond to the draft J:¢:p0i:t, this office S\!p119t(s the 

~mments from' the JSF Program Executive Qfficer ~Dir«:tor, Defense Technology 

S~mityMminisfratlo!J. · · 


. USD(AT&L) and tl).e U.S. Departm_ent _of~tate (DoS) fully supp!)rt the JSF 

Program's use ofthe In~ational Traffic in Arms Reg~latlons.{ITAR) )>rovi,sfons 

associated with tbe Global Project Authorization (GPA) to facilitate transfer ofecntrolled 

un_cl~i.fied technology. The reSpe<:t.iYe responsibilities ofthe DoS ltt,ld I!"~ with re~d 

to thePresidcnt:s impJementntlol) f?f the Amls Expon ConltOJ Act (AECA>..~~ !TARare 

found in Exe<:ulive Order _l 1958. Do.S b~ role i:esponslbiHty for estab~lng·im~ · ­
impleme11tlng MCA and ITAR ~ompllance meaiures u_nder DoS-lssueiiexportlicensi:s 

(including lhe lSF GPA). DoD's_r¢Sponslbjl_ities in the area ofcitpo~ licenses focus on 


·	ex~rt {iontiol pl.!liu!lng. wi~in the DoD and with. DoD c0ntJ:l!cwrs, providing DQS with 
DoD'.s t~nology1ransfer and eXJ?i.ii:t. cpntrol {-e!»mineitdatlons pi:iorto the issuaiicc of 
licenses {a D.TSA res_P-onslbilify), and reporting aliy suipecled compliance violations to 
DoS. Many'~f'the subject"audit recommendations address JSF.-telated expi>rt license 
compliance measures. Accordingly, DoDIG's rmimmendiilioll$.tegardlng enhanted JSF 
Progtam ex.port Iice!!Sc complilmce sho1'1d be addr~e4 by DoS tnther !hon the JSF 
Progriim 9fficc 01' DTSA. . 

Ifyou have anr questions rega-·this mem~c~~ta_:tmy point of 
OO!Jtacl • . . . H at 703-697- or at~. 

·,:~ 
_.t11 A. Volkman · 

· Director, Intemationa~ Cooperation 

Under Secretary of Defense for Acquisition 
Technology and Logistics Comments 
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Final Report 
Reference 

Revised 
pages 13. 15, 
16 

Defense Techn()logy Security Administration 
Comments 

.: ·. ~- ~ •.. 
. ...~ 

: .·. 

·oEFeNse TI:cHNoL0Gv.siicu.R1iY AoM1N1srRATior·i" 
. ·. 2900 D~FENSEPENTAGON . . . . 

WASHINt;lTON, DC 2031>~·2900 NOV l 8 2005 

MEMORANDUM FOR ASSISTANT INSPECTOR GENERAL FOR READINESS AND 
LOGISTICS S~PORT ­

SUBJECT:· Response to Draft .poDli~RepOrt oii ..Controls ~edhe Export ofJoint 

Strike Fighter Technology," Projet1t No, D2004-DOOOL9:01ss.ooo 


. . 
In re&.Porise to your draft repo~ dated October 18, :ZQ05, 'Ye are·5ubniif:tPig the . · 

fullqwing comments. · ·. · · · · · · 

We defer Recommendations 11 3, an~ 4 ~o the jqint Sirlke Fighte~-_(JSF) Program 

Office. . . ·, . . . · . ., · · . . 


We concur \vith Reconim~d~tfo~ 2 ·a~d. 5~ b~t we recommend chan~i.ng the_ 
language of the last seµt!!rice ofeach from:".,{ .d~iJ).ing admin~stratlve ,P.enaiiies" and. 
.... :detenninatfon ofadministrative penalties/' i::eaj:>ectively, to. "determfoation of 
appropriate compli~oe actlqn" in or~er to lli.&re a9curately refJ~t the State_Department's 
role. 

We note that export control.compiianceresponsi]?iliti~ reside by law with the 

State Departjll~nt's.:Qir~o~ ofDefehse Trade Con~qJs a.nd ~y orth.e repc>rt's 

rei;ommendati~ns tQ :re~~ thj~ t,esP9niibility to.the JSF Program Of'fiee;wh~ther 

express or implied,..~uld be invalid. · · · '· 

~~ questiops~ng these co~ments, pl~se catl my po.int ofcontact, 
---at703-325- · · 

. . ~m1!ll&1/J!J1f 
Beth M. McComiick 
Directqr{Acting), 
. · J;>efense Technology 

~eturlty Adupni~tratfoi:i 

http:chan~i.ng


Team Members 
The Department ofDefense Office ofthe Deputy Inspector General for Auditing, 
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