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Additional Copies 
To obtain additional copies of this report, contact the Secondary Reports Distribution 
Unit at (703) 604-8937 (DSN 664-8937) or fax (703) 604-8932. 

Suggestions for Audits 
To suggest or request audits, contact the Office of the Deputy Inspector General for 
Auditing at auditnet@dodig.mil or by mail: 

Department of Defense Office of Inspector General 
Office of the Deputy Inspector General for Auditing 
ATTN: Audit Suggestions/13F25-04 
4800 Mark Center Drive 
Alexandria, VA 22350-1500 

Acronyms and Abbreviations 
DISA Defense Information Systems Agency 
GDACS Generic Data Acquisition Control System 
IA Information Assurance 
IAVA Information Assurance Vulnerability Alert 
ICS Industrial Control System 
IDS Intrusion Detection System 
MEVA Mission Essential or Vulnerable Area 
NIST SP National Institute of Standards and Technology 

Special Publication 
OPM Operations Project Manager 
PLC Programmable Logic Controller 
SCADA Supervisory Control and Data Acquisition 
STIG Security Technical Implementation Guide 
USACE U.S. Army Corps of Engineers 
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Introduction 
Objective 
Our objective was to determine whether U.S. Army Corps of Engineers (USACE), Civil 
Works, personnel implemented effective procedures and security controls over critical 
infrastructure to protect against unauthorized access to information systems that support 
water control structures from physical and cyber threats.  See Appendix A for a 
discussion of the scope and methodology related to the audit objective.  See the Glossary 
for terms used throughout the report. 

Background on USACE Operations and Critical 
Infrastructure Identification and Prioritization 
USACE is responsible for providing engineering services in peace and war to strengthen 
our Nation’s security, support the economy, and reduce risks from disasters.  The 
USACE, Civil Works Directorate, is responsible for providing water resource services, 
including emergency response, for water resource development activities supporting 
hydropower generation, flood control, navigation, recreation, and infrastructure and 
environmental stewardship.  USACE operates 702 water structures; approximately 556 of 
those structures primarily control flooding and 75 generate hydropower. USACE 
provides services through its 45 districts that are subordinate to 9 divisions. 

Northwestern Division and Portland and Seattle 
District Responsibilities 
We reviewed information assurance (IA) and physical security controls over three 
information systems used to operate five Portland and Seattle District projects in the 
Northwestern Division.  The Northwestern Division is one of nine USACE divisions and 
is responsible for providing engineering services and stewardship of water resource 
infrastructure, military construction, environmental protection and restoration, and 
emergency response operations.  The Northwestern Division performs its responsibilities 
through resources managed by the Portland, Seattle, Walla Walla, Omaha, and Kansas 
City Districts.  

The Portland District is responsible for providing vital public engineering services to the 
Pacific Northwest to strengthen security, promote a strong economy, and enhance 
environmental sustainability by: 

•	 improving and maintaining navigation for economic development and safety, 
•	 preventing and reducing flood damage, 
•	 generating reliable and efficient hydropower, 
•	 supporting combat, stability, and disaster operations through forward-deployed 

and reachback capabilities, 
•	 providing Corps-wide expertise in hydroelectric planning and engineering, and 
•	 providing safe and healthful recreational opportunities for the public. 
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programs and strategies.  The Dams sector includes dams, hydropower generation 
facilities, navigation locks, levees, dikes, hurricane barriers, and other similar water 
retention and water control facilities.  The Plan states that dams are complex facilities 
that may include multiple water impoundment or control structures, reservoirs, spillways, 
outlet works, powerhouses, canals or aqueducts, and in some cases, navigation locks. 

(FOUO) In 2009, the USACE Critical Infrastructure Security Program became the 
USACE Critical Infrastructure Protection and Resilience Program to address policy 
requirements outlined by HSPD-7 and responsibilities as a Federal owner and operator of 
critical infrastructure. Under this program, the USACE Office of Homeland Security 
began evaluating the criticality of all USACE dams using an agreed-upon methodology 
that all Federal, State, and local governments, and private and public partners within the 
Dams sector use. The overall assessment evaluates potential human, economic, and 
mission impacts based on a list of Department of Homeland Security criteria.  As of 
March 2012, the USACE Office of Homeland Security completed its evaluation of 
170 structures, 124 of which it designated as critical infrastructure.  Those results showed 
overall USACE-wide criticality rankings (most to least) as follows: 

• (FOUO) 
• (FOUO) 
• (FOUO) 
• (FOUO) 
• (FOUO) 

In 2011, the USACE Critical Infrastructure Protection and Resilience Program worked 
with the Institute of Defense Analysis to develop the common risk model for dams to 
support Corps-wide risk assessments and asset prioritization based on land-based, 
waterside, and airborne risk scenarios.  The design and implementation of physical 
security measures were to be based on specific risks to each project.  According to the 
Program Manager, USACE Critical Infrastructure Protection and Resilience Program, 
18 projects were assessed under the common risk model for dams, including all 5 projects 
we visited. 

Information Assurance and Physical Security Requirements 
DoD Instruction (DoDI) 8500.2, “Information Assurance (IA) Implementation,” 
February 6, 2003, establishes a baseline level of IA controls for all DoD information 
systems by requiring system owners to assign each system a mission assurance category 
and confidentiality level.  The USACE Information Assurance Program Manager stated 
that USACE generally designated all ICS networks used to operate hydropower 
generation projects as mission assurance category II networks that processed sensitive 
information.  Therefore, USACE personnel were responsible for the design and 
implementation of IA controls to provide integrated, layered protection of each ICS.  We 
reviewed 26 of 107 DoDI 8500.2 IA controls to determine whether the implementation of 
those controls was effective to prevent unauthorized physical and cyber-related access to 
the ICSs used to operate USACE-designated critical infrastructure. See Appendix B for 
the list of DoDI 8500.2 controls we reviewed. 
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to the Bonneville Power Administration, we understand that  submits 
budget requests to obtain USACE appropriations. However, documentation supporting 
USACE budget submissions from the Seattle District for  

 FY 2011 and FY 2012 did not itemize specific shortfalls or needs 
associated with the requested funding.  For example, the  budget 
request showed annual operating activity costs or general maintenance and repair costs 
and the  budget request showed a summary line total for power 
generation and joint capital costs. 

Without documentation showing individual security needs and how they were prioritized 
for these two projects in FY 2011 and FY 2012, the Seattle District was unable to support 
whether the security shortfalls found during physical security inspections or those found 
during the audit were included in those requests.  Therefore, we request that the 
Commander and District Engineer, Seattle District, reconsider his position about how 
security needs are prioritized and provide comments on the final report by February 13, 
2013. 

b. Prioritize the results of physical security inspections and develop plans of 
action and milestones to mitigate weaknesses that, if left unaddressed, could 
unnecessarily increase the risk of compromise resulting from unauthorized access to 
the structure. 

USACE Comments 
(FOUO) The Chief, Operations Division, agreed, stating that the Seattle District and 
OPMs would be more conscientious in prioritizing, addressing, and tracking the 
remediation of findings from annual physical security inspections through the use of a 
maintenance management system. He also stated that the Seattle District prioritizes 
necessary expenditures at its projects based on appropriations that it receives, and he 
noted that prioritizing security against operational needs could jeopardize the critical 
infrastructure that the security measures are intended to protect. 

Our Response 
Comments from the Chief, Operations Division, were responsive; however, they did not 
include a completion date for prioritizing, addressing, and tracking the remediation of 
findings that resulted from physical security inspections.  Therefore, we request that the 
Commander and District Engineer, Seattle District, provide the completion date for the 
planned actions. 

A.6.  We recommend that the Commander and District Engineer, Seattle District, in 
coordination with the Operations Project Manager for  dam: 

a.  Implement physical security measures in accordance with the 
Headquarters, U.S. Army Corps of Engineers memorandum, “Baseline Security 
Posture Guide for Civil Works Projects,” December 10, 2004, as follows: 
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Recommendations, Management Comments, and 
Our Response 

Revised Recommendations 
As a result of management comments, we revised draft Recommendations B.1, B.2.a, and 
B.2.c to clarify the intent of the recommendations.  We request that the Chief, Programs 
Integration Division, and the Chief, Hydrologic Design Center, provide comments on the 
final report by February 13, 2013. 

B.1.  We recommend that the Chief, Programs Integration Division, Headquarters, 
U.S. Army Corps of Engineers,, revise the current budget process to separately 
identify information assurance requirements to ensure sufficient funding is 
available to protect the industrial control systems used to operate critical 
infrastructure from cyber security risks. 

USACE Comments 
The Chief, Operations Division, USACE, Civil Works, responding on behalf of 
Headquarters, USACE, Programs Integration Division, agreed, stating that the USACE, 
Civil Works, budget process considered all district and division funding requirements 
submitted using a complex prioritization process that evaluated competing needs.  He 
stated that separate consideration is given to Operations Hydropower Business Line 
budget through a special budget category to address electric reliability cyber security 
requirements, which are defined in Engineering Regulation 1130-2-551, “Hydropower 
Operations and Maintenance Policy Bulk Power System Reliability Compliance 
Program,” September 30, 2009, and Engineering Pamphlet 1130-2-551, “Hydropower 
Operations and Maintenance Policy Implementation of Bulk Power System Reliability 
Compliance Program,” September 30, 2009. Further, he stated that all the cyber security 
requirements needed to meet the North American Electric Reliability Corporation Critical 
Infrastructure Protection requirements were fully funded.  

In addition, the Chief, Operations Division, stated that the USACE Office of Homeland 
Security completed assessments of the Northwestern Division projects (portfolio) to 
identify and prioritize critical projects as the first step in implementing the Critical 
Infrastructure Protection and Resilience Program risk management framework. The 
framework is defined in Chapter 23, “Physical Security of Dams,” of Engineering 
Regulation 1110-2-1156, “Engineering and Design Safety of Dams – Policy and 
Procedures,” October 28, 2011.  He stated that this process was recently completed at the 
five projects included in the scope of the audit.  He also stated that the Office of 
Homeland Security, Operations Division, and Operational Protection Division would 
work together with the Programs Integration Division and USACE Business Line 
managers to update budget guidance to ensure that physical security requirements at 
critical facilities were properly incorporated into the FY 2015 budget process. 
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(FOUO) required remedies.  He stated that the OPM’s performance, as for all personnel, 
would continue to be assessed annually based on new and developing requirements of the 
positions, such as those resulting from our audit recommendations. 

Our Response 
Comments from the Chief, Operations Division, were nonresponsive to the intent of our 
recommendation.  Recommending actions to hold personnel accountable for their actions 
or inaction is not an overextension of our responsibilities.  DoD Directive 5106.01, 
“Inspector General of the Department of Defense,” April 20, 2012, requires the DoD 
Office of Inspector General, among other responsibilities, to perform audits and make 
recommendations for corrective action for all matters related to the economy and 
efficiency of DoD programs and operations.  Because the OPMs are ultimately 
responsible for all aspects of operations that affect their projects, their performance in 
relation to the existence of significant physical and cyber security weaknesses needs to be 
reviewed to ensure those types of weaknesses are prevented in the future. Therefore, we 
request that the Commanders and District Engineers, Portland and Seattle Districts, 
reconsider their positions to review the OPM’s performance related to the existence of 
the physical and cyber security weaknesses and provide comments on the final report by 
February 13, 2013. 
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Management Comments on the Finding and 
Our Response 
Summaries of management comments on the finding and our response are in 
Appendix C. 

Recommendations, Management Comments and 
Our Response 
C.  We recommend that the Deputy Chief of Engineers, U.S. Army Corps of 
Engineers, monitor certification and accreditation actions through the use of a plan 
of actions and milestones to validate whether District Commanders completed 
required actions in accordance with Operations Order 2012-14, “Federal 
Information Security Management Act Compliance for Supervisory Control and 
Data Acquisition Systems, Industrial or Electronic Control Systems, Data 
Acquisition and Monitoring Systems,” February 15, 2012, timelines. 

USACE Comments 
The Chief, Operations Division, agreed with the recommendation. 

Our Response 
Comments from the Chief, Operations Division, were responsive to the intent of our 
recommendation; however, although he agreed with the recommendation, he did not 
provide planned actions and the completion date for corrective actions.  Therefore, we 
request that the Deputy Chief of Engineers provide comments on the final report by 
February 13, 2013.  
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Our Response 
We agree that USACE implemented an IA program and understand that the Office of 
Corporate Information (Information Technology) had a separate IA budget.  However, 
the IA Program Manager, Office of Corporate Information (Information Technology), 
stated that the IA budget pertained to managing CorpsNet, not ICSs.  In addition, 
personnel responsible for preparing and submitting budget submissions at the five 
projects and personnel responsible for consolidating and prioritizing those budget 
submissions in the Portland and Seattle Districts and in the Northwestern Division stated 
that IA needs to secure ICSs were not submitted as part of the Headquarters, USACE, IA 
program.  Instead, they stated they were required to include those costs in the overall 
operation and maintenance budget line item.  We revised the report accordingly. 
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Glossary 
Accreditation. An official management decision that authorizes an information system 
to operate at a specific level of risk. 

Audit Trail. A record of activity that is maintained to provide a basis for reconstructing 
or reviewing user activities. 

Bulk Electric System. A large interconnected electrical system comprised of generation 
and transmission facilities and their control systems. 

Certification. A comprehensive evaluation and validation process to establish whether 
an information system complies with required information assurance controls and 
procedures. 

Computing Facility. A room, building, or section of a building that houses key 
information technology assets, such as servers, network management servers, domain 
name servers, switches, firewalls, routers, and IDSs, that must be physically protected.  

Conformance Testing.  A process for determining whether a system meets requirements 
or specific standards necessary for achieving connectivity or interoperability. 

Critical Infrastructure. Systems and assets, whether physical or virtual, so vital to the 
United States that the incapacity or destruction of such systems and assets would have a 
debilitating impact on security, national economic security, national public health or 
safety, or any combination of those matters.  

Cyber Security. Technology, processes, and practices designed to protect networks, 
computers, programs, and data from attack, damage, or unauthorized access.  

Designated Accrediting Authority. The official with the authority to formally assume 
responsibility for operating a system at an acceptable level of risk. 

Enclave. Collection of computing environments connected by one or more internal 
networks under the control of a single authority or security policy.  These include local 
area networks and the applications they host, backbone networks, and data processing 
centers. 

Firewall. Hardware and software components that permit authorized users to access and 
transmit information, as well as deny access to unauthorized users. 

Information Assurance (IA).  Measures that protect information or an information 
system’s availability, integrity, authentication, confidentiality, and nonrepudiation.  This 
includes providing for restoration of information systems by incorporating protection, 
detection, and reaction capabilities. 
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Industrial Control System (ICS). A general term that encompasses several types of 
control systems, including SCADA systems, distributed control systems, and PLCs. 

Information Assurance Manager. The individual responsible for the information 
assurance program of a DoD information system or organization. 

Information Assurance Vulnerability Alert. A comprehensive process that notifies 
DoD personnel about vulnerabilities affecting their information systems and networks; 
they include implementation strategies to reduce the risk associated with identified 
vulnerabilities. 

Information System. A set of information resources organized for the collection, 
storage, processing, maintenance, use, sharing, dissemination, disposition, display, or 
transmission of information. 

Information Technology.  Any equipment or interconnected system or subsystem used 
in the automatic acquisition, storage, manipulation, management, movement, control, 
display, interchange, transmission or reception of data or information. 

Interconnection. A direct connection between two or more information systems 
established for sharing data and other information resources. 

Intrusion detection system (IDS). A device that inspects activity occurring within a 
network or specific host to identify suspicious patterns that could indicate someone is 
attempting to compromise a system or network. 

Logical Access. Technical controls within an information system that limit and control 
access to data or the information system. 

Mission Assurance Category.  The classification assigned to DoD information systems, 
which reflects the importance of information relative to the achievement of DoD goals 
and objectives, particularly the warfighters’ combat mission, and is primarily used to 
determine the requirements for availability and integrity. 

Mission Essential or Vulnerable Area (MEVA). Facilities or areas within an 
installation that by the nature of the area are vulnerable to theft, trespassing, damage, or 
other criminal activity; these areas are vital to the mission of the installation. 

Need-to-Know.  The necessity for access to, or knowledge of, specific DoD information 
required to carry out official duties. 

Network. A group of computers and associated devices connected by communication 
lines, routers, hubs, and technical control devices. 

Operating System.  The software that controls the execution of other computer 
programs, schedules tasks, allocates storage, manages the interface to peripheral 
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hardware, and presents a default interface to the user when no application program is 
running. 

Port.  The logical connection point that enables the transmission of information from 
computer to computer. 

Privileged Access. An authorized user who has access to system control, monitoring, or 
administration functions that an ordinary user would not have. 

Programmable Logic Controller (PLC). A solid-state control system that has user-
programmable memory for storing instructions to implement specific functions (for 
example, input and output control, communication, and data processing). 

Protocol.  A standard that specifies the format of data as well as the rules to be followed 
when performing specific functions. 

Risk Management.  The process of identifying risk, assessing risk, and taking steps to 
reduce risk to an acceptable level. 

Sensitive Information.  Any data in which the loss, misuse, or unauthorized access to, or 
modification of, could adversely affect our national interests or DoD mission. 

Supervisory Control and Data Acquisition (SCADA). A highly distributed system 
used to control geographically dispersed assets where centralized data acquisition and 
control are critical. 

System Administrator. An individual that is responsible for administering the use of 
multiuser computer or communications systems. 

Threat. A circumstance or event that could adversely impact organizational operations 
and assets, individuals, other organizations, or the Nation, through an information system 
by unauthorized access, destruction, disclosure, modification of information, or denial of 
service. 

Vulnerability. The weaknesses in an information system, system security procedures, or 
internal controls that could be exploited or triggered by the source of a threat. 
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