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DEMOGRAPHICS 

The Global Demography of Aging: Facts, Explanations, Future. Last month, we brought you “Here 
Come the Young,” an article about the coming population boom. Concurrently, population aging is the 
21st century's dominant demographic phenomenon in developed countries. Declining fertility, increasing 
longevity, and the progression of large-sized cohorts to the older ages are causing elder shares to rise 
throughout the world. This phenomenon is unprecedented in human history, and brings with it sweeping 
changes in population needs and capacities, with potentially significant implications for employment, 
savings, consumption, economic growth, asset values, and fiscal balance. While population aging 
certainly poses new challenges, doomsday scenarios about irreparable economic strain are likely 
overstated. Mitigating the negative consequences of population aging will involve some combination of 
increased labor supply from women, immigrants, and older people; investment in education and training 
at all ages; increased rates of savings during the working years; slower growth of benefits; and faster 
growth of tax contributions to finance government transfers to older people.  Demographics of Aging 
        
ECONOMICS 

IMF and other GDP and GDP per capita Projections. The International Monetary Fund has projected 
GDP and GDP per capita out to about 2021. By 2021, on a purchasing power parity basis, China's 
economy will be 50% larger than the US economy (they were roughly equal in 2013). However, in terms 
of per capita GDP China will still fall far short of the US.  GDP / GDP per capita Projections 

A Product of the Futures Assessment Division 

http://ftp.iza.org/dp10163.pdf
http://www.nextbigfuture.com/2016/10/imf-and-other-gdp-and-gdp-per-capita.html
http://www.mcwl.marines.mil/Divisions/Futures-Assessment/
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Move Over Bitcoin, the Blockchain is Only Just Getting Started. The author opines that the 
blockchain at the heart of cryptocurrencies contains the seeds of something revolutionary, such that 
even governments have taken an interest. Sir Mark Walport, the UK government's chief scientific 
adviser, published a report on the blockchain in January this year, outlining how the massively 
distributed shared ledger is "a database that tracks who owns a financial, physical or electronic 
asset". Many firms are already using the blockchain to trace and record ownership, and to cut out 
middlemen. The paper in the attached pdf, seeks to provide clarity on what blockchain technology can 
do and how it has unfolded ever since its invention in 2008. While outlining the opportunities for 
governance brought forth by the technology, the paper also surfaces important caveats about its 
possible uses in the future and the likely challenges to national security. Ultimately, the paper aims to 
deflate excessive hype and paint a realistic picture of the technology’s transformative potential.  
Move Over, Bitcoin     New Kid on the Block(chain) 
 
FORECASTING 

What is Disruptive Innovation? For the past 20 years, the theory of disruptive innovation has been 
enormously influential in business circles and a powerful tool for predicting which industry entrants will 
succeed. Unfortunately, the theory has also been widely misunderstood, and the “disruptive” label has 
been applied too carelessly anytime a market newcomer shakes up well-established incumbents. In this 
article, the architect of disruption theory, Clayton M. Christensen, and his coauthors correct some of the 
misinformation, describe how the thinking on the subject has evolved, and discuss the utility of the 
theory. The authors acknowledge that disruption theory has certain limitations. But they are confident 
that as research continues, the theory’s explanatory and predictive powers will only improve. 
What is Disruptive Innovation? 
 
Why the Next 20 Years Will See a Lot Less Technological Disruption Than the Past 20. In his new 
book, The Inevitable, Wired co-founder and Silicon Valley guru, Kevin Kelly, argues that adding machine 
intelligence to everyday objects — a process he calls “cognifying” — “would be hundreds of times more 
disruptive to our lives than the transformations gained by industrialization”. On the other hand, economist 
Robert Gordon, who believes the IT revolution has ended, documents the dramatic economic changes of 
the 20th century — electricity, cars, indoor plumbing, antibiotics — and predicts that nothing of that scale 
is on the horizon. While the truth is probably in between the two views, the author feels that Gordon’s 
approach to the uncertain future could be nearer the mark. He highlights that there are a number of 
industries — with health care and education being the most important — where an inherent limit exists 
on how much value and impact information technology can add.  Limited Disruption 
 
ENERGY 

Energy Giant Shell Says Oil Demand Could Peak in Just Five Years. Royal Dutch Shell has a good 
track record when it comes to looking at energy futures. They are the world’s second-biggest energy 
company by market value, and are projecting that global demand for oil could peak within 5 to 15 years. 
Shell’s view puts it at odds with some of its biggest competitors. For instance, Exxon Mobil, the largest 
publicly traded oil company, said in its annual outlook that “global demand for oil and other liquids is 
projected to rise by about 20 percent from 2014 to 2040”. Tied to this, the World Energy Council has 
forecast that if renewable energy and other technologies such as electric cars continue their rapid 
advance, then petroleum use will reach its maximum level in 2030.  Peak Oil Demand Coming Soon? 
 
Could China build the world’s smallest nuclear power plant and send it to the South China Sea? 
A top mainland research institute is developing the world’s smallest nuclear power plant, which could fit 
inside a shipping container and might be installed on an island in the disputed South China Sea within 
five years. Researchers are carrying out intensive work on the unit – dubbed the hedianbao, or “portable 
nuclear battery pack”. Although the small, lead-cooled reactor could be placed inside a shipping 

http://www.wired.co.uk/article/unlock-the-blockchain
https://hbr.org/2015/12/what-is-disruptive-innovation
http://www.vox.com/new-money/2016/10/3/13076152/silicon-valley-disruption-slow
http://www.bloomberg.com/news/articles/2016-11-02/europe-s-biggest-oil-company-thinks-demand-may-peak-in-5-years
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container measuring about 6.1 meters long and 2.6 meters high, it would be able to generate 10 
megawatts of heat, which, if converted into electricity, would be enough to power some 50,000 
households. [Ed note: When discussing the possibility of portable nuclear reactors, please bear in mind 
Admiral Rickover’s eloquent 1953 letter on the difference between an academic reactor and a practical 
reactor.]  China's Portable Nuclear Reactors  
 
URBAN FUTURES 

The Pentagon Envisions a Horrible and Dystopian Metropolis of the Future. A video 
titled “Megacities: Urban Future, the Emerging Complexity” produced by the Pentagon has been 
shown at the Joint Special Operations University. In it, visuals of crowded urban sprawl, riots, poverty, 
and military operations are splashed across the screen as a narrator somberly describes a hugely 
complex and tactically bankrupt combat environment of the future. The video describes megacities in 
great detail, including the unique and complex social structures that will propagate from high-rise 
penthouse dwellers all the way down to “subterranean labyrinths” governed by their own laws and social 
norms. Above all else, the video makes it clear that future cities will be breeding grounds for organized 
crime, cybercrime, and terrorism. As populations increase along with urban density and sprawl, certain 
tactical challenges will increase significantly and demand our attention as we build the future force.  
Pentagon's Future Urban Environment 
 
Smart cities: The 5-year Outlook. This article is inside FAD’s preferred 15-30 year horizon, but time 
horizons are altered by the rate of change of technology. Expect these changes to come faster or 
slower. The author predicts that the explosion in numbers of connected devices will continue to offer 
opportunities to improve service delivery, reduce environmental impact, and reduce costs. Positive 
developments from autonomous cars to the use of accumulated data in all aspects of public utilities and 
urban systems are becoming a reality. Conversely, the challenges of cybercrime, severe climate events, 
and government inefficiency are increasing. Smart city technologies will offer more cities improved 
resilience, disaster mitigation, and response.  Smart Cities: Five-Year Outlook 
 
The Gridlock: How Can We Keep Our Cities Moving? It is forecast that by 2050, two-thirds of the 
world’s population will live in urban areas, and transport planners face the formidable task of mitigating 
congestion. The Guardian, supported by Heathrow, hosted a roundtable discussion to address how the 
transport systems can cope.  Avoiding Future Gridlock 
 
TECHNOLOGY 

Designing the future internet. As part of the National Science Foundation initiative, Future Internet 
Architecture launched in 2010, researchers at Rutgers University proposed a “MobilityFirst” project which 
is centered on shifting from the current internet protocol to name-based routing. Names would represent 
people, mobile phones, internet devices, small sensors, or any other objects connected to the internet. 
The benefits of the MobilityFirst project include more flexible services, better security, support for 
mobility across many technologies, efficiency, and the ability to handle large volumes of traffic and data.  
Designing the Future Internet 
 
No GPS, no problem: Next-generation navigation. Instead of adding more internal sensors, 
researches at University of California, Riverside have been developing autonomous vehicles that could 
tap into the hundreds of signals around us like cellular, radio, television, Wi-Fi, and other satellite 
signals, called “signals of opportunity (SOP)”. The system can be used by itself, or, more likely, to 
supplement Inertial Navigation System (INS) data in the event Global Positioning System (GPS) fails. 
The team’s end-to-end research approach includes theoretical analysis of SOPs in the environment, 
building specialized software-defined radios that will extract relevant timing and positioning information 

http://ecolo.org/documents/documents_in_english/Rickover.pdf
http://www.scmp.com/news/china/diplomacy-defence/article/2026821/micro-reactor-may-power-south-china-sea-outposts
http://www.thedrive.com/the-war-zone/5714/the-pentagon-envisions-a-horrible-and-dystopian-metropolis-of-the-future
https://www.greenbiz.com/article/smart-cities-5-year-outlook
https://www.theguardian.com/sustainable-business/2016/oct/31/improving-transport-systems-electric-cars-technology
https://www.eurekalert.org/pub_releases/2016-10/ru-dtf102016.php
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from SOPs, developing practical navigation algorithms, and finally testing the system on ground vehicles 
and unmanned drones.  Next-Gen Navigation 
 
Engineers develop new magnetic ink to print self-healing devices that heal in record time. A team 
of engineers at the University of California, San Diego has developed a magnetic ink that can be used to 
make self-healing batteries, electrochemical sensors, and wearable, textile-based electrical circuits. The 
key ingredient in the ink is neodymium microparticles. Because of their orientation, particles on both 
sides of a tear are magnetically attracted to one another, enabling a device printed with the ink to heal 
itself. The devices repair tears as wide as 3 millimeters — a record in the field of self-healing systems. 
Existing self-healing materials require an external trigger to kick start the healing process. They also take 
anywhere between a few minutes to several days to work. By contrast, the system developed by Joseph 
Wang and colleagues doesn't require any outside catalyst to work. Damage is repaired within about 50 
milliseconds (0.05 seconds).  Self-Healing Devices 
 
Combat Lasers and hybrid power for Next-Generation US Combat Vehicle. The U.S. Army's Next-
Generation Combat Vehicle will probably run on alternate-power sources, have directed-energy 
weapons, advanced-composite armor, and an active protection system. The U.S. Army is looking to a 
multi-decade effort to get the first unit equipped in 2035.  Deep Future Army Combat Vehicle 
 
3D printing hackers down drone with self-destructing propellers. In the near future, an F-35 fighter 
plane on a routine flight kicks in its afterburners and it goes supersonic. Suddenly, there's an almighty 
bang as one of the turbine blades in the jet engine disintegrates and within seconds the $85 million 
plane is tearing itself to pieces. Is it an accident or sabotage? According to researchers at Ben-Gurion 
University (BGU), this scenario could be an example of a new type of cyber warfare where saboteurs 
can fool 3D printers into creating self-destructing parts that are indistinguishable from the real thing.  
3-D Printer Hacks 
 
MEDICAL TECHNOLOGY 

Making artificial 'cells' move like real cells. This continues our October 2016 NFTE discussion about 
delivering medicines to specific cells, this time using artificial cells vice micro-robots. Artificial "cells" 
could someday zoom around in the body and deliver medicines to specific locations, act as in-tissue 
diagnosticians and provide viable replacements for whole cells and organs. To do this, they will need to 
be able to navigate the complex environments of our bodies. Now, in the American Chemical Society’s 
journal, ACS Central Science, researchers report development of lab-made cells that use enzymes to 
move just like real cells.  Artificial Cells 
 
RESOURCE SCARCITY 

Field Trials with Genetically-Modified Wheat Plants. Ensuring food security is a major challenge 
given the projected need to increase world food production by 40% in the next 20 years and 70% by 
2050. Scientists at Rothamsted Research, in collaboration with researchers at the University of Essex 
and Lancaster University, have developed wheat plants that can carry out photosynthesis more 
efficiently, i.e., convert light energy into plant biomass more efficiently. This trait has the potential to 
result in higher yielding plants. The purpose of the proposed trial is to evaluate the performance of the 
engineered plants in the field. Wheat is one of the major grain crops worldwide and provides 
approximately one-fifth of the total calories consumed globally. However, wheat yields have plateaued in 
recent years and predictions are that yield gains will not reach the level required to feed the 9 billion 
population predicted for 2050. Traditional breeding and agronomic approaches have maximized light 
capture and allocation to the grain.  GM Wheat Field Trials 

https://ucrtoday.ucr.edu/40675
http://phys.org/news/2016-11-magnetic-ink-self-healing-devices.html
http://www.nextbigfuture.com/2016/11/combat-lasers-and-hybrid-power-for-next.html
http://newatlas.com/3d-printing-hackers/46051/?li_source=LI&li_medium=default-widget
http://phys.org/news/2016-11-artificial-cells-real.html
http://www.rothamsted.ac.uk/news-views/rothamsted-research-submits-application-defra-permission-carry-out-field-trial-with-gm-0
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ART OF THE FUTURE PROJECT 

The Atlantic Council’s Art of the Future Project (formerly Art of Future Warfare) seeks to 
cultivate a community of interest in works and ideas arising from the intersection of 
creativity and expectations about how emerging antagonists, disruptive technologies, 
and novel warfighting concepts may animate tomorrow’s conflicts. The Project 
partnered with the Futures Assessment Division to host a Science Fiction Futures 
Workshop in which published authors Max Brooks (World War Z), Charles E. Gannon 
(Caine Riordan series), and August Cole (Ghost Fleet) worked with 18 talented science 
fiction writers from across the services, with the goal of bringing the 2015 MCSEF future 
worlds to life. Look for the stories to be published very soon.  Art of the Future Project 
 

This newsletter is intended to highlight issues and ideas which may prove significant in the 
evolving future. In keeping with our focus on both alternative futures and analysis, items in this 

bulletin will generally be of an alternative nature, or drawn from atypical sources. 

http://www.mcwl.marines.mil/Portals/34/Documents/2015%20MCSEF%20-%20Futures%202030-2045.pdf
http://artoffuturewarfare.org/
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NEW KID ON THE BLOCK(CHAIN)   


By Audrey Chan 


INTRODUCTION 
A relatively novel innovation, blockchain technology first emerged in 2008 as the 


technology underpinning Bitcoin, the world’s first cryptocurrency.1 That year, Satoshi 


Nakamoto (a pseudonym for Bitcoin’s one or more creators) published a white paper 


detailing the blockchain protocol for the functioning of Bitcoin. It is now the prevailing 


consensus that Nakamoto’s breakthrough invention was not Bitcoin itself, but rather the 


blockchain technology underpinning it. As the popularity of Bitcoin grew, so did interest 


in the blockchain. Blockchain’s promised efficiency and security have garnered the 


attention of investors, technopreneurs and governments alike. In the first quarter of 2016, 


total venture capital investment in blockchain and hybrid startups (those based on both 


Bitcoin and blockchain) overtook that of Bitcoin startups for the first time,2 signalling a 


pivot towards the fervent exploration of blockchain’s potential and application beyond 


Bitcoin. Although nascent, the blockchain has already been heralded as a revolutionary 


tool for disrupting incumbent intermediaries and transforming the very way that society 


operates with information and data; while this claim contains a degree of truth, it may 


also be somewhat over-simplified. 


                                                           
1 A cryptocurrency refers to a virtual currency that operates independently of a central bank, instead regulated 
and secured via the use of encryption techniques.  
2 http://www.coindesk.com/state-of-blockchain-q1-2016/ 
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As the current blockchain landscape is still an ambiguous one, replete with technical 


jargon, excessive hype and at times disingenuity, this paper aims to provide a clear and 


nuanced explanation of blockchain technology for the layperson, before tracing its 


plausible trajectories and envisaging its related security issues. 


 


WHAT IS BLOCKCHAIN TECHNOLOGY? 
In its original form, the blockchain is a publicly accessible database consisting of a digital 


ledger of transactions. This database is decentralised and distributed in that multiple 


copies of it exist and are shared across a wide network of computers, with no single party 


owning or running it; transactions are instead collectively verified by multiple nodes in 


the network. A computing-intensive process called ‘mining’ ensures that only valid 


transactions are added to the ledger and problems such as double-spending are avoided. 


Through a consensus mechanism called proof-of-work,3 ‘miners’ speedily run algorithms 


to solve cryptographic puzzles, and when successfully approved by other nodes in the 


network to be congruent with the database’s history, pending transactions become 


stored in a block in the network. The sequential joining of authenticated blocks of 


transactions in the database thus gives rise to the term “blockchain”. 


 


Miners are incentivised to grow the blockchain as they will be rewarded with virtual 


tokens for doing so, which can in turn be spent or converted into another form of currency. 


It is not realistically possible to alter the database since doing so requires intensive 


computational power, which makes for a highly transparent and immutable database. In 


essence, the disruptive potential of blockchain technology lies in how it enables highly 


secure and immutable transactions between parties who do not trust each other, without 


the need for a central administrator or trusted intermediary. 


 


                                                           
3 Consensus mechanisms refers to how different nodes in the blockchain network come to collectively agree 
on the validity of transactions. The proof-of-work consensus mechanism is used in the Bitcoin blockchain, 
although other consensus mechanisms exist. 







3 


 


Different configurations of the blockchain are possible, with examples of variations being 


block size, the consensus mechanism and restrictions on participation, tweaked 


according to the purpose for which the blockchain is applied. Although blockchains exist 


in both unpermissioned (publicly accessible, e.g. Bitcoin) and permissioned or private 


forms (where participation is restricted), with financial institutions and governments 


more interested in using the latter, critics of permissioned blockchains argue that those 


which function without the proof-of-work consensus mechanism are merely distributed 


databases impersonating blockchain technology. The contention goes that when 


permissioned blockchains rely on internally trusted nodes to maintain record validity, 


genuine database immutability is sacrificed as there is no in-built deterrent to prevent 


parties from colluding to tamper records, thereby reducing these permissioned 


blockchains to little more than existing databases. This is an important caveat to bear in 


mind as we study applications of blockchain technology beyond Bitcoin; permissioned 


blockchains, of which many variations exist, are perhaps better differentiated and 


understood under the banner of “distributed ledger technology”. 


 


In other words, the disruptive potential of blockchain technology is likely to unfold only 


when it is applied in its authentic form (i.e. in a trustless environment with multiple 


parties, and there exists the mining process), for it could then displace incumbent 


intermediaries such as escrows and notaries. However, should the original blockchain 


protocol be modified and used by existing institutions in the form of permissioned 
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blockchains, the change is unlikely to differ significantly from the status quo; the trusted 


intermediary remains intact, albeit with a distributed ledger as its new and improved 


database. 


 


WHY IS BLOCKCHAIN TECHNOLOGY EXCEPTIONAL? 
The technology’s advantages have been well recognised and can be categorised into three 


aspects: improved efficiency, cost savings, and security. 


 


Firstly, existing blockchain systems are able to speedily verify and 


authenticate transactions. The time taken to validate pending 


transactions into a new block and seal them permanently (i.e. block 


time) for Bitcoin’s blockchain is 10 minutes on average, and even 


faster for other blockchains such as Ethereum’s (a mere 15 


seconds). If applied to the finance industry, it is believed that the 


technology could drastically shorten settlement securities 


transactions (like stocks, bonds and funds) to seconds. 


 


It is also estimated that the blockchain could save global businesses 


about US$550 billion annually in direct expenses, 4  and reduce 


infrastructural costs for banks by about US$20 billion a year, by 


eliminating central authorities and bypassing slow, expensive 


payment networks.5 While transacting on the blockchain does incur 


a small transaction fee in the form of the blockchain’s 


cryptocurrency, it would still be considerably lesser than the 


intermediary fees paid today.  


 


                                                           
4 http://www.coindesk.com/blockchain-tech-could-save-global-business-550-billion-per-year/ 
5 http://www.coindesk.com/santander-blockchain-tech-can-save-banks-20-billion-a-year/ 
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In terms of security, blockchain databases are less vulnerable to 


cyberattacks as there are multiple copies of it held by many 


computers, eliminating the risks associated with having a single 


point of failure. In order for a cyberattack to be successful it would 


have to simultaneously attack all the copies of the ledger, a feat 


virtually impossible to accomplish. Also, as each block is 


cryptographically linked to the previous, any attempt to edit 


recorded information would entail the insurmountable task of 


altering all relevant connected blocks. In other words, information 


can only be recorded but not removed from the blockchain. This 


powerful combination of information transparency with 


immutability serves as a strong prevention against corruption and 


fraud. 


 


The permissioned blockchains that governments and financial institutions have shown 


keener interest in using may not be able to exactly replicate the aforementioned feature 


of immutability, but nevertheless still carry the advantages of cheaper and faster 


transactions (since the internal validation process need only take place between fewer 


nodes), greater resistance to cyberattacks, as well as grant user(s) important ownership 


rights for modifying rules and transactions according to organisational needs. The wider 


adoption of permissioned blockchains for genuine use-cases is likely to transform 


existing modes of transactions for the better, but will not give rise to disruption per se, 


should disruption be defined as the obsolescence of intermediaries. 


 


PRESENT LANDSCAPE: WHO IS ON THE 


BLOCKCHAIN 2.0 BANDWAGON? 
Blockchain 2.0 broadly refers to the wave of non-Bitcoin developments that seek to utilise 


blockchain technology, or distributed ledger technology, for other purposes. Although not 
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even a decade old, with the technology still at the bleeding edge6 and immature relative 


to existing legacy systems, it is already slated to become an important global technology 


in the next decade. There is presently a burgeoning hub of blockchain-based experiments 


and developments by start-ups, financial institutions and governments. US$10 billion in 


funding for blockchain start-ups is anticipated for the year 2016 alone,7 underscoring the 


blockchain’s rise to eminence as the ‘next big thing’. As it is impossible to provide an 


exhaustive list of all known blockchain developments, this section aims to give readers a 


glimpse of the technology’s attempted and diverse applications. 


 


Techies worldwide have hopped onto the blockchain bandwagon, with blockchain 


prototypes or proof-of-concepts8 emerging in a wide swath of industries that run the 


gamut from finance to land registration, and even music. While not all of these initiatives 


adopt the blockchain in its original form, at the very least they exist as distributed ledgers 


with a consensus mechanism between trusted nodes. These distributed ledgers may not 


be as revolutionary or disruptive as touted if they merely replace existing private 


databases, but they would still significantly improve the status quo if adopted judiciously. 


 


Distributed ledger technology has made much headway in the finance industry, with the 


start-up R3CEV leading a consortium of over 40 of the world’s biggest banks towards the 


goal of harnessing the technology for commercial financial applications. Thus far, its 


progress includes developing eight different proof-of-concepts for facilitating and 


regulating transactions, as well as Corda, a distributed ledger platform to manage 


agreements between financial institutions. 9  Separately, IBM (International Business 


Machines) has launched cloud services for blockchain networks that will be able to 


support services such as financial activities and healthcare. China too, is no exception to 


this surge in interest- an alliance of 11 financial entities has been formed with the aim of 


                                                           
6 Bleeding edge technologies refer to new technologies not yet widely adopted, and which carry with them a 
high degree of uncertainty and unreliability over their adoption. 
7 http://www.dealstreetasia.com/stories/blockchain-raise-10b-funding-2016-31398/ 
8 A proof-of-concept is a demonstration of the feasibility of a product or service for real-world application, and 
is not an end product.  
9 http://www.coinspeaker.com/2016/04/15/r3-cev-develops-eights-proofs-concept-blockchain-trials/ 
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developing blockchain technology and adapting it to suit China’s unique regulatory 


environment.10 


 


In Ghana, non-profit organisation Bitland aims to broaden citizens’ financial inclusion by 


digitising their title deeds on the Bitland blockchain, with intentions to 


subsequently expand its service to other African countries too. Doing 


so would accord land ownership to their rightful owners, and better 


protect Ghanaian citizens in the event of land disputes or illegal land 


grabs. Additionally, Abra, a blockchain payment application, 


facilitates remittance transfers in the US and Philippines, promising 


a speedy and convenient P2P cash network with significantly 


lowered intermediary fees. Developing countries 


evidently stand to gain much from such applications of 


the technology, when these step in to fill the services gap 


left behind by weak governments.  


 


At the governmental level, efforts are already underway to utilise distributed ledger 


technology to improve public services. The Ukrainian government and its biggest banks 


have started to use distributed ledger technology to run a state property auction, 


combating the rampant corruption that occurs through paper-based auctions regarding 


the sale and lease of state property.11 More notably, the Estonian government has started 


to incorporate blockchain technology into its extensive e-government drive. It has 


partnered Bitnation to provide a public notary service to Estonian e-residents. Its e-


residents (who need not be Estonian citizens) will be able to notarise on the blockchain 


personal information such as birth certificates, marriages and more, 12  which will 


improve convenience in their interaction with institutions henceforth. Data security 


start-up Guardtime is also working with the Estonian eHealth Foundation to use a form 


of the blockchain for storing patient healthcare records securely.13 Separately, the UK 


                                                           
10 http://www.nasdaq.com/article/china-joins-the-blockchain-race-with-chinaledger-alliance-cm614734 
11 http://www.ibtimes.co.uk/ukraines-government-biggest-banks-fight-corruption-blockchain-land-property-
auction-1559295 
12 https://bitnation.co/blog/pressrelease-estonia-bitnation-public-notary-partnership/ 
13 http://www.coindesk.com/blockchain-startup-aims-to-secure-1-million-estonian-health-records/ 
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government’s Chief Scientific Advisor has recommended adopting the technology to 


make the delivery of government services more “personal, immediate and efficient”.14 It 


is therefore evident that there exists palpable interest in using distributed ledger 


technology for government and non-government services worldwide. 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


ANTICIPATED TRAJECTORIES OF BLOCKCHAIN 


TECHNOLOGY 
This section provides a shortlist of what is likely to transpire in the blockchain landscape 


in the next decade, with the advent of blockchain and distributed ledger technology. 


 


1. Synergies between Blockchain Technology and the Internet of Things (IoT) 


The IoT refers to machine-to-machine communication between ‘smart’ objects 


that are equipped with data-gathering sensors. In 2015, IBM published a paper on 


the crises that the IoT is facing, including but not limited to privacy concerns, 


flawed business models, high maintenance costs, and limited functionality. While 


                                                           
14 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/492972/gs-16-1-
distributed-ledger-technology.pdf 
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the blockchain is far from being the IoT’s silver bullet, its implementation could at 


the very least address security and privacy concerns that currently plague it. More 


optimistically, the technology would allow machines to transact with one another 


autonomously using the blockchain’s cryptocurrency. German start-up Slock.it has 


acquired a breakthrough in successfully smartening ‘dumb’ physical objects like 


door locks and connect them to a blockchain-based smartphone application, after 


which transactions between owner and tenant would be facilitated completely 


digitally through the use of smart contracts 15  and micropayments; this could 


therefore replace intermediaries like AirBnB, on top of improving convenience for 


both landlord and tenant as there are no longer physical keys to contend with. 


Facilitating smart devices in a sharing economy provides just one example of how 


blockchain technology can be used for the IoT: the merger of blockchain and IoT 


is slated to even create new marketplaces and shape new business models.16 


 


2. Mass Consumer Participation through Dapps 


Ethereum, a blockchain platform for building decentralised applications (Dapps), 


is facilitating the rise of a thriving Dapp scene, likely to blossom in the next few 


years especially when software developers are able to make Dapps accessible on 


smartphones (presently they can only be accessed via the browser Mist). While 


the blockchain community has yet to come up with a standardised definition of a 


Dapp, Dapps can be broadly seen as applications which run on a network in a 


distributed fashion, and operate without relying on the existence of any specific 


party. Roughly 230 Dapps are in development on Ethereum thus far, ranging from 


prototypes to fully functioning ones, and span the fields of: smart contract 


services; utilities and analytics; gambling and games; information validation and 


oracle services; registry; and governance. 17  With Dapps like Amplitative Art 


aiming to enhance income streams for independent artists, awareness of 


blockchain technology is likely to increase as more individuals realise income-


generating opportunities that Dapps offer. That being said, a Dapp cannot be an 


                                                           
15 Smart contracts are a form of self-executing code that allow the programming and carrying out of terms and 
obligations between multiple parties. 
16 http://www-01.ibm.com/common/ssi/cgi-bin/ssialias?infotype=PM&subtype=XB&htmlfid=GBE03620USEN 
17 http://www.coindesk.com/5-takeaways-coindesks-understanding-ethereum-report/ 
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end in itself; Dapps have to be applied to genuine use-cases and directly generate 


user benefits in order to be widely adopted. Until blockchain-based applications 


can be made accessible and applicable to the everyday lives of mass consumers, 


the technology will continue to remain very much in the realm of developer and 


technological circles. 


 


3. Blockchain Identification Systems for People and Objects 


Multinational information technology firm SITA (Société Internationale de 


Télécommunications Aéronautiques), in partnership with blockchain start-up 


ShoCard, has developed a proof-of-concept for air passengers to use a single token 


for travelling through airports and border crossings.18 This wearable token would 


contain the individual’s biometric and personal information, to be verified by 


border officials using a face scan to prove that one’s identity matches the token. 


This form of verification is intended to make travel more secure and seamless, and 


notably, even without authorities controlling or storing biometric data. Blockchain 


technology can also be used to combat the international trade of counterfeit goods. 


London-based start-up Blockverify uses the blockchain for the purposes of 


authenticating high-value goods ranging from mobile phones to diamonds, easing 


sales tracking, and product verification. A tag is attached to each product such that 


consumers can use their own mobile devices to verify its authenticity, and 


companies can also create a register of their products for monitoring the supply 


chain on Blockverify.19 This ability to verify authentic goods carries significant 


implications for the counterfeit industry as the OECD (Organisation for Economic 


Cooperation and Development) and EUIPO (European Union Intellectual Property 


                                                           
18 http://www.internationalairportreview.com/23364/airport-news/blockchain-technology-passport/ 
19 https://techcrunch.com/2015/09/27/using-the-blockchain-to-the-fight-crime-and-save-lives/ 
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Office) estimate the value of imported fake goods to be worth almost half a trillion 


US dollars annually.20 Apart from these proceeds going to organised crime (and 


plausibly even funding for terrorist groups), the diverse counterfeit trade also 


harms unaware consumers when they ingest fraudulent medication and food, or 


utilise fraudulently manufactured electronics and construction material.21 


  


 


 


 


 


 


BLOCKCHAIN’S SECURITY RISKS  
This section identifies several possible threats to national security that blockchain 


technology poses. While the technology demonstrates a greater propensity for improving 


efficiency and security, the downsides to blockchain adoption should not be overlooked.  


 


Cyber threat researchers from INTERPOL have identified the 


possibility of malware infection in blockchains, 22  a threat made 


more serious as counter-malware efforts on the blockchain have yet 


to be known, giving rise to the possibility of malware being 


permanently hosted on the blockchain. It was demonstrated at 


Black Hat Asia 2015 (using the Bitcoin network) that malware could 


secretly track what a user types into his computer without his 


knowledge, including confidential information such as passwords. 


The vulnerability of information is heightened should blockchains 


come to be relied upon on a broad scale for important, or even 


sensitive, services.  


                                                           
20 http://www.oecd.org/industry/global-trade-in-fake-goods-worth-nearly-half-a-trillion-dollars-a-year.htm 
21 http://www.iso.org/iso/news.htm?refid=Ref1809 
22 http://www.interpol.int/News-and-media/News/2015/N2015-033 
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Blockchain technology could also potentially present a 


significant public communications challenge to governments. 


NameCoin, a cryptocurrency almost identical to Bitcoin, 


offers a decentralised domain name system (DNS) that allows 


the independent creation and ownership of websites. The 


registration of top-level domains (e.g. “.com”) is currently managed by the Internet 


Corporation for Assigned Names and Numbers (ICANN). As it stands, a government can 


take a website down should it wish to do so, as was the case with file-sharing site 


Megaupload in 2012. However, with NameCoin enabling a decentralised DNS with the 


“.bit” top-level domain, alternative sites can flourish without the risk of shutdown by a 


central authority. This empowers individuals to exercise freedom of speech and 


information without the fear of Internet censorship, although a decentralised DNS is 


certainly also a double-edged sword susceptible to abuse. Should decentralised DNS take 


off, governments are likely to face a severe public communications challenge (especially 


during periods of crises) when counter-narratives of all shades are able to thrive and exist 


permanently on the Internet. As these decentralised platforms shield users and their 


content from Internet censorship and reprisal, the ability of authorities to react to 


compromising content is significantly constrained. Other blockchain services such as 


Twister (a Twitter spin-off) and Bitmessage (a secure system for email) also create safe 


havens from which individuals can operate.  


 


Governments should also be circumspect in its approach to blockchain technology and 


not get carried away with its adoption. The sobering reality is that not all ideas require a 


blockchain, and certain conditions ought to be met before the use of a blockchain 


database is justified, such as the need for a shared database, the existence of multiple 


parties generating transactions, and a degree of mistrust between them.23 Certainly, the 


benefits to be accrued should heavily outweigh the risks. Should certain government 


platforms be “oversold” as enablers of trust, but fall short on that promise, the resultant 


backlash could result in further erosion of trust between government and the people.  


                                                           
23 http://www.multichain.com/blog/2015/11/avoiding-pointless-blockchain-project/ 
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Certain projects could instead be better served by more mature relational databases that 


have been thoroughly tested and debugged.  


 


STRENGTHENING GOVERNANCE AND NATIONAL 


SECURITY THROUGH THE BLOCKCHAIN  
While there is the possibility of the blockchain being used for illicit activities, the 


technology more so promises to strengthen security and combat fraud and corruption. 


For one, the permanence of information on the blockchain and pseudo-anonymity of 


transactions by parties make it possible for authorities to follow the trail of suspicious 


activity. The prosecution of corrupt US federal agent Carl Force, who stole Bitcoins whilst 


being part of the team investigating Silk Road (a Deep Web marketplace) and attempted 


to cover his tracks by splitting them up into different transactions, 


reveals the traceability of the blockchain ‘money trail’. In a 


consortium or fully private blockchain, investigations would be 


made even easier as participants are known. Data transparency of 


the blockchain is likely to deter terrorists or nefarious individuals from 


transacting on it, for whom cash is still preferred.  


 


The Commonwealth, of which Singapore is a part of, has also announced the development 


of a blockchain application for the storage of contacts to combat cross-border crime and 


terrorism.24 Through this, Commonwealth officials will be able to communicate with one 


another across the globe to ask for assistance in criminal investigations. In time to come, 


this blockchain application could eventually replace a centralised Commonwealth 


database. While the intentions behind such initiatives are laudable, it is to be noted, 


however, that these are only going to be effective insofar as political will exists to 


cooperate across national jurisdictions. 


 


                                                           
24 http://thecommonwealth.org/media/press-release/commonwealth-announces-new-app-fight-cross-border-
crime 
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Additionally, Britain’s Chief Scientific Advisor has explored how governments can use 


distributed ledger technology to strengthen the conduct of public services, as well as the 


relationship that governments share with their populace. His team has recommended 


adopting the technology to improve infrastructural resilience against cyberattacks and 


better track the delivery of grants and welfare benefits while reducing operational costs, 


amongst several others. Generally, given the design principles of the technology, and if 


adopted judiciously, it could result in higher levels of public trust in state institutions, 


greater privacy of citizen data, and even hold authorities to more accountability. 


 


FUELLING SINGAPORE’S SMART NATION  
In view of Singapore’s Smart Nation drive, blockchain technology could also prove to be 


a superior tool in supporting the enterprise. In May 2016, Minister-in-Charge of the Smart 


Nation Programme Dr. Vivian Balakrishnan challenged the Info-communications 


Development Authority of Singapore (IDA)25 to create a national operating system for 


100 million smart objects that would encompass smartphones, sensor-equipped traffic 


lights, lamp posts and surfaces, among others. 26  All these smart objects will collect 


copious amounts of data for further analysis, which blockchain technology promises to 


store them more securely and efficiently. As aforementioned, blockchain will also allow 


smart objects to digitally make payments to one another via the use of smart contracts. 


Additionally, the sophisticated cryptography that a blockchain database provides could 


perhaps find useful synergies with plans in the pipeline to issue Singapore citizens an e-


identity card to transact with government agencies and banks. 27  On this note, the 


Estonian government’s partnership with Bitnation could prove instructive for Singapore 


and other countries in understanding how blockchain technology can be effectively 


harnessed for government services. 


 
                                                           
25 As of October 2016, IDA and the Media Development Authority of Singapore (MDA) have been restructured 
to form the Info-communications Media Development Authority of Singapore (IMDA) and the Government 
Technology Agency (GovTech).  
26 https://www.ida.gov.sg/Tech-Scene-News/Tech-News/Smart-Nation/2016/5/The-Future-works-in-
Singapore 
27 http://www.straitstimes.com/singapore/e-identity-cards-for-all-singaporeans-on-the-cards 
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CONCLUSION 
The current discourse surrounding blockchain and distributed ledger technology sees 


their eventual adoption as a given, and no longer a matter of ‘if’ but ‘when’. Looking at the 


Gartner hype cycle for emerging technologies 28 as a gauge (see Figure.1 below), the 


maturity of blockchain and distributed ledger technology appears to be at a stage just 


past the pinnacle of inflated expectations.29 Already, the theft of US$50 million worth of 


cryptocurrency from what was thought to be a promising new venture in the blockchain 


ecosystem30 is a cautionary tale of the vulnerabilities of smart contracts, and has deflated 


excitement over utopian visions of a high-tech society transacting exclusively via smart 


contracts. The blockchain landscape is likely to see more turbulence before best practices 


surrounding its adoption are discovered, and failures of the technology’s applications are 


learnt from. 


 
Fig 1: Gartner hype cycle for emerging technologies 


 


                                                           
28 The Gartner hype cycle plots the trajectory of a particular technology’s growth and adoption, thereby 
informing business and investment decisions. 
29 At the peak of inflated expectations, publicity of the technology is keen and both successful and failed 
applications of it occur. Fewer companies experiment with it, while more adopt a ‘wait and see’ approach. 
30 A radically new form of virtual organisation called the DAO (Decentralised Autonomous Organisation) had 
been built on blockchain platform Ethereum. The DAO was envisioned to function like a venture capital fund 
that self-governs and operates autonomously through code. Unfortunately, shortly after it raised more than 
US$130 million in a crowdfunding project, unknown individuals exploited a loophole in the DAO’s code and 
drained US$50 million worth of Ethereum’s cryptocurrency Ether. 







16 


 


Amidst the current blockchain fixation, this paper ultimately cautions against perceiving 


the technology as the panacea to society’s business and governance problems. Needless 


to say, caution should be taken to guard against the misguided application of this 


technology, and acknowledging that its ‘trust’ feature is not fool proof, or without 


accompanying challenges. 
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