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Results in Brief: Vulnerability and Risk 
Assessments Needed to Protect Defense 
Industrial Base Critical Assets 

What We Did 
DoD is responsible for the Defense Industrial 
Base (DIB) risk management.  Our objective 
was to determine whether DoD performed DIB 
vulnerability and risk assessments to ensure 
critical assets were properly protected and to 
determine whether mitigation plans were in 
place to cover critical assets.  We reviewed both 
national and Defense DIB requirements and 
assessed DoD’s execution of these policies. 

What We Found 
(FOUO) Assistant Secretary of Defense for 
Homeland Defense and Americas’ Security 
Affairs (ASD[HD&ASA]) officials did not 
ensure that the Defense Contract Management 
Agency (DCMA) performed vulnerability 
assessments in accordance with annual goals, 
completed risk assessments, and developed risk 
mitigation plans, when needed.  From FY 2006 
through FY 2010, ASD(HD&ASA) officials 
established a goal of  vulnerability 
assessments on a universe of  
assets; however, DCMA only completed  

 vulnerability assessments.  During that same 
period, DCMA officials did not complete risk 
assessments or risk mitigation plans for critical 
assets.  These conditions occurred because 
ASD(HD&ASA) officials developed policy that 
did not: 

 
• address the voluntary nature of the 

vulnerability assessment process or  
• ensure that risks for the  

non-Government-owned DIB assets 
were assessed and communicated to 
decisionmakers. 
 

(FOUO) Without complete risk assessments, 
DoD decisionmakers could not determine risks 
to DIB critical assets.  Thus, DoD could not 
determine the level of risk to non-Government-
owned assets that supported critical missions 
and could not forecast the likelihood of 
continuing operations to prevent a potential 
DoD mission degradation or failure.  
Additionally, according to cost data obtained 

from the National Guard Bureau, DoD spent at 
least $16 million on vulnerability assessments 
that were not used to perform Defense Critical 
Infrastructure Program risk assessments and did 
not result in mitigation plans. 

What We Recommend 
(FOUO) We recommend that the Under 
Secretary of Defense for Acquisition, 
Technology, and Logistics amend acquisition 
policy to ensure DoD can obtain vulnerability 
information from contractors in a timely 
manner. 
 
(FOUO) We recommend that the Under 
Secretary of Defense for Policy, request that 
DoD Directive 3020.40, “DoD Policy and 
Responsibilities for Critical Infrastructure,” 
January 14, 2010, (or most current edition) be 
amended to exclude the DIB, and create new 
DIB-specific criteria that define risk 
management requirements, roles and 
responsibilities for non-Government owned 
critical assets. 
 
(FOUO) We recommend that the Director, 
DCMA, conduct a review to ensure risk 
assessments are performed on all DIB facilities 
that have vulnerability assessments, and include 
in policy that vulnerability assessments are 
scheduled only after threat and hazard 
information is available. 

Management Comments and 
Our Response 
Comments from the Under Secretary of Defense 
for Policy were fully responsive.  Comments 
from DCMA were fully responsive.  Comments 
from the Under Secretary of Defense for 
Acquisition, Technology, and Logistics were 
not responsive.  For a complete text of 
management comments, please see pages 20 
through 34.  We request that management 
provide comments on the final report by 
May 14, 2012.  Please see the recommendations 
table on page ii.
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Recommendations Table 
 

Management Recommendations 
Requiring Comment 

No Additional Comments 
Required 

Under Secretary of Defense for 
Acquisition, Technology, and 
Logistics  

1  

Under Secretary of Defense for 
Policy  

 2.a and 2.b 

Director, Defense Contract 
Management Agency 

 3.a and 3.b 

 
Please provide comments by May 14, 2012. 
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Introduction 
Objective 
Our objective was to determine whether DoD performed Defense Industrial Base (DIB) 
vulnerability and risk assessments to ensure critical assets were properly protected and to 
determine whether mitigation plans were in place to cover critical assets.  See 
Appendix A for a discussion of the scope and methodology and prior coverage related to 
the objective. 

Background 
DoD defines its DIB as the DoD, government, and private sector worldwide industrial 
complex with capabilities to research, develop, design, produce, and maintain military 
weapon systems, subsystems, components, or parts to meet military requirements.  The 
DIB includes hundreds of thousands of domestic and foreign entities and their 
subcontractors performing work for DoD and other Federal agencies.  The DIB provides 
Defense-related products and services that equip, inform, mobilize, deploy, and sustain 
forces conducting military operations worldwide.  The President, DoD, and the 
Department of Homeland Security also recognized the DIB as a part of the Nation’s 
critical infrastructure.  See Appendix B for a chart depicting the DIB key stakeholders 
and the hierarchy of operational responsibilities. 

National Policy 
Homeland Security Presidential Directive 7 (HSPD-7), “Critical Infrastructure 
Identification, Prioritization, and Protection,” December 17, 2003, establishes, “a national 
policy for Federal departments and agencies to identify and prioritize United States 
critical infrastructure and key resources and to protect them from terrorist attacks.”  
HSPD-7 assigns DoD as the DIB Sector-Specific Agency responsible for implementing 
the national-level critical infrastructure requirements and its own internal critical 
infrastructure protection.  DoD designated the Under Secretary of Defense for Policy 
(USD[P]) as the office of primary responsibility for both the national and Defense-level 
critical infrastructure protection roles.  The USD(P) further delegated those 
responsibilities to the Assistant Secretary of Defense for Homeland Defense and 
Americas’ Security Affairs (ASD[HD&ASA]).  
 
In June 2006, the Department of Homeland Security published the National Infrastructure 
Protection Plan (NIPP).  The NIPP implements HSPD-7 and provides a comprehensive 
risk management framework for integrating the Nation’s critical infrastructure initiatives 
into a single national effort.  The NIPP implements the national protection requirement 
through 18 sectors.1

                                                 
1 A sector is a logical collection of assets, systems, or networks that provide a common function to the 
economy, Government, or society.  

  The sectors include Agriculture and Food, DIB, Water, 
Communications, Energy, and other critical areas.
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Defense Policy 
DoD policy includes its national and DoD-wide protection responsibilities under the 
Defense Critical Infrastructure Program (DCIP).  According to DoD policy, the DCIP is a 
risk management program that seeks to ensure availability of Defense Critical 
Infrastructure (DCI).  A series of policies govern the DCIP, including directives, an 
instruction, and manuals.  Key DCIP policies include: 
 

• DoD Directive 3020.40, “DoD Policy and Responsibilities for Critical 
Infrastructure,” January 14, 2010, establishes the DCIP and responsibilities for 
program management and program support elements, including Defense 
Infrastructure Sector Lead Agent (DISLA), intelligence collection, and National 
Guard support; and 

• DoD Instruction 3020.45, “Defense Critical Infrastructure Program 
Management,” April 21, 2008, creates policy that supports DCIP requirements 
and delegates oversight of DCIP implementation to the ASD(HD&ASA).  This 
Instruction requires asset owners to determine risks to their critical assets based 
on information provided through program support. 
 

Program supporting elements, such as the Under Secretary of Defense for Intelligence, 
implement their DCIP responsibilities through internal policy. 
 
(FOUO) DoD’s agency-wide DCIP identified 10 sectors critical to DoD operations and 
missions.  Each sector has a designated DISLA.  The Defense Contract Management 
Agency (DCMA) is the DISLA for the DIB and is responsible for implementing and 
executing DIB DCIP requirements.  In 2009, the DIB contained about 300,000 assets.  
From that universe, DCMA personnel identified the most critical assets and prioritized 
them on the Critical Asset List (CAL), and then used the CAL to identify assets for DIB 
vulnerability assessments.  The ASD(HD&ASA) set goals for the number of assessments 
to be performed each year. 

National Guard’s Process for Critical Infrastructure Protection – 
Mission Assurance Assessments 
(FOUO) According to the 2008 DCIP Strategy, DoD uses the National Guard’s existing 
Critical Infrastructure Protection – Mission Assurance Assessments (CIP-MAA) process 
to execute DIB vulnerability assessments.  The DCIP strategy explains that the National 
Guard’s existing mission to protect critical infrastructure supporting both the Federal 
Government and State governors provided “an ability to serve as a liaison between DCIP 
and local commercial infrastructure providers and members of the DIB regarding 
National Guard matters.”  In this regard, the National Guard may facilitate DIB asset 
vulnerability assessments.  

Risk Management Process Overview 
Risk management is a process by which decisionmakers accept, reduce, or offset risk and 
subsequently make decisions that weigh overall risk against mission benefits.
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The following are the components of the DCIP risk management process: 
 

• Risk Assessment 
o Identify and prioritize critical infrastructure 
o Obtain threat assessments and hazard information 
o Conduct vulnerability assessments 

• Risk Management Decision 
o Accept risk (no risk response) 
o Respond to risk 

• Risk Response 
o Remediation    
o Mitigation     
o Reconstitution 

 
Our audit focused on the risk management process.  The risk management process 
includes vulnerability assessments, risk assessments, and mitigation plans.  Mitigation 
plans are the result of the risk response decision to mitigate the risk.  The following 
figure depicts the DoD Risk Management Process Model. 
 

Figure.  Risk Management Process Model 
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(FOUO) DCIP policy identifies many participants in the risk management process; two 
of which are a mission owner and an asset owner.  For the DIB, the mission owner is the 
Under Secretary of Defense for Acquisition, Technology, and Logistics (USD[AT&L]) 
because USD(AT&L) owns the mission to acquire weapons systems and has the support 
required to maintain the systems.  In this scenario, an asset owner would be an entity that 
owns the facility that produces, maintains, or repairs the weapons systems needed for 
such missions.  According to DCMA officials, about 94.5 percent of DIB critical assets 
are non-Government-owned.  DCMA is responsible for coordinating with the  
non-Government asset owner to complete risk management activities.  
DoD Instruction 3020.45 states that the DIB DISLA, as the asset owner’s representative, 
is responsible for: 
 

• submitting a prioritized assessment list, 
• requiring the use of threat and hazard information in assessments, 
• conducting vulnerability assessments, and 
• providing risk response priorities to decisionmakers. 

 
Although the Instruction directs DCMA to obtain or conduct all the components of a risk 
assessment, it does not explicitly direct DCMA to execute the risk assessment.  The 
Instruction directs the asset owner to conduct the risk assessment.  However, DoD has no 
authority to direct a non-Government-owned critical asset owner to conduct a risk 
assessment. 

Review of Internal Controls 
DoD Instruction 5010.40, “Managers’ Internal Control Program (MICP) Procedures,” 
July 29, 2010, requires DoD organizations to implement a comprehensive system of 
internal controls that provides reasonable assurance that programs are operating as 
intended and to evaluate the effectiveness of the controls.  We determined internal control 
weaknesses existed within the risk management process.  Specifically, for the DIB sector, 
ASD(HD&ASA) officials did not: 
 

• maintain oversight of the risk management process; and 
• establish clear guidance for the DIB critical asset risk management process.   

 
We will provide a copy of the report to the senior official responsible for internal controls 
in the Office of the USD(P). 
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Finding.  Defense Industrial Base Risk 
Management Process Requirements Not Met 
(FOUO) ASD(HD&ASA) officials did not ensure that DCMA performed vulnerability 
assessments in accordance with annual goals, completed risk assessments, and developed 
risk mitigation plans, when needed.  From FY 2006 through FY 2010, ASD(HD&ASA) 
officials established a goal of  vulnerability assessments on a universe of 

 

 assets; however, DCMA officials only completed  vulnerability assessments.  
During that same period, DCMA officials did not complete risk assessments or risk 
mitigation plans for DIB critical assets.  These conditions occurred because 
ASD(HD&ASA) officials developed policy that did not: 

• address the voluntary nature of the vulnerability assessment process or 
• ensure that risks for the non-Government-owned DIB assets were assessed and 

communicated to decisionmakers. 
 

(FOUO) Without complete risk assessments, DoD decisionmakers could not determine 
risks to DIB critical assets.  Consequently, DoD could not determine the level of risk to  
non-Government-owned assets that supported critical missions and could not forecast the 
likelihood of continuing operations to prevent a potential DoD mission degradation or 
failure.  Additionally, according to cost data obtained from the National Guard Bureau, 
DoD spent at least $16 million on vulnerability assessments that were not used to perform 
DCIP risk assessments and did not result in mitigation plans.  

Criteria for the DCIP 
DoD Instruction 3020.45, states that the ASD(HD&ASA), under the direction and control 
of the USD(P), is required to provide: 
 

• policy and guidance for the DCIP and oversee the implementation of: 
 

o DISLA responsibilities, 
o DCI vulnerability assessments conducted in accordance with established 

DCIP standards and benchmarks, and 
o risk assessments; 

• recommended changes to USD(AT&L) for the Federal Acquisition Regulation, 
the Defense Federal Acquisition Regulation Supplement, and other procurement 
regulations as appropriate to implement DCIP; and 

• requirements to the Under Secretary of Defense for Intelligence for intelligence 
collection, threat assessments, and dissemination of warnings regarding DCI. 

 
The DIB is one of the 10 sectors of the DCIP and DoD did not develop separate  
DIB-specific policy, or language in DCIP policy that excludes the DIB.  Therefore, DCIP 
policy applies to the DIB.   

                                                 
2 The CAL had three versions within the scope of our audit.  We compared the three versions and identified 

 unique assets identified from FY 2006 through FY 2010. 
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Criteria for Critical Assets 
(FOUO) DCMA personnel used the annual DIB CAL to prioritize DIB critical assets and 
to schedule them for assessments.  According to DCIP policy, a critical asset is “a 
specific entity that is of such extraordinary importance that its incapacitation or 
destruction would have a very serious, debilitating effect on the ability of a nation to 
continue to function effectively.”   

: 
 

• 

• 
• 

• 
 
(FOUO)  

Insufficient Oversight of the Risk Management Process 
Although ASD(HD&ASA) officials were responsible for oversight of the risk 
management process, they did not ensure that DCMA officials met annual vulnerability 
assessment goals.  Additionally, DCMA officials did not complete risk assessments or 
mitigation plans. 

Vulnerability Assessments Not Performed in Accordance With 
Annual Goals 
(FOUO) The Defense Infrastructure Sector Assurance Plans, published by DCMA, 
include ASD(HD&ASA)-established annual goals for the number of vulnerability 
assessments.  ASD(HD&ASA) officials established the first goal of  vulnerability 
assessments in 2007, following the 2006 pilot year for which goals were not yet 
established.  The table on page 7 shows the goals, the number of vulnerability 
assessments performed per year, the number of DIB critical assets identified, and the 
percentage of the annual goals met each year.  ASD(HD&ASA) officials explained that 
they set vulnerability assessment goals rather than established a requirement for a 
minimum number of assessments because non-Government-owned asset participation 
was not mandatory.  They further explained that the difficulty in obtaining access to 
non-Government-owned facilities became evident as DCMA officials attempted to 
perform the first assessments in FYs 2006 and 2007.  During that period, when DCMA 
officials contacted critical asset owners to request access, the asset owners often denied 
the request. 
 
 

OSD/JS: (b) (3), 10 USC § 130e
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(FOUO) Table.  DCMA Vulnerability Assessments Performed Versus Assessment 
Goals 

 

Calendar 
Year 

Assessment 
Goal 

Assessments 
Performed 

Number of 
Critical Assets 

Percentage 
of Goal 

2006 N/A1 N/A 

2007 percent 

2008 percent 

2009 percent 

2010 percent 

     Total percent 
 

1 2006 was the pilot year for CIP-MAAs and did not have a specified goal. 
2 This represents the number of unique assets between the three lists.  See note on page 5. 

Risk Assessments and Mitigation Plans Not Completed 
(FOUO) ASD(HD&ASA) officials did not ensure risk assessments were completed and 
risk mitigation plans were developed, when needed.  According to DCMA officials, 
about 94.5 percent of the DIB critical assets were non-Government-owned.  Because 
DCIP policy assigned the risk assessment responsibility to the asset owner and 
ASD(HD&ASA) personnel took the position that DoD could not enforce the risk 
assessment requirement on a non-Government asset owner, ASD(HD&ASA) officials did 
not ensure risk assessments were completed.  Without risk assessments, management 
could not determine whether the most appropriate risk response for a critical asset was to 
mitigate the risk and develop a mitigation plan. 

Policy for Vulnerability Assessments Did Not Address 
the Voluntary Nature of the Process 
(FOUO) Although the difficulty in obtaining access to non-Government-owned facilities 
became evident as DCMA officials attempted to perform the first vulnerability 
assessments, ASD(HD&ASA) did not address the voluntary nature of the assessment 
process in policy.  Additionally, ASD(HD&ASA) did not ensure acquisition policy 
changes were made to address this issue.    

Voluntary Approach Did Not Ensure Access to the Most Critical 
Assets 
(FOUO) DCMA officials did not meet program goals for the number of vulnerability 
assessments conducted because contractors were subject to these assessments on a 
voluntary basis.  According to DCMA officials, obtaining contractor approval before 
conducting an assessment hindered performing a vulnerability assessment.  They 
discussed the lengthy process used to obtain approval, then schedule and prepare the 
assessment teams to complete the assessment.  One example showed that more than 
4 months transpired from initial contact to the assessment because of approval and 
scheduling delays.  From FY 2006 through FY 2010, DCMA officials did not conduct 

OSD/JS: (b) (3), 10 USC § 
130e

OSD/JS: (b) (3), 10 USC 
§ 130e

OSD/JS: (b) (3), 10 
USC § 130e
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USC § 
130e
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vulnerability assessments based on the assets’ ranked criticality, but instead conducted 
vulnerability assessments on those assets whose owners volunteered for assessments.  
This voluntary approach did not meet the intent to manage risks to prioritized DIB assets 
or ensure that DCMA officials gained access to the most critical assets.   

Acquisition Policy Change Needed 
(FOUO) ASD(HD&ASA) personnel need to recommend a change to the DIB facility 
contracting process that requires contractors to provide vulnerability information to 
DCMA within a specific period, so DoD can manage risks to its continued operations.   
DoD Directive 3020.40 requires that ASD(HD&ASA) provide the USD(AT&L) with 
recommended changes to the Federal Acquisition Regulation, the Defense Federal 
Acquisition Regulation Supplement, and other procurement regulations as appropriate to 
implement DCIP.  ASD(HD&ASA) personnel stated that they held discussions with 
personnel from USD(AT&L) about adding a clause to DIB contracts that required 
vulnerability assessments.  When asked about the implications of acquisition policy 
changes, USD(AT&L) representatives stated they believed this would involve associating 
an incentive within the contracts because it would require contractors to conduct 
additional work.  While this requirement might increase contracting costs to DoD, not 
having vulnerability information needed to assess and plan for risks did not meet the 
intent of HSPD-7.  DoD could meet the intent of HSPD-7, as it relates to vulnerability 
assessments, by: 
 

• continuing the use of the CIP-MAA teams,  
• using vulnerability assessments performed by other government entities, and  
• using self-assessments tailored for each critical asset by DCMA and completed by 

the asset owners. 

Policy for Risk Management Did Not Ensure Risks Were 
Assessed or Communicated 
(FOUO) DCIP policy does not clearly define the roles and responsibilities of the risk 
management process.  As a result, DCMA did not complete risk assessments of DIB 
critical assets.  Additionally, DCMA did not have risk assessment information to 
communicate to decisionmakers.   

Assessment Responsibilities Not Clearly Defined in Policy 
(FOUO) ASD(HD&ASA) personnel did not provide implementing policy related to 
DISLA responsibilities for DIB risk management.  DoD Directive 3020.40 requires that 

ASD(HD&ASA) provide policy and guidance 
for the DCIP and oversee the implementation 
of DISLA responsibilities.  DCMA personnel 
wrote a majority of the implementation policy 
and later obtained ASD(HD&ASA) agreement.  

For example, DCMA personnel wrote their statements of work according to a plan that 
they developed and proposed to ASD(HD&ASA).  In essence, DCMA personnel were 
responsible for writing their own performance objectives. 

In essence, DCMA personnel were 
responsible for writing their own 

performance objectives. 
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(FOUO) According to DoD Instruction 3020.45, the DISLA is responsible for 
performing or obtaining the three components of a risk assessment.  For the DIB, this is 
DCMA.  However, the Instruction assigns the responsibility for conducting risk 
assessments to “asset owners.”  As previously stated, ASD(HD&ASA) personnel have 
taken the position that DoD could not enforce the risk assessment requirement on a 
non-Government asset owner.  Ignoring the risk assessment requirement because an asset 
is non-Government-owned did not meet the intent of the DCIP and did not allow DoD 
risk managers to manage risks to the DIB critical assets upon which its mission depends.   
 
(FOUO) DCMA, as the asset owner’s representative, could have done risk assessments 
on the  assets for which it had vulnerability information, but they did not have required 
threat assessments for most of the period audited.  DCMA personnel received threat 
information from a designated field activity, but they only received counterintelligence 
information and not a threat assessment required by the DCIP risk management process.  
DCMA personnel explained that they used counterintelligence information provided by a 

designated field activity until about 2008, when the 
field activity was reorganized.  They also stated 
that they obtained counterintelligence information 
from a U.S. Army Military Intelligence unit; 
however, the information was sporadic.  Threat 
assessment products are not just 

counterintelligence, but include all related intelligence from DoD and other Federal and 
State law enforcement entities.  Without threat information, responsible parties cannot 
complete risk assessments or develop plans to mitigate risks.   
 
(FOUO) Based on cost data obtained from the National Guard Bureau, DoD spent at 
least $16 million since FY 2006 to conduct voluntary vulnerability assessments that did 
not result in corresponding risk assessments.  DCMA officials should: 
 

• perform risk assessments on all DIB facilities that have vulnerability assessments, 
and  

• schedule vulnerability assessments only after ensuring the availability of threat 
assessments. 

Risk Information Not Communicated 
(FOUO) Because DCMA did not complete risk assessments, they did not have 
information to communicate to decisionmakers.  According to DoD Instruction 3020.45, 
the DISLA is responsible for communicating the risk assessment results for  
non-Government-owned assets to the decisionmaker.  Without risk information, 
decisionmakers could not make informed decisions, including whether or not mitigation 
plans were needed.     

Review of Operational Oversight Needed 
(FOUO) ASD(HD&ASA) personnel stated that, as a policy organization, they were 
focusing on providing policy and were moving away from the operational functions 
related to the DIB.  This was inconsistent with their prescribed responsibilities to 

Without threat information, 
responsible parties cannot 

complete risk assessments or 
develop plans to mitigate risks. 

OS
D/
JS  

 
 

 
 

 



 

10 
FOR OFFICIAL USE ONLY 

supervise DCIP functions.  Additionally, the Defense Science Board’s Task Force on 
Critical Homeland Infrastructure Protection issued a report in 2007 that identified the 
need for DoD to enhance its assessment programs to produce “full risk assessments.”  
Specifically, the Task Force reported that DoD  

 
falls short in addressing full risk assessment that would include threat, 
consequences, and mitigation options.  Moreover, DoD further 
complicates the situation by implementing programs in response to 
specific threats, events or concerns…each of which generates its own 
assessments, focuses on compliance rather than performance, and deals 
with current threats. 

 
(FOUO) The Task Force determined that DoD resources were not “matched to risk.”  
They recommended that the Deputy Secretary of Defense designate a lead agency or 
office for an integrated risk management program with responsibilities to: 
 

• consolidate the many vulnerability assessment programs into one risk assessments 
program that includes performance based criteria and considers the spectrum of 
current and future threats, and 

• help identify prudent risk mitigation measures and assess progress in achieving 
improved levels of security. 

 
(FOUO) In contrast to the policy focus of ASD(HD&ASA), the USD(AT&L) 
Manufacturing and Industrial Base Policy has an operational focus with regard to the 
DIB.  Specifically, their mission is to monitor, preserve, and enhance the national 
security industrial base of the United States.  Additionally, USD(AT&L) Manufacturing 
and Industrial Base Policy personnel created the initial criteria that identified DIB critical 
assets and had detailed knowledge of the DIB sector.  These personnel were familiar with 
the creation of the DIB CAL and the risk management process and had a working 
relationship with DCMA. 
 
(FOUO) ASD(HD&ASA) personnel should establish specific policy that clearly 
identifies how best to carry out the roles and responsibilities of the DCIP risk 
management process for the DIB.  Once ASD(HD&ASA) personnel establish a new 
policy, they should coordinate with USD(AT&L) personnel to determine which 
organization is best equipped to provide operational oversight to the DIB DISLA and the 
DIB risk management process. 

Conclusion 
(FOUO) The President of the United States and the Deputy Secretary of Defense signed 
national and Defense-level policy, respectively, which designated the DIB as a critical 
infrastructure sector.  Further, both policies directed risk management and vulnerability 
assessments.  The rationale for the existence of the national and Defense programs was to 
identify, prioritize, and protect critical infrastructure.  DoD was responsible for doing this 
for the DIB at the national level and within the DoD’s internal DCIP.  The very nature of 
the DIB illustrated that its critical assets are essential to national security and the DoD 
missions.  The DCIP Risk Management Process, if conducted, will satisfy the intent of 
HSPD-7 and the DCIP. 
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(FOUO) ASD(HD&ASA) personnel stated that they could not conduct the DCIP Risk 
Management Process on the DIB because contractors own the majority of the assets.  
Specifically, ASD(HD&ASA) personnel did not ensure the DISLA met vulnerability 
assessment goals or performed risk assessments.  According to cost data obtained from 
the National Guard Bureau, DoD spent at least $16 million on vulnerability assessments 
that were not used to perform DCIP risk assessments and did not result in informed risk 
response decisions.  Rather than abandon the risk management process, DoD should 
obtain vulnerability, threat, and hazard information to make informed decisions.  If 
ASD(HD&ASA) personnel continue in their attempt to satisfy risk management 
requirements by allowing non-Government critical asset owners to manage their own 
risks, they may hinder DoD’s ability to respond to a threat or hazard.  If the cost of 
mitigation is too high, DoD may decide to assume the risk, but the DIB program 
execution does not provide the information needed to make these crucial decisions. 

Management Comments on the Finding and Background 
and Our Response 
Overall, the Principal Deputy Under Secretary of Defense for Policy (PDUSD[P]) 
disagreed with our background and finding stating that the report’s broad conclusions did 
not take into consideration a recently coordinated strategy and proposed changes to 
policy that are currently in coordination.  The PDUSD(P) provided detailed information 
on how they envision their new strategy will work.  Additional points made by 
PDUSD(P) included: 
 

• OASD(HD&ASA) personnel’s detailed liaison work and information sharing 
helped to mitigate one system’s “serious casualty to its manufacturing 
operations,” 

• CIP-MAA process results were used by asset owners to make positive changes to 
mitigate risk, 

• ASD(HD&ASA) personnel have provided more than sufficient oversight of the 
DIB risk management program, and 

• information in the table on page 7 is accurate, but could be misleading. 
 
Please see the Management Comment Section for PDUSD(P)’s full response to our 
finding and background.  PDUSD(P) included four addenda to their comments on our 
draft report.  The addenda are For Official Use Only.  These addenda include: 
 

• “Response to Draft Report ‘Vulnerability Assessments Needed to Protect Defense 
Industrial Base Assets,’ ” February 3, 2012; 

• “Department of Defense Mission Assurance Strategy,” January 4, 2012; 
• DoD Directive 3020.40, “DoD Policy and Responsibilities for Critical 

Infrastructure,” January 14, 2010, Incorporating Change 2, XXX XX, 20123

• DoD Instruction 3020, “Implementation of DoD Responsibilities as Sector 
Specific Agency for the Defense Industrial Base,” Draft – November 18, 2011.

; and 

                                                 
3 The DoD Directive provided as an addendum is pre-decisional and in draft format.  The “XXX XXX” 
represents a placeholder on the document for when the Directive becomes final. 
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We are including the first addendum, which include comments on the finding and 
background, with PDUSD(P)’s comments on our recommendations.  Addenda 2 through 
4 are pre-decisional policies and not directly pertinent to the report.  We will provide 
them upon request. 

Our Response 
The new approach to DCIP risk management, as described in the comments from 
PDUSD(P), appear comprehensive and achievable, but significantly changes the 
approach defined in the existing policy.  During the course of the audit, we requested to 
review this new policy, but ASD(HD&ASA) officials stated that the policy was pre-
decisional and did not release the policy to us.  Further, the 2010 versions of the DoD 
Directive 3020.40 and the DIB Sector Specific Plan did not foreshadow such a 
comprehensive change in approach to DIB risk management.  Therefore, we used criteria 
that were in effect from FY 2006 through FY 2010, which was the scope of our audit. 
 
(FOUO) The primary purpose of the DCIP is to protect critical infrastructure through a 
risk management process that produces information that enables risk decisions by DoD 
officials.  The process includes the requirement to identify, prioritize, and conduct risk 
assessments on critical assets.  However, the DIB DISLA performed no risk assessments 
on DIB critical assets during the scope of our audit.  New DCIP policy cannot change the 
fact that DoD did not satisfy its requirement to conduct risk assessments for the 5 years 
reviewed.   
 
(FOUO) The PUSD(P) also provided an example of how a serious casualty to a facility’s 
manufacturing operations was mitigated by OASD(HD&ASA) personnel.  This example 
shows only what happens if a facility is “not immediately essential,” but provides no 
scenario of what the effect could have been if the capability were immediately essential.  
Using this example to show how the current system works and how the proposed system 
will work better, ignores the fact that the assets on the CAL represent the most critical 

percent of all DIB assets.  Without a detailed review of the most critical of these assets, 
the impact of a slow down or stoppage of manufacturing operations cannot be assessed or 
mitigated in advance. 
 
(FOUO) Furthermore, we based our report’s discussion on the CIP-MAA teams in the 
context of the primary requirement that the DISLA complete risk assessments using the 
vulnerability assessments performed by the CIP-MAA teams.  We did not imply that the 
CIP-MAA teams were not assets or that they did not add value to the program.  In fact, 
we asked for documentation supporting the benefits of the CIP-MAA process to 
contractors, but DCMA officials stated that they had none.  Even without documented 
evidence of these benefits, we recognized the positive impact the CIP-MAAs could have 
and suggested that the CIP-MAA teams continue to provide the service to these DIB 
assets.  However, we determined that those successes do not offset the lost opportunity to 
perform at least risk assessments on critical assets for which vulnerability assessments 
had been completed.

OS
D/
JS  

 
 

 
 

 

OSD/
JS: 
(b) 

 
 

 
 



 

13 
FOR OFFICIAL USE ONLY 

 

Our conclusions regarding lack of oversight came from ASD(HD&ASA) and Industrial 
Analysis Center’s responses to questions, interviews, and documentation gathered during 
fieldwork and from responsibilities written in the related policy.  All evidence fully 
supported our conclusion that ASD(HD&ASA) did not perform its oversight 
responsibilities.  In regards to the information presented in the table on page 7 of the draft 
report, USD(P) officials did not dispute the information presented in the table on page 7, 
but rather stated that the information was misinterpreted.  Our audit results support our 
interpretation of the data. 
 
(FOUO) During our audit, we considered the fact that satisfying DIB risk management 
requirements depended mostly on the cooperation of privately held assets; however, as 
stated previously, proposed changes to the policy do not negate the fact that DoD wrote a 
requirement to conduct the risk assessments and did not satisfy that requirement for the 
5 years reviewed. 

Recommendations, Management Comments, and Our 
Response 
1.  (FOUO) We recommend that the Under Secretary of Defense for Acquisition, 
Technology, and Logistics amend acquisition policy to ensure DoD can obtain 
vulnerability information from contractors in a timely manner. 

Under Secretary of Defense for Acquisition, Technology, and 
Logistics Comments 
The Deputy Assistant Secretary of Defense for Manufacturing and Industrial Base Policy 
(DASD), responding for the USD (AT&L), disagreed with the recommendation.  The 
DASD stated that implementing the recommendation would require changing the 
voluntary nature of the program.  The DASD also stated that costs would increase 
significantly because of a major alteration of current DoD contracts and that contractors 
would pass increased costs on to the Government.  Additionally, the DASD stated that 
USD(AT&L) intends to move away from an asset-specific risk assessment process for 
privately-owned infrastructure in favor of a mission-based approach.  The DASD stated 
that under this new approach, asset-specific mitigation measures would be rare and they 
have already eliminated funding to support assessments of private sector assets.  

Our Response 
Comments from the DASD were not responsive.  Although the DASD stated that there 
would be an increase in costs to change contracts, they provided no evidence supporting 
the assumption that a significant increase in contract cost would occur.  On the contrary, 
the DIB Sector-Specific Plan, Chapter 3.1, May 2007, as input to the NIPP, recognizes 
that, “[l]arger companies often include some level of risk assessment as part of prudent 
business practices.”  Given that some companies are already capturing risk management 
data, implementing this recommendation should not incur significant costs to DoD. 
Under this scenario, DoD could publish a self-assessment for all contractors to fill out to 
ensure receipt of the data needed to assess risk on those facilities that DoD deemed most 
critical.  Additionally, during our audit and in their response to our discussion draft, the 
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DASD did not discuss a mission-focused risk assessment process.  We request that the 
USD(AT&L) provide evidence to support the significant increase in contract costs and 
additional comments in response to the final report that identify how the new mission-
focused approach will meet the intent of HSPD-7 and the NIPP.   
 
(FOUO) We did not analyze the affect of performing risk assessments on a broader level, 
but considering that each critical asset facility has different vulnerabilities, we do not see 
how DoD can conduct risk assessments or respond to risk if DoD does not know the 
facility-specific vulnerabilities.  Please see the figure on page 3 for the components of the 
risk management process.  DoD performed no risk assessments on privately-owned 
critical assets; therefore, DoD cannot state whether mitigation measures would be rare 
until the DCMA performs risk assessments. 
 
2.  (FOUO) We recommend that the Under Secretary of Defense for Policy:  
 

a. Request that the Deputy Secretary of Defense, amend DoD Directive 3020.40, 
“DoD Policy and Responsibilities for Critical Infrastructure,” January 14, 2010, (or 
most current edition) to specifically exclude the Defense Industrial Base Sector. 

 
b. Create a DoD instruction for the Defense Industrial Base Sector that sets 

requirements for risk management of the non-Government-owned critical assets 
and assigns appropriate roles and responsibilities to Under Secretary of Defense for 
Acquisition, Technology, and Logistics personnel. 

Under Secretary of Defense for Policy Comments 
The PDUSD(P), responding for the Under Secretary of Defense for Policy, partially 
agreed with the recommendations.  Specifically, the PDUSD(P), stated that DoD 
Directive 3020.40, as currently written, does not provide sufficient guidance for 
private-owned DIB assets.  However, the ASD(HD&ASA) coordinated a DoD Mission 
Assurance Strategy that provides an overarching framework for risk management for all 
defense critical infrastructure.  The PDUSD(P), further stated that although they would 
not exclude the DIB Sector from DoD Directive 3020.40 as recommended, they would 
amend the Directive to reflect the new strategic framework and clarify the incorporation 
of non-DoD owned defense critical infrastructure.  Additionally, the PDUSD(P) agreed 
with our recommendation to create a DoD instruction for the DIB sector that sets risk 
management requirements for non-Government owned critical assets and assigns 
appropriate roles to the USD(AT&L).  Lastly, the PDUSD(P) provided examples of the 
DIB risk management initiatives underway for specific DIB assets.   

Our Response 
The comments of the PDUSD(P) were responsive, and no further comments are required. 
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3.  (FOUO) We recommend that the Director, Defense Contract Management 
Agency:  

 
   a. Conduct a review to ensure the Defense Contract Management Agency 

Industrial Analysis Center performs risk assessments on all DIB facilities that have 
vulnerability assessments.  
 

   b. Include in policy that vulnerability assessments should not be conducted on 
critical assets until threat and hazard information is available to complete a risk 
assessment. 

DCMA Comments 
The Executive Director, Portfolio Management & Integration, DCMA, agreed with the 
recommendations.  The Executive Director stated that DCMA would obtain risk 
assessments before performing vulnerability assessments in the future.  Additionally, the 
Executive Director, Portfolio Management & Integration, agreed with developing internal 
procedures for threat and hazard assessments before performing future assessments. 

Our Response 
The comments of the Executive Director, Portfolio Management & Integration, were 
responsive.  No further comments are required. 
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Appendix A. Scope and Methodology 
We conducted this performance audit from February 2011 through October 2011 in 
accordance with generally accepted government auditing standards.  Those standards 
require that we plan and perform the audit to obtain sufficient, appropriate evidence to 
provide a reasonable basis for our findings and conclusions based on our audit objectives.  
The evidence obtained for this audit provides a reasonable basis for our findings and 
conclusions based on our audit objectives. 
 
Our objective was to determine whether DoD was performing DIB vulnerability 
assessments and risk assessments to ensure critical assets were properly*

 

 protected and 
whether mitigation plans were in place to cover critical assets.  We determined that DCIP 
vulnerability assessments began in FY 2006, so the scope of our audit covered  
from FY 2006 through FY 2010.  We asked ASD(HD&ASA) officials to provide us with 
lists of critical assets, vulnerability assessments, and risk assessments for that period.  

(FOUO) DCMA officials provided us with the list of vulnerability assessments, and 
information on their process for obtaining threat and hazard data.  We requested and 
received three approved and one proposed DIB CAL from ASD(HD&ASA) officials.  
We also found evidence that sometimes, DCMA officials used a CAL still awaiting final 
signature as a working list for scheduling vulnerability assessments.  We did not audit the 
accuracy of the CAL because the comprehensive nature of CAL development demanded 
a separate audit, which is on our FY 2012 audit plan.  We used the number of critical 
assets per FY listed in the table on page 7 for our calculations.  
 
(FOUO) We compared vulnerability assessment documentation to requirements in DoD 
policy, including DoD Instruction 3020.45, “Defense Critical Infrastructure Program 
(DCIP) Management,” April 21, 2008.  We used this information to determine the 
number of DIB critical asset vulnerability assessments and risk assessments performed.  
Although the CAL may not be accurate, it did not affect the overall results and 
conclusion of this report. 
 
Again, using the DoD Instruction 3020.45, we compared risk assessment requirements 
and policies governing mitigation plans against work performed during the audit’s scope.   
 
(FOUO) We originally intended to take a sample of critical assets from the CALs and 
review the corresponding vulnerability assessments, risk assessments, and mitigation 
plans.  Subsequently, we learned DCMA performed only  vulnerability assessments.  
We reviewed all CIP-MAA reports and verified the  assessments were performed on 
CAL assets.  We also reviewed a CIP-MAA assessment template and a completed report 
to determine if the CIP-MAAs met approved DCIP standards.   
 
(FOUO) Further, we learned that DCMA did not perform DCIP risk assessments and did 
not complete mitigation plans.  Therefore, no risk assessments or mitigation plans were 
available for review. 
                                                 
* The audit team defined “properly” as in accordance with DoD policy. 
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To obtain an understanding of the intent of the DCIP, implementation of DoD policy, and 
respective roles and responsibilities, we conducted site visits at the following locations: 
 

• ASD(HD&ASA) in Arlington, Virginia;  
• USD(AT&L) in Arlington, Virginia; 
• DCMA Industrial Analysis Center in Philadelphia, Pennsylvania;  
• Defense Intelligence Agency in Arlington, Virginia;  
• National Guard Bureau in Arlington, Virginia; 
• West Virginia National Guard CIP-MAA team in Charleston, West Virginia; and  
• Joint Interagency Training and Education Center in Charleston, West Virginia.   

 
We also reviewed the following criteria to identify DIB DCIP management roles and 
responsibilities of supporting organizations, and reporting requirements: 
 

• HSPD-7, “Critical Infrastructure Identification, Prioritization, and Protection,” 
December 17, 2003; 

• DoD Directive 3020.40, “DoD Policy and Responsibilities for Critical 
Infrastructure,” August 19, 2005, and July 1, 2010; and 

• DoD Instruction 3020.45, “Defense Critical Infrastructure Program (DCIP) 
Management,” April 21, 2008. 

(FOUO) Based on cost data obtained from the National Guard Bureau, we estimated that 
vulnerability assessments performed by the National Guard CIP-MAA teams from 
FY 2006 through FY 2010 cost at least $16 million.  We based the estimate on CIP-MAA 
team members’ salaries and travel costs.  Our estimate does not represent a fully 
burdened cost that may also include training and operational overhead at the National 
Guard or DMCA.  We intended to use the estimate to emphasize the need for DoD to use 
the CIP-MAA results, rather than evaluate process efficiencies. 

Use of Computer-Processed Data   
We did not rely on computer-processed data in developing our findings, conclusions, or 
recommendations.   

Prior Coverage 
During the last 5 years, the Government Accountability Office (GAO) and the 
Department of Defense Office of Inspector General (DoD OIG), and the Navy have 
issued five reports discussing DCI.  Unrestricted GAO reports can be accessed over the 
Internet at http://www.gao.gov.  Unrestricted DoD OIG reports can be accessed at 
http://www.dodig.mil/audit/reports.  Naval Audit Service reports are not available over 
the Internet.  
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GAO 
GAO Report No. GAO-09-740R, “Defense Critical Infrastructure: Actions Needed to 
Improve the Consistency, Reliability, and Usefulness of DoD’s Tier 1 Task Critical Asset 
List,” July 17, 2009 
 
GAO Report No. GAO-09-42, “Defense Critical Infrastructure: Developing Training 
Standards and an Awareness of Existing Expertise would Help DoD Assure the 
Availability of Critical Infrastructure,” October 30, 2008 
 
GAO Report No. GAO-07-1077, “Defense Infrastructure: Management Actions Needed 
to Ensure Effectiveness of DoD’s Risk Management Approach for the Defense Industrial 
Base,” August 31, 2007 

DoD OIG 
DoD OIG Report No. IE-2006.002, “Evaluation of Defense Installation Vulnerability 
Assessments,” May 23, 2006 

Navy 
Naval Audit Service Report No. N2009-0006, “The United States Marine Corps Critical 
Infrastructure Program,” October 29, 2008  

Other 
“Report of the Defense Science Board Task Force on Critical Homeland Infrastructure 
Protection,” January 2007, under the Office of the USD(AT&L).  Although not an audit 
service, the Defense Science Board’s Task Force on Critical Homeland Infrastructure 
Protection issued a report in 2007 that identified the need for DoD to enhance its 
assessment programs to produce “full risk assessments.”  
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Appendix B.  DIB Key Stakeholders 
 
The following chart illustrates the DIB operational hierarchy for key stakeholders.   

Figure. DIB Operational Hierarchy 
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