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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
4800 MARK CENTER DRIVE

ALEXANDRIA, VIRGINIA 22350-1500

| APR 24 2013
MEMORANDUM FOR DISTRIBUTION

SUBIECT: Data Loss Prevention Strategy Needed for the Case Ad]udrcatlon
Tracking System (Report No. DODIG-2013-072)

We are providing this 1ep01t for review and comment, The Case Adjudication Tracking
Systenm did not have a data loss prevention strategy in place that included controls for

identi monito nd data in use and datam transﬂ: As a result, il

re o sensmve information, Without
DLA: (B)(7)(E)

4
the proper rotection of sensitive information, the system is I
w We considered management comments on a draft of this report when
- preparing the final report,

DoD Directive 7650.3 requires that recommendations be resolved promptly, The
Ditector, Defense Logistics Agency Information Operations, Chief Information Officer,
1esp0nded on behalf of the Program Executive Officer, Defense Logistics Agency. The
Ditector’s comments were responsive. However, the Dirvector of Information
Manageihent, Department of the Army Military Intelllgenoe, did not provide comments.
Thetefore, we request that the Ditector of Information Management, Department of the
Army Military Intelligence, provide comments on Recommendations A.1.a, A.1.b, A.2.g,
A.2.b, and B by May 24, 2013,

Please provide comments that conform to the: requlrements of DoD Directive 7650.3. If
possible, send a portable document (:.pdf) file containing your comments to
audros@dodig. mil. Copies of your comments nust have the actual signature of the
authorizing official for your organization, We are unable to accept the /Signed/ symbol
ifi place of the actual signature. If you artange to send classified coinments
electronically, you must send them over the SECRET Internet Protocol Router Network
(SIPRNET). .

We appreéciate the courtesies extended to the staff. Please direct questions to me at

(703) 604~8866 (DSN 664- 8866)
%,& ¢ L \._4.4 (C(A'{'/V

Alice F. Carey
Assistant Inspector Gener al
Readiness, Operations, and Support
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Report No. DODIG-2013-072 (Project No. D2012-DO0OLC-0148.000)

" Tracking System

April 24,2013

;. Results in Brief: Data Loss Prevention
; Strategy Needed for the Case Adjudication

What We Did

Our objective was to determine whether a data loss
prevention (DLP) strategy was in place for the Case
Adjudication Tracking System (CATS). Specifically,
we determined whether the Defense Logistics Agency
(DLA) effectively configured CATS to identify,
menitor, and protect data in use, data in transit, and
data at rest.

What We Found

(EOBO) Neither the Army nor DLA developed a DLP
strategy for CATS that included controls for
identifying, monitoring, and protecting data in use and
data in transit, In addition, the Director of Information
Management, Department of the Army Military
Intelligence, and the Program Executive Officer (PEO}),
DLA did not:

s  (EOUOS develap a formal security plan for
CATS that identified the types of data used,
how CATS interfaced with other systems, and
how to store CATS data;

(b) (7)(E) DLA
IDLA: (BTNE)

(U6 This occurred because the Army
inappropriately categorized CATS as a program within
a larger system and therefore, did not extend the
requirements for managing and protecting a DoD
information system to CATS. In addition, the Army
and DLA did not develop an agreement that explicitly
defined the roles and responsibilities for managing and
securing CATS.

() LBy LLA

What We Recommend

(EOE0) Among other recommendations, we
recommend that the Director of Information
Management, Department of the Army Military
Intelligence, coordinate with the Program Executive
Officer, DLA 1o develop a data loss prevention strategy
and require independent vulnerability assessments for
the CATS,

Management Comments and
Our Response

(£663 The Director, Information Operations, Chief
Information Officer, responded on behalf of the
Program Executive Officer, DLA. DLA’s comiments
were responsive. However, the Director of Information
Management, Department of the Army Military
Intelligence, did not provide comments. We request
that the Director of Information Management,
Department of the Army Military Intelligence, provide
comments in response to the final report. Please see the
recommendations table on the back of this page.
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Recommendations Table

Management Recommendations | No Additional Comments
_ Requiring Comment ~ Required
Director of Information Ala, Alb,A2.a A2b B

Management, Department of the
| Army Military Tntelligence

| Program Executive Officer, | A2.a, A2b,A3a,A3b,B
1 Defense Logistics Agency | |

Please provide comments by May 24, 2013,
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Introduction
Objective

Our objective was to determine whether a data loss prevention (DLP) strategy was in place for
the Case Adjudication Tracking System (CATS). Specifically, we determined whether the
Defense Logistics Agency (DLA) effectively configured CATS to identify, monitor, and protect
data in use, data in transit, and data at rest.

In October 2010, the Army transferred CATS to DLA. However, the Army retained
responsibility for ensuring system security compliance for the Army network. As a result, we
directed recommendations to both the Army and DLA. See Appendix A for a discussion of the
scope and methodology related to the objective.

Comprehensive Approach to Mitigating Data L.oss

In 2008, a consortium of policymakers from the Federal Government and private sector
developed 20 critical controls that would most effectively stop known cybersecurity attacks.
DLP was identified as Critical Control 17, which included nine associated controls from the
National Institute of Standards and Technology Special Publication (NIST SP) 800-53,
“Recommended Security Controls for Federal Information Systems and Organization,”

August 2009. Critical Control 17 defines DLP as a comprehensive approach that identifies,
monitors, and protects data in use, data in transit, and data at rest through deep content inspection
and with a centralized management framework. A DLP strategy inciudes controls that enforce
approved authorizations for controlling the flow of information within the system and between
interconnected systems. NIST SP 800-53 provided guidelines that agencies must follow for
selecting and specifying security controls for information systems that process, store, or transmit
Federal information.

CATS Developed to Adjudicate Security Clearances

(FOHO) CATS, originally developed in FY 2008 by the Army, is a national security
adjudication case management and tracking system used by DoD agencies and other Federal
agencies to adjudicate security clearances (see Appendix B). In April 2009, the Under Secretary
of Defense for Intelligence designated CA'TS as the overall adjudication case management and
security clearance adjudications system for the DoD) nonintelligence community to meet
requirements outlined in the Intelligence Reform and Terrorism Prevention Act of 2004.

DoD' began modernizing the Army’s existing version of CATS to meet the requirements of the
Defense Industrial Security Clearance Office, the Navy, Washington Headquarters Services, the
Defense Intelligence Agency, and the Air Force Central Adjudication Facilities (CAFs).

From FY 2008 through FY 2011, DoD spent approximately $28 million on CATS, and DL.A
plans to spend approximately $8 million from FY 2012 through FY 2015,

! DoD represents the program office for the Defense Information System for Security that existed within two
agencies from FY 2008 through FY 2012. The Defense Information System for Security is a family of systems that
will serve as a portal to three systems that support the adjudication process, which included CATS.

=HOL-OIHICAL-USE-ONLA-
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(EOEO) The Army developed CATS to process requests for security clearances in an accurate
and timely manner. In addition, CATS allows DoD to process over 500,000 cases annually in
accmdance with the tlmelmess and meu 1cs esiabhshed in theIntelll gence Reform and Terrrism

AISO, CATS:

*  (HOHO) receives electronic investigations from the Office of Personnel Management,
¢ (EOHO) automatically creates adjudication records,

o (KOBO) categorizes cases based on case type,

s (EOUO) automatically assigns and routes cases,

¢ (EOHO; records final security clearance determinations, and

o (KOUO) electronically transmits information to the appropriate Do) repositories.

(EOEO} The Department of the Army Military Intelligence (DAMI) integrated CATS into the
Army Investigative Enterprise System, which was the single point of entry enterprise solution for
personnel security investigations. The Army Investigative Enterprise System consisted of two
additional systems: the Army Fingerprint System and the Personnel Security Investigation Portal
System. Personnel input sensitive data onto the Standard Form 86, “Questionnaire for National
Security Positions,” December 2010 (SF 86), such as name, date, place of birth, social security
number, past employment, and physical features. SF 86 also requires applicants to disclose
information, such as:

financial records, which includes delinquencies of debt and bankruptcies;
drug and alcohol related treatment or counseling;

information on family and friends;

mental health history, including treatments; and

civil court actions, such as family court proceedings.

Security Clearance Adjudication Completion Time

In January 2005, the Government Accountability Office (GAO) added the DoD Personnel
Security Clearance Program to the GAO High Risk List because of delays in completing
hundreds of thousands of background investigations and adjudications. During 2009, the Army
began elec’uonically adjudicating secret clearances through CATS, which helped to improve the
pmcessmg time for adjudicating clearances. The average time to complete initial security
clearance” adjudications for the Arnyy fell from 187 days in the second quarter of FY 2009 to
10 days by the first quarter of FY 2010. In November 2010, GAO issued a report that
determined significant progress was made to the DoD Personnel Security Clearance program,
In February 2011, GAO issued a report that determined sufficient progress was made to remove
the high-risk designation from the DoD Personnel Security Clearance Program.*

3

2 Initial clearances involve individuals who did not have a clearance or did not receive reciprocity to honor a
grevxously granted clearance.

GAO Report No. GAO-11-65, “Personnel Security Clearances: Progress Has Been Made to Improve Timeliness
but Continued Oversight Is Needed to Sustain Momentum,” November 19, 2010

* GAO Report No. GAO-11-278, “High-Risk Series: An Update,” February 16,2011

~OR-OHHCA =AY
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Program Management Authority of CATS Transferred to DLA

(FOUO} In October 2010, the Under Secretary of Defense for Intelligence transferred the
development, operations, and maintenance of CATS from the Army to the Business
Transformation Agency (BTA). CATS was transferred to BTA to ensure that CATS remained
viable for all DoD> CAI's. On October 1, 2011, the Secretary of Defense Efficiency Initiatives
disestablished BTA and designated DLA as the agency to assume BTA responsibilities, which
included the management of CATS.

(OB} In January 2012, the Assistant Deputy Chief of Staff, DAMI, signed a memorandum of
agreement (MOA) formally outlining the transfer of program management authority to DLA.
The MOA stated the Army was responsible for maintaining compliance with DoD and Federal
information assurance standards until DLA moved CATS from Fort George G. Meade,
Maryland, to another physical location. The Army must also provide continued and coordinated
guidance on information assurance compliance to the DLLA Information Assurance Manager
(IAM). The MOA stated that DLA would provide management, oversight, and funding for the
Army on all CATS program support activities (see the figure below).

Figure. Agency Responsibilities for CATS

Note: The Army and DLA shared information assurance responsibilities.
The finding discusses the collective responsibilities for the Army and DLA,

*DIACAP — DoD Information Assurance Certification and Accreditation Process

Expansion of CATS Functionality and Consolidation of CAFs
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(FOUO) 1In October 2010, the Deputy Secretary of Defense approved a DoD CAF consolidation.
According to the Office of Deputy Secretary of Defense memorandum, “DoD Central

~ Adjudication Facilities Consolidation,” May 3, 2012, the Do) CAF consolidation will address
the continuing and increasing fiscal challenges facing DoD by directing a complete consolidation
of the functions, resources, and assets of the Army Central Clearance Facility (CCF), Department
of Navy CAF, Air Force CAF, Washington Headquarters Services CAF, and Defense Industrial
Security Clearance Office CAF to become a single organization—the DoD CAF. DoD planned
to transfer all manpower, funding, and other associated resources and assets to accomplish total
consolidation before FY 2014.

Review of Internal Controls

(FeH03 DoD Instruction 5010.40, “Managers” Internal Control Program Procedures,” July 29,
2010, requires DoD organizations to implement a comprehensive system of internal controls that
provides reasonable assurance that programs are operating as intended and to evaluate the
effectiveness of the controls. We determined that internal control weaknesses existed for the
Army and DLA. The Army categorized CA'TS as a program within a larger system and
therefore, did not extend the information assurance requirements for managing and protecting
DoD information system to CATS. In addition, when CATS ownership transferred to DLA, the
Army and DLA did not develop an agreement that defined the roles and responsibilities for
managing and securing CATS. Furthermore, the Army CCF Information Technology (IT)
security manager and the DLA program manager determined that immediately establishing a
back-up site was a higher priority than expending time and resources to identify a location that
complied with Federal and DoD requirements. We will provide a copy of the report to the senior
official responsible for internal controls at the Department of the Army and DLA,
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Finding A. Lack of a DLP Strategy Created
Vulnerabilities for CATS

(FOHOy Neither the Army nor DLA developed a DLP strategy for CATS that included controls
for identifying, monitoring, and protecting data in use and data in transit. The Army took action
to protect its network by implementing encryption mechani ms and boundary protections.
However, the Army did not gikkaees ' ; T for
CATS. In addition, the Director of Infonnaﬂon Manageme
Executive Officer (PEO), DLA did not:

I, and the Program

s (FOUO) develop a formal security plan for CATS that identified the types of data used,
how CATS 111telfaced w1th othel Systems and how to store CATS data;
EDLA . R : |; or

. DLA ) .

for CATS,

Without an effective DLP strate

DLP Strategy Not Developed

(EOBO} When the Army developed CATS in FY 2008, the Director of Information
Management, DAMI, did not develop a strategy that included controls for identifying,
monitoring, and protecting CATS. In addition, the Director of Information Management, DAMI,
did not coordinate with the DLA PEO to develop a DLP strategy for CATS. According to

NIST SP 800-53, organizations should:

use encryption to protect data in use,

protect data transmitted across internal and external networks,

monitor and control communications at the external boundary of the system,
monitor communications for unusual or unauthorized activity within the system,
¢ develop an enterprise architecture that considers information security risks, and
s protect the confidentiality and integrity of data at rest (see Finding B).
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Army Implemented Encryption Mechanisms and
Boundary Protections

(BFOHO) The Army implemented controls to protect its network. The Army used encryption to
protect CATS data in use through public key infrastructure.” Specifically, the Army
implemented DoD-compliant encryption controls that required users of CATS to use common
access cards or personal identity verification cards to access the system. In addition, the Army
protected data in transit using virtual private networks for r

No Strategy for Independently Assessing Vulnerabilities and
Monitoring System Activity

(E0H8y The Director of Information Management, DAMI, did not develop a DLP strategy for
CATS that included controls for identifying, monitoring, and protecting data in use and data in
transit. In addition, the Director of Information Management, DAMI, did not coordinate with the
DLA PEO to develop a DLP strategy to protect the data in CATS. According to Army
Regulation 25-2, “Information Assurance,” March 23, 2009, (AR 25-2), the Assistant Deputy
Chief of Staff, DAMI, is responsible for implementing information assurance requirements and
planning the operation of information assurance strategies. In addition, AR 25-2 requires
commands to conduct vulnerability assessments on all systems to identify residual vulnerabilities
and provide risk mitigation strategies for those vulnerabilities before fielding or installing
systems. Since the Director of Information Management, DAMI, did not develop a DLP
strategy, the Army CCF IAM did not implement information assurance controls for capturing
system activities and performing vulnerability assessments. According to the Army CCF 1AM,
the Army “divorced” themselves from CATS and therefore, did not actively coordinate the
development of a DLP strategy with DLA. For example, the Director of Information
Management, )

The Director of
Information Management, DAMI, did not
develop a DLP strategy because the Army did
not consider CATS an information system.
Instead, the Army inappropriately categorized CATS asa program within the Army Investigative
Enterprise System and therefore, did not extend information assurance requirements to CATS f01
managing and securing the system.

* Public Key Infrastructure is a set of policies, processes, server platforms, software, and workstations used for the
purpose of administering certificates and public-private key pairs, including the ability to issue, maintain, and

revoke public key certificates,
B (b7)E) DLA
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According to AR 25-2, an information system processes, collects, maintains, uses, shares,
disseminates, and reports information. In contrast, according to the “Federal Information System
Controls Audit Manual,” February 2009, a program is a set of instructions that, when followed
and executed by a computer, performs a task. CATS:

¢ (EOHO) collects and maintains electronic investigations from the Office of Personnel
Management,

» (EOQHO3 processes adjudication data and automatically assigns and routes cases,
*  (EOUO3 records final security clearance determinations, and
¢ (FOUO clectronically disseminates information to the appropriate DoD repositories.

WJF-.H-Q-) The Arm should have

F Wltho taDLP stlategy for CATS,

y mcxeased its risk of not appropriately assessing security risks, identifyin

WCFNE)
levent data loss o

Therefble the Dlrect(n of Infmmatlon Management DAMI in coor d1nat10n with the DLA PEO,
should develop a DLP strategy that includes requirements for EEECIIEIEEE

In addition, the Director of Infmmatlon Management,
DAMI, should require an independent vulnerability assessment for CATS before allowing the
system to connect to the Army’s network.

Collective Responsibilities for Managing and Securing CATS

(EOUOY When DLA assumed responsibility for CATS in January 2012, the Army retained a
level of responsibility for securing CATS since the system resided on an Army network.
Additionally, as the owner of CATS, DoD Instruction 8500.2, “Information Assurance
Implementation,” February 6, 2003 (DoDI 8500.2), requires the DLA PEO to provide guidance
for developing and maintaining information systems to ensure risks are mitigated. Therefore, the
Army and DLA have collective responsibilities. However, the Army and DLA did not:

s (FOUG) develop a plan that identified the types of data used within CATS, how CATS

- interfaced with other systems, and data stored on CATS;

. GF'QHQ (b) (7)(E) DLA

o @) develop a methodology for identifying, correcting, and mitigating security
vulnerabilities to ensure the protection of data in use.

Security Plan Did Not Exist

#eH) The Director of Information Management, DAMI, and the DLA PEO did not develop a
formal security plan for CATS that identified the types of data used within CATS, how CATS
interfaced with other systems, and how to store CATS data. According to NIST SP 800-53,
organizations must develop a formal security planning policy that addresses the roles and
responsibilities, management commitment, and coordination among other entities. However,
neither agency developed a security plan for CATS that identified an accurate enterprise
architecture in relation to CATS and listed the types of data used by CATS.




' FRE _ S The Director of Information
Management DAMI and the DLA PEO should develop a system security plan that includes
information on the type of data used with CATS, interfaces with other system, and the storage of
systems data.

-
i)
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(b) (7HE) DLA

(PO The Army CCF IT security manager and the DLA program manager did not develop a
formal aleement for 1dent1fy1ng, corlectmg, and mltlgatm securu vuine1ab111tles

: L DoDI 8500.2 requires agencies to
develop a oomplehenswe vulnerablhty management process that includes identifying and
mitigating existing vulnerabilities. The Army and DLA were responsible for identifying,
correcting, and mitigating CATS vulnerabilitics. Tk DLA_

The Director of Information Management, DAMI, and
the DLA PEO should develop an agreement that, at a minimum, explicitly defines the roles and
responsibilities for managing and securing CA'TS, monitoring system events, identifying security
vulnerabilities, and implementing mitigating controls to correct vulnerabilities.

Lack of Defined Roles and Responsibilities

(#oH6) The Director of Information Management, DAMI, and the DLA PEO did not develop
an agreement that explicitly defined the responsibilities for managing and securing CATS as
required by NIST SP 800-53. Therefore, neither agency identified the types of data CATS used,
systems that interface with CATS, and storage requirements for CATS data. In addition, the
Army and DLA did not [SSES . Furthermore, the
Army and DLA did not e
Without an agreement detailing roles and responsibilities, neither agency understood
the security expectations for CATS, which increased the risk that the Army and DLA would not

¥ Results discussed in this report do not include scan results from the Security Content Automation Protocol
validation tool.
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lotect CATS and its data, e

implement the necessary security controls to properl

Duect01 of Inf01 matlon Management DAMI and the DLA PEO should develop an agleement
that, at a minimum, explicitly defines the roles and responsibilities for managing and securing
CA'TS, monitoring system events, identifying security vulnerabilities, and implementing and
mitigating controls to correct vulnerabilities. '

Conclusion
#6H6O} The Army and DLA did not develop a DLP strategy for CATS that included contlols

for identifying, monitoring, and protecting data in use and data in transit. For example,
e i -

Army and DLA did not:

o (FEOHO) develop a formal security plan for CATS that identified the types of data used,
how CATS interfaced with other systems, and how to store CATS data;

DBLA: (b)(7XE)

? The six participating CAFs are the Army, Defense Tndustrial Security Clearance Office, the Navy, Washington
Headquarters Services, the Defense Intelligence Agency, and the Air Force.

=GRS O P
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Recommendations, Management Comments, and
Our Response :

(EOUE) A.l. We recommend that the Director of Information Management, Department of the
Army Military Intelligence: ' '

a. (EOYO3 Coordinate with the Defens
DLA: (L) Bzl aiiet o

istics Agency to develop a data loss prevention
that includes g EEALE

Management Comments Réquired

The Army did not provide comments to these recommendations. Although administrative
responsibilities for CATS was transferred to Director of Administration and Management
(DA&M), CATTS still resides on the Army network. As a result, the Army still retains
responsibility for securing CATS by updating patches, ensuring network availability and
connectivity, and resolving network issues. Therefore, we request that the Director of
Information Management, Department of the Army Military Intelligence, provide comments by
May 24, 2013.

FOHO) A.2. We recommend that the Director of Information Management, Department
of the Army Military Intelligence, and the Program Executive Officer, Defense Logistics
Agency:

a. (FOUO) Develop a system security plan that includes information on the type of
data used with the Case Adjudication Tracking System, interfaces with other system, and
the storage of systems data.

b. (FOUO) Develop an agreement that, at a minimum, explicitly defines the roles and
responsibilities for managing and securing the Case Adjudication Tracking System,
monitoring system events, identifying security vulnerabilities, and implementing mitigating
controls to correct vulnerabilities.

Management Comments Required

The Army did not provide comments to these recommendations. Although administrative
responsibilities for CATS were transferred to Director of Administration and Management
(DA&M), CATS still resides on the Army network. As a result, the Army still retains
responsibility for securing CATS by updating patches, ensuring network availability and
connectivity, and resolving network issues. Therefore, we request that the Director of

Information Management, Department of the Army Military Intelligence, provide comments by
May 24, 2013.

11




DLA Comments

(BEOHE) The Director, Defense Logistics Agency Information Operations, Chief Information
Officer, responded on behalf of the Program Executive Officer, Defense Logistics Agency, and
agreed with the recommendations. According to the Director, the five DoD Central Adjudication
Facilities were consolidated into a single organization, which resulted in the responsibilities of
the DAMI being transferred to the DA&M. The Director stated that DLA would work with
DA&M to develop corrective actions by December 20, 2013, Specifically, the Director stated
that DLA would develop a system security plan that includes information on the type of data,
interfaces with other system, and the storage of systems data. In addition, the Director stated
DLA would work with the Director of Administration and Management and the DoD CAF to
develop an agreement that defined the roles and responsibilities for managing and securing
CATS, monitoring system events, identifying security vulnerabilities, and implementing
mitigating controls to correct vulnerabilities.

Our Response

(EOHO) The Director’s comments were responsive. Although the Director stated DLA would
work with the DA&M instead of the Army, we agree that DA&M would also be involved in the
development of an agreement that defines roles and responsibilities. The CAFs were
consolidated to the DoD CAF, which is under the authority, direction, and control of DA&M,
Therefore, no further comments are required.

FOBO) A3. We recommend that the Program Executive Officer, Defense Logistics
Agency:

P
ma —
DLA Comments

(EoH6) The Director, Defense Logistics Agency Information Operations, Chief Information
Officer, responded on behalf of the Program Executive Officer, Defense Logistics Agency, and
agreed with the recommendations.

Our Response

(FOUO) The Director’s comments were responsive. Although the Director stated DLA would
work with the DA&M instead of the Army, we agree that DA&M would also be involved in the

—HOR-OHHFH AR
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(EOUO) development of an agreement that defines roles and responsibilities. The CAFs were

consolidated to the Do) CAF, which is under the authority, direction, and control of DA&M.
Therefore, no further comments are required.

13
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Finding B. Production and Back-up Sites Were
Not Geographically Separated

(FOUG; The Army and DLA inappropriately established a back-up site for CATS servers that
were within the same geographic region as the primary production servers, This occurred
because the Army and DLA decided that immediately establishing a back-up site was a higher
priority than expending time and resources to identify a location that complied with Federal and
DoD requirements. As a result, the Army and DLA increased the risk that CATS, and all data in
the system, could be lost if a manmade or natural disaster affected the region. :

DLA: (L)(D(E) .

Back-up Servers Miles From Production Servers

(FoBO) The Army CCF IT security manager and the DLA program manager established a

DLA: (b)(7)E)

miles of the production server.
cr did not request

back-up site for the servers that support CATS
In addition, the A1my CCF IT security manager and the DLA program mana

DLA: (h}[?)(li] '. i

Designated Approving Authority approval to select

NIST SP 800-34, “Contingency Planning Guide for Federal Infounatlon Systems,” May 2010,
requires organizations to identify alternate storage sites that are geographically separated from
the primary site to avoid being atfected by the same disaster. Do) 8500.2 validation procedures
state organizations should ensure back-up media is stored at a Designated Approving Authority
approved offsite location. When the Army began using CATS in FY 2007, the Army CCF IT
security manager made the decision to locate the back-up serveis

(BOHO) The Army recognized the need to move the back-up servers and planned to move them
to Fort Belvoir, Virginia, in FY 2010, although the base was not outside of the geographical
region. However, the Army was unable to move the back-up servers to Fort Belvoir because the
site did not meet the environmental control requirements to sustain a back-up site.

(FOEB9) The Army CCF IT security manager and the DLLA program manager determined that
standing up an operational back-up site within a reasonable timeframe was more important than
expending time and resources to establish a back-up site outside of the geographic disaster zone.
Therefore, the Army CCF IT security manager and the DLA program manager allowed the back-
up servers to remain at without obtaining a waiver from the
Designated Approving Authority. 1t a disaster destroys the production and back-up servers, the
integrity of the data at rest will be compromised, and Dol personnel security clearances could
take to adjudicate. In addition, there was an increased risk DoD could return to the
GAQ High Risk List for personnel security clearances. Therefore, the Army and DLA should
immediately move the back-up servers to an approved location outside of the geographic region
that complies with Federal and DoD information assurance requirements. If moving the back-up
servers is not immediately feasible, request an interim waiver from the Designated Approving
Authority and develop a time-phased plan to move the back-up servers outside of the geographic
region,
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Recommendation, Management Comments, and

Our Response

(FOHO) B. We recommend that the Director of Information Management, Department of
the Army Military Intelligence, and the Program Executive Officer, Defense Logistics
Agency, immediately move the back-up servers to an approved location outside of the
geographic region that complies with Federal and DoD information assurance
requirements. 1f moving the back-up servers is not immediately feasible, request an
interim waiver from the Designated Approving Authority and develop a time-phased plan
to move the back-up servers outside of the geographic region.

Management Comments Required

The Army did not provide comments to these recommendations. Although administrative
responsibilities for CATS was transferred to Director-of Administration and Management
(DA&M), CATS still resides on the Army network. As a result, the Army still retains
responsibility for ensuring the physical security of CA'TS back-up servers. Therefore, we request
that the Director of Information Management, Department of the Army Military Intelligence,
provide comments by May 24, 2013.

DLA Comments

(EOH63 The Director, Defense Logistics Agency Information Operations, Chiel Information
Officer, responded on behalf of the Program Executive Officer, Defense Logistics Agency, and
agreed with the recommendations. The Director stated that DLA would develop a plan and
funding to move the disaster recovery site outside of the National Capital Region. The Director
stated DLA. is in the process of procuring equipment to establish a disaster recovery site in
Monterey, California, at the Defense Manpower Data Center, In addition, the Director stated
DLA would request a waiver from the Designating Approving Authority. Furthermore, DLA
plans to develop a time-phased approach to move the back-up servers by July 22, 2013.

Our Response
The Director’s comments were responsive. Therefore, no further comments are required.
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Appendix A. Scope and Methodology

(FOUO) We conducted this performance audit from April 2012 through February 2013 in
accordance with generally accepted government auditing standards. Those standards require that
we plan and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable
basis for our findings and conclusions based on our audit objectives. We believe that the
evidence obtained provides a reasonable basis for our findings and conclusions based on our
audit objectives.

(EOHO) Based on our audit objective, we intended to focus the audit on DLA. However, during
the audit, we found that the Army developed CATS to support the Army CCF and the

Army CCF has a responsibility to maintain compliance with applicable information assurance
standards until CATS is moved to DLA. As a result, the scope of the audit included the

Army and DLA because these agencies were responsible for the security of CATS.

To determine whether a DLP strategy was in place for CATS, we interviewed personnel from the
Army and DLA to obtain information on the controls in place to prevent data loss for CATS.

In addition, we reviewed system security policies and procedures from the Army and DLA to
determine whether the agencies complied with information assurance requirements.

We reviewed the following seven NIST SP 800-53 controls that support a DLP strategy.

¢ Information Flow Enforcement requires CATS to enforce approved authorizations for
controlling the flow of information within the systems and between interfaces.

+ Enterprise Architecture requires the Army and DLA to develop an enterprise architecture
that considers information security and the risks associated with system.

+ Boundary Protection requires CATS to monitor and control communications at the
external boundaries.
Transmission Confidentiality requires CATS to protect the information transmitted.

» Use of Cryptography requires CATS to implement required cryptography protections.

» Information System Monitoring requires the Army and DLA to monitor system events
and detect system attacks.

s Protection of Information at Rest requires CATS protect the confidentiality and integrity
of information at rest.

Although Critical Control 17 listed media access and media storage as additional controls that
support a DLP strategy, we did not review these controls because CATS did not use digital
media (such as diskettes, removable hard drives, and flash drive) and therefore, did not require
storage of such devices.

In addition, we reviewed 34 DoDI 8500.2 controls that supplemented the NIST SP 800-53
controls related to system continuity, security design and configuration, enclave boundary
defense, enclave and computing environment, physical and environmental controls, and
vulnerability management (see Appendix C for list of controls). To validate the existence of
these controls, we asked the Army and DLA to explain how each agency applied validation
procedures for each control, We also analyzed documents the Army and DLA provided as
evidence of controls. We used the information obtained from interviews and supporting
documents to conclude on whether DLP controls existed and functioned propetly.
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(BOY} During interviews, the Army and DLA could not provide adequate evidence that a
formal DLP strategy existed and that the Aun and DLA im ]emented appro priate controls to

suortaDLP strategy. HENEEEN

Use of Computer-Processed Data

We did not use computer-processed data to perform this audit.

Use of Technical Assistance

The DoD OIG Information Systems Directorate assisted with the audit. These personnel assisted
with the understanding of DLP controls for DoD systems. The Information Systems Directorate
also provided a crosswalk between DoDI 8500.2 and NIST SP 800-53 controls to further assist in
determining the appropriate controls that support DLP.

Prior Coverage
No prior coverage has been conducted on CATS during the last 5 years.
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Appendix B. Agencies That Used CATS

The following graphic shows DoD and non-DoD agencies that used CATS to adjudicate security
clearances. '

Source: DLA
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Appendix C. DoD Instruction 8500.2 Controls
That Support a DLP Strategy

| Control No. | Control Name

I COAS-2 | Alternate Site Designation S
| COBR-I | Protection of Background and Restoration Assets
I CODB-1 | Data Back-up Procedures

[ COSW-1 | Backup Copies of Critical Software

I DCBP-1 | Best Security Practices ‘
[DCFA-1 [ Functional Architecture for AIS Applications

j] DCID-I | Interconnection Documentation

| DCMC-1 | Mobile Code
| DCNR-1 | Non-repudiation

| DCPA-1 | Patitioning the Application -~

| DCPP-1 | Ports, Protocols, and Services .
| DCSD-1 | TA Documentation

{ EBBD-2 | Boundary Defense

I EBCR-1 | Connection Rules

| EBRP-1 | Remote Access for Privileged Functions

| EBRU-1 | Remote Access for User Functions

| EBVC-1 | VPN Controls
| ECAN-T | Access for Need-to-Know

|ECAR-2 | Audit Record Content

| ECAT-2 | Audit Trail, Monitoring, Analysis and Reporting

| ECCD-2 | Changes to Data o -

! ECCR-1 1 Encryption for Confidentiality (Data at Rest)

| ECCT-1 | Encryption for Confidentiality (Data in Transit)
|ECIC-1 | Interconnections among DoD Systems and Enclaves
| ECID-1 | Host Based IDS

| BCLO-L | Logon
| ECNK-1 ]
| ECPA-1 | Privileged Account Control
| ECVP-1 | Virus Protection
[TAAC-1 | Account Control

ryption for Need-To-Know

| PECF-1 1 Access to Computing Facilities

| PESL-1 | Screen Lock

| PESS-1 | Storage

| VIIR-1 | Incident Response Planning
FOR-OFH A USE-ONY
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Defense Logistics Agency Comments

DEFENSE LOGISTICS AGENCY
. HEADQUARTERS
8728 JOHN J.KINGMAN ROAD
FORT BELVOIR, VIRGINIA 220806221

P e

SUBIECT: Drafl Avdit Report: ‘Data Loss Prevention Stratepy Needed for the Case
Adjudication Tracking System (Project No. D2012-DO000LC-0148.000), dated
February 25, 2013

MAR 2 7 2013

The DLA Information Operations stalf has reviewed the draft sudit repoit. Matiagement
convments and netions associated with the findings and recommendations are outlined on the
aftachiment.

The adminisicative point ol contact i O:.A nformation

Operations, [T Business, Licensing, and Performance Management, af
_ or email: *

KATHY CUTLER
Director, DLA Information Operations
Chief Tnformation Officer

Attachment:
As stated
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Response to DoDIG Report on “Diita Loss Prevention Strategy Needed for the Case Adjudication
Tracking Systemt”, {Profect No, Dzmz DUBHLC-(148.000)

As requested; we are providing responses to the general content and recommeridations contained in the
subject report,

The five DoD Central Adjudication Fachiies (CAF) bave been consolidated into a single organization.
The consolidation has resulted in the responsibilitics of the Director of Information Management,
Dépariment of the Army Mittary Intelligence (DAMI} transferring to the Director of Administration
and Management (DAZM).

Reconinmendation A.2. We recommiend that the Director of Information Management, Department of
the Armiy Military Intelligence, and the Program Executive Officer, Defense Logistics Agency:

) Develop s system security plan thal inchudes infarmation on the type of data used with the Case
Adjudication Tracking System, interfaces with other system, and the stoiage of systems duta.

b) Dcvclop B agresment that, &t & mininum, explicitly definés the roles inid responsibilities for
managing and séeuring the Case Adjudication Tracking Systént, monitoring systam events,
identilying security venerabilities, and implementing mitigating controls to correct
vulnerabilities.

Responses Coneur, DLA J6 Management wili wotk with DA&M to develop corfective nctions to
address all recommendations specific to DLA by Decerdber 20, 2013

+  DLA 36 Mabagement will work with DA&M to develop the system securily plan that includes
information om the type of dotg, interfaces with othier system, und the storage of systems data for
the Caist Adjudication Tracking System {CATS),

»  DLA J6 Management will work with DASM snd the DoD CAF to develop an agreement 1o
defing the rofes and respousibilitics for managing and sccuring the Case Adjudication Tracking
System, monttoring sysiem cvents, identifying security vulnerabilitics, and implementing
mitigating controls to comecl vulnérabilities,

Recomnendation A.3, We recommend that the Program Executive Officer, Defense Logistics Agency:

DLA: (b}7)
2) (bX7IE)
) DLA: (b)7)(E)

Response: Coneur. DLA J6 Manugement will develop corrective actions by December 20, 2013
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s That wilt ereate policy and processes with DA&M so (hiat the Defense Information System for
Security (DISS) 1AM, which includes oversight of CATS, has the cupnbililyw
DLAGNE .. CE. .

Recommendation B.I We recommend that the Director of Information Management, Depariment of the
Army Military Intelligence, and the Program Exceutive Officor, Defense Logistios Agency, immediately
move the back-up servers to an approved location outside of the geographic vegion thit complies with
Federal and DoD information assurance requirements, ITmoving the back-up servers is not immediately
feasible, request an interim waiver from the Designated Approving Autherity and develop a time-phased
plan to move the back-up servers outside of the geographic region, '

Response: Concur. DLA J6 Management will develop a plan and funding to move the disaster recover
site vutside the Nationat Capital Region. ’

¢  DLA J6 Management is currently in the process ol procuring equipment to deploy to the Defense
Manpower Data Centor (DMDC) Monterey, CA i order to establish & disaster recover site
outside the Neffonal Capital Region complying with Federal and Dol information assurance
requirements, A waiver will be requesied from the Designated Approving Authorily and a time-
phased plan to move the back-up servers outside of the geographic region wikl be developed by
July 22, 2013,
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