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INSPECTOR GENERAL 
DEPARTMENT OF DEFENSE 
4800 MARK CENTER DRIVE 

ALEXANDRIA, VIRGINIA 22350-1500 

MEMORANDUM FOR DISTRIBUTION 
APR 2 4 2013 

SUBJECT: Dat!) Loss Prevention Strategy Needed for the Case Adjudication 
Tracking System (RepottNo. DODIG-2013-072) 

We are providing this report fo1• l'eview and comment, The Case Adjudication Tracking 
System did not have a data loss prevention strategy in place that included controls for 
identi 'n monitorin and rotectin datainuseanddataintransit. Asaresult' · 

DoD Directive 7650.3 requires that recommendations be resolved promptly. The 
Directm~ Defense Logistics Agency Information Operations, Chieflnfo1mation Officer, 
responded on behalf of the Program Executive Officer, Defense Logistics Agency. The 
Director's comments were responsive. However, the Director of Information 
Management, Department of the Army Military Intelligence, did not provide comments. 
Therefore, we request that the Ditector of Information Management, Department of the 
Almy Military Intelligence, provide comments on Recommendations A.I.a, A.Lb, A.2.a, 
A.2.b, and B by May 24, 2013. 

Please provide comments that coriform to the requirements ofDoD Directive 7650.3. If 
possible, send a portable docU1llent (.pdf) file containing your comments to 
audros@dodig.mil. . Copies of your comments must have the actm1l signature of the 
authorizing official for your organization, We are tmable to accept the /Signed/ symbol 
in place of the actual signature. If you arrange to send classified coll1lllents 
electronically, you must send them over the SECRET Intemet Protocol Router Network 
(SIPRNET). 

We appreciate the courtesies extended to the staff. Please direct questions to me at 
(703) 604-8866 (DSN 664-8866). 

tJJ~ ·~ LJ:) [laAUv7\') 
Alice F. Carey (j 
Assistant lnspector General 
Readiness, Operations, and Support 
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Report No. DODIG-2013-072 (Project No. D2012-DOOOLC-0148.000) April 24, 2013 

"~\ Results in Brief: Data Loss Prevention 
:) Strategy Needed for the Case Adjudication 

?1.,/ Tracking System 

What We Did 
Our objective was to detennine whether a data loss 
prevention (DLP) strategy was in place for the Case 
Adjudication Tracking System (CATS). Specifically, 
we determined whether the Defense Logistics Agency 
(DLA) effectively configured CATS to identify, 
monitor, and protect data in use, data in transit, and 
data at rest. 

What We Found 
(FOUO) Neither the Anny nor DLA developed a DLP 
strategy for CA TS that included controls for 
identifying, monitoring, and protecting data in use and 
data in transit. In addition, the Director of Information 
Management, Department of the Anny Military 
Intelligence, and the Program Executive Officer (PEO), 
DLA did not: 

• (FOUO) develop a formal security plan for 
CA TS that identified the types of data used, 
how CA TS interfaced with other systems, and 
how to store CATS data; 

• (FOUO) 

• 

(FOUO) This occmTed because the Army 
inappropriately categorized CATS as a program within 
a larger system and therefore, did not extend the 
requirements for managing and protecting a DoD 
information system to CATS. In addition, the Army 
and DLA did not develop an agreement that explicitly 
defined the roles and responsibilities for managing and 
securing CA TS. 

DLA (b)(7)(E) 

(b) 
m 

\tl)\IJ\b/ UL!\ (E) 

What We Recommend 
(FOUO) Among other recmmnendations, we 
recommend that the Director of Information 
Management, Department of the Army Military 
Intelligence, coordinate with the Program Executive 
Officer, DLA to develop a data loss prevention strategy 
and require inde endent vulnerability assessments for 
the CATS. 

Management Comments and 
Our Response 
(FOUO) The Director, Information Operations, Chief 
Information Officer, responded on behalf of the 
Program Executive Officer, DLA. DLA's comments 
were responsive. However, the Director oflnformation 
Management, Department of the Army Military 
Intelligence, did not provide comments. We request 
that the Director of Information Management, 
Depmtment of the Army Military Intelligence, provide 
comments in response to the final repo1t. Please see the 
recmmnendations table on the back of this page. 

FOR OFFIOl/rL USE Ot4L1l 
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Recommendations Table 

I 
Management Recommendations No Additional Comments 

Requiring Comment Required 

Director of Information A.l.a, A.l.b, A.2.a, A.2.b, B 
Management, Department of the 
Army Military Intelligence 

Program Executive Officer, I A.2.a, A.2.b, A.3.a, A.3.b, B 
Defense Logistics Agency 

Please provide comments by May 24, 2013. 

ii 
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Introduction 

Objective 
Our objective was to determine whether a data Joss prevention (DLP) strategy was in place for 
the Case Adjudication Tracking System (CATS). Specifically, we determined whether the 
Defense Logistics Agency (DLA) effectively configured CATS to identify, monitor, and protect 
data in use, data in transit, and data at rest. 

In October 2010, the Army transferred CA TS to DLA. However, the Anny retained 
responsibility for ensuring system security compliance for the Army network. As a result, we 
directed recommendations to both the Army and DLA. See Appendix A for a discussion of the 
scope and methodology related to the objective. 

Comprehensive Approach to Mitigating Data Loss 
In 2008, a consortium of policymakers from the Federal Government and private sector 
developed 20 critical controls that would most effectively stop known cybersecurity attacks. 
DLP was identified as Critical Control 17, which included nine associated controls from the 
National Institute of Standards and Technology Special Publication (NIST SP) 800-53, 
"Recommended Security Controls for Federal Information Systems and Organization," 
August 2009. Critical Control 17 defines DLP as a comprehensive approach that identifies, 
monitors, and protects data in use, data in transit, and data at rest through deep content inspection 
and with a centralized management framework. A DLP strategy includes controls that enforce 
approved authorizations for controlling the flow of infmmation within the system and between 
interconnected systems. NIST SP 800-53 provided guidelines that agencies must follow for 
selecting and specifying security controls for infmmation systems that process, store, or transmit 
Federal information. 

CATS Developed to Adjudicate Security Clearances 
(FOUO) CATS, originally developed in FY 2008 by the Army, is a national security 
adjudication case management and tracking system used by DoD agencies and other Federal 
agencies to adjudicate security clearances (see Appendix B). In April 2009, the Under Secretary 
of Defense for Intelligence designated CATS as the overall adjudication case management and 
security clearance adjudications system for the DoD nonintelligence community to meet 
requirements outlined in the Intelligence Reform and Terrorism Prevention Act of2004. 
DoD 1 began modernizing the Army's existing version of CATS to meet the requirements of the 
Defense Industrial Security Clearance Office, the Navy, Washington Headquaiiers Services, the 
Defense Intelligence Agency, and the Air Force Central Adjudication Facilities (CAFs). 
From FY 2008 through FY 2011, DoD spent approximately $28 million on CATS, and DLA 
plans to spend approximately $8 million from FY 2012 through FY 2015. 

1 DoD represents the program office for the Defense Information System for Security that existed within two 
agencies from FY 2008 through FY 2012. The Defense Information System for Security is a family of systems that 
will serve as a pmtal to three systems that support the adjudication process, which included CATS. 

l<O~ OJi!l<.IGIAb lJ~li: OJ>Ib¥ 
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(POUO) The Army developed CATS to process requests for security clearances in an accurate 
and timely manner. In addition, CATS allows DoD to process over 500,000 cases annually in 
accordance with the timeliness and metrics established in the Intelli ence Reform and Terrorism 
Prevention Act of 2004. 
Also, CATS: 

• (POUO) receives electronic investigations from the Office of Personnel Management, 
• (POUO) automatically creates adjudication records, 
• (POUO) categorizes cases based on case type, 
• (POUO) automatically assigns and routes cases, 
• (POUO) records final security clearance determinations, and 
• (POUO) electronically transmits information to the appropriate DoD repositories. 

(POUO) The Depaitment of the A1my Military Intelligence (DAMI) integrated CA TS into the 
Anny Investigative Enterprise System, which was the single point of entry enterprise solution for 
personnel security investigations. The Army Investigative Enterprise System consisted of two 
additional systems: the Anny Fingerprint System and the Personnel Security Investigation Portal 
System. Personnel input sensitive data onto the Standard Form 86, "Questionnaire for National 
Security Positions," December 2010 (SF 86), such as name, date, place of birth, social security 
number, past employment, and physical features. SF 86 also requires applicants to disclose 
information, such as: 

• financial records, which includes delinquencies of debt and bankruptcies; 
• drug and alcohol related treatment or counseling; 
• information on family and friends; 
• mental health history, including treatments; and 
• civil court actions, such as family comt proceedings. 

Security Clearance Adjudication Completion Time 
In January 2005, the Government Accountability Office (GAO) added the DoD Personnel 
Security Clearance Program to the GAO High Risk List because of delays in completing 
hundreds of thousands of background investigations and adjudications. During 2009, the Army 
began electronically adjudicating secret clearances through CATS, which helped to improve the 
processing time for adjudicating clearances. The average time to complete initial security 
clearance2 adjudications for the Army fell from 187 days in the second quarter of FY 2009 to 
10 days by the first quarter of FY 2010. In November 2010, GAO issued a report that 
determined significant progress was made to the DoD Personnel Security Clearance program. 3 

In February 2011, GAO issued a report that determined sufficient progress was made to remove 
the high-risk designation from the DoD Personnel Security Clearance Program.4 

2 Initial clearances involve individuals who did not have a clearance or did not receive reciprocity to honor a 
~reviously granted clearance. 

GAO Report No. GA0-11-65, "Personnel Security Clearances: Progress Has Been Made to Improve Timeliness 
but Continued Oversight Is Needed to Sustain Momentum," Noven1ber 19, 2010 
4 

GAO Report No. GA0-11-278, "High-llisk Series: An Update," February 16, 2011 

FQR QFl'ICl!rl> l<SIS Q:PIL Y 
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Program Management Authority of CA TS Transferred to DLA 
(POUO) In October 2010, the Under Secretary of Defense for Intelligence transferred the 
development, operations, and maintenance of CATS from the Almy to the Business 
Transformation Agency (BTA). CATS was transferred to BTA to ensure that CATS remained 
viable for all DoD CAFs. On October 1, 2011, the Secretary of Defense Efficiency Initiatives 
disestablished BTA and designated DLA as the agency to assume BTA responsibilities, which 
included the management of CATS. 

(POUO) In January 2012, the Assistant Deputy Chief of Staff, DAMI, signed a memorandum of 
agreement (MOA) formally outlining the transfer of program management authority to DLA. 
The MOA stated the Army was responsible for maintaining compliance with DoD and Federal 
information assurance standards until DLA moved CATS from Fort George G. Meade, 
Maryland, to another physical location. The Army must also provide continued and coordinated 
guidance on information assurance compliance to the DLA Information Assurance Manager 
(IAM). The MOA stated that DLA would provide management, oversight, and funding for the 
Army on all CATS program support activities (see the figure below). 

Figure. Agency Responsibilities for CATS 
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Note: The Ar1ny and DLA shared information assurance responsibilities. 
The finding discusses the collective responsibilities for the Army and DLA. 

*DIACAP - DoD Inforn1ation Assurance Certification and Accreditation Process 

FQll QFFICilzb YS~ Q'.Nb Y 
3 



FOR OFFi61kls l-JSE OP!b Y 

(FOUO) In October 2010, the Deputy Secretary of Defense approved a DoD CAF consolidation. 
According to the Office of Deputy Secretary of Defense memorandum, "DoD Central 

. Adjudication Facilities Consolidation," May 3, 2012, the DoD CAP consolidation will address 
the continuing and increasing fiscal challenges facing DoD by directing a complete consolidation 
of the functions, resources, and assets of the Army Central Clearance Facility (CCF), Department 
of Navy CAP, Air Force CAP, Washington Headquarters Services CAP, and Defense Industrial 
Security Clearance Office CAP to become a single organization-the DoD CAP. DoD planned 
to transfer all manpower, funding, and other associated resources and assets to accomplish total 
consolidation before FY 2014. 

Review of Internal Controls 
(FOUO) DoD Instruction 5010.40, "Managers' Internal Control Program Procedures," July 29, 
2010, requires DoD organizations to implement a comprehensive system of internal controls that 
provides reasonable assurance that programs are operating as intended and to evaluate the 
effectiveness of the controls. We determined that internal control weaknesses existed for the 
Army and DLA. The Army categorized CATS as a program within a larger system and 
therefore, did not extend the information assurance requirements for managing and protecting 
DoD information system to CATS. In addition, when CATS ownership transferred to DLA, the 
Army and. DLA did not develop an agreement that defined the roles and responsibilities for 
managing and securing CA TS. Furthermore, the Atmy CCF Information Technology (IT) 
security manager and the DLA program manager determined that immediately establishing a 
back-up site was a higher priority than expending time and resources to identify a location that 
complied with Federal and DoD requirements. We will provide a copy of the report to the senior 
official responsible for internal controls at the Department of the Atmy and DLA. 

FOR OFFi6rA+. l-JSlil OP!bY 
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Finding A. Lack of a OLP Strategy Created 
Vulnerabilities for CATS 
(FOUO) Neither the Army nor DLA developed a DLP strategy for CATS that included controls 
for identifying, monitoring, and protecting data in use and data in transit. The Army took action 
to protect its network by im lementin encr tion mechanisms and boundar rotections. 
However, the Anny did not ' for 
CA TS. In addition, the Director of Information Management, DAMI, and the Program 
Executive Officer (PEO), DLA did not: 

• (FOUO) develop a formal security plan for CATS that identified the types of data used, 
how CATS interfaced with other systems, and how to store CATS data; 

• (FOUO) ' 
• e*QTJQ~ mitigate · 

DLA. (b)(7)(E) 

In addition, the Army and DLA did not develop an 
agreement that explicitly defined the roles and responsibilities for managing and securing CATS. 

OLP Strategy Not Developed 
(POUO) When the Almy developed CATS in FY 2008, the Director of Information 
Management, DAMI, did not develop a strategy that included controls for identifying, 
monitoring, and protecting CA TS. In addition, the Director of Information Management, DAMI, 
did not coordinate with the DLA PEO to develop a DLP strategy for CATS. According to 
NIST SP 800-53, organizations should: 

• use encryption to protect data in use, 
• protect data transmitted across internal and external networks, 
• monitor and control communications at the external boundary of the system, 
• monitor communications for unusual or unauthorized activity within the system, 
• develop an enterprise architecture that considers info1mation security risks, and 
• protect the confidentiality and integrity of data at rest (see Finding B). 

FQR QFRCihb l-JSE QN:b Y 
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Army Implemented Encryption Mechanisms and 
Boundary Protections 
(FOUO) The Army implemented controls to protect its network. The Army used encryption to 
protect CATS data in use through public key infrastrncture. 5 Specifically, the Almy 
implemented DoD-compliant encryption controls that required users of CATS to use common 
access cards or personal identity verification cards to access the system. In addition, the Army 
rotected data in transit usin virtual rivate networks for remote access. 

No Strategy for Independently Assessing Vulnerabilities and 
Monitoring System Activity 
(FOUO) The Director of Information Management, DAMI, did not develop a DLP strategy for 
CATS that included controls for identifying, monitoring, and protecting data in use and data in 
transit. In addition, the Director of Information Management, DAMI, did not coordinate with the 
DLA PEO to develop a DLP strategy to protect the data in CA TS. According to Army 
Regulation 25-2, "Information Assurance," March 23, 2009, (AR 25-2), the Assistant Deputy 
Chief of Staff, DAMI, is responsible for implementing information assurance requirements and 
planning the operation of information assurance strategies. In addition, AR 25-2 requires 
commands to conduct vulnerability assessments on all systems to identify residual vulnerabilities 
and provide risk mitigation strategies for those vulnerabilities before fielding or installing 
systems. Since the Director oflnfmmation Management, DAMI, did not develop a DLP 
strategy, the Army CCF IAM did not implement information assurance controls for capturing 
system activities and performing vulnerability assessments. According to the Almy CCF IAM, 
the Anny "divorced" themselves from CATS and therefore, did not actively coordinate the 
development of a DLP strate with DLA. For example, the Director of Info1mation 
Mana ement, ' 

Information Management, DAMI, did not 
develop a DLP strategy because the Army did 
not consider CATS an information system. 
Instead, the Army inappropriately categorized CA TS as a program within the Army Investigative 
Enterprise System and therefore, did not extend information assurance requirements to CATS for 
managing and securing the system. 

5 Public Key Infrastructure is a set of policies, processes, server platforms, software, and workstations used for the 
purpose of administering certificates and public-private key pairs, including the ability to issue, maintain, and 
revoke public key certificates. 

(b)(7J(EJ DLA 

FOR OFFiCM-15 BStl ONbY 
6 



F6R 6FFICIM'J l'fSffl 6P1'hY 

According to AR 25-2, an information system processes, collects, maintains, uses, shares, 
disseminates, and reports information. In contrast, according to the "Federal Information System 
Controls Audit Manual," February 2009, a program is a set of instructions that, when followed 
and executed by a computer, performs a task. CA TS: 

• (FOUO) collects and maintains electronic investigations from the Office of Personnel 
Management, 

• (FOUO) processes adjudication data and automatically assigns and routes cases, 
• (FOUO) records final security clearance determinations, and 
• (FOUO) electronically disseminates information to the appropriate DoD repositories. 

Therefore, the Director of Information Management, DAMI, in coordination with the DLA PEO, 
should develo a DLP strate that includes requirements for (b)(7)(E) DLA 

In addition, the Director of Information Management, 
DAMI, should require an independent vulnerability assessment for CATS before allowing the 
system to connect to the Army's network. 

Collective Responsibilities for Managing and Securing CATS 
(FOUO) When DLA assumed responsibility for CATS in January 2012, the Army retained a 
level of responsibility for securing CATS since the system resided on an Army network. 
Additionally, as the owner of CATS, DoD Instruction 8500.2, "Information Assurance 
Implementation," Februaiy 6, 2003 (DoDI 8500.2), requires the DLA PEO to provide guidance 
for developing and maintaining information systems to ensure risks are mitigated. Therefore, the 
Army and DLA have collective responsibilities. However, the Army and DLA did not: 

• (FOUO) develop a plan that identified the types of data used within CATS, how CATS 
interfaced with other systems, and data stored on CA TS; 

• (FOUO (b) (7)(E) DLA 

• (T'OUO) develop a methodology for identifying, correcting, and mitigating security 
vulnerabilities to ensure the protection of data in use. 

Security Plan Did Not Exist 
(FOUO) The Director of Information Management, DAMI, and the DLA PEO did not develop a 
formal security plan for CATS that identified the types of data used within CATS, how CATS 
interfaced with other systems, and how to store CA TS data. According to NIST SP 800-53, 
organizations must develop a formal security planning policy that addresses the roles and 
responsibilities, management commitment, and coordination among other entities. However, 
neither agency developed a security plan for CATS that identified an accurate enterprise 
architecture in relation to CATS and listed the types of data used by CATS. 

FOR OJ&FIGIA-b lJSE Q"[)lbY 
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The Director of Information 
Management, DAMI, and the DLA PEO should develop a system security plan that includes 
information on the type of data used with CA TS, interfaces with other system, and the storage of 
systems data. 

8 
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{b) (7){E) DLA 

The Army CCF IT security manager and the DLA program manager did not develop a 
reement for identifying, correcting, and mitigatin securit vulnerabilities. 

DoDI 8500.2 requires agencies to 
develop a comprehensive Vulnerability management process that includes identifying and 
mitigating existing vulnerabilities. The Army and DLA were responsible for identif ing, 
correctin , and miti atin CATS vulnerabilities. 

The Director oflnformation Management, DAMI, and 
the DLA PEO should develop an agreement that, at a minimum, explicitly defines the roles and 
responsibilities for managing and securing CA TS, monitoring system events, identifying security 
vulnerabilities, and implementing mitigating controls to correct vulnerabilities. 

Lack of Defined Roles and Responsibilities 
(FOUO) The Director of Information Management, DAMI, and the DLA PEO did not develop 
an agreement that explicitly defined the responsibilities for managing and securing CA TS as 
required by NIST SP 800-53. Therefore, neither agency identified the types of data CATS used, 
systems that interface with CATS, and stora ere uirements for CATS data. In addition, the 
Army and DLA did not · . Furthermore, the 
~DLA did not 
- Without an agreement detailing roles and responsibilities, neither agency understood 
the security expectations for CATS, which increased the risk that the Army and DLA would not 

8 Results discussed in this report do not include scan results from the Security Content Automation Protocol 
validation tool. 

FOR OFFiGllm BSEl OPff'Y 
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Director of Information Management, DAMI, and the DLA PEO should develop an agreement 
that, at a minimum, explicitly defines the roles and responsibilities for managing and securing 
CA TS, monitoring system events, identifying security vulnerabilities, and implementing and 
mitigating controls to correct vulnerabilities. 

Conclusion 
(FOUO) The Atmy and DLA did not develop a DLP strategy for CATS that included controls 
for identif in , monitorin , and rotectin data in use and data in transit. For example, W 

. In addition, the 
Atmy and DLA did not: 

• (FOUO) develop a formal security plan for CATS that identified the types of data used, 
how CATS intetfaced with other systems, and how to store CA TS data; 

• (FOUO)' 

• 

9 The six participating CAFs are the Anny, Defense Industrial Security Clearance Office, the Navy, Washington 
Headquarters Services, the Defense Intelligence Agency, and the Air Force. 
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Recommendations, Management Comments, and 
Our Response 
(FOUO) A.1. We recommend that the Director of Information Management, Depatiment of the 
Army Military Intelligence: 

(FOUO) Coordinate with the Defense Logistics Agency to develo 
that includes ' 

Management Comments Required 
The Army did not provide comments to these recommendations. Although administrative 
responsibilities for CATS was transferred to Director of Administration and Management 
(DA&M), CATS still resides on the Anny network. As a result, the Army still retains 
responsibility for securing CA TS by updating patches, ensuring network availability and 
connectivity, and resolving network issues. Therefore, we request that the Director of 
Information Management, Department of the Army Military Intelligence, provide comments by 
May 24, 2013. 

(FOUO) A.2. We recommend that the Director oflnformation Management, Department 
of the Army Military Intelligence, and the Program Executive Officer, Defense Logistics 
Agency: 

a. (FOUO) Develop a system security plan that includes information on the type of 
data used with the Case Adjudication Tracking System, interfaces with other system, and 
the storage of systems data. 

b. (FOUO) Develop an agreement that, at a minimum, explicitly defines the roles and 
responsibilities for managing and securing the Case Adjudication Tracking System, 
monitoring system events, identifying security vulnerabilities, and implementing mitigating 
controls to correct vulnerabilities. 

Management Comments Required 
The Army did not provide comments to these recommendations. Although administrative 
responsibilities for CA TS were transferred to Director of Administration and Management 
(DA&M), CATS still resides on the Almy network. As a result, the Almy still retains 
responsibility for securing CATS by updating patches, ensuring network availability and 
connectivity, and resolving network issues. Therefore, we request that the Director of 
Information Management, Depatiment of the Army Military Intelligence, provide comments by 
May 24, 2013. 

FQR QFRCikls YSE Q?f:b Y 
11 



FS:R: OFFICVm BSE OP!bY 

DLA Comments 
(POUO) The Director, Defense Logistics Agency Information Operations, Chief Information 
Officer, responded on behalf of the Program Executive Officer, Defense Logistics Agency, and 
agreed with the recommendations. According to the Director, the five DoD Central Adjudication 
Facilities were consolidated into a single organization, which resulted in the responsibilities of 
the DAMI being transferred to the DA&M. The Director stated that DLA would work with 
DA&M to develop corrective actions by December 20, 2013. Specifically, the Director stated 
that DLA would develop a system security plan that includes information on the type of data, 
interfaces with other system, and the storage of systems data. In addition, the Director stated 
DLA would work with the Director of Administration and Management and the DoD CAF to 
develop an agreement that defined the roles and responsibilities for managing and securing 
CATS, monitoring system events, identifying security vulnerabilities, and implementing 
mitigating controls to correct vulnerabilities. 

Our Response 
(FOUO) The Director's comments were responsive. Although the Director stated DLA would 
work with the DA&M instead of the Army, we agree that DA&M would also be involved in the 
development of an agreement that defines roles and responsibilities. The CAFs were 
consolidated to the DoD CAF, which is under the authority, direction, and control ofDA&M. 
Therefore, no further comments are required. 

(FOUO) A.3. We recommend that the Program Executive Officer, Defense Logistics 
Agency: 

DLA Comments 
(FOUO) The Director, Defense Logistics Agency Information Operations, Chief Information 
Officer, responded on behalf of the Pro ram Executive Officer, Defense Lo istics A enc , and 
a reed with the recommendations. ' 

Our Response 
(FOUO) The Director's comments were responsive. Although the Director stated DLA would 
work with the DA&M instead of the Army, we agree that DA&M would also be involved in the 
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(FOUO) development of an agreement that defines roles and responsibilities. The CAl~s were 
consolidated to the DoD CAF, which is under the authority, direction, and control ofDA&M. 
Therefore, no further comments are required. 
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Finding B. Production and Back-up Sites Were 
Not Geographically Separated 
(FOUO) The Army and DLA inappropriately established a back-up site for CA TS servers that 
were within the same geographic region as the primary production servers. This occurred 
because the Army and DLA decided that immediately establishing a back-up site was a higher 
priority than expending time and resources to identify a location that complied with Federal and 
DoD requirements. As a result, the Army and DLA increased the risk that CATS, and all data in 
the system, could be lost if a manmade or natural disaster affected the region. 

Back-up Servers 
DLA (b)(7){EJ 

Miles From Production Servers 
(FOUO) The Army CCF IT security manager and the DLA program manager established a 
back-up site for the servers that suppott CA TS "'P!'"P'!!' miles of the production server. 
In addition, the Army CCF IT security manager and the DLA ro ·am mana er did not request 
Designated Approving Authority approval to select' 
NIST SP 800-34, "Contingency Planning Guide for Federal Information Systems," May 2010, 
requires organizations to identify alternate storage sites that are geographically separated from 
the primary site to avoid being affected by the same disaster. DoDI 8500.2 validation procedures 
state organizations should ensure back-up media is stored at a Designated Approving Authority 
approved offsite location. When the Army began using CA TS in FY 2007, the Arm CCF IT 
securit mana er made the decision to locate the back-u servers 

(FOUO) The Army recognized the need to move the back-up servers and planned to move them 
to Fort Belvoir, Virginia, in FY 2010, although the base was not outside of the geographical 
region. However, the Army was unable to move the back-up servers to Fort Belvoir because the 
site did not meet the environmental control requirements to sustain a back-up site. 

(FOUO) The Army CCF IT security manager and the DLA program manager determined that 
standing up an operational back-up site within a reasonable timeframe was more important than 
expending time and resources to establish a back-up site outside of the geographic disaster zone. 
Therefore, the Army CCF IT securit mana er and the DLA program manager allowed the back-
up servers to remain at' without obtaining a waiver from the 
Designated Approving Authority. If a disaster destroys the production and back-up servers, the 
inte~ata at rest will be compromised, and DoD personnel security clearances could 
take- to adjudicate. In addition, there was an increased risk DoD could return to the 
GAO High Risk List for personnel security clearances. Therefore, the Army and DLA should 
immediately move the back-up servers to an approved location outside of the geographic region 
that complies with Federal and DoD information assurance requirements. If moving the back-up 
servers is not immediately feasible, request an interim waiver from the Designated Approving 
Authority and develop a time-phased plan to move the back-up servers outside of the geographic 
region. 
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Recommendation, Management Comments, and 
Our Response 
(FOUOj B. We recommend that the Director oflnformation Management, Department of 
the Army Military Intelligence, and the Program Executive Officer, Defense Logistics 
Agency, immediately move the back-up servers to an approved location outside of the 
geographic region that complies with Federal and DoD information assurance 
requirements. If moving the back-up servers is not immediately feasible, request an 
interim waiver from the Designated Approving Authority and develop a time-phased plan 
to move the back-up servers outside of the geographic region. 

Management Comments Required 
The Army did not provide comments to these recommendations. Although administrative 
responsibilities for CA TS was transferred to Director of Administration and Management 
(DA&M), CATS still resides on the Army network. As a result, the Army still retains 
responsibility for ensuring the physical security of CA TS back-up servers. Therefore, we request 
that the Director of Information Management, Department of the Anny Military Intelligence, 
provide comments by May 24, 2013. 

DLA Comments 

(FOUOj The Director, Defense Logistics Agency Information Operations, Chief Information 
Officer, responded on behalf of the Program Executive Officer, Defense Logistics Agency, and 
agreed with the recommendations. The Director stated that DLA would develop a plan and 
funding to move the disaster recovery site outside of the National Capital Region. The Director 
stated DLA is in the process of procuring equipment to establish a disaster recovery site in 
Monterey, California, at the Defense Manpower Data Center. In addition, the Director stated 
DLA would request a waiver from the Designating Approving Authority. Furthermore, DLA 
plans to develop a time-phased approach to move the back-up servers by July 22, 2013. 

Our Response 
The Director's comments were responsive. Therefore, no further comments are required. 
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Appendix A. Scope and Methodology 
(FOUO) We conducted this performance audit from April 2012 through February 2013 in 
accordance with generaJly accepted government auditing standards. Those standards require that 
we plan and perform the audit to obtain snfficient, appropriate evidence to provide a reasonable 
basis for our findings and conclusions based on our audit objectives. We believe that the 
evidence obtained provides a reasonable basis for our findings and conclusions based on our 
audit objectives. 

(FOUO) Based on our audit objective, we intended to focus the audit on DLA. However, during 
the audit, we found that the Army developed CA TS to support the Army CCF and the 
Army CCF has a responsibility to maintain compliance with applicable information assurance 
standards until CATS is moved to DLA. As a result, the scope of the audit included the 
Army and DLA because these agencies were responsible for the security of CATS. 
To determine whether a DLP strategy was in place for CA TS, we interviewed personnel from the 
Anny and DLA to obtain information on the controls in place to prevent data loss for CATS. 
In addition, we reviewed system security policies and procedures from the Army and DLA to 
determine whether the agencies complied with information assurance requirements. 

We reviewed the following seven NIST SP 800-53 controls that support a DLP strategy. 

• Information Flow Enforcement requires CATS to enforce approved authorizations for 
controlling the flow of information within the systems and between interfaces. 

• Enterprise Architecture requires the Army and DLA to develop an enterprise architecture 
that considers information security and the risks associated with system. 

• Boundary Protection requires CA TS to monitor and control communications at the 
external boundaries. 

• Transmission Confidentiality requires CATS to protect the infmmation transmitted. 
• Use of Cryptography requires CATS to implement required cryptography protections. 
• Information System Monitoring requires the Army and DLA to monitor system events 

and detect system attacks. 
• Protection of Information at Rest requires CATS protect the confidentiality and integrity 

of information at rest. 

Although Critical Control 17 listed media access and media storage as additional controls that 
support a DLP strategy, we did not review these controls because CATS did not use digital 
media (such as diskettes, removable hard drives, and flash drive) and therefore, did not require 
storage of such devices. 

In addition, we reviewed 34 DoDI 8500.2 controls that supplemented the NIST SP 800-53 
controls related to system continuity, security design and configuration, enclave boundary 
defense, enclave and computing environment, physical and environmental controls, and 
vulnerability management (see Appendix C for list of controls). To validate the existence of 
these controls, we asked the Army and DLA to explain how each agency applied validation 
procedures for each control. We also analyzed documents the Army and DLA provided as 
evidence of controls. We used the information obtained from interviews and supporting 
documents to conclude on whether DLP controls existed and functioned properly. 
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(FOUO) During interviews, the Army and DLA could not provide adequate evidence that a 
formal DLP strategy existed and that the Arm and DLA im lemented a ro riate controls to 
su ort a DLP strate . ' ' 

Use of Computer-Processed Data 
We did not use computer-processed data to perfonn this audit. 

Use of Technical Assistance 
The DoD OIG Information Systems Directorate assisted with the audit. These personnel assisted 
with the understanding ofDLP controls for DoD systems. The Information Systems Directorate 
also provided a crosswalk between DoDI 8500.2 and NIST SP 800-53 controls to further assist in 
determining the appropriate controls that support DLP. 

Prior Coverage 
No prior coverage has been conducted on CATS during the last 5 years. 
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Appendix B. Agencies That Used CATS 
The following graphic shows DoD and non-DoD agencies that used CATS to adjudicate security 
clearances. 

Source: DLA 
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Appendix C. DoD Instruction 8500.2 Controls 
That Support a OLP Strategy 

I Control No. 

I COAS-2 

I COBR-1 

I CODB-1 

I COSW-1 

I DCBP-1 

[DCFA-1 _ 

I DCID:l 

I DCMCJ 

I DCNR-1 

I DCPA-1 

I DCPP-1 

I DCSD-1 

I EBBD-2 

I EBCR-1 

EBRP-1 

EBRU-1 

EBVC-1 

ECAN-1 

ECAR-2 

ECAT-2 

ECCD-2 

ECCR-1 

I ECCT-1 

I ECIC-1 

I ECID-1 

I ECL0-1 

I ECNK-1 

ECPA-1 

ECVP-1 

IAAC-1 

PECF-1 

PESL-1 

PESS-1 

VIIR-1 

. 

I Control Name 

I Alternate Site Designation_ 

I Protection ofBackgroundand Restoration Assets 

Data Back-up Procedures 

Backup Copies of Critical Software 

Best Security Practices 

Functional Architecture for AIS Applications 

Interconnection Documentation 

Mobile Code 

_ · i Non-repudiation 

Pattitioning the Application 

Ports, Protocols, and Services 

IA Documentation 

Boundary Defense 

Connection Rules 

Remote Access for Privileged Functions 

Remote Access for User Functions 

VPN Controls 

Access for Need-to-Know 
- -

Audit Record Content 

Audit Trail, Monitoring, Analysis and Repmting 

Changes to Data 

Encryption for Confidentiality (Data at Rest) 

Enctyption for Confidentiality (Data in Transit) 

Interconnections among DoD Systems and Enclaves 

Host Based IDS 

!Logon 

I Encryption for Need-To-Know 

I Privileged Account Control 

I Virus Protection 

I Account Control 

I Access to Computing Facilities 

I Screen Lock 

I Storage 

I Incident Response Planning 
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Defense Logistics Agency Comments 

OEFE:NSE: LOGISTICS AGE:NCY 
HEADQUARTERS 

8725 JOHN J. KINGMAN ROAD 
FORT BELVOIR, VIRGINIA 22060.6221 

MEMORANDUMFORDLAO~NERAL 

AITN:-

MAR 2 7 2013 

SUBJECT: Draft Audit Rcpo1t: Dahl .Loss Prevention Strategy Needed for the Case 
Adjudication Trnck'ing Sys!cn1 (Project No. D2012-DOOOLC-Ol48:000), dated 
Fcbnmry 25, 2013 

The DLA lnfomrntion Operations staff has reviewed the dril.fi audit report. Management 
comments and nctions associated with the findings and rccomn1cndations are outlined on tho 
ottacluucnt. 

The ndminislrntive point or Contact is DLA Information 
Opcrntions, IT Bl7'incss, Licensine, and Perfmn1ancc Manage1ncnt, nt 

1 or email: II 

Attachment: 
Assuucd 

KA THY CUTLER 
Director, OLA lnfonnution Operations 
Chief Information Officer 
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Response to DoDIG Report on "Datn Loss Prc\'tntlon Strategy Needed for the Cusc Adjudication 
Trncklng Systcn1'1, (Project No. 02012-DOOOLC-0148.000) 

As requested, we arc providing responscS to !he general content nnd recommcndutions co·ntaincd in the 
subject repoat. 

The five DoO Central Adjudication Facilities (CAF) have been consolidnted into a single organization. 
The consolidation has resulted in lhc rc.sponsibilittcs of 1hc Director of Information M1magement, 
Dtipartmcnt of the Anny Milltnry lntelligc1tcc (DAMI) lnUtsfcrrh\g to the Director of Administration 
and Management (DA&M). 

Rccommcndaflou A.2. \Ve reconllnJ;nd that the Director of Information Management, Department of 
1he Arrny Military Intclllgencc, and the Progrmn Executive Ofliccr, Defense Logistics Agency: 

u) Develop ti system security plim that includes infonnation on the type of data used with the Cnsc 
Adjudication Trackin~ Systent, interfaces with other systc1n, and the storage of systems data. 

b) Develop m1 agreement thnt, al a minimum, cX:plicitly defines the roles Und responsibilitie!I for 
managing and securing the Cose Adjudication Trucking Syslcm, monitoring- system events, 
identifying security vulncrabllitic:;, nod implementing 1nitigating coil\rols to CorrCct 
vulnerabilities. 

Res1>onsc:. Concur. DLA J6 Manngcmcnt will work with DA&M to develop coricctivc nclions to 
address all .rcconnncndations specific to DLA by Deccn1ber 20, 2013: 

• DLA 16 Management will work with DA&M to deve!Op the system sccurily plan that includes 
infonnation Qll .the type of data, interfaces with other systmn, nnd the storage of systems datn for 
the Case Adjudica1ion Tracking System (CATS). 

• DLA 16 Mnnagemcnt will WQrk with DA&M nnd the DoD CAP to dcvelo1) nil ngrecn1ent to 
define the roles nnd responsibilities for managing and securing the Case Acljudication Tracking 
System, inonitoring system events, identifying security vulncrnbilitics, and implemi;nting 
1niligating controls to eoarecl vulnCrabilities. 

Rcconuuc:ndntlon A.3. \Ve r«01n111eod thnt the P~ogrmn Executive Officer, Defense Logistics Agency; 

•) 

b) 

DLA (b)(7J(E) 

DLA ib)(7)(E) 
I 

Response: Concur. DLA J6 Management will develop corrective actions by December 20, 2013: 

• 
DLA (b)(7)[E) 

I 
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Rccontmcndation B.I \Ve recommend that the Din .. 'Ctor orlnfonnation Managcn1cnt, De1Jartment of the 
Anny Militnry lntelligence1 and the Program Exix:uiivc Officer, Defense Logistics Agency, immediately 
move the bnck-u11 servers to an approved locnlion outside of the geographic region that (.'<>nlplies wilh 
Federal and PoO ini01nmtion assttrnncl.! requirements. lf1noving the back-up servers is not immediately 
feasible, request an interim waiver from the Designated Approving Authority and develop n time-phast.-d 
plnn to move the back-up servers oulSidc of the geographic region. 

Response: Concur. DLA J6 Management will develop n plan and funding to n1ove the disasler 1·ccovcr 
site outside the National Capital Region. 

• DLA J6 Management is currently in the process of procuring equipment to deploy to the Defense 
Manpower Data Centor (DMDC) Monterey, CA in order to establish a disaster recover site 
outside lhc Nntional Capital Region c01nplying with Federal and DoD infonnation assurance 
requirements. A waiver will be requested fron1 the Designated Approving Authority and a time· 
phased plan to n1ove the back~up servers outside of the geographic region will be dcvclopcxl by 
July 22, 2013. 
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