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Objective

The National Defense Authorization Act

of 2013 updated the IG Act to include

a requirement that DoD OIG conduct or
approve the arrangements for the conduct

of external peer reviews of audit organizations
in the Department of Defense. This report
summarizes the results of the first round

of peer reviews completed under this new
requirement. Our objective was to highlight
systemic issues identified in 19 of the

21 Department of Defense audit organizations
most recent peer review reports issued from
November 2012 through June 2015. We did
not review the U. S. Army Internal Review and
National Guard Bureau audit organizations.
See Appendix A, Scope and Methodology, for
further details. The systemic issues identified
in the report can be used by the Department
of Defense audit organizations to share lessons
learned and as a training tool to improve their
systems of quality control.

Observations

Peer reviews are performed on a three year
cyclical basis. Recommendations made in

a peer review report are followed up on
during the next scheduled peer review.

Two recommendations - additional training
and improvements to internal policies and
procedures - were common in the reports.
We believe the deficiencies presented in this
summary report would be improved upon if
the recommendations made in the peer review
reports were implemented. Our intent was
not to provide additional recommendations.
Of the 19 audit organizations referred

to in this report, 12 received a rating

of pass, 5 received a rating of pass with

Visit us at www.dodig.mil

Observations (cont’d)

deficiencies, and 2 received a rating of fail. We encourage
all the DoD audit organizations to pay more attention in
the areas where systemic issues in their quality control
systems are highlighted.

Results of the Compilation
of Peer Review Report Deficiencies

We compiled the deficiencies using the Council of the
Inspectors General for Integrity and Efficiency Guide for
Conducting Peer Reviews of Audit Organizations of Federal
Offices of Inspector General, Appendixes A-E.

Policies and Procedures

Deficiencies for policies and procedures affecting the

most DoD audit organizations were the general standards,
followed by fieldwork standards for performance audits,
standards for attestation engagements, and finally reporting
standards for performance audits. A common deficiency
was not having policies and procedures for nonaudit
services. In addition, some DoD audit organizations

policies and procedures for their systems of quality

control needed improvement.

Adherence to General Standards

The deficiency area for adherence to general standards
affecting the most DoD audit organizations was quality
control and assurance, followed by competence, and finally
independence. A common deficiency was not performing
the required monitoring of quality requirement. Also,
there were deficiencies in continuing professional education
and not evaluating independence prior to performing
nonaudit services.

Financial Audits

Deficiencies for financial audits affecting the most
DoD audit organizations were the American Institute
of Certified Public Accountants (AICPA) field work
standards for planning and supervision and AICPA and
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Generally Accepted Government Audit Standards
(GAGAS) reporting standards. Issues identified included
not including the views of responsible officials and

not including all of the required information in the
engagement letter.

Attestation Engagements

The deficiency area for attestation engagements affecting
the most DoD audit organizations was examination
engagements, followed by general standards, and finally
attestation engagements. Specifically, some DoD audit
organizations were not following GAGAS requirements by
not including all the elements of a finding, not including
the views of responsible officials, not evaluating previous
audits or attestation engagements, and not documenting
and retaining evidence of auditor’s independence. Also,
some DoD audit organizations were not following all the
AICPA standards for attestation engagements.
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Performance Audits

The deficiency area for performance audits affecting
the most DoD audit organizations was evidence and
documentation and quality control and assurance,
followed by independence, planning, report contents,
supervision, and finally professional judgment. For
evidence and documentation, deficiencies included
insufficient evidence to support conclusions,

not evaluating computer-processed data, lack of
documented supervisory review, and insufficient
audit documentation. In addition, quality control and
assurance deficiencies included not following policies
and procedures, ineffective supervisory reviews,
inadequate independent reference reviews, and
improvement needed in cross-referencing.

Management Comments

We do not require a written response to this report.
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Introduction

Objective

The National Defense Authorization Act of 2013 updated the IG Act to include a
requirement that DoD OIG conduct or approve the arrangements for the conduct
of external peer reviews of audit organizations in the Department of Defense.
This report summarizes the results of the first round of peer reviews completed
under this new requirement. Our objective was to highlight systemic issues
identified in 19 of the 21 Department of Defense audit organizations most recent
peer review reports issued from November 2012 through June 2015. We did
not review the U. S. Army Internal Review and National Guard Bureau audit
organizations. See Appendix A, Scope and Methodology, for further details.

The systemic issues identified in the report can be used by the Department of
Defense audit organizations to share lessons learned and as a training tool to
improve their systems of quality control.

Background

The generally accepted government auditing standards (GAGAS) requires audit
organizations that perform audits or attestation engagements in accordance with
GAGAS to establish and maintain a system of quality control and to undergo an
external peer review at least once every 3 years. The GAGAS general standards
provide guidance for performing financial audits, attestation engagements, and
performance audits under GAGAS'. The general standards are applicable to all
audits and attestation engagements covered by GAGAS and they emphasize the
importance of the independence of the audit organization and its individual
auditors, the exercise of professional judgment in the performance of work and
the preparation of related reports, the competence of staff, and quality control
and assurance.

System of Quality Control

GAGAS requires an audit organization to establish and maintain a system of
quality control. The system of quality control encompasses the organization’s
leadership, emphasis on high-quality work, and policies and procedures designed
to provide the audit organization with reasonable assurance that the organization
and its personnel comply with professional standards and applicable legal and
regulatory requirements.

1 The GAGAS general standards are independence, professional judgment, competence, and quality control
and assurance. Refer to Government Auditing Standards, December 2011 version.



The nature, extent, and formality of an audit organization’s system of quality
control varies based on the audit organization’s size, number of offices and
geographic locations, knowledge and experience of its personnel, nature and
complexity of its audit work, and cost-benefit considerations.

External Peer Review

An external peer review is required of an audit organization that conducted audits
or attestation engagements in accordance with GAGAS in the 3 years since its last
peer review or since it started its first GAGAS engagement. The objectives of the
external peer review were to determine whether, for the period under review, the
reviewed audit organization’s system of quality control is suitably designed and
whether the organization is complying with its system of quality control in order
to provide it with reasonable assurance of conforming to applicable standards in
all material respects. Recommendations made in a peer review report are followed
up on during the next scheduled peer review. An audit organization can receive a
rating of pass, pass with deficiencies, or fail. Of the 19 audit organizations referred
to in this report, 12 received a rating of pass, 5 received a rating of pass with
deficiencies, and 2 received a rating of fail.

DoD Office of Inspector General Responsibility

The Inspector General Act of 1978, as amended, states that the DoD Office of
Inspector General is responsible for conducting, or approving the arrangements
for conducting, external peer reviews of DoD audit organizations in accordance
with GAGAS. The DoD audit oversight community consists of 21 audit
organizations with approximately 7,300 auditors. DCAA is the single largest
DoD audit organization with over 4,300 auditors (59% of 7,300). Because the
DoD Office of Inspector General cannot perform all the required peer reviews,
a teaming approach has been established for the peer reviews of some of

the DoD audit organizations. For example, the Military Department audit
agencies have established a rotational process whereby they review each other
(i.e., Army reviewed Air Force; Air Force reviewed Navy; and Navy reviewed Army
for the most recent peer review).



Policies and Procedures

Policies and Procedures

An audit organization should establish policies and procedures in its system of
quality control that address the following elements:

¢ leadership responsibilities for quality within the audit organization;

¢ independence and legal and ethical requirements;

¢ initiation, acceptance, and continuance of audits;

¢ human resources;

¢ audit performance, documentation, and reporting; and

e monitoring of quality in the organization.

Figure 1 illustrates GAGAS standards that were not complied with, and how many
audit organizations were affected for each standard. Peer reviewers identified
instances of noncompliance with the following standards.

¢ General Standards - 10 of the 19 organizations.

e Standards for Attestation Engagements - 3 of the 19 organizations.

¢ Field Work Standards for Performance Audits - 4 of the 19 organizations.

o Reporting Standards for Performance Audits — 2 of the 19 organizations.

There were no issues identified in the financial audits standards. Refer to
Appendix B for additional information on deficiencies regarding policies
and procedures.

Figure 1. Policies and Procedures

Policies and Procedures Issues

General Standards

Standards for Financial Audits

Standards for Attestation Engagements
Fieldwork Standards for Performance Audits

Reporting Standards for Performance Audits

0 2 4 6 8 10 12

B Number of Audit Organizations Affected
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General Standards

The general standards contain guidance on independence, professional judgment,
competence, and quality control and assurance. The general standards are
especially important because they include additional guidance on other topics such
as the application of the conceptual framework for independence, identification and
assessment of independence threats and safeguards, prohibited nonaudit services,
and requirements for performing nonaudit services.

Independence

Five audit organizations had policies and procedures that were not adequate,
needed development, or required revisions to ensure compliance with GAGAS
independence standards. Examples of issues pertaining to the audit organization’s
policies and procedures for auditor independence included the following.

¢ Two audit organizations’ policies did not have procedures for assessing
independence at the project and individual level during audit planning
and to include procedures for reassessing independence throughout the
field work phase of the audit. Government Auditing Standard (GAS) 3.08b
states that auditors should evaluate the significance of the threats
identified, both individually and in the aggregate.

¢ Two audit organizations did not provide guidance for disclosing threats to
independence identified after the auditor’s report was issued. GAS 3.26
states that if a threat to independence is identified after the auditor’s
report is issued; the auditor should evaluate the threat’s impact on the
audit and on compliance with GAGAS.

¢ One audit organization did not have policy to require their auditors to
document their rationale for not validating a specialist’s independence.
Also, the policy did not include a requirement to assess independence
when working with external specialists from other agencies. GAS 6.42
states that some audits may necessitate the use of specialized techniques
or methods that require the skills of a specialist. Specialists to whom
this section applies include, but are not limited to, actuaries, appraisers,
attorneys, engineers, environmental consultants, medical professionals,
statisticians, geologists, and information technology experts. If auditors
intend to use the work of specialists, they should assess the professional
qualifications and independence of the specialists.



Nonaudit Services

GAGAS does not cover nonaudit services, which are defined as professional services
other than audits and attestation engagements. However, GAS 2.13 states that
when audit organizations provide nonaudit services to entities for which they also
provide GAGAS audits, they should assess the impact of providing those nonaudit
services on auditor and audit organization independence and respond to any
identified threats to independence.

Four audit organizations did not have specific policies for various GAGAS nonaudit
service independence requirements. Specific examples of deficiencies noted for
nonaudit services included the following.

¢ Two audit organizations did not have policies and procedures to ensure
that the organization applied the conceptual framework for independence
before the auditors agreed to perform nonaudit services. GAS 3.20
states that auditors should evaluate threats to independence using
the conceptual framework when the facts and circumstances under
which the auditors perform their work may create or augment threats
to independence.

¢ One audit organization did not have policies and procedures for
GAGAS independence requirements before performing nonaudit
services or policies and procedures for consideration of management’s
ability to oversee the nonaudit services. GAS 3.34 states that before
an auditor agrees to provide a nonaudit service to an audited entity,
the auditor should determine whether providing the service would
create a threat to independence, either by itself or in aggregate with
other nonaudit services provided, with respect to any GAGAS audit it
performs. A critical component of this determination is consideration
of management’s ability to effectively oversee the nonaudit service to
be performed.

¢ One audit organization did not have policies or procedures for evaluating
threats for previously performed nonaudit services and their potential
impact on current audit engagements. GAS 3.42 states that an auditor
who previously performed nonaudit services for an entity that is a
prospective subject of an audit should evaluate the impact of those
nonaudit services on independence before accepting an audit.

¢ One audit organization did not document the auditor’s assessment of
independence for nonaudit services in the project files. GAS 2.13 states
that when audit organizations provide nonaudit services to entities for
which they also provide GAGAS audits, they should assess the impact
that providing those nonaudit services may have on auditor and audit
organization independence and respond to any identified threats
to independence.



¢ One audit organization was not following its internal policies, which
stated that nonaudit service reports should indicate that the work was
not performed in accordance with GAGAS standards. GAS 2.12 requires
auditors, while performing a nonaudit service, to communicate with
the requester and others charged with governance to clarify that the
work performed does not constitute an audit conducted in accordance
with GAGAS.

Quality Control and Assurance
An organization’s policies and procedures are considered key characteristics of its

system of quality control.

Seven audit organizations had policies and procedures that were not adequate,
needed development, or required revisions to ensure compliance with GAGAS
quality control standards. GAS 3.82a requires audit organizations to establish and
maintain a system of quality control that is designed to provide the organization
reasonable assurance of compliance with professional standards and legal and
regulatory requirements. Examples of issues with policies and procedures for
quality control and assurance included the following.

¢ One audit organization’s policies were based on GAGAS 2007 standards
and not the GAGAS 2011 revision.

¢ One audit organization’s audit policy did not specifically define what
constituted a sufficient electronic review note for documenting
supervisory project oversight.

¢ One audit organization was not updating nonaudit service policy
and procedures detailing how nonaudit services would be assessed
for independence.

¢ One audit organization’s quality control checklist needed to be expanded
to improve compliance with GAGAS requirements.

¢ One audit organization needed to expand the number of items reviewed
in its internal quality control document to ensure it provided reasonable
assurance of compliance with professional standards and legal
regulatory requirements.

Attestation Engagements

GAGAS incorporates by reference the American Institute of Certified Public
Accountants (AICPA) Statements on Standards for Attestation Engagements.
GAGAS contains guidance for conducting attestation engagements: examination,

review, and agreed-upon procedures.



Three audit organizations had policies for conducting attestation engagements
that required revisions or needed development. The following are examples of
deficiencies noted pertaining to the audit organization’s policies and procedures
for attestation standards.

¢ One audit organization did not have attestation policies even though they
performed an agreed-upon procedures engagement. GAS 5.01 requires
audit organizations to comply with AICPA attestation standards.

¢ One audit organization’s policy required auditors to develop all elements
of a finding needed to complete the objective. However, there was no
specific policy identifying which elements of a finding the auditors needed
to report when conducting an examination engagement. GAS 5.11 states
when auditors identify findings they should plan and perform procedures
to develop the elements of a finding that are relevant and necessary to
achieve the examination engagement.

¢ One audit organization did not have policies to include the requirement
to obtain written representations from the responsible party when
performing compliance attestation engagements. AICPA AT section 601,
“Compliance Attestation,” paragraph 601.11 states that as part of
performing an engagement, the practitioner? should obtain from the
responsible party a written assertion about compliance with specified
requirements or internal control over compliance.

Performance Audits

GAGAS guidance for conducting and reporting on performance audits includes
evidence and documentation, assessing audit risk and fraud risk, reporting views
of responsible officials, and effective report recommendations.

Field Work Standards for Performance Audits

Four audit organizations had policies for conducting performance audit field work
that needed improvement or revisions. The following are examples of deficiencies
related to the audit organizations’ policies and procedures for field work standards.

¢ One audit organization did not document the audit team’s assessment of
the risks of fraud occurring, fraud risk factors, or information to identify
risks related to fraud. GAS 6.30 states that in planning the audit, auditors
should assess risks of fraud occurring that is significant within the
context of the audit objectives.

2 AICPA defines the practitioner as a certified public accountant in the practice of public accounting.



One audit organization did not have policy guidance for auditors to
evaluate the objectivity, credibility, and reliability of testimonial evidence.
GAS 6.62 states that auditors should evaluate the objectivity, credibility,
and reliability of the testimonial evidence. GAS 6.62 also states that
documentary evidence may be used to help verify, support, or challenge
testimonial evidence.

Reporting Standards for Performance Audits

Two audit organizations needed to develop or revise policies for conducting

performance audit reporting. The two findings noted were the following.

One audit organization did not have policies and procedures to ensure
consistency in reporting between the audit objectives, scope of audit, audit
methodology, and other report content. GAS 7.09 states that auditors
should include in the report a description of the audit objectives and the
scope and methodology used for addressing the audit objectives. Further,
GAS 7.11 states that auditors should describe the scope of the work
performed and any limitations, including issues that would be relevant

to likely users, so that they could reasonably interpret the findings,
conclusions, and recommendations in the report without being misled.

One audit organization did not have policies and procedures to ensure
that auditors described in the audit report the work they performed in
relation to internal controls that were significant within the context of the
objectives. GAS 7.19 states that auditors should include in the audit report
the scope of work on internal control and any deficiencies in internal
control that are significant within the context of the audit objectives

and based upon the audit work performed.



Adherence to General Standards

Adherence to General Standards

The GAGAS general standards require compliance in areas related to independence,
competence, professional judgment, and quality control and assurance. Figure 2
illustrates the general standards that were not complied with and how many audit
organizations were affected for each standard. Peer reviewers identified instances
of noncompliance with the following general standards.

¢ Independence - 2 of the 19 organizations.

¢ Competence - 4 of the 19 organizations.

¢ Quality Control and Assurance - 5 of the 19 organizations.

Refer to Appendix C for additional information on deficiencies regarding adherence
to the GAGAS general standards.

Figure 2. General Standards

General Standards Issues

Independence

Competence

Quallty contr0| and Assurance _

1 2 3 4 5 6

o

® Number of Audit Organizations Affected
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Independence

GAS 3.02 states that in all matters relating to the audit work, the audit organization
and the individual auditor, whether government or public, must be independent.
Further, GAS 3.08 states that auditors should apply the conceptual framework at
the audit organization, audit, and individual auditor levels to:

¢ identify threats to independence;

e evaluate the significance of the threats identified, both individually and in
the aggregate; and

¢ apply safeguards as necessary to eliminate the threats or reduce them to
an acceptable level.

Structural (Organizational) Independence

One audit organization’s audit function was placed in the organization other
than directly under the Director and Deputy Director, causing an organizational
independence issue for the audit organization. GAS 3.14g defines a structural
threat as a threat that an audit organization’s placement within a government
entity, in combination with the structure of the government entity being
audited, will impact the audit organization’s ability to perform work and report
results objectively.

Evaluation of Independence Before Performing a
Nonaudit Service

The following are examples of deficiencies noted for the audit organization’s
evaluation of independence prior to performing nonaudit services.

¢ One audit organization did not assess auditor and audit organization
independence when performing nonaudit services. GAS 2.13 states when
audit organizations provide nonaudit services to entities for which they
also provide GAGAS audits, they should assess the impact that providing
those nonaudit services may have on auditor and audit organization
independence. They should also respond to any identified threats to
independence in accordance with the GAGAS independence standard.

¢ One audit organization did not apply the conceptual framework in the
performance of a nonaudit service. GAS 3.07 establishes a conceptual
framework that auditors use to identify, evaluate, and apply safeguards
to address threats to independence. The conceptual framework assists
auditors in maintaining both independence of mind and independence in
appearance. It can be applied to many variations in circumstances that
create threats to independence and allows auditors to address threats
to independence that result from activities that are not specifically
prohibited by GAGAS.



¢ One audit organization did not assess independence threats for nonaudit
services for current and future work. GAS 3.43 states that nonaudit
services provided by auditors can impact independence of mind and in
appearance in periods subsequent to the period in which the nonaudit
service was provided.

Competence

GAS 3.69 states the staff assigned to perform the audit must collectively possess
adequate professional competence needed to address the audit objectives and
perform the work in accordance with GAGAS.

Continuing Professional Education Deficiencies

Two audit organizations had continuing professional education (CPE) deficiencies.
For example, two individuals at one organization only completed approximately
53 hours and 62 hours of training rather than the required 80 hours. In addition,
11 individuals at one organization did not meet the 80-hour requirement.

GAS 3.76 states that auditors performing work in accordance with GAGAS,
including planning, directing, performing audit procedures, or reporting on an
audit conducted in accordance with GAGAS, should maintain their professional
competence through continuing professional education. Therefore, each auditor
performing work in accordance with GAGAS should complete, every 2 years, at
least 24 hours of CPE that directly relates to government auditing, the government
environment, or the specific or unique environment in which the audited entity
operates. Also, the auditor should obtain at least an additional 56 hours of CPE
(for a total of 80 hours of CPE in every 2-year period) that enhances the auditor’s
professional proficiency to perform audits.

CPE Record Keeping

Two audit organizations had CPE record keeping deficiencies. One organization’s
training database needed to be revised because reviewers could not easily
identify the GAGAS CPEs from other training not associated with the GAGAS
requirement. For example, one organization’s training database did not contain
properly supported documentation or did not accurately record CPE hours based
on corresponding training documentation. GAS 3.78 states that meeting CPE
requirements is primarily the responsibility of individual auditors. The audit
organization should have quality control procedures to help ensure that auditors
meet the continuing education requirements, including documentation of the
CPE completed.

11
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Quality Control and Assurance

GAS 3.82a states each audit organization performing audits in accordance with
GAGAS must establish and maintain a system of quality control that is designed
to provide the audit organization with reasonable assurance that the organization
and its personnel comply with professional standards and applicable legal and
regulatory requirements.

Annual Monitoring of Quality

Four audit organizations were not performing the required annual monitoring

of quality. None of the four audit organizations had internal policies for annual
monitoring of quality. GAS 3.95 states that the audit organization should analyze
and summarize the results of its monitoring process at least annually, with
identification of any systemic or repetitive issues needing improvement, along
with recommendations for corrective action. The audit organization should
communicate to appropriate personnel any deficiencies noted during the

monitoring process and make recommendations for appropriate remedial action.

Reporting

One audit organization did not follow its internal policy to state in the nonaudit
services memorandum that this was not an audit and was not done in accordance
with GAGAS. GAS 3.84 states that each audit organization should document

its quality control policies and procedures and communicate those policies and
procedures to its personnel.



Financial Audits

Financial Audits

GAGAS incorporates by reference the AICPA Statements on Auditing Standards

for financial audits. All sections of the Statements on Auditing Standards are
applicable, including the introduction, objectives, definitions, requirements, and
application and other explanatory material. In addition, GAGAS contains additional
requirements for financial audits. Figure 3 illustrates financial audit standards
that were not complied with and how many audit organizations were affected for
each standard. Peer reviewers identified instances of noncompliance with the
following financial audit standards.

e AICPA Field Work Standards-Planning and Supervision - 1 of
the 19 organizations.

e AICPA and GAGAS Reporting Standards - 1 of the 19 organizations.

There were no issues identified in the peer reviews for general standards,
AICPA field work standards for documentation and evidence, GAGAS field work
standards for supervision and audit documentation, and quality control policies
and procedures. Refer to Appendix D for additional information on deficiencies
regarding financial audits.

Figure 3. Financial Audits

Financial Audit Issues

General Standards

AICPA Field Work Standards-Planning and I
Supervision

AICPA Field Work Standards-Documentation
and Evidence
GAGAS Field Work Standards-Supervision and
Audit Documentation

AICPA and GAGAS Reporting Standards [[NNEGEGENEE

Quality Control Policies and Procedures

0 1 2 3

B Number of Audit Organizations Affected
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AICPA Field Work Standards — Planning and Supervision

In two instances, the engagement letter from one audit organization did not
include all of the required information. AICPA AU section 333, “Management
Representations,” paragraph 333.05 states that written representations from
management should be obtained for all financial statements and periods
covered by the auditor’s report. Additionally, paragraph 333.06 requires the
following information.

¢ Management’s acknowledgment of its responsibility for the design and
implementation of programs and controls to prevent and detect fraud.

¢ Knowledge of fraud or suspected fraud affecting the entity involving
management, employees who have significant roles in internal
control, or others where the fraud could have a material effect on the
financial statements.

¢ Knowledge of any allegations of fraud or suspected fraud affecting the
entity received in communications from employees, former employees,
analysts, regulators, short sellers, or others.

Although much of the verbiage required by AICPA AUs 333.05 and 333.06 was
addressed in the management representation letter at the end of the audit, the
intent of AICPA AUs 333.05 and 333.06 is for management responsibilities to be
outlined at the beginning of the audit engagement.

AICPA and GAGAS Reporting Standards
Views of Responsible Officials

One audit organization’s report did not include the views of the responsible officials
of the audited entity and any proposed corrective actions. The financial audit
report also identified deficiencies in internal control, but the auditors did not
report the views of responsible officials concerning the finding, recommendations,
and planned corrective actions. GAS 4.33 states that when performing a GAGAS
financial audit, if the auditors’ report discloses deficiencies in internal control,
fraud, noncompliance with provisions of laws, regulations, contracts, or grant
agreements, or abuse, auditors should obtain and report the views of responsible
officials of the audited entity. This should include the findings, conclusions, and
recommendations, as well as any planned corrective actions.



Distributing Reports

One audit organization’s financial audit report did not comply with GAGAS
standards regarding restricting information in financial audit reports. Specifically,
the report did not contain the required paragraph on limitations on report
distribution. GAS 4.45 states that distribution of reports completed in accordance
with GAGAS depends on the nature and information contained in the report.
Auditors should document any limitation on report distribution.

The same organization did not comply with the AICPA AU section 532.19, “Report
Language-Restricted Use,” regarding limited report distribution. For example, the
financial audit report did not contain a required paragraph at the end of the report
containing all of the required elements. Specifically, paragraph 532.19 states that
restricted-use audit reports should contain the following elements in a separate
paragraph at the end of the report.

e A statement indicating that the report is intended solely for the
information and an identification of the specified parties to whom use
is restricted.

e A statement that the report is not intended to be and should not be used
by anyone other than the specified parties.

Supplementary Information

One audit organization’s financial statement report did not contain the other-matter
paragraph or separate report statement that the supplementary information is
presented for purposes of additional analysis and is not a required part of the
financial statements as required by AICPA AU-C3 section 725.09b, “Reporting.”

The financial statements contained supplementary information, but the required
other-matter paragraph was not included in the report.

AICPA AU-C section 725.09b states when the entity presents supplementary
information with the financial statements, the auditor should report on the
supplementary information in either an other-matter paragraph or a separate
report. The other-matter paragraph or separate report should include a statement
that the supplementary information is presented for purposes of additional analysis
and is not a required part of the financial statements.

3 As part of the clarification of the Statements on Auditing Standards (SAS), the AU section numbers as designated by
SAS Nos. 1-121 were recodified, and “AU-C” was selected as an identifier in order to avoid confusion with references to
superseded AU sections. Superseded AU sections were deleted from AICPA Professional Standards in December 2013,
by which time substantially all engagements for which the AU sections were still in effect were expected to
be completed.
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Attestation Engagements

An attestation engagement can provide one of three levels of service as defined
by the AICPA, namely an examination, review, or an agreed-upon procedures
engagement. Auditors performing attestation engagements in accordance with
GAGAS should comply with the AICPA general attestation standard on criteria, the
field work and reporting attestation standards, and the corresponding Statements
on Standards for Attestation Engagements. GAGAS also contains additional
requirements for auditors to follow when performing an attestation engagement.

Figure 4 illustrates the attestation engagement standards that were not complied
with and how many audit organizations were affected for each standard.

Peer reviewers identified instances of noncompliance with the following
attestation standards.

¢ General Standards - 1 of the 19 organizations.

e Attestation Engagements - 1 of the 19 organizations.

e Examination Engagements - 2 of the 19 organizations.
There were no issues identified in the areas of review engagements and
agreed-upon procedures engagements, and quality control policies and procedures.

Refer to Appendix E for additional information on deficiencies regarding
attestation engagements.

Figure 4. Attestation Engagements
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Attestation Engagements

One audit organization’s reports did not comply with the AICPA requirements for
criteria. The organization had established policies to ensure auditors were in
compliance with the AICPA requirements. However, the auditors often included
irrelevant criteria in their reports. Auditors indicated that they included the
irrelevant criteria because they always included it in their attestation reports

or they mistakenly included the references to the irrelevant criteria.

AICPA AT section 101.24 states criteria are the standards or benchmarks used
to measure and present the subject matter and against which the practitioner
evaluates the subject matter. Suitable criteria should be relevant to the
subject matter.

In addition, the same audit organization’s engagements did not comply

with AICPA standards for obtaining written acknowledgement or other

evidence of the responsible party’s responsibility for the subject matter.

The organization’s management implemented these standards by requiring
auditors to communicate certain information in writing using acknowledgement
letters to entity management, those charged with governance, and the individuals
requesting the engagement. However, the organization’s auditors did not
consistently comply with the internal policy. Examples of issues with the

general and reporting standards included the following.

¢ During one of the examination engagement reviews, the auditors
prepared the acknowledgement letters but never finalized and issued the
documents to the Government. The auditors stated that the engagement
objective was verbally discussed with the Government, but the letter
was never signed and issued due to miscommunication between
audit team members.

¢ In another instance, the auditors issued notification letters to the
Government for an examination engagement for FY 2011. However, the
auditors did not issue the notification letters for the FY 2010 engagement.
The auditors stated they did not issue the letter because the organization’s
policy requiring them to do so did not come out until after the
engagement started.

AICPA AT section 101.14 states the practitioner should obtain written
acknowledgement or other evidence of the responsible party’s responsibility for
the subject matter, or the written assertion, as it relates to the objective of the
engagement. The responsible party can acknowledge that responsibility in a
number of ways, such as in an engagement letter, a representation letter, or the
presentation of the subject matter, including the notes or the written assertion.

17
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Examination Engagements

Computer-Processed Data

During planning, one audit organization did not assess the reliability of
computer-processed data. The auditors did not assess the computer-processed
data because they did not think an assessment was required to test it. In addition,
they tested the data but did not base any conclusions on their testing because
they routinely worked with the audit client and were familiar with the controls
over the audit client’s system. However, they did not document their knowledge of
the controls in the audit or their rationale for not testing the data. GAS 6.22(d)*
requires auditors to document their consideration that the planned procedures

for computer-processed data are designed to achieve the attestation engagement
objective when such evidence is material to the objective.

Elements of a Finding

One audit organization’s attestation engagements did not contain all of the elements
of a finding. Specifically, the cause element was often missing from the finding.
The organization’s internal policy was consistent with GAGAS and required
auditors to develop all elements of a finding needed to complete the attestation
objective. However, the policy was not clear, therefore, there was still confusion
as to when all of the elements of a finding were necessary. GAS 5.11 states that
as part of a GAGAS examination engagement, when auditors identify findings,
auditors should plan and perform procedures to develop the elements of the
findings that are relevant and necessary to achieve the examination engagement
objectives. The elements of a finding are criteria, condition, cause, and effect or
potential effect.

Evidence

One audit organization’s evidence was not documented clearly to allow an
experienced auditor with no previous connections to the examination to
understand the evidence presented that supported the significant conclusions
and judgements. Examples of deficiencies identified included the following.

e The peer review team could not follow the references in the reports
and found that routinely, sufficient evidence was not presented.

¢ The auditors did not include the required sections of their reports as
stated in their internal policy.

¢ The auditors referenced their reports to inadequate
supporting documentation.

4 This GAS reference is from the Government Auditing Standards 2007 version. The 2011 GAGAS revisions
removed the specific paragraph requiring assessment of computer-processed data for attestation engagements;
however, the 2011 edition still requires auditors to obtain sufficient and appropriate evidence, which includes
computer-processed evidence.



GAS 5.16a states auditors should prepare attestation documentation in sufficient
detail to enable an experienced auditor, having no previous connection to the
examination engagement, to understand from the documentation the nature,
timing, extent, and results of procedures performed and the evidence obtained
and its source and the conclusions reached, including evidence that supports the
auditors’ significant judgments and conclusions.

Departures from GAGAS

One audit organization did not report significant departures from GAGAS in

its reports, as required. The organization’s policies and procedures included
guidance and examples of how and when to document, assess, and report
noncompliance with GAGAS. However, the organizations’ auditors did not
document significant conclusions in the report related to the scope qualifications
of the engagement or judgments relating to departures from GAGAS. The auditors
indicated that they were confused because the policy was not clear on when to
qualify a report and what documentation was required for qualified reports.

GAS 5.16c states auditors should document any departures from the GAGAS
requirements and the impact on the engagement and on the auditors’ conclusions
when the examination engagement is not in compliance with applicable GAGAS
requirements due to law, regulation, scope limitations, restrictions on access to
records, or other issues impacting the audit. Additionally, GAS 2.23-2.25 requires
auditors performing engagements to document, assess, and report any departures
from GAGAS.

Views of Responsible Officials

One audit organization failed to report the views of responsible officials and
corrective actions. This attestation engagement report identified deficiencies in
internal control, but the auditors did not report the views of responsible officials

concerning the findings, recommendations, and planned corrective actions.

GAS 5.32 states that when performing a GAGAS examination engagement, if the
examination report discloses deficiencies in internal control, fraud, noncompliance
with provisions of laws, regulations, contracts, or grant agreements, or abuse,
auditors should obtain and report the views of responsible officials of the audited
entity concerning the findings, conclusions, and recommendations, as well as any
planned corrective actions.
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Previous Audits and Engagements

One audit organization did not evaluate previous audits, attestation engagements,
or other studies that directly related to their current work. The same organization’s
quality control polices required audit teams to review the audit reports of internal
or external auditors for any audits or reviews performed or planned related to

the subject matter. The auditors stated they did not complete this requirement
because they were either unaware of it or knew certain auditees did not have
previous audit reports.

GAS 5.06 states that when planning the engagement, auditors should ask audited
entity management to identify previous audits, attestation engagements, and other
studies that directly relate to the subject matter or an assertion about the subject
matter of the examination engagement being undertaken, including whether related
recommendations have been implemented.

Corrective Actions

One audit organization did not verify whether the audited entity took appropriate
corrective actions to address findings and recommendations from previous
engagements. This organization’s policy required auditors to review previous
audits for known deficiencies and include sufficient audit steps to determine
whether the deficiencies still existed. For example, during one examination, the
engagement document indicated the audit team performed previous engagements
on the subject matter. However, the auditors did not follow up with the audit
client to determine whether the deficiencies identified in previous engagements
were corrected.

GAS 5.06 states that when performing a GAGAS examination engagement, auditors
should evaluate whether the audited entity has taken appropriate corrective action
to address findings and recommendations from previous engagements that could
have a material effect on the subject matter, or an assertion about the subject
matter, of the examination engagement.



Performance Audits

Performance Audits

GAGAS standards for performance audits require compliance with the general
standards, along with field work requirements to establish an overall approach for
auditors to apply in obtaining reasonable assurance that the evidence is sufficient
and appropriate to support the auditor’s findings and conclusions. The field work
requirements for performance audits relate to planning the audit; supervising staff;
obtaining sufficient, appropriate evidence; and preparing audit documentation.

Figure 5 illustrates GAGAS standards that were not complied with, and how many
audit organizations were affected for each standard. Peer reviewers identified
instances of noncompliance with the following performance audit standards.

¢ Independence - 11 of the 19 organizations.

e Professional Judgment - 3 of the 19 organizations.

¢ Planning - 10 of the 19 organizations.

e Supervision - 8 of the 19 organizations.

¢ Evidence and Documentation - 12 of the 19 organizations.

¢ Report Contents - 9 of the 19 organizations.

¢ Quality Control and Assurance - 12 of the 19 organizations.

There were no issues identified in the peer reviews for competence, reporting, and
distributing reports. Refer to Appendix F for additional information on deficiencies
regarding performance audits.

Figure 5. Performance Audits
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Independence

GAGAS states that in all matters relating to the audit work, the audit organization
and the individual auditor, whether government or public, must be independent.

Conceptual Framework Not Followed

Two audit organizations were not following the GAGAS conceptual framework.
Specifically, one organization did not apply the conceptual framework when
performing a nonaudit service. Another organization did not apply the conceptual
framework at the organization and audit levels. GAS 3.08 states that auditors
should apply the conceptual framework at the audit organization, audit, and
individual auditor levels to:

¢ identify threats to independence;

e evaluate the significance of the threats identified, both individually and in
the aggregate; and

e apply safeguards as necessary to eliminate the threats or reduce them to
an acceptable level.

Threats

One audit organization impaired its independence in the area of management
participation threats. The manager should have recused himself from the project.
GAS 3.14f defines management participation threat as the threat that results

from an auditor’s taking on the role of management or otherwise performing
management functions on behalf of the entity undergoing an audit.

One audit organization impaired its independence in the area of structural
threats. The audit organization did not report directly to the Director or Deputy
Director of the organization. GAS 3.14g defines structural threat as the threat
that an audit organization’s placement within a government entity, in combination
with the structure of the government entity being audited, will impact the audit
organization’s ability to perform work and report results objectively.

Documentation of Independence

Eight audit organizations were either lacking or had incomplete documentation
showing assessment of auditor independence. Documentation of independence
issues included:

¢ statements of independence were not documented or properly
documented and statements of independence were not signed by the
auditor, independent reference reviewer,® or specialist;°

Independent Reference Reviewer is an individual with no knowledge of the project assigned to review the facts in the
report to the supporting documentation.

Specialist, such as a statistician or engineer, may be used to assist the auditor in the performance of some technical
aspect of the audit.



¢ statements of independence were not approved by the supervisor;
¢ documentation was missing from the project files; and

¢ adocumented impairment to independence was not properly reviewed
and approved.

GAS 3.59 states that documentation of independence considerations provides
evidence of the auditor’s judgments in forming conclusions regarding compliance
with independence requirements. GAGAS contains specific requirements

for documentation related to independence which may be in addition to the
documentation that auditors have previously maintained. While insufficient
documentation of an auditor’s compliance with the independence standard does
not impair independence, appropriate documentation is required under the GAGAS
quality control and assurance requirements.

Planning

GAGAS states auditors must adequately plan and document the planning of the
work necessary to address the audit objectives.

Audit Risk Assessment

Four audit organizations did not perform an audit risk assessment or changed
the scope without documented approval. GAS 6.07 states that auditors must plan
the audit to reduce audit risk to an appropriate level for the auditors to obtain
reasonable assurance that the evidence is sufficient and appropriate to support
the auditors’ findings and conclusions. In planning the audit, auditors should
assess significance and audit risk and apply these assessments in defining the
audit objectives and the scope and methodology to address those objectives.

Information Technology Controls

Three audit organizations were not evaluating information technology controls
even though 2 of the 3 had internal policies to evaluate these controls. GAS 6.25
states that audit procedures to evaluate the effectiveness of significant information
systems controls include gaining an understanding of the system as it relates

to the information and identifying and evaluating the general, application, and
user controls that are critical to providing assurance over the reliability of the
information required for the audit.
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Fraud Risk Assessment

Seven audit organizations had not performed fraud risk assessments and/or

not documented them. GAS 6.30 states in planning the audit, auditors should
assess risks of fraud occurring that is significant within the context of the audit
objectives. Audit team members should discuss among the team fraud risks,
including factors such as individuals’ incentives or pressures to commit fraud, the
opportunity for fraud to occur, and rationalizations or attitudes that could allow
individuals to commit fraud. Auditors should gather and assess information to
identify risks of fraud that are significant within the scope of the audit objectives
or that could affect the findings and conclusions.

Written Audit Plan

Three audit organizations had issues regarding written audit plans, to include:

e the audit plan was incomplete,
e the audit plan was amended without approval,

¢ the audit organization did not follow internal audit policy for
cross-referencing the audit plan.

GAS 6.51 states that auditors must prepare a written audit plan for each audit. The
form and content of the written audit plan may vary among audits and may include
an audit strategy, audit program, project plan, audit planning paper, or other
appropriate documentation of key decisions about the audit objectives, scope, and
methodology and the auditors’ basis for those decisions. Auditors should update
the plan, as necessary, to reflect any significant changes to the plan made during
the audit.

Evidence and Documentation

GAGAS states auditors must obtain sufficient, appropriate evidence to provide a
reasonable basis for their findings and conclusions. Further, auditors must prepare
audit documentation related to planning, conducting, and reporting for each audit.

Evidence

Five audit organizations had issues with evidence. Specifically, evidence was
inadequate to support findings, conclusions, and the report. In addition, evidence
did not meet standards and relied solely on testimonial evidence. GAS 6.56 states
that auditors must obtain sufficient, appropriate evidence to provide a reasonable
basis for their findings and conclusions.



Appropriateness of Evidence

Two audit organizations did not obtain assurance or evaluate the reliability of
evidence obtained from management. GAS 6.65 states that when auditors use
information provided by officials of the audited entity as part of their evidence,
they should determine what the officials of the audited entity or other auditors
did to obtain assurance over the reliability of the information.

Computer-Processed Information

Six audit organizations did not assess computer-processed information.

GAS 6.66 states that auditors should assess the sufficiency and appropriateness

of computer-processed information regardless of whether this information is
provided to auditors or auditors independently extract it. The nature, timing, and
extent of audit procedures to assess sufficiency and appropriateness is affected

by the effectiveness of the audited entity’s internal controls over the information,
including information systems controls, and the significance of the information and
the level of detail presented in the auditors’ findings and conclusions in light of the
audit objectives.

Audit Documentation

Six audit organizations had issues with audit documentation. Issues consisted of:

¢ inadequate and incomplete audit documentation,

¢ insufficient evidence for an experienced auditor with no prior knowledge
to follow the work and come to the same conclusions,

¢ statements of fact in the report conflicted with evidence in project file,

e supporting cross references of evidence did not support statement of facts
in the report, and

e peer review team needed to review excessive amounts of data to find the
reference material.

GAS 6.79 states that auditors must prepare audit documentation related to
planning, conducting, and reporting for each audit. Auditors should prepare audit
documentation in sufficient detail to enable an experienced auditor, having no
previous connection to the audit, to understand from the audit documentation
the nature, timing, extent, and results of audit procedures performed, the audit
evidence obtained and its source and the conclusions reached, including evidence
that supports the auditors’ significant judgments and conclusions.
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Documenting Supervisory Review

Six audit organizations had problems with documentation of supervisory review.
Specific issues with supervisory reviews included:

* working papers were not reviewed, not timely reviewed, or not properly
reviewed and approved, and

¢ working papers reviewed after report issued.

GAS 6.83c states that auditors should document supervisory review, before the
audit report is issued, of the evidence that supports the findings, conclusions, and
recommendations contained in the audit report.

Report Contents

GAS 7.08 states that auditors should prepare audit reports that contain:

e the objectives, scope, and methodology of the audit;

¢ the audit results, including findings, conclusions, and recommendations,
as appropriate;

e a statement about the auditors’ compliance with GAGAS;

e asummary of the views of responsible officials; and

+ if applicable, the nature of any confidential or sensitive
information omitted.

Objectives, Scope, and Methodology

Objectives
Two audit organizations had issues describing the work conducted to address the
audit objectives. The following deficiencies were noted.

¢ The report did not show the relationship of transactions tested to
the population.

¢ The report did not state the monetary value of the sample size to
the population.

¢ The report did not explain sample design methodology.

¢ The report did not state whether the testing projected to the population.

GAS 7.12 states that in describing the work conducted to address the audit
objectives and support the reported findings and conclusions, auditors should,
as applicable, explain the relationship between the population and the items
tested; identify organizations, geographic locations, and the period covered;
report the kinds and sources of evidence; and explain any significant limitations
or uncertainties based on the auditors’ overall assessment of the sufficiency and
appropriateness of the evidence in the aggregate.



Scope and Methodology

Four audit organizations had issues with the scope and methodology of the report.
The following deficiencies were noted for scope and methodology.

¢ The report did not adequately describe the audit scope and methodology.

¢ The report methodology did not clearly describe the comparative
techniques used.

¢ The report scope and methodology did not adequately support the
audit objective.

GAS 7.13 states that in reporting audit methodology, auditors should explain how
the completed audit work supports the audit objectives, including the evidence
gathering and analysis techniques, in sufficient detail to allow knowledgeable users
of their reports to understand how the auditors addressed the audit objectives.
Auditors may include a description of the procedures performed as part of their
assessment of the sufficiency and appropriateness of information used as audit
evidence. Auditors should identify significant assumptions made in conducting
the audit; describe comparative techniques applied; describe the criteria used;
and, when sampling significantly supports the auditor’s findings, conclusions,

or recommendations, describe the sample design and state why the design was
chosen, including whether the results can be projected to the intended population.

Report Findings

Three audit organizations had issues with sufficient and appropriate evidence to
support findings, conclusions, and statements in the report. Additionally, some
report findings and recommendations did not flow logically from the findings
and/or were not directed at resolving the root causes of the reported issues.
GAS 7.14 states that in the audit report, auditors should present sufficient,
appropriate evidence to support the findings and conclusions in relation

to the audit objectives. Clearly developed findings assist management and
oversight officials of the audited entity in understanding the need for taking
corrective action.

Deficiencies in Internal Control

Two audit organizations had issued reports that did not contain an internal control
section and did not report on internal controls. GAS 7.19 states that auditors
should include in the audit report the scope of their work on internal control and
any deficiencies in internal control that are significant within the context of the
audit objectives and based upon the audit work performed. When auditors detect
deficiencies in internal control that are not significant to the objectives of the audit
but warrant the attention of those charged with governance, they should include
those deficiencies either in the report or communicate those deficiencies in writing
to audited entity officials.
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Quality Control and Assurance

GAGAS states each audit organization performing audits in accordance with
GAGAS must establish and maintain a system of quality control that is designed
to provide the audit organization with reasonable assurance that the organization
and its personnel comply with professional standards and applicable legal and
regulatory requirements.

Twelve audit organizations had issues concerning their system of quality control.
Examples of deficiencies were:

¢ quality control policies and procedures were not followed;

e quality control checklists and/or internal quality assurance review guides
were not followed;

e supervisory reviews were ineffective;

+ independent reference reviews were inadequate, incomplete, ineffective,
contained numerous deficiencies, and/or completed before the report was
submitted to management;

¢ projects did not contain an independent reference review;

¢ management did not require changes to the final report to be verified by
the independent reference review;

¢ cross-referencing had numerous deficiencies.

e audit planning was incomplete, and the data reliability assessment was
not completed;

¢ quality control policies were not followed when working with
specialists; and

¢ audit documentation needed improvement.

GAS 3.83 states that an audit organization’s system of quality control encompasses
the audit organization’s leadership, emphasis on performing high quality work,
and the organization’s policies and procedures designed to provide reasonable
assurance of complying with professional standards and applicable legal

and regulatory requirements. The nature, extent, and formality of an audit
organization’s quality control system will vary based on the audit organization’s
circumstances, such as the audit organization’s size, number of offices and
geographic dispersion, knowledge and experience of its personnel, nature and
complexity of its audit work, and cost-benefit considerations.



Appendix A
Scope and Methodology

We conducted this summary review from June through August 2015. We followed
the standards published in the Council of the Inspectors General on Integrity and
Efficiency, “Quality Standards for Inspection and Evaluation,” January 2012.

To prepare this report, we reviewed external peer review reports issued on the
DoD audit organizations from November 2012 to June 2015. All the peer review
reports reviewed for this summary report stated that they were performed in
accordance with the Council of the Inspectors General on Integrity and Efficiency,
“Guide for Conducting Peer Reviews of Audit Organizations of Federal Offices of
Inspector General.” The version of the guide used was dependent on when the
respective peer review was started. We are providing this report to help the
DoD audit organizations understand the most common deficiencies reported
during the period.

This report summarizes peer review reports issued on 19 of 21 DoD audit
organizations. The United States Army Internal Review was in the process of
converting their personnel back to GS-0511 auditors from GS-0510 accountants,
and therefore, requires time to reestablish itself as an audit organization. We plan
to conduct a peer review of their organization in the near future. In addition, the
National Guard Bureau Internal Review is currently undergoing a peer review. We
did not validate the information or results stated in the reports because our review
objective was to identify and summarize systemic deficiencies reported in the most
recent cycle of peer reviews.

To summarize and identify systemic issues we used the appendixes in the Council
of the Inspectors General on Integrity and Efficiency (CIGIE) Guide for Conducting
Peer Reviews of the Audit Organizations of Federal Offices of Inspector General,
September 2014. The specific appendixes used were:

e Appendix A, Policies and Procedures,

e Appendix B, Checklist for Review of Adherence to General Standards,

¢ Appendix C, Checklist for Review of Financial Audits,

¢ Appendix D, Checklist for Attestation Engagements, and

¢ Appendix E, Checklist for Review of Performance Audits.
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We did not use CIGIE Appendix F, Checklist for Review of Monitoring of Audit
Work Performed by an Independent Public Accounting Firm. GAGAS does not
have standards for monitoring independent public accountant work, and because
this summary report focuses on GAGAS standards and very few DoD audit
organizations perform independent public accounting monitoring, we chose not to
compile the deficiencies in this area.

We did not discuss every issue in the body of the report. We chose to show only
the major areas where systemic deficiencies were prevalent. The full listing of
deficiencies can be found in Appendixes B through F.

This report summarizes 19 peer review reports issued on the DoD audit
organizations. We reviewed both the System Review Reports and the Letter of
Comments, if applicable, for each agency. The specific reports we reviewed are
listed in Appendix G.

Use of Computer-Processed Data

We did not use computer-processed data to perform this summary review.

Prior Coverage

No prior coverage has been conducted on summarizing DoD audit organization peer
review reports during the last 5 years.



Appendixes

Appendix B

Peer Review Issues Identified for Policies and Procedures

This appendix shows issues found in the peer review reports applicable to the CIGIE Guide Appendix A, Policies and Procedures.
This appendix also shows the number of DoD audit organizations affected for each issue and whether the issue was reported in the
System Review Report or Letter of Comment.

Table B. Policies and Procedures

Number of
Government Auditing Standard DoD Audit

System
Review
Report

Letter of
Organizations Comment

Affected

GENERAL STANDARDS - INDEPENDENCE

2.12. When performing nonaudit services The audit organization was not following its internal 1 X
for an entity for which the audit organization policies, which stated that nonaudit service reports should
performs a GAGAS audit, audit organizations indicate that the work was not performed in accordance

should communicate with requestors and those | with GAGAS standards.
charged with governance to clarify that the
work performed does not constitute an audit
conducted in accordance with GAGAS.

2.13. When audit organizations provide The audit organization did not document the auditor’s 1 X
nonaudit services to entities for which they also | assessment of independence for nonaudit services in the

provide GAGAS audits, they should assess the project files. The organization needed to develop policies

impact that providing those nonaudit services to ensure that the auditor’s assessed independence before

may have on auditor and audit organization performing nonaudit services.

independence and respond to any identified
threats to independence in accordance with
the GAGAS.
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Table B. Policies and Procedures (contd)

Number of
Government Auditing Standard DoD_Aut.iit igltizrvr\: S
Organizations Report Comment
Affected P
3.08a. Auditors should apply the conceptual Audit policy did not include policies or procedures to avoid 3 X
framework at the audit organization, audit, errors caused by forgotten or misplaced Statement of
and individual auditor levels to identify threats Independence Memorandums.
to independence. Audit policy needed revision to require auditors to sign
annual Statements of Independence and document
independence on each assignment, which will be retained
as part of the engagement documentation.
The audit organization needed to establish monitoring
controls to ensure that audit personnel, including
independent reference reviewers, submit statements
of independence.
3.08b. Auditors should apply the conceptual Audit policy required revision to clarify procedures for 1 X
framework at the audit organization, audit, assessing independence at the project and individual
and individual auditor levels to evaluate the level during audit planning, and also include processes for
significance of the threats identified, both reassessing independence during the field work phase of
individually and in the aggregate. the audit.
3.20. Auditors should evaluate threats to For nonaudit services, the audit organization could not 2 X X
independence using the conceptual framework provide evidence showing that it had evaluated the projects
when the facts and circumstances under which in accordance with the conceptual framework.
gf;e ;Z?’E?I:ig:t;f%r?n:jleI(rer:\zjo;rlw(czay Create or Audit policy and procedures required revision to ensure that
g P ) the organization applies the conceptual framework before
agreeing to perform any nonaudit services.
3.26. If a threat to independence is identified Audit policy did not provide guidance for disclosing threats 2 X X
after the auditors’ report is issued; the auditor to independence identified after the auditors’ report
should evaluate the threat’s impact on the audit | is issued.
and on compliance with GAGAS.
3.34. Before an auditor agrees to provide a The audit organization did not have policies and 1 X
nonaudit service to an audited entity, the procedures for GAGAS independence requirements before
auditor should determine whether providing the | performing nonaudit services or policies and procedures
service would create a threat to independence, for consideration of management’s ability to oversee
either by itself or in aggregate with other the services.
nonaudit services provided, with respect to any
GAGAS audit it performs. A critical component
of this determination is consideration of
management’s ability to effectively oversee the
nonaudit service to be performed.
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Table B. Policies and Procedures (contd)

Government Auditing Standard

Number of
DoD Audit
Organizations
Affected

System
Review
Report

Letter of
Comment

3.42. An auditor who previously performed Audit policy did not contain procedures for evaluating 1 X
nonaudit services for an entity that is a previously performed nonaudit services on a prospective
prospective subject of an audit should evaluate and current engagement and for addressing any
the impact of those nonaudit services on threats identified.
independence before accepting an audit.
3.43. Nonaudit services provided by auditors can | The audit organization did not maintain a list of nonaudit 1 X
impact independence of mind and appearance services that could potentially impact independence in
in periods subsequent to the period in which the | subsequent periods. Audit policy needed revision to include
nonaudit service was provided. additional guidance on performing nonaudit services.
6.42. Some audits may necessitate the use Audit policy did not include the rationale for determining 1 X
of specialized techniques or methods that that auditors did not need to validate a specialist’s
require the skills of a specialist. Specialists to independence on an engagement-by-engagement basis.
whom this section applies include, but are not Also, audit policy did not require an additional assessment
limited to, actuaries, appraisers, attorneys, of independence when using external specialists from
engineers, environmental consultants, medical executive branch agencies.
professionals, statisticians, geologists, and
information technology experts. If auditors
intend to use the work of specialists, they
should assess the professional qualifications
and independence of the specialists.
GENERAL STANDARDS — QUALITY CONTROL AND ASSURANCE
2.24. Auditors should include one of the Audit policy contained a GAGAS statement that was required 2 X
following types of GAGAS statements in reports | to be included in the organization’s reports; however, it was
on GAGAS audits. not the verbatim statement in accordance with GAGAS.
¢ Unmodified GAGAS compliance statement: Audit policy needed to be clarified regarding when to use
Stating that the auditor performed the audit | the modified GAGAS statement in a report and the required
in accordance with GAGAS. documentation in the project files.
¢ Modified GAGAS compliance statement:

Stating either that (1) the auditor performed

the audit in accordance with GAGAS, except

for specific applicable requirements that

were not followed or (2) because of the

significance of the departure(s) from the

requirements, the auditor was unable to

and did not perform the audit in accordance

with GAGAS.
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Table B. Policies and Procedures (contd)

Government Auditing Standard

Number of

Organizations

System
Review
Report

DoD Audit Letter of
Comment

Affected

3.82. Audit organizations must establish Audit policies were based on 2007 GAGAS. Policies 4 X X
and maintain a system of quality control and procedures needed to be updated to the
that is designed to provide the organization 2011 GAGAS revision.
rerziggggfa?i:;?jgcrzso;rfg:r;plal?g;?jWlth The audit organization did not have an attestation
p lat . t g engagement policy. However, the auditors performed an
regulatory requirements. agreed-upon procedures attestation engagement.
The organization’s audit policy did not clearly define
what constituted a sufficient electronic coaching note
for documenting supervisory project oversight.
The organization was not updating nonaudit service policy
and procedures detailing how nonaudit services would be
assessed for independence. Current policy stated that the
organization performed special projects.
The organization’s quality control checklist needed to be
expanded to improve compliance with GAGAS requirements.
The organization needed to expand the number of items
reviewed in its internal quality control document to ensure
it provided reasonable assurance of compliance with
professional standards, and legal regulatory requirements.
3.92. Audit organizations should have policies The audit organization did not have policies or procedures 3 X X
and procedures for the custody and retention for addressing changes to audit documentation after report
of audit documentation to satisfy legal, issuance.
;egt;latorrg, z;mtd ﬁgmr']n'sr::ja;'vre rdeccﬂrwreir:ents The audit organization was recommended by the peer review
° teclo s retention, a do ad t'ess g team to segregate its policy and procedures for custody and
Z(I)en tr%S.OV;; ac;isst'gtg.j: updating retention of audit documentation from supervisory review
ctronic documentation. documentation regarding auditor performance.
GENERAL AND REPORTING STANDARDS FOR ALL ATTESTATION ENGAGEMENTS
5.01. Audit organizations should develop policies | The audit organization did not have attestation policies 1 X
and procedures for directing staff to comply even though they performed an agreed-upon procedures
with the AICPA attestation standards. engagement. As a result, there were numerous instances of
noncompliance with both AICPA and GAGAS standards.
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Table B. Policies and Procedures (cont'd)

Number of System
- DoD Audit . Letter of
Government Auditing Standard Organizations I;zvn::l: Comment
Affected P
5.06. Auditors should determine whether audited | The audit organization’s policy was not clear on requirements 1 X
entities took appropriate corrective action to for reviewing previous reports and including this information
address findings and recommendations that into its audit programs for examination engagements.
have a material effect on the subject matter.
5.11. When auditors identify findings they The audit organization’s policy requires auditors to develop 1 X
should plan and perform procedures to all elements of a finding needed to complete the objective.
develop the elements of a finding that However, there was not a specific policy identifying which
are relevant and necessary to achieve the elements of a finding the auditors needed to report when
examination engagement. conducting an examination engagement.
5.16a. Attestation documentation should Audit policy did not provide sufficient guidance to ensure 1 X
be prepared in sufficient detail to allow an that personnel maintained the contractor’s permanent files
experienced auditor, having no previous up-to-date and adequately referenced.
'fr?lqusicéiaonncéot;gf ;eJ(an;lptastmr;,;Sdtipc::lrtlesrstand It was recommended that the audit organization issue
ienificant iud tpp d lusi guidance to auditors emphasizing the importance of
significant judgments and conclusions. obtaining and documenting sufficient detail to support
finding and conclusions.
AICPA AT section 101, “Attestation The audit organization established policy to ensure its 1 X
Engagements,” paragraphs 101.23 and 101.33 auditors were compliant with AICPA criteria standards.
state the auditor must have reason to believe However, auditors frequently included irrelevant criteria in
the subject matter is capable of evaluation their reports.
against criteria that are suitable and available
to the users.
AICPA AT section 201, “Agreed-Upon Procedures | The audit organization’s staff dated the final report as of 1 X

Engagements,” paragraph 201.34 states that
the date of completion of the agreed-upon
procedures should be used as the date of the
practitioner’s report.

the last day of performance of the procedures. As a result,
a significant number of documents were prepared, edited,
and/or reviewed after the report date. There was also

a significant gap between the report date and the date

of issuance.

The audit organization needed to revise audit policy for
agreed-upon procedures engagements. Specifically,
the procedures agreed upon needed to include the time
necessary to assess and report on the procedures.
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Table B. Policies and Procedures (contd)

Number of
DoD Audit
Organizations
Affected

System
LV EY
Report

Government Auditing Standard

ADDITIONAL FIELD WORK STANDARDS FOR COMPLIANCE — ATTESTATION ENGAGEMENTS

Letter of
Comment

AICPA AT section 201 “Agreed-Upon The organization’s policies required revision to ensure that 1 X
Procedures Engagements,” paragraph 201.16 audit staff does not assume the role of management by

states the practitioner (auditor) should not inappropriately making decisions about the procedures

agree to perform procedures that are overly that were specified in the engagement. Specifically, the

subjective and thus possibly open to varying true universe of the population within the scope period

interpretations. Examples of appropriate was unknown; therefore, management could not establish

procedures include the execution of a appropriate sampling parameters for the auditors to execute.

sampling application after agreeing on relevant
parameters (AT 201.17).

AICPA AT section 601 “Compliance Attestation,” | The audit organization needed to revise audit policy to 1 X
paragraph 601.11 states that as part of provide additional guidance on compliance attestation

performing an engagement, the practitioner engagements and also include the requirement to obtain

should obtain from the responsible party written representations from the responsible party.

a written assertion about compliance with
specified requirements or internal control
over compliance.

FIELD WORK STANDARDS FOR PERFORMANCE AUDITS - PLANNING

6.10. Auditors should design the methodology to | The audit organization needed to revise audit policy to 1 X
obtain reasonable assurance that the evidence include procedures on how to effectively develop and
is sufficient and appropriate to support the implement audit risk assessments.

auditors’ findings and conclusions in relation to
the audit objectives and to reduce audit risk to
an acceptable level.

audit staff.

6.30. In planning the audit, auditors should The external review team found no documentation of the 1 X
assess risks of fraud occurring that is significant | audit team’s assessment of the risks of fraud occurring,
within the context of the audit objectives. discussion about fraud risk factors, or gathering of

information to identify risks related to fraud. The audit

organization was directed to develop a standard fraud risk

assessment template work paper and emphasize to the

staff through training or staff meeting discussions of the

requirements for assessing fraud risk.

SUPERVISION

6.53. Audit supervisors or those designated The organization’s auditors inconsistently interpreted and 1 X
to supervise auditors must properly supervise followed supervisory review requirements.
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Table B. Policies and Procedures (contd)

Number of
DoD Audit
Organizations
Affected

System
Review
Report

Government Auditing Standard

EVIDENCE AND DOCUMENTATION

Letter of
Comment

6.62. Auditors should evaluate the objectivity,
credibility, and reliability of the testimonial
evidence. In addition, documentary evidence
may be used to help verify, support, or
challenge testimonial evidence.

Audit policy did not include guidance requiring the auditors
to evaluate the objectivity, credibility, and reliability of
testimonial evidence.

6.66. Auditors should assess the sufficiency
and appropriateness of computer-processed
information regardless of whether this
information is provided to auditors or auditors
independently extract it.

Audit policy did not contain guidance on how to effectively
develop and implement audit risk assessments for
computer-processed data.

REPORTING STANDARDS FOR PERFORMANCE AUDITS

7.09. Auditors should include in the report a
description of the audit objectives and the
scope and methodology used for addressing

the audit objectives. GAGAS 7.11 states that
auditors should describe the scope of the work
performed and any limitations, including issues
that would be relevant to likely users, so that
they could reasonably interpret the findings,
conclusions, and recommendations in the report
without being misled.

Audit policy needed to be revised to include procedures to
ensure consistency in reporting between the audit objective,

scope of audit, audit methodology, and other report content.

7.19. Auditors should include in the audit
report (1) the scope of work on internal control
and (2) any deficiencies in internal control

that are significant within the context of the
audit objectives.

The audit organization did not have policies or procedures to
ensure that auditors described in the audit report the work
they performed on internal controls that were significant
within the context of the audit objectives.
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Appendix C

Peer Review Issues Identified for Adherence to General Standards

This appendix shows issues found in the peer review reports applicable to CIGIE Guide Appendix B, Adherence to General
Standards. This appendix also shows the number of DoD audit organizations affected for each issue and whether the issue was
reported in the System Review Report or Letter of Comment.

Table C. General Standards

Number of
DoD Audit
Organizations
Affected

System
Review
Report

Letter of
Comment

Government Auditing Standard

INDEPENDENCE

2.13. When audit organizations provide
nonaudit services to entities for which they also
provide GAGAS audits, they should assess the
impact that providing those nonaudit services
may have on auditor and audit organization
independence and respond to any identified
threats to independence in accordance with the
GAGAS independence standard.

The audit organization did not assess auditor and
audit organization independence when performing
nonaudit services.

3.07. Many different circumstances, or
combinations of circumstances, are relevant in
evaluating threats to independence. Therefore,
GAGAS establishes a conceptual framework that
auditors use to identify, evaluate, and apply
safeguards to address threats to independence.

The audit organization did not apply the conceptual
framework in the performance of a nonaudit service.

3.14g. Structural threat - the threat that an audit
organization’s placement within a government
entity, in combination with the structure of the
government entity being audited, will impact
the audit organization’s ability to perform work
and report results objectively.

The audit function was placed in the organization other
than directly under the Director or Deputy Director of the
organization, causing an organizational independence issue
for the audit organization.

3.43. Nonaudit services provided by auditors
can impact independence of mind and in
appearance in periods subsequent to the period
in which the nonaudit service was provided.

The audit organization did not assess independence threats
for nonaudit services for current and future work.
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Table C. General Standards (contd)

Number of
Government Auditing Standard DoD Audit ;‘g/ti:c‘v Letter of
Organizations Report Comment
Affected P
COMPETENCE

3.76. Auditors performing work in accordance Audit organizations had CPE deficiencies. Individuals did 2 X
with GAGAS, including planning, directing, not meet the 80-hour GAGAS requirement. For example,
performing audit procedures, or reporting on two individuals at one organization only completed

an audit conducted in accordance with GAGAS, approximately 53 and 62 hours, respectively, of training
should maintain their professional competence rather than the required 80 hours. In addition, 11 individuals
through CPE. Therefore, each auditor at one organization did not meet the 80-hour requirement.
performing work in accordance with GAGAS
should complete, every 2 years, at least 24 hours
of CPE that directly relates to government
auditing, the government environment, or the
specific or unique environment in which the
audited entity operates. Auditors should also
obtain at least an additional 56 hours of CPE

(for a total of 80 hours of CPE in every 2-year
period) that enhances the auditor’s professional
proficiency to perform audits.

3.78. Meeting CPE requirements is primarily Audit organizations had CPE record keeping deficiencies. 2 X
the responsibility of individual auditors. The Training databases did not clearly show which training

audit organization should have quality control qualified for the GAGAS 80-hour rule and which training

procedures to help ensure that auditors was for other purposes, and training database did not

meet the continuing education requirements, contain properly supported documentation or did not

including documentation of the CPE completed. | accurately record CPE hours based on corresponding
training documentation.

QUALITY CONTROL AND ASSURANCE

3.84. Each audit organization should document The audit organization did not follow policy to state in the 1 X
its quality control policies and procedures and nonaudit service memorandum that this was not an audit
communicate those policies and procedures to and was not done in accordance with GAGAS.

its personnel. The audit organization should
document compliance with its quality control
policies and procedures and maintain such
documentation for a period of time sufficient to
enable those performing monitoring procedures
and peer reviews to evaluate the extent of the
audit organization’s compliance with its quality
control policies and procedures. The form and
content of such documentation are a matter of
professional judgment and will vary based on
the audit organization’s circumstances.
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Table C. General Standards (contd)

Number of
aes DoD Audit Syst_em Letter of
Government Auditing Standard Organizations Review Comment
Affected HE
3.95. The audit organization should analyze Audit organizations were not performing annual monitoring 4 X X
and summarize the results of its monitoring of work to ensure system of quality control was operating
process at least annually, with identification as intended.

of any systemic or repetitive issues needing
improvement, along with recommendations
for corrective action. The audit organization
should communicate to appropriate personnel
any deficiencies noted during the monitoring
process and make recommendations for
appropriate remedial action.
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Appendix D

Peer Review Issues Identified for Financial Audits

This appendix shows issues found in the peer review reports applicable to CIGIE Guide Appendix C, Financial Audits Performed
by the Office of Inspector General. This appendix also shows the number of DoD audit organizations affected for each issue and
whether the issue was reported in the System Review Report or Letter of Comment.

Table D. Financial Audits

Number of
DoD Audit
Organizations
Affected

System
Review
Report

Letter of
Comment

Government Auditing Standard

GAGAS REPORTING STANDARDS

4.33. When performing a GAGAS financial audit, | One financial audit did not include the views of responsible 1 X
if the auditors’ report discloses deficiencies officials and proposed corrective action.
in internal control, fraud, noncompliance with
provisions of laws, regulations, contracts, or
grant agreements, or abuse, auditors should
obtain and report the views of responsible
officials of the audited entity concerning the
findings, conclusions, and recommendations, as
well as any planned corrective actions.

4.45. Auditors should document any limitation One financial report did not contain an appropriate 1 X
on report distribution. paragraph regarding restricted distribution.

AICPA AU section 532.19, “Report Language-
Restricted Use,” states that restricted use audit
reports should contain the following elements in
a separate paragraph at the end of the report:

¢ A statement indicating that the report is
intended solely for the information and use
of the specified parties.

¢ An identification of the specified parties to
whom use is restricted.

¢ A statement that the report is not intended
to be and should not be used by anyone
other than the specified parties.
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Table D. Financial Audits (contd)

Number of
DoD Audit SR‘gItiZTI Letter of
Organizations Comment
Affected R

Government Auditing Standard

AICPA FIELD WORK STANDARDS — PLANNING AND SUPERVISION

AICPA AU section 333, “Management The engagement letter did not include all the AICPA 1 X
Representations,” paragraph 333.05 states that requirements for written representations from management.
written representations from management
should be obtained for all financial statements
and periods covered by the auditor’s report.

Paragraph 333.06 requires management’s
acknowledgement of its responsibility to
prevent and detect fraud, or suspected fraud,
and also to respond to any allegations of fraud
communicated either internally or externally.

AICPA REPORTING STANDARDS

AICPA AU-C section 725, “Supplementary One financial statement report did not contain the required 1 X
Information in Relation to the Financial statement that the supplementary information was

Statements as a Whole,” paragraph 725.09 presented for purposes of additional analysis and was not a

states that when the entity presents the required part of the financial statements.

supplementary information with the financial
statements, the auditor should report on the
supplementary information in either

(a) an other-matter paragraph or

(b) in a separate report on the
supplementary information.

The other-matter paragraph or separate
report should include a statement that the
supplementary information is presented for
purposes of additional analysis and is not a
required part of the financial statements.
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Appendix E

Peer Review Issues Identified for Attestation Engagements

This appendix shows issues found in the peer review reports applicable to CIGIE Guide Appendix D, Attestation Engagements
Performed by the Office of Inspector General. This appendix also shows the number of DoD audit organizations affected for each
issue and whether the issue was reported in the System Review Report or Letter of Comment.

Table E. Attestation Engagements

Number of
" System
- DoD Audit . Letter of
Government Auditing Standard Organizations I;iws:/: Comment
Affected P
GENERAL STANDARDS
3.05b. Auditors should be independent from An audit organization could not provide documentation X
an audited entity during the period of the of statements of independence and attendance at annual
professional engagement, which begins when independence training as required by internal policy. Also,
the auditors either sign an initial engagement the organization did not keep statements of independence
letter or other agreement to perform an audit or | past one year.
begin to perform an audit, whichever is earlier.
The period lasts for the entire duration of the
professional relationship.
3.82a. Each audit organization performing Engagements requiring an independent reference review X
audits in accordance with GAGAS must were not done in accordance with internal policy.
establish and maintain a system of quality
control that is designed to provide the audit
organization with reasonable assurance that
the organization and its personnel comply with
professional standards and applicable legal and
regulatory requirements.
ATTESTATION ENGAGEMENTS
AICPA AT section 101.14, “Responsible Party,” Engagements did not follow AICPA standards for obtaining X
states that the practitioner should obtain written | written acknowledgment or other evidence of the
acknowledgement or other evidence of the responsible party’s responsibility for the subject matter.
responsible party’s responsibility for the subject
matter, or the written assertion, as it relates to
the objective of the engagement.
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Table E. Attestation Engagements (contd)

Number of
Government Auditing Standard DOD.AU‘:"“ a‘gltizm S
Organizations Report Comment
Affected P
AICPA AT section 101.24, “Suitability of Reports contained irrelevant criteria and did not comply 1 X
Criteria,” states that criteria are the standards with AICPA requirements for criteria.

or benchmarks used to measure and present
the subject matter and against which the
practitioner evaluates the subject matter.
Suitable criteria should be relevant to the
subject matter.

EXAMINATION ENGAGEMENTS

5.06. When performing a GAGAS examination Engagements did not comply with GAGAS requirements 1 X
engagement, auditors should evaluate whether to evaluate previous audits, attestation engagements, and
the audited entity has taken appropriate other studies that directly relate to current review.

corrective action to address findings and
recommendations from previous engagements
that could have a material effect on the subject
matter, or an assertion about the subject matter,
of the examination engagement. When planning
the engagement, auditors should ask audited
entity management to identify previous audits,
attestation engagements, and other studies

that directly relate to the subject matter or

an assertion about the subject matter of the
examination engagement being undertaken,
including whether related recommendations
have been implemented.

Auditors did not check to see if appropriate corrective action
was taken to address findings and recommendations from
previous engagements.

5.11. When auditors identify findings they Engagements did not contain all the elements of a finding. 1 X
should plan and perform procedures to develop The cause element was often missing from the finding.
the elements of a finding that are relevant
and necessary to achieve the examination
engagement objectives.
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Table E. Attestation Engagements (contd)

Number of
Government Auditing Standard DOD.AU‘:‘"t a‘gltizm S
Organizations Report Comment
Affected P
5.16a. Prepare attest documentation in Engagement documentation was not prepared in sufficient 1 X
sufficient detail to enable an experienced detail to allow an experienced auditor to understand
auditor, having no previous connection to the the evidence that supports the significant judgements
examination engagement, to understand from and conclusions.
gr]]?:l ?’EESIT:Q]}?J:Ic?:efjhuer:saggr% ?nr:‘érégér?é(tent' The peer review team could not follow the referencing
: - . in the reports and reports often did not include
the evidence obtained and its source and the e :
. - - - sufficient evidence.
conclusions reached, including evidence that
supports the auditor’s significant judgments Auditors referenced their reports to inadequate
and conclusions. supporting documentation.
Auditors did not include the required section of their reports
as stated in their internal policy.
An audit organization did not document general and
field work standards for attestation engagements in
sufficient detail to allow a peer reviewer to understand the
judgements and conclusions drawn by the auditor.
5.16c. Document any departures from the An audit organization did not report significant departures 1 X
GAGAS requirements and the impact on the from GAGAS during one engagement.
engagement and on the auditors’ conclusions
when the examination engagement is not in
compliance with applicable GAGAS requirements
due to law, regulation, scope limitations,
restrictions on access to records, or other issues
impacting the audit.
2.23-2.25. Requires auditors performing
engagements to document, assess, and report
any departures from GAGAS.
5.32. If the examination report discloses An audit organization failed to report views of responsible 1 X
deficiencies in internal control, fraud, officials and corrective actions.
noncompliance with provisions of laws,
regulations, contracts, or grant agreements, or
abuse, auditors should obtain and report the
views of responsible officials of the audited
entity concerning the findings, conclusions,
and recommendations, as well as any planned
corrective actions.
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Table E. Attestation Engagements (contd)

Number of
Government Auditing Standard DoD Audit i‘gltizm Letter of
Organizations Report Comment
Affected P
6.22d (GAGAS 2007 version). Requires auditors An audit organization did not assess the reliability of 1 X
to document their consideration that the computer-processed data.

planned procedures for computer-processed
data are designed to achieve the attestation
engagement objective and such evidence is
material to the objective.
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Appendix F

Peer Review Issues Identified for Performance Audits

This appendix shows issues found in the peer review reports applicable to CIGIE Guide Appendix E, Performance Audits Performed
by Office of Inspector General. This appendix also shows the number of DoD audit organizations affected for each issue and
whether the issue was reported in the System Review Report or Letter of Comment.

Table F. Performance Audits

Number of
" System
- DoD Audit . Letter of
Government Auditing Standard Organizations I;zwg:ntl Comment
Affected P
INDEPENDENCE
3.08. Auditors should apply the conceptual framework at the audit The GAGAS conceptual framework 2 X
organization, audit, and individual auditor levels. was not followed.
3.14f&g. Threats to independence may be created by a wide range of The audit organization had 1 X
relationships and circumstances. Auditors should evaluate the following | impairments to independence
broad categories of threats to independence when threats are being (management participation
identified and evaluated: and structural).

e Management participation threat - the threat that results from an
auditor’s taking on the role of management or otherwise performing
management functions on behalf of the entity undergoing an
audit; and

e Structural threat - the threat that an audit organization’s placement
within a government entity, in combination with the structure
of the government entity being audited, will impact the audit
organization’s ability to perform work and report results objectively.

3.59. GAGAS contains specific requirements for documentation related There was a lack of or incomplete 8 X X
to independence which may be in addition to the documentation that documentation showing assessment
auditors have previously maintained. While insufficient documentation of auditor independence.

of an auditor’s compliance with the independence standard does not
impair independence, appropriate documentation is required under the
GAGAS quality control and assurance requirements.
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Table F. Performance Audits (cont'd)

Number of
DoD Audit
Organizations
Affected

System
Review
Report

Letter of
Comment

Government Auditing Standard

PROFESSIONAL JUDGMENT

3.60. Auditors must use professional judgment in planning and Audit organizations had issues with 3 X X
performing audits and in reporting the results. professional judgment.

QUALITY CONTROL POLICIES AND PROCEDURES

3.83. An audit organization’s system of quality control encompasses the | Audit organizations were 12 X X
audit organization’s leadership, emphasis on performing high quality not following their system of

work, and the organization’s policies and procedures designed to quality control:

provide reasonable assurance of complying with professional standards

and applicable legal and regulatory requirements. The nature, extent, ¢ quality control policies and

and formality of an audit organization’s quality control system will procedures were not followed;

vary based on the audit organization’s circumstances, such as the « quality control checklists and/or

audit organization’s size, number of offices and geographic dispersion,
knowledge and experience of its personnel, nature and complexity of its
audit work, and cost-benefit considerations.

internal quality assurance review
guides were not followed;

e supervisory reviews were
ineffective;

¢ independent reference reviews
were inadequate, incomplete,
ineffective, contained numerous
deficiencies, and/or completed
before report submitted
to management;

e projects did not contain an
independent reference review;

e management did not require
changes to the final report to
be verified by the independent
reference review;

¢ cross-referencing had
numerous deficiencies.

¢ audit planning was incomplete
and data reliability assessment
was not completed;

¢ quality control policies were not
followed when working with
specialists; and

¢ audit documentation
needed improvement.
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Table F. Performance Audits (cont'd)

Number of
Government Auditing Standard DOD.Auqit ;‘g/ti?\?v L
Organizations Report Comment
Affected P
PLANNING
6.07. Auditors must plan the audit to reduce audit risk to an appropriate | Working papers were not prepared X
level for the auditors to obtain reasonable assurance that the evidence prior to start of planning.
is sufficient and'appropria'lte to support the auditors’ f!ndings and Scope was changed without
conclusions. This determination is a matter of professional judgment. documented approval
In planning the audit, auditors should assess significance and audit ’
risk and apply these assessments in defining the audit objectives and Audit organizations did not perform
the scope and methodology to address those objectives. Planning is audit risk assessment.
a continuous process throughout the audit. Therefore, auditors may
need to adjust the audit objectives, scope, and methodology as work is
being completed.
6.08. The objectives are what the audit is intended to accomplish. The audit organization did not X
They identify the audit subject matter and performance aspects to be develop an objective that met the
included, and may also include the potential findings and reporting criteria of GAS 6.08. This occurred
elements that the auditors expect to develop. Audit objectives can because the auditors did not identify
be thought of as questions about the program that the auditors seek the performance aspects related to
to answer based on evidence obtained and assessed against criteria. the audit objective. Internal policy
The term “program” is used in GAGAS to include government entities, stated that audit objectives must
organizations, programs, activities, and functions. identify the subject of the audit
and the performance aspects to
be reviewed.
6.11. Auditors should assess audit risk and significance within the Audit organizations were not X

context of the audit objectives by gaining an understanding of
the following:

(b) internal control as it relates to the specific objectives and scope of
the audit.

assessing audit risk:

Internal control matrix was not
documented in projects.

Audit organization did not assess
audit risk applicable to internal
control and did not follow
internal policy.

6.11. Auditors should assess audit risk and significance within the
context of the audit objectives by gaining an understanding of
the following:

(d) provisions of laws, regulations, contracts, and grant agreements,
and potential fraud, and abuse that are significant within the
context of the audit objectives.

Audit organization did not assess risk
on contracts.
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Table F. Performance Audits (cont'd)

Government Auditing Standard

6.11. Auditors should assess audit risk and significance within the
context of the audit objectives by gaining an understanding of
the following:

(c) ongoing investigations or legal proceedings within the context of the
audit objectives.

Audit organization did not check for
any ongoing investigations.

Number of
DoD Audit
Organizations
Affected

System
Review
Report

Letter of
Comment

6.12c. During planning, auditors should evaluate whether to use
the work of other auditors and specialists to address some of the
audit objectives.

6.41. If other auditors have completed audit work related to the
objectives of the current audit, the current auditors may be able to use
the work of the other auditors to support findings or conclusions for the
current audit and, thereby, avoid duplication of efforts. If auditors use
the work of other auditors, they should perform procedures that provide
a sufficient basis for using that work. Auditors should obtain evidence
concerning the other auditors’ qualifications and independence.

Audit organization did not evaluate
other auditors’ or specialists’ work.

Audit organization did not evaluate
the work of others and related
qualifications.

6.15. Obtaining an understanding of the program under audit helps
auditors to assess the relevant risks associated with the program and the
impact of the risks on the audit objectives, scope, and methodology.

The audit organization did not obtain
an understanding of program to
assess risk.

6.25. Audit procedures to evaluate the effectiveness of significant
information systems controls include (1) gaining an understanding of the
system as it relates to the information and (2) identifying and evaluating
the general, application, and user controls that are critical to providing
assurance over the reliability of the information required for the audit.

Information Technology controls
were not evaluated.

6.30. In planning the audit, auditors should assess risks of fraud
occurring that is significant within the context of the audit objectives.
Fraud involves obtaining something of value through willful
misrepresentation. Whether an act is, in fact, fraud is a determination to
be made through the judicial or other adjudicative system and is beyond
auditors’ professional responsibility. Audit team members should
discuss among the team fraud risks, including factors such as individuals’
incentives or pressures to commit fraud, the opportunity for fraud to
occur, and rationalizations or attitudes that could allow individuals to
commit fraud. Auditors should gather and assess information to identify
risks of fraud that are significant within the scope of the audit objectives
or that could affect the findings and conclusions.

Fraud risk assessments were not
performed and/or documented.
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Table F. Performance Audits (cont'd)

Number of
Government Auditing Standard DOD.Auqit ;\g/ti?\?v L
Organizations Report Comment
Affected P
6.32. When information comes to the auditors’ attention indicating that | The audit organization did not have 1 X
fraud, significant within the context of the audit objectives, may have audit steps to determine whether
occurred, auditors should extend the audit steps and procedures, as fraud likely occurred.
necessary, to (1) determine whether fraud has likely occurred and (2) if
so, determine its effect on the audit findings. If the fraud that may have
occurred is not significant within the context of the audit objectives, the
auditors may conduct additional audit work as a separate engagement,
or refer the matter to other parties with oversight responsibility
or jurisdiction.
6.51. Auditors must prepare a written audit plan for each audit. The Auditors were not following internal 3 X X
form and content of the written audit plan may vary among audits audit policy for cross-referencing the
and may include an audit strategy, audit program, project plan, audit audit plan.
planning paper, or other appropriate documentation of key decisions The audit plan was amended
about the audit objectives, scope, and methodology and the auditors’ without approval
basis for those decisions. Auditors should update the plan, as necessary, _ o
to reflect any significant changes to the plan made during the audit. The audit plans were incomplete.
SUPERVISION

6.53. Audit supervisors or those designated to supervise auditors must Audit organizations had issues with 2 X
properly supervise audit staff. inadequate supervision and not

following internal policy.

EVIDENCE AND DOCUMENTATION

6.56. Auditors must obtain sufficient, appropriate evidence to provide a Evidence was inadequate or 5 X X
reasonable basis for their findings and conclusions. insufficient to support findings,

conclusion, and report.

The audit organization did not meet

evidence standards.

Audits relied solely on

testimonial evidence.
6.62. Testimonial evidence may be useful in interpreting or corroborating | The audit organization did 1 X
documentary or physical information. Auditors should evaluate the not evaluate and corroborate
objectivity, credibility, and reliability of the testimonial evidence. testimonial evidence.
Documentary evidence may be used to help verify, support, or challenge
testimonial evidence.

DODIG-2016-031

51



Appendixes

52

Table F. Performance Audits (cont'd)

Number of
Government Auditing Standard DoD.Au¢_iit ;‘gltiz'\?v L
Organizations Report Comment
Affected P
6.65. When auditors use information provided by officials of the audited | The audit organization did not 2 X
entity as part of their evidence, they should determine what the officials | obtain assurance or evaluate the
of the audited entity or other auditors did to obtain assurance over the reliability of evidence obtained
reliability of the information. from management.
6.66. Auditors should assess the sufficiency and appropriateness of Audit organizations did not assess 6 X
computer-processed information regardless of whether this information | computer-processed information.
is provided to auditors or auditors independently extract it.
6.71b. When assessing the sufficiency and appropriateness of evidence, The audit organization did not assess 1 X
auditors should evaluate the expected significance of evidence to the audit risk when conducting sampling.
audit objectives, findings, and conclusions, available corroborating
evidence, and the level of audit risk. The steps to assess evidence may
depend on the nature of the evidence, how the evidence is used in the
audit or report, and the audit objectives.
(b) Evidence is not sufficient or not appropriate when (1) using the
evidence carries an unacceptably high risk that it could lead the
auditor to reach an incorrect or improper conclusion, (2) the
evidence has significant limitations, given the audit objectives and
intended use of the evidence, or (3) the evidence does not provide
an adequate basis for addressing the audit objectives or supporting
the findings and conclusions. Auditors should not use such evidence
as support for findings and conclusions.
6.79. Auditors must prepare audit documentation related to planning, Working papers were incomplete 6 X X
conducting, and reporting for each audit. Auditors should prepare audit | and did not follow internal policy.
doc_umentatior! in sufficient.detail to enalqle an experienced auditor, Statements of fact in the report
having no previous connection to the audit, to understand from the . : : .
) ; o ; conflicted with evidence in
audit documentation the nature, timing, extent, and results of audit roiect file
procedures performed, the audit evidence obtained and its source and proj ’
the conclusions reached, including evidence that supports the auditors’ Supporting cross references of
significant judgments and conclusions. An experienced auditor means evidence did not support statements
an individual (whether internal or external to the audit organization) of facts in the report.
V\{hO possesses the competencies and skills t.hat would have enapled Insufficient documentation to
him or her to conduct the performance audit. These competencies and support engagement opinion.
skills include an understanding of (1) the performance audit processes,
(2) GAGAS and applicable legal and regulatory requirements, (3) the
subject matter associated with achieving the audit objectives, and
(4) issues related to the audited entity’s environment.
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Table F. Performance Audits (cont'd)

Number of
DoD Audit ;\g/tizznv Letter of
Organizations Comment
Affected A

Government Auditing Standard

6.80. Auditors should prepare audit documentation that contains Evidence obtained was not 1 X
evidence that supports the findings, conclusions, and recommendations | clearly documented.
before they issue their report.

6.83c. Auditors should document supervisory review, before the audit Working papers were not timely 6 X X
report is issued, of the evidence that supports the findings, conclusions, | or properly reviewed, not properly
and recommendations contained in the audit report. approved, and not reviewed in

accordance with internal policy.

There was no evidence of
supervisor review.

Supervisors did not review working
papers within required internal
policy period.

Supervisory review was ineffective.

Supervisor reviewed working papers
after the report was issued.

Supervision was not timely
or adequate.

6.84. When auditors do not comply with applicable GAGAS requirements | Reports included a modified GAGAS 1 X
due to law, regulation, scope limitations, restrictions on access to statement but did not document
records, or other issues impacting the audit, the auditors should reasons for departure.

document the departure from the GAGAS requirements and the impact
on the audit and on the auditors’ conclusions.

REPORT CONTENTS
7.11. Auditors should describe the scope of the work performed and Report did not clearly comment 1 X
any limitations, including issues that would be relevant to likely users, on scope on reporting on
so that they could reasonably interpret the findings, conclusions, and internal control.

recommendations in the report without being misled.
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Table F. Performance Audits (cont'd)

Number of
Government Auditing Standard DOD.Auqit ;\g/ti?\?v L
Organizations Report Comment
Affected P
7.12. In describing the work conducted to address the audit objectives Audit organization did not report the 2 X X
and support the reported findings and conclusions, auditors should, relationship of transactions tested to
as applicable, explain the relationship between the population and the population and did not state the
the items tested; identify organizations, geographic locations, and the monetary value of the sample size to
period covered; report the kinds and sources of evidence; and explain the population.
any significant Iimitatiqqs or uncertainties 'based on the audi_tors' oyerall Audit organization did not follow
assessment of the sufficiency and appropriateness of the evidence in internal policies
the aggregate. ! P ’
The report did not explain sample
design methodology and did not
state whether it projected to
the population.
7.13. In reporting audit methodology, auditors should explain how Reports did not adequately describe 4 X X
the completed audit work supports the audit objectives, including the audit scope and methodology for
evidence gathering and analysis techniques, in sufficient detail to allow comparative techniques used and
knowledgeable users of their reports to understand how the auditors how the completed work supported
addressed the audit objectives. Auditors may include a description of the audit objectives in sufficient
the procedures performed as part of their assessment of the sufficiency | detail to allow readers to understand
and appropriateness of information used as audit evidence. Auditors the work.
should identify significant assumptions made in conducting the audit;
describe comparative techniques applied; describe the criteria used; and,
when sampling significantly supports the auditors’ findings, conclusions,
or recommendations, describe the sample design and state why the
design was chosen, including whether the results can be projected to the
intended population.
7.14. In the audit report, auditors should present sufficient, appropriate Significant issues with insufficient 3 X X
evidence to support the findings and conclusions in relation to the and/or appropriate evidence to
audit objectives. support statements, findings, and/or
conclusions in the report.
Audit organization did not evaluate
computer-processed data.
Report finding did not flow logically.
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Table F. Performance Audits (cont'd)

Number of
Government Auditing Standard DOD.Auqit ;‘g/ti?\?v L
Organizations Report Comment
Affected P
7.16. Auditors should place their findings in perspective by describing Computer-processed data was not 1 X
the nature and extent of the issues being reported and the extent of the | placed in perspective when used to
work performed that resulted in the finding. To give the reader a basis support conclusions.
for judging the prevalence and consequences of these findings, auditors | , .\ organization did not follow
should, as appropriate, relate the instances identified to the population | ;.0 22 O
. . - policies.
or the number of cases examined and quantify the results in terms of
dollar value, or other measures. If the results cannot be projected,
auditors should limit their conclusions appropriately.
7.19. Auditors should include in the audit report (1) the scope of their Reports did not contain an internal 2 X
work on internal control and (2) any deficiencies in internal control that control section and did not report on
are significant within the context of the audit objectives and based upon | internal controls.
the audit work performed.
7.27. Auditors should report conclusions based on the audit objectives Statements of fact in the report were 1 X
and the audit findings. Report conclusions are logical inferences about not always supported.
the program based on the auditors’ findings, not merely a summary of
the findings. The strength of the auditors’ conclusions depends on the
sufficiency and appropriateness of the evidence supporting the findings
and the soundness of the logic used to formulate the conclusions.
Conclusions are more compelling if they lead to the auditors’
recommendations and convince the knowledgeable user of the report
that action is necessary.
7.31. When auditors do not comply with all applicable GAGAS Audit organization did not include 1 X
requirements, they should include a modified GAGAS compliance modified GAGAS statement
statement in the audit report. For performance audits, auditors should and did not disclose significant
use a statement that includes either (1) the language in 7.30, modified GAGAS departures.
to indicate the requirements that were not followed or (2) language that
the auditor did not follow GAGAS.
7.32. Auditors should obtain and report the views of responsible Audit organization did not include 1 X
officials of the audited entity concerning the findings, conclusions, and views of management and auditor's
recommendations included in the audit report, as well as any planned evaluations of management's views.
corrective actions.
7.35. Auditors should also include in the report an evaluation of the
comments, as appropriate. In cases in which the audited entity provides
technical comments in addition to its written or oral comments on
the report, auditors may disclose in the report that such comments
were received.
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Appendix G

Peer Review Reports Used in This Summary Report’

This appendix shows the peer review reports for each DoD Audit organization that

were used for the summary report.

Table G. Peer Review Reports

Organization

Air Force Audit
Agency’

Report Title

Opinion Report on the Fiscal Year 2014 External
Quality Control Review of the Air Force Audit
Agency, and associated Letter of Comments; DODIG
Report No. DODIG-2015-049, “Quality Control
Review of the Air Force Audit Agency’s Special
Access Program Audits,” December 9, 2014; and
Military Department Audit Agencies: System Review
Report, April 9, 2015.

Date

January 14, 2015

Army and Air Force
Exchange Service

Army & Air Force Exchange Services Audit Division
Peer Review, and associated Letter of Comment.

October 10, 2014

Peer Review Report-Opinion Letter-2014 Peer
Review of the Army Audit Agency, and associated
Letter of Comments; DODIG Report No.

ﬁ”:rz’CA‘:d't DODIG-2014-117, “Quality Control Review of Army March 12, 2015
gency Audit Agency’s Special Access Program Audits,”
September 17, 2014; and Military Department Audit
Agencies: System Review Report, April 9, 2015.
Defense External Peer Review of the Defense Commissary
Commissary Agency Office of Internal Audit, and associated March 12, 2015
Agency Letter of Comments.

Defense Contract
Audit Agency

DCAA Peer Review: System Review Report; and
associated Letter of Comments.

August 21, 2014

Defense Contract
Management
Agency

DODIG Report No. DODIG-2013-065, “Quality
Control Review of the Defense Contract
Management Agency Internal Review

Audit Function.”

April 18, 2013

Defense Finance
and Accounting
Service

DODIG Report No. DODIG-2015-043, “Quality
Control Review of the Defense Finance and
Accounting Service Internal Audit Organization.”

December 1, 2014

Defense DODIG Report No. DODIG-2015-099, “Quality

Information Control Review of the Defense Information Systems March 23, 2015
Systems Agency Agency Audit Organization.”

Defense DODIG Report No. DODIG-2015-084, “Quality

Intelligence Agency

Control Review of the Defense Intelligence Agency,
Office of Inspector General, Audit Division.”

February 26, 2015

Footnotes used throughout Table G are defined on the final page of Appendix G.

7 Some DoD audit organizations have multiple documents supporting their peer review. All documents shown in this
table, for each respective agency, are applicable to the agency’s most current peer review.
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Table G. Peer Review Reports (cont'd)

Organization

Defense Logistics
Agency

Report Title

DODIG Report No. DODIG-2015-054, “Quality
Control Review of the Defense Logistics Agency
Audit Organization.”

December 19, 2014

DoD Office of the
Deputy Inspector
General for
Auditing

DODIG Peer Review: System Review Report and
Letter of Comments.

November 12, 2012

Marine Corps
Non-Appropriated
Funds Audit Service

External Peer Review System Review Report
and Letter of Comment of the Marine Corps
Non-Appropriated Funds Audit Service.

April 1, 2013

Missile Defense
Agency

DODIG Report No. DODIG-2015-123, “External
Peer Review Report on the Missile Defense Agency
Office of Internal Review,” and associated Letter
of Comments.

May 14, 2015

National Opinion Report on the External Quality Control

Geospatial- Review of the National Geospatial-Intelligence June 26. 2015
Intelligence Agency, Office of Inspector General, Audit Division; ¢
Agency and associated Letter of Comment.

National Report on the External Quality Control Review of

Reconnaissance
Office

the National Reconnaissance Office of the Inspector
General Audit Staff.

April 15, 2014

National Security
Agency

External Quality Control Review of the Audit
Operations, Office of Inspector General, National
Security Agency.

February 27, 2013

Naval Audit
Service*

Opinion Report on the Fiscal Year 2014 External
Quality Control Peer Review of the Naval Audit
Service; and associated Letter of Comments; and
Military Department Audit Agencies: System Review
Report, April 9, 2015.

September 29, 2014

Navy Exchange
Service Command

Navy Exchange Service Command, Office of Internal
Audit, System Review Report; and associated Letter
of Comment.

October 28, 2014

United States
Special
Operations
Command

External Quality Control Review of Audit Operations,
Office of the Inspector General, United States
Operations Command.

July 18, 2014

*

The three Military Department audit agencies have a combined oversight report from the DoD OIG showing the

DoD OIG’s monitoring of the peer review process and results among them.
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Acronyms and Abbreviations

AICPA
CIGIE
CPE
GAGAS
GAS
SAS
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American Institute of Certified Public Accountants
Council of Inspectors General on Integrity and Efficiency
Continuing Professional Education

Generally Accepted Government Auditing Standards
Government Auditing Standard

Statements on Auditing Standards



Whistleblower Protection
U.S. DEPARTMENT OF DEFENSE

The Whistleblower Protection Enhancement Act of 2012 requires
the Inspector General to designate a Whistleblower Protection
Ombudsman to educate agency employees about prohibitions
on retaliation, and rights and remedies against retaliation for
protected disclosures. The designated ombudsman is the DoD Hotline
Director. For more information on your rights and remedies against

retaliation, visit www.dodig.mil/programs/whistleblower.

For more information about DoD IG
reports or activities, please contact us:

Congressional Liaison
congressional@dodig.mil; 703.604.8324

Media Contact
public.affairs@dodig.mil; 703.604.8324

For Report Notifications
http://www.dodig.mil/pubs/email_update.cfm

Twitter
twitter.com/DoD_|IG

DoD Hotline
dodig.mil/hotline
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