CHAPTE

R 22

SECURITY REQUIREMENTS AND INTERNATIONAL
AGREEMENTS

Thereisnoway of estimatirg howmary
ships hawe been sunk or how mary liv
someone intentionally or unintentio

Security is the safeguarding of classified
information in the intere$ of nationa securiy. The
safety of the United States in general and naval
operatiosinparticula depengon protectirg classfied
material.

SECURITY

Learning Objectives When you finish this chapte,
you will be able to—

Recognize the basic security policies,
requirements, and procedures for handling
classfied materid and information to include
security clasgication and protection.

Recal the procedure ard principlesinvolved in
applying for personnel clearances.

Identify the variousclassfied materidamarkings.

Recognize the purpose of downgrading and
declassifying clasied material.

Recal the procedure usel to transmi classfied
material.

Identify the basic security requirements
concernimy classfied information and material
and their securityehels.

Identify thetypesof equipment/materlaovered
by automated data processing (ADP) segurit

battleshavebeealost, howmany
es hawe been sacrificed because
nally tmted a military seet.

—Author unkrown

Identify the terms used to describe the
compromise of clasBed material.

Recognize the procedures used to report a
suspected compromise or a security violation.

Identify the basic personal censorship
requiremert concernig classfied information
and material.

Identify the procedurs for reportirg subversve
activitiesonstatian or in aleaveor liberty status.

Identify when and where terrorism can occu
Identify the most common forms of terrorism.

Recognize the termbomb threatand bomb
incident

Recal the procedurs to follow when a bomb
threat is receed.

Securiy involvesmorethan salguardirg classfied
printed information sud as photographsblueprints,
manuals, and charts. Security also includes
safeguarding communications, such as mail, visual
signals, radio transmissions, ship movements, or
telephonedt includesanything that affectsthe security
of our governmen in domestt ard foreign affairs. It
involves protectian againg sabotaggsuoversion or any
othe illegad act designéd to wedken or destoby the
United Stateslt’s importart for you to understad what
classfied information is anddw to sagguard it.
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SECURITY CLASSIFIC ATION LEVELS nationa securiy. Sone examples of information that
could caug seriolssdamag to nationad securiy include

All information or materid considerd vital to the information that could—
safety of the United States is given a security
classfication level. Eadh securiy classfication level * Disrupt foreign relatiors significantly affecting
indicates (tells) the amount of protection the the nations security
information and materidrequiresto sakguaidit against
unauthorizd disclosure There are only three security * Significantly impair aprogram or policy directly
classification levels—Top Secret, Secret, and related to the national security
Corfidential.
The Secretay of the Navy (SEQNAV) or his/her e Disclose significant military plans or

designees have the authority to originally classify intelligence operations

information as Top SecretSecretor Corfidential The
SEMNAV’s designesarelistedintheDepartmemof the
Navy Personnel Security ProgranSECNAVINST
5510.30A andDepartment of the Navy (DON)
Information Security Program (ISP) Regulation confidential
SEQNAVINST 5510.36.

e Compromise significant scientific or
technologicadevelopmens relating to national
security

Corfidentid is the classfication level applied to
information whose unauthorized disclosure could
reasonalyl be expectal to causelamageto the national
security. Some examples of information that could
cau® damag to nationa securiy include information

Top Secet

Top Secre is the classfication level applied to
information whose unauthorized disclosure could
reasonabl be expectal to causeexceptionally grave

. . that could—
damageto the nationa securiy. Sone examples of
information tha could cau® gravedamag to national * Indicak ground air, and naval forces (suc as
security include— force kevels and force dispositions)

* Armed hostilities againg the United States or its

I * Reveal performance characteristics, such as
allies

design, test, and production data of U.S.

* Adisruptian of foreign relatiorsvitally affecting munitions and weapons systems

the national securit
y Controlled Unclassfied Information

* The compromise of vital national defense plans
Controlled unclasdiied information is defined and
governed by laws, international agreements, and
regulatiors that addres the identffication marking,
e The disclosure of sensitive intelligence Protection handling transmissioptransportatiopand
operations destruction of controlled unclassified information.
Controlled unclas§ied information includes—

* The disclosue of compkx cryptographi and
communications intelligence systems

* The disclosure of significant scientific or

technological developments vital to national * For Official Use Only (FOUO) information
security under the Freedom of Information Act (FOIA)
Secet * Department of State (DOS) Sensitive But

. . : lassihi inf i
Secret is the classification level applied to Unclassiied (SBU) information

information whose unauthorized disclosure could e DOD ard DOE Unclassiied Controlled Nuclear
reasonalyl be expectal to causeserious damageto the Information (UCNI)
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Drug Enforcement Administration (DEA)
Sensiive Information

Sensitive Information as defined by the
Computer Security Act of 1987

Unclassiied informationintechnichdocuments
requiring distribution statements and
unclasdiied NNPI

SECURITY CLEARANCES

Sailoisinmany Navy ratingsrequiresoneaccesto
classfied information The commandig officer (CO)
determinsyour nea for asecuriy clearanceThe CO
bases your need for a security clearance on your
assignmetet his/he commaunl or potentid assignment
on transfe. To apply for asecuriy clearanceyou must
be aU.S. citizen Theris asecuriy investgation made
on ead Sailor needimg aclearanceThis investigation
determinsthe Sailors potentid to proted information
during the course of his/her duties.

Securiy clearance are grante to Sailors when
their condud¢ and behavior are sud tha they can be
entruste with classfied information or they can be
assigned to sensit duties. These are Sailors who—

are byal to the United States,
comply with bws,

have demonstraté dependabilig in accepting
and dischaging responsibilities,

demonstrate good social adjustment and
emotional stabilit, and

have the ability to exercise sourd judgmert in
meeting adersity.

Torecave ard keg asecuriy clearanceyou must
have and maintan a goad record Your commanding
officer can susped aclearaneif you dont maintan a
goad record According to Departmenm of the Navy
Personnel Security ProgramSECNAVINST
5510.30A, your command must report any of the
following to the DON Centrd Adjudication Facility
(CAF) (the DON CAF grants oewkes clearances):

Involvement in activities or association with
people who unlawfully practice or advocate
overthrow or alteration of the United States
government by unconstitutional means

* Foreign influenee concerrs or close personal
association with foreign nationals or countries

* Foreign citizenshp (dud citizenship or foreign
monetary interests

e Bad conduct, such as excessive drinking,
gambling promiscuiy, or illegal or improper
drug usefivolvement

e Conduct involving questionable judgment,
untrustworthiness, unreliability or
unwillingness to comply with rules and
regulations or unwillingnes to cooperag with
security processing

* Unexplained affluence or excessive
indebtedness

* Apparent mental, emotional, or personality
disorder(s)

¢ Criminal conduct
* Noncompliance with security requirements

* Engagement in outside activities that could
cause a conflict of interest

¢ Misuse of information technology systems
* General inaptitude

* General disciplinary causes—habitual or
accumulated discrepeyncauses

A securiy clearane is grante on your neel to
know ard your meetirg the standard for the lewvel of
clearane required To get a securiy clearanceyou
must undergo a background investigation by an
appioved federd governmen agerty. The highe the
level of securiy clearane required the more thorough
the investigation. During the investigation, you are
asked questions about your military, civilian, and
person& conduct You mug answe the background
guestions completely and correctl
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Just because you have a clearance doesn’tSECURITY AREAS
automatically mean you have access to classified
information Having a clearane mears you may be Classfied information is always protectel at the
granted access if your duties require access to thel€vel of contrd appropria¢ with its assigné security
information. This is called theeed to know classification level. This policy encompasses all

. ... . classfied information, egardless of media.
Security clearances and access to classified

information are basel on aneal to know Only Sailors
who have ared neel to know are clearel for accesto
the appropria¢ classfied material The commar that
hasthe classfied materid determinswho hasthe need
to know.

Personnkewho work with classfied information,
work with it only in a secue facility. They use an
accreditel automatd informatian systen (AIS) under
conditions that prevent unauthorized persons from
gaining acces to the material If you have classfied
materid in your possessionyou are responsiké for
protectirg that information Lock classfied materid in
an appropriate security container or facility when
you're not using it or when it’s nat unde your direct
control.

If you're clearel to work with classfied material,
censo wha you say by keepirg wha you know to
yourself. The following guidelines will help you
sakguard class$ied material:

* Newer reved (talk abouj classfied information
just to showyour shipmatshow smat you areor
to ad important If they dont need to know the
information to carry out their duties dont tell
them.

If you work with classfied materia] you must
follow procedurs so unauthorizd persois do not gain
acces to the classfied information In a facility that
contairs classfied material acces is restrictel and
movemert is controlled so personnkwithout a need to

Don't talk about classified information to
unauthorizd personsincluding family, friends,
shipmatesand especialy strangersClassfied
information can be unintentionaly revealal to
unauthorized persons in maways.

Interesinyour own jobisnaturd and desirable,

know do not have acces to classfied material. All
personnel must comply with the need-to-know
policy.

If you are using classified material, you can't

remove it from the designatd office or working area
excep to perfom official duties and unde conditions

but it mug not lead you to reved classfied
information to unauthorizd personsNewver add
to anews stoty thats incomplete no matte how
mud you may know. If you do, you may make
public what the vy has tried tkeep secret.

The SEQNAV hasdesignatd the Departmenof the
Navy Centrd Adjudication Facility (DON CAF) asthe
single clearane grantirg authoriy for the Department
of the Navy. The DON CAF issues final security

clearancs for civilian and military p(_arsonnb(_;\t the suppy scheduls for containersvault doors modular
reques of DON command ard acivities one@ it has 5 jt5 alam systemsand associate securiy devices

determined that granting the clearance is clearly g itahp for the storag and destructio of classfied
consistehwith the interess of nationa securiy. Once information.

issued asecuriy clearane remairs valid provided the o o
Sailar continues compliane with personnk security When classified information isn’t under the

standards and has no subsequent break in servicéersonacontrd or obsewvation of a clearel personit’s
exceeding 24 months. guardel or stored in alocked GSA-appoved security

containe or vault modula vault, or secue room For

providing the protection required by SECQNAVINST
5510.36.

Don’t discussclassfied material with any person
that doesn’t have a need to kiow.

STORING CLASSIFIED M ATERIAL

The General Service Agency (GSA) sets and
publishes minimum standards, spécations, and
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information about storage requirements, refer to Thes markings are stampe or permanentit affixed by
SEONAVINST 1550.36. pressure tape, labels, or other similar means.

MARKING CLASSIFIED M ATERIAL Slidesor transparencig(fig. 22-2) are marked with
their highe$ overal classfication level and association
Classfied materia is marked so tha personnel ~ Markings on the image area borde, holde, or frame.
know the classfied natue of the material tomekesure ~ Groups of slides or transparencie usel and stored
the materid recéves the degree of protection required, ~ [09€the as ase are maiked with therr highes overall
and to help extract, paraphrase, downgrade, andclassification level and associated markings.

declassify the material. Associated markings “Classified by,” “Reason,”
_ o “Derived from,” and “Declassify on” are marked on the
All classfied materia is marked so you know the  jmage area of theower slide or transparey only.
following information about the material:
MOTION PICTURE FILMS, VIDE OTAPES,
* The level of clasdication AND CONTAINERS .—Classified motion picture

films (fig. 22-3), videotapes, and their titles are
prominently marked with the highest overall
classification level and associated markings of the
information they contain. The markings are visible
when projected at the beginning and end of the

* Additional measures needed to protect the Production. Classified films, videotapes, and their
material containers are mied in the same manne

SOUND RECORDINGS AND CON-
TAINERS.—Classfied sourd recording (fig. 22-4)
havean audibk statemenat the beginning ard end of
eadt recording This statemehidentifies the highest
overal classfication level ard associaté markings of
therecordel information Containesof classfiedreels,
cassettes, videotapes, and motion picture films are
prominently marked with the highest overall
classification level and associated markings of the
information contained.

* Thepart(9 that contain($ or reveal(9 classfied
information

* How long the material is to remain clafgsil

Overall Markings

Materid is maked so the securiy markings are
eay to see and recognize Classfied documenrs are
marked on their face and badk cover and top and bottom
cente to show the highed overal classfication level of
the information they contain.NOTE: Titles of
classified documents are usually unclassified.) On
documents, the classification level is marked or
stampe in capitd letterslarger than thetypeusalinthe
text to alett anyone handlirg the documen that it is ROLLED OR FOLDED DOCUMENTS .—
classfied. Material is mdeed as folbws: Rolled or folded blueprints maps charts or othe large

AUTOMATED INEORMATION SYSTEM items are clearly maiked to show their highes overall

(AIS).—Renovable Al S (fig. 22-1) storage medaand classfication kvel (fig. 22-5).
devicesuseal with Al Sand word processaare maiked
using the appropria¢ SF labd to indicatke the highest
Ovel’al CIaSSﬂcanonIE\Bl Of InfOI’matICI‘l Contain@ in Each portion SUCh as the t|t|e’ Section’ part,

the storage media. paragraphor subparagrapof a classfied documenis
PHOTOGRAPHS, SLIDES, AND TRANS- marked to show its classfication lewvel. By doing this, a

PARENCIES.—The face of a classfied photograpis ~ documefiis maiked so you know what part or parts
marked with its highes overal classfication level and ~ contain or reveal protected information. The
associated markings. If this is not possible, these classiicationlewel ofaparof adocumenisshownby a
markings are placed on the bad of the photograph. classfication symbol—TS for Top Secret Sfor Secret,

C for Corfidential and U for unclasdiied. The symbol

Portion Markings
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THIS PAGE IS UNCLASSIFIED BUT MARKED “TOP SECRET,” “SCI,”
“SECRET,” AND “CONFIDENTIAL” FOR TRAINING PURPOSES ONLY

BMRF2201

Figure 22-1.—AIS storage media.

isplacel in parenthessimmediatey foll owing the part A. (C) This subparagraph is Claatential.
letter or numbers If there arerit any pat letters or (1) (S) This subparagraph is Secret.
numbersplacetheabbeviationimmediatey beforethe
beginning of the portion.

1. (V) This introductory sentence is Uncldisi.

Examples of portion markings are shown in figure
22-6.
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THIS PAGE IS UNCLASSIFIED BUT MARKED “ TOP SECRET,” “SCI,”
“SECRET,” AND “CONFIDENTIAL” FOR TRAINING PURPOSES ONLY

INTERIOR SLIDE

BMRF2202

Figure 22-2.—Photographs, slides, and transpancies.

Marking Messages

Messages are marked in a manner similar to
documentsThey are maiked with the highes overall
classfication level of the information containel in the
messageClassfied message are maiked to indicate
the following:

* The nature of the classification—original or
deirvatve

* The source of clad&tation
¢ Downgrading instructions (if applicable)

* Declasdication instructions (if applicable)
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Classifieg Byv: BG John Doe
Reussan: 1.5(0)
Declassify an: 30 June 1993

At the bezinning and end of exch reel

SECRET

______

Reasen: 1.5 (D)
Deciassify on: 30 June 1998

CONFIDENTIAL
Derived from: Multiple Sources
Declassifv on: 30 June 1958

At the beginning and end of each tape.

QLPamTRERT OF THE nivy N .}
Laiat TR LRI e e e
b — T .t K m mEIemd . WY UV fewe
(T r S L SR R s, ROST R ST Mo

Derived from: Multiple Sources
Deviassify on: 30 Juar 1998

4 '\l Vv The Vit m Dt
bt 1995 CONFIDENTIAL§
3 Comempmrey Frmpuors 8

¥ideo Cassense Container (1) e —

THIS PAGE IS UNCLASSIFIED BUT MARKED “ TOP SECRET,” “SCI,”
“SECRET,” AND “CONFIDENTIAL” FOR TRAINING PURPOSES ONLY

BMRF2203

Figure 22-3.—Motion pictu e films, videotapes, and containers.

For more information on marking classified
messages, refeo SEQNAVINST 5510.36.
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Figure 22-4.—Sound ecordings and containers.
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SECRET

SECRET

THIS PAGE IS UNCLASSIFIED BUT MARKED “ TOP SECRET,” “SCI,”

“SECRET,” AND “CONFIDENTIAL” FOR TRAINING PURPOSES ONLY

BMRF2205

Figure 22-5.—Rolled orfolded documents.

Miscellaneous Clas$ied Material

Materials such as rejected copies, typewriter

ribbons carbons and othe similar items used during
the production of a classfied documemnarehandlaina
way tha protecs the material Destioy sud material
whenyou nolonge nedlit. You dont neeal to maik this
materid as classfied unles it’s necessarto ensueits
protection.

TRANSMITTING CLASSIFIED M ATERIAL

Therulesfor transmittirg classfied materid can be
foundintheDepartmemnof the Naw (DoN) Information
Securiyy Program SEQNAVINST 5510.36 According
to SEQNAVINST 5510.36 commandiig officers must
make sure tha only appropriatef clearal personnkor

selected should minimize the risk of a loss or
compromise while permitting the use of the most
cost-dfective mode of coveyance.

Classfied telephor conversatios are permitted
only over secuecommunicatio circuits Thesecircuits
mud be appoved for the classfication level of the
information being discussedEvery attemp mug be
mack to make sure that the classfied information isnot
compromised to unauthorized personnel.

COPYING CLASSIFIED M ATERIAL

U.S. classfied information can bereproducd only
to the extent required by operational necessity.
Howewer, the agerty tha originates the information
may restrict reproduction of the material, or

carriers transmit, transport, escort, or hand-carry reproduction of the information may be restricted
classified information. Unless a specific kind of because of applicable statutes or divest.

transmissia or transportatia is restricted the means
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SECNAVINST 5510.36

SECRET OCT 16 1999

DEPARTMENT OF THE NAVY
OFFICE OF THE CHIEF OF NAVAL OPERRATIONS
Washington, DC 20350-2000

IN REPLY REFER TO

5510
Ser NO9N2/9C1234556
(Date}
SECRET—CONFIDENTIAL upon removal of enclosure (2)
From: Chief of Naval Operations
To: Director, Special Programs Office
Subj: CLASSIFIED LETTER OF TRANSMITTAL, TRANSMITTING A
CLASSIFIED ENCLOSURE (U)
Encl: (1) CNO ltr 5510 Ser NOSN2/70123445 of 12 Oct 96
(2) CNO ltr 5510 Ser No9N2/73812345 of 28 Sep 96
dho (U) A classified letter of transmittal shall be marked as any other
classified document with all applicable associated markings.
2. (C) This classified letter of transmittal contains Confidential

information and has a Secret enclosure, therefore, its highest overall
classification level is Secret, but Confidential when the Secret enclosure is
removed. Instructions to this effect are annotated on the face of the letter
of transmittal, top let corner, as shown.

3. (U) The declassification instructions, bottom left, reflect the
disposition of the Confidential information contzined in the classified
letter of transmittal after the classified enclosure is removed.

John Boat
By direction

Derived from: COPFNAVINST 5513.11B, enclosure (7)
Declassify on: Ccmpletion of test or 1 Jan 00
THIS PAGE IS UNCLASSIFIED BUT MARKED "TOP SECRET," "SCI,"

"SECRET, " AND "CONFIDENTIAL" FOR TRAINING PURPOSES ONLY

SECRET

BMRf2206
Figure 22-6.—Portion markings.
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DESTROYING CLASSIFIED M ATERIALS

Classfied materid isdestoyed in accordane with
procedure containel in SEQNAVINST 5510.36 Burn
bags are usal to store classfied information awaiting
destruction at a central destructi@ility.

AUTOMATED DATA PROCESSING (ADP)
SECURITY

Automateal data processig (ADP) is aNavywide

Level I | Classified; requires special protection, sugh
as For Official Use Only and data covered|by
the Privacy Act of 1974

Level Il | All other unclassified data

Marking Removable Classfied Automated
Information System (AIS)

Pages or portiorsremoved from Al S printouss (fig.
22-7) for separa use or maintenane are marked as

responsibility. It encompasses security aspects thatindividud documentsTheyaremarked withthehighest

contribute to the protectio of the totd ADP acivity,
office information system or network. ADP security
involves the folbwing elements:

¢ Physical

Administratve/operating procedures

e Hardware

Software

e Data

Your command will have an automated data
processig securiy officer (ADPSO who reporstothe
CO on matters that concern the protection of
electronically generated data. The ADPSO is
responsibe for the physicd securiy of ead computer
workstation. The protection of each workstation
involves physicd securiy, physicd accescontrol data
file protection and natura disaste protection See out
your ADPSO and make sutreyour workstation complies
with Navy and commau regulatiors for the protection
of classiied material.

Lewels of ADP Security

Data processeé electronicaly havethree lewels of
security: Level I, Level Il, and Level Ill. If your
commarm processeLevel | and/a Level |1 datgit must
provide aspecfic degree of protection The following
chart déines the threeshels of data:

overal classfication level ard include all the required
associaté markings for all pages or portions tha are
removed.

Software used to produce classified material is
programme so tha ead classfied file stored by the
system is marked with the highes overal classfication
level and all associaté markings Also, the outsice of
Al'S meda storing classfied files is programmed in a
readily usable format with the highest overall
classfication level including all applicabé warning
notices and intelligence markings. AIS media that
contairs classfied files not programme in a readily
accessild forma are marked on the outsice with the
highes overal classfication level and all applicable
associatd markings (normally a sticker or tag) or have
mariked documentatiokept with the media.

Thecompute systen and itsassociaté peripherals
require controlling ard safeguardirg at all times This
includes the disks, diskettes, disk drives, monitors,
printer ribbons, and generated hard copy. Security
procedures for electronic data is found in the
Department of the Navy ADP Security Manual,
OPNAVINST 5239.1.

Marking Disks

As agenerarule, thetwo types of electront media
are the working copy media and finished media.
Working copy medaistemporay information It stays
inyour work areaand unde the contrd of your acivity.
After creatirg a working copy, retan it for 180 days
before destruction. Finished media is permanent

LEVEL |MEANING information It can be releasd to otha commang and
Levell Classified data activities. Finished media contains information that
doesnt change or is pertinent for more than 180 days.
Studert Notes:
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CONFIDENTIAL ¢

DEFARTMENT OF THE NAVY
OFFICE OF THE CHIEF OF NAVAL OPERATIONS
WASHINGTON, DC 20350-20400 .

16 May 1996

(U} This portion is UNCLASSIFIED
@ (C) This portion is CONFIDENTIAL @

Derived from: Multiple Sources
Declassify on: Source Murked QOADR:
Source daced 2¢ Sept 1994

® CONFIDENTIAL

THIS PAGE IS UNCLASSIFIED BUT MARKED “ TOP SECRET,” “SCI,”
“SECRET,” AND “CONFIDENTIAL” FOR TRAINING PURPOSES ONLY

BMRF2207

Figure 22-7.—Automated information system printout markings.

Electront meda is dated and the classfication The ADPsecuriy progran protecs ADP acivities,

martked when it's created Disks classfied as Secré or office information systems, and networks. The
Top Secret are assigned a sequential identificationmanagement of the ADP security system is

numbe so they can be tradked Electronc meda is continuousy monitored and reviewed for effectiveness.
controlled just like othe classfied material Electronic The ADP Security Manual OPNAVINST 5239.1,

media is protected according to the highest contains a complete description of ADP security

classficationever recorded on the disk. policies and procedures.

Disks(see fig. 22-1) aremaiked with stick-onlabels
that identify the overall security classification and
permanently assigned idéintation numbers.
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COMPROMISE OF CLASSIFIED M ATTER we should be sure we don’t discuss classified

information in our caversations.

Loose talk in public places can be especially
damagingintelligene agens are trainal to colled bits
of seemingy harmles information Putting all the bits
together might produce a comprehensive file of
classfied information.

Accordingto SEQNAVINST 5510.36compromise
is An unauthorize disclosue of classfied information
to one or mare persors who do not posses acurrent
valid securiy clearance. This mears tha materia is
compromised if someone loses, steals, captures
salvagesor sesthemateridwithout beingclearedThe
materid is also compromisd if a persam who has seen Never discuss classified information over
the material defects. telephonesas they constitue one of the leag secure
systens of communication Telephons are subjec to
wiretapping—both physically and electronically.
Long-distance circuits use microwave radio
transmissionwhich is easiy intercepted The use of
homemae or unauthorizd codes double-talk or an
attemp to talk arourd aclassfied subjed provides no
protection gainst trained intelligence personnel.

The compromise of classified information
threatesour nationasecuriy. Howmudhof athred the
compromig isdepend on the natue ard classfication
of thecompromisd material If you know tha material
is compromisd or subjed¢ to compromiserepot the
facisto your superiosright away. If you find classfied
documengwheretheydorit belong sudaslyinginthe
stre¢ or on a beach tum the documens in to your The method usel by foreign intelligene agents
superia or to the ngaret_smilitary actvity. While this take many forms An agert could be male or female,
doesnt seem possible, it has happened! younyg or old, or of any nationd origin or background.

A securiy violation is defined as any failure to Foreign agens eist in our everyday lives as ordinary
comply with the regulations for the protection and people. They could blackmail you or make threats
security of clas$ied material. againd you or membes of your family. They may take

If you find an unattendd open or unlocked sak or the friendly approab arnd offer you friendship morey,
container in which classified material is stowed, a Of othe things of value They may even promise to
securiy violation hasbeen committed Youmug report ~ assis your relaives living in aforeign county. They
the discovery immediatey to the senia duty officer. may offer any numbe of thingsin retum for classfied
Then guad the materid until the duty officer arrives. materia or bits of information tha seen unimportanto
After inspectirg the materia) the duty officer will lock you. Always remember that people who deal in
the safe If it’s believed that the materid is or may have espionage arexperts in dealing with people.
been compromisegtheduty officer will havetheperson
responsible for the material kea detailedriventor. REPORTING SUBVERSIVE ACTIVITIES

PERSONAL CENSORSHIP Whethe you haveacces to classfied materid or
- _ not, you must report to your commanding officer,
One form of classified material that can’t be throuch your chan of commanganyone you suspetis

physically sakguardel is the information you carry  jnvolved with espionaggesabotaggor is compromising
arourd in your head You are the only persmwho can  classfied material If a strange approachgyou asking
prevertitsdisclosureBeconstanty onguadtoprevent  inappropria¢questioswhenyouareonleaveor liberty
revealing classfied information—eithe by talking or statis and you cannd conta¢ your chain of command,
by writing. report this information to the nearest militaryiaicy.
A World War I sloganthats still effectiveis“Loose Being securiy conscios and following security

lipssink ships” Loosetalk, evento apersamwho hasthe standards and requirements is a big responsibility.
same knowledge you have, may be overheard byHowever, maintaining proper security can be
unauthorizd personsAll of us like to talk abou our accomplishd if you realizz tha securiy really is a
ships our jobs ard our travels However, when we do, personal concern.

Studert Notes:

22-14



TERRORISM

Terrorigm is the unlawful use or threatend use of
force or violence against individuals or property.
Terrorists intend to coerce (force) or intimidate
governments or societies. Terrorism is used for
political, religious or ideologica purposes Acts of
terrorign directed againg naval personnelacivities, or
installatiors can destoy critical facilities and injure or
kill personnel. Terrorism can delay mission
accomplishmenand caug dama@ throudh adverse
publicity and public perceptia (the way peopk seethe
action) of incident handling and results.

Terroriss use many method of operation which
may include bombings, ambush, armed attack,
sabotageor taking hostagesThe two mog publicized
terrorie method are bombing and taking hostages.
The terrorig metha generaly useal toward military
forcesisbombing Howewer, at times naval or military
personnk have been taken hostag as aresut of an
aircrat highjackirg or of highjackirg personnkusing
soneothe mearsof transportationMilitary personnel,
ard particularly naval personnelare often stationel in
or visit foreign countries Sorre of thes countries have
significant lewvels of terrorist acvity.

Indications and warnings of terrorist activity
againd naval installatiors or personnkare normally
recaved from U.S. securiy authorities or throuch the
securiy agencie of hog countries Thee warnings
usually come in the form of threat conditions
(THREATCONS). Threat conditions range from
THREATCON ALPHA (the lowest degree of
readiness) to THREATCON DELTA (the highest
degree of readiness)Ead threa condition contains

several measures that must be adopted before that

degree of readinesis fully set When stationel in or
visiting foreign countries, you will receive a brief
concerning the threat condition in force at that time.

When visiting foreign countries, you must be
constany aware of wha is going on arourd you. The
actions of terrorist groups are rarely advertised.
Terroriss normally choo® places of businestha have
a high volume of target personnk presemn (sud as
nightclubsrestaurantsirports and shoppirg centers).
Be more carefd at night, when the cover of darkness
helpstheterrorid hide hisor her acivities. Be alett and

notice anything out of the ordinary ard repot it to the
proper authorities. You could identify a possible
terrorist operation.

Although terrorig attacks within the United States
aren’t as common as in other countries, they have
happened. The same levels of awareness that you
practie when visiting foreign countries are necessary
here as well. Being alett when you are on or around
military installations could mean the difference
betwee the succes or failure of a terrorig operation,
not to mention theves of your shipmates.

BOMB THRE ATS

Whendetonate or ignited, abomb caninjureor Kill
personnkand dama@material Bombsareclassfied as
explosive or incendiary. Arexplosive bomlrauses
dama@ by fragmentation heat and blast The heat
producel often cause aseconday incendiay effect.

An incendiary bombgenerates fire-producing heat
without substantibexplosion when ignited Bombing
occurs when an explosive bomb detonates or an
incendiary bomb ignites.

A bonmb thred may happ@ anytime or anywhere It
can be made by a terrorist group or a disgruntled
empbyee Many bombthreasareunfoundel (nat real).
False bormb threas make peopk complacen(at ease).
Don't assume abonb thred is ahoa (not real) until
you're sure Safety is the major concen!

Bonb threat A bomb thred is amessag delivered by
telephone or letter. A bomb may be delivered
throudhthemai as aletter or asuspicios package.

A bomb threat may or may not contain the
following information:

¢ The bombs location
* The time for detonation/ignition

e An ultimatum related to the detonation/ignition
or concealment of the bomb

Bomb incident. A bomb incident is the
detonation/ignitio of abomh disaovery of abomb,
or receipt of a bomb threat.
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