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PART I - INTRODUCTION 

Background 

The AN/SQQ-89 Anti-Submarine Warefare (ASW) Combat System is 
procured by the Naval Sea Systems Command ( NAVSEA). This 114 
system program, provides long-range detection, classification, 
and tracking capabilities for combat surface ships. The 
estimated cost of the program is $5. 26 billion. The program 
combines NAVSEA's purchase and integration of several components, 
which, prior to 1988, were purchased individually. 

In 1987, Westinghouse Electric Corporation (WEC) was awarded 
contract N00024-87-C-6024 to become the second source for the 
AN/SQQ-89. Under this contract and a companion contract awarded 
to Gener al Electric Corporation (GE) , GE tr ansfer red AN/SQQ-89 
technology to WEC. Each contract also required the companies to 
develop a concept design for the next generation of ASW systems 
(AN/SQQ-89I). 

In 1988, GE was awarded a sole source contract to manage 
production and integration of AN/SQQ-89 components. As such, the 
Navy considers GE to be the program's prime source. WEC 
purchased AN/SQQ-89 technology from GE on this contract. 

WEC and GE competed head-to-head for the FY 1990 product ion 
requirements. Prior to issuing the Request for Proposal (RFP), 
NAVSEA issued a draft RFP to the prospective contractors in 
September 1989. NAVSEA encourages its staff to issue draft 
RFP's, which are used to obtain feedback from prospective 
offerors. This feedback is used to prepare the final RFP. 
Included in the draft RFP was a copy of a DD Form 1921, "Cost 
Data Summary Report," which GE was required to submit to NAVSEA 
as part of its 1988 contract. In February 1990, WEC was awarded 
the FY 1990 production contract. 

Objectives 

This audit was performed at the request of Representative John 
Conyers, Jr., Chairman of the House Committee on Government 
Operations. The Chairman requested that we perform an audit of 
the procedures used by the Navy in soliciting a second source for 
the production of the AN/SQQ-89 ASW Combat System. The request 
was based on information that GE's cost and pricing data may have 
been disclosed to WEC, and that WEC may not have been qualified 
to produce the combat system. 



The overall objectives of this audit were to determine whether 
Navy procedures for soliciting a second source to produce the 
AN/SQQ-89 ASW Combat System complied with established criteria 
and whether adequate internal controls were in place and being 
followed. After we determined that NAVSEA released GE's business 
sensitive information to WEC, the audit objectives were expanded 
to determine whether better controls could have prevented release 
of the data and whether NAVSEA properly evaluated and 
investigated the data release. 

Scope 

Locations and contracts reviewed. The audit was per formed 
primarily at NAVSEA's mine warfare contracting branch and the 
AN/SQQ-89 program office. We also visited GE to obtain its view 
on how the release of data harmed its competitive position. See 
Appendix B for activities visited or contacted. 

We reviewed the second sourcing contract, awarded on February 25, 
1987, and the FY 1990 product ion contract, awarded on June 14, 
1990, as well as the adequacy of, and compliance with, 
regulations. For the second source selection contract N00024-87­
C-6024, awarded to WEC for $6,000,000, we evaluated the source 
selection organization and procedures. For the FY 1990 
production contract N00024-90-C-6013, awarded to WEC for 
$177,602,908, we evaluated the NAVSEA contracting office's 
security over source selection and contractor data, WEC's 
technical qualifications, and NAVSEA's actions after it released 
the GE data. 

Use of technical staff. Office of Inspector General 
technical staff assisted in this review. Specifically, engineers 
in the Inspector General, DoD, Technical Assessment Division 
evaluated NAVSEA's assessment that WEC was qualified to produce 
the AN/SQQ-89. Procurement analysts evaluated our audit guide to 
ensure that procurement regulations were properly interpreted. 
Further, DoD Off ice of Gener al Counsel (Fi seal and Inspector 
General) advised us that release of a contractor's contract 
budget information would violate 18 U.S.C. 1905 (Trade Secrets 
Act) even if the employees did not intend to release the 
information. 

Auditing standards. This program audit was performed 
between May and November 1990 in accordance with auditing 
standards issued by the Comptroller General of the United States 
as implemented by the Inspector General, DoD. Accordingly, the 
audit included such tests of internal controls as were considered 
necessary. We did not rely on any computerized data to perform 
the audit. 
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Internal Controls 

We evaluated internal controls related to NAVSEA's source 
selection procedures for major system procurements and for 
controlling source selection and contractor sensitive data. 
Specifically, we reviewed: 

o NAVSEA procedures for ensuring that source selection and 
contractor data are not released to unauthorized persons, 

o NAVSEA procedures for ensuring that persons involved in 
the source selection process have no financial or other interests 
in the source selection decision, 

o NAVSEA policy on selecting source selection evaluators and 
advisors, 

o NAVSEA policy and procedures for evaluating and 
investigating instances involving unauthorized release of source 
selection and contractor data, and 

o Federal policy and procedures for evaluating and 
investigating unauthorized release of source selection and 
contractor data. 

The assessment included an evaluation of control techniques 
identified in NAVSEA policies and procedures and interviews with 
NAVSEA staff. 

The audit identified internal control weaknesses as defined by 
Public Law 97-255, Office of Management and Budget Circular 
A-123, and DoD Directive 5010.38. The controls at NAVSEA were not 
sufficient to ensure that all staff participating in the contract 
source had no financial conflicts, which could affect their 
evaluation. However, NAVSEA has revised the Source Selection 
Guide to correct these weaknesses. 

Prior Audits and Other Reviews 

There havve been no other audits or reviews of the release of 
business sensitive data on the acquisition of the AN/SQQ-89 
Combat System. 

Other Matters of Interest 

The improper release of GE data occurred on September 7, 1989. 
On January 12, 1990, the Deputy Commander for Contracts, NAVSEA, 
terminated the warrant and demoted the contracting officer 
responsible for the contents of the draft RFP that contained GE's 
contract data. The termination and demotion were partially 
attributable to the release of other sensitive financial data. 
The Assistant Secretary of the Navy for Research, Development and 
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Acquisition, in comments to the draft report, stated that the 
Navy considered the release of the GE data to be the more 
significant of the two incidents. 
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PART II - FINDINGS AND RECOMMENDATIONS 


A. RELEASE OF CONTRACTOR DATA 

NAVSEA released GE business sensitive data to WEC during a price­
only contract competition to produce the AN/SQQ-89 ASW Combat 
System. Also, NAVSEA did not adequately document the impact that 
the release had on the procurement. The data release occurred 
because training was inadequate on policies regarding sensitive 
data. The impact was not adequately documented because the 
Defense Federal Acquisition Regulation Supplement (DFARS) did not 
provide guidance on determining and documenting the impact of 
disclosed business sensitive data. Such releases expose the 
Government to possible lawsuits and may increase the difficulty 
of obtaining needed information from contractors. In addition, 
NAVSEA could not determine if there were adequate competitive 
prices. 

DISCUSSION OF DETAILS 

Background 

In his request, Representative Conyers expressed concern that the 
AN/SQQ-89 prime source's cost or pricing data may have been 
released to the second source. Because of this concern, we 
analyzed the release of data during the draft RFP for contract 
N00024-90-C-6013, the FY 1990 production contract. We also 
conducted a review of the actions by NAVSEA after the release of 
the data. 

According to Federal Acquisition Regulation subpart 15.801, cost 
or pricing data "means all facts as of the time of price 
agreement that prudent buyers and sellers would reasonably expect 
to affect price negotiations significantly." Information that is 
not used to support price negotiations is not cost or pricing 
data. 

Contractors also submit other business sensitive information to 
DoD, the release of which may harm their operations. NAVSEA 
Instruction 4295.18, "Control of Contractor Cost Data," defines 
business sensitive information as data submitted by a contractor 
that may cause substantial competitive harm if released or that 
may impair the Government's ability to obtain necessary 
information in the future. Examples of business sensitive data 
include: backup data to contract prices, vendor quotes, business 
objectives and prospects, and contractor cost/schedule control 
system reports. 
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Release of business sensitive data is subject to the Trade 
Secrets Act, United States Code, title 18, section 1905. This 
Act prohibits Government employees from disclosing trade secrets, 
processes, operations, styles of work, or apparatus, or from 
identifying confidential statistical data, income and prof its of 
contractors unless disclosure is otherwise authorized by law. 
Violation of the Act may subject responsible employees to a fine 
up to $1,000 and/or imprisonment up to 1 year. 

In addition, when contractor business sensitive data are released 
to a competing firm, Defense Federal Acquisition Regulation 
(DFARS) Part 203.104, "Procurement Integrity," places special 
requirements on Government agencies. Specifically, it requires 
the contracting officer to determine if the information released 
had any impact on the pending procurement. The contracting 
officer should document the determination and forward it to the 
individual designated by the agency for review. 

Data release. As part of a draft Request For Proposal (RFP) 
for the FY 1990 AN/SQQ-89 production contract, the NAVSEA 
contracting office sent GE's 1988 production contract budget to 
WEC. GE had provided these data to NAVSEA in a DD Form 1921, 
"Cost Data Summary Report," which contained the GE name, the 
contract number, and the contract budget. NAVSEA contracting 
officials stated that this form was included in the draft RFP to 
provide WEC an example of how to report cost details. NAVSEA 
officials stated that NAVSEA did not intend to provide GE's 
actual DD Form 1921 to WEC even though GE did not mark the form 
as proprietary. 

The DD Form 1921 contained GE's cost allocation to the weapon 
system subassemblies, recurring and nonrecurring costs, general 
and administrative expenses, and profit. According to DoD and 
NAVSEA officials, data on the DD Form 1921 are business sensitive 
and should not be released to the public, whether or not the 
contractor marked the form as proprietary. 

The contractor business sensitive data included in the draft RFP, 
subjected NAVSEA to a possible lawsuit and may increase the 
difficulty of obtaining needed inforrna t ion f rorn con tractors in 
the future. According to DoD Directive 7000.11, "Contractor Cost 
Data Reporting," DoD uses the data on the form to prepare 
acquisition program cost estimates, support cost-effectiveness 
studies, prepare budgets, and negotiate contracts. Therefore, 
the DD Form 1921 is important to DoD operations. 

Impact assessment. After the DD Form 1921 was improperly 
released, NAVSEA did not document how the release affected the 
procurement. Instead, the program office summarized the events 
and provided NAVSEA's legal office with possible defenses in case 
of litigation from GE. In addition, NAVSEA's documentation shows 
that the contracting office asked GE to explain how the data 
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release affected its competitive position. After reviewing GE's 
assessment, NAVSEA determined the data release did not impact the 
procurement and mailed the RFP to both contractors. However, 
NAVSEA's impact assessment was not supported or documented. 

The impact assessment was inadequate because DFAR Part 
203.104,"Procurement Integrity," provided no guidance on how to 
determine or document the impact on the procurement. Although it 
states that the assessment must be documented, it does not 
discuss how to determine if there is an impact or the types of 
information that should be included in the documentation. 

As a result of the inadequate assessment, NAVSEA did not have 
assurance that adequate pricing competition existed on the 
FY 1990 AN/SQQ-89 production contract. GE officials stated that 
WEC could have used the information on the DD Form 1921 to 
determine the manufacturing complexity of each AN/SQQ-89 
subassembly. According to these officials, although GE had 
previously transferred AN/SQQ-89 technology to WEC, the 
technology transfer did not include information on manufacturing 
complexity. 

In addition, unless the DFARS is clarified, confusion for 
Government officials may continue on how to determine if there is 
an impact or the types of information to include in the 
documentation. 

RECOMMENDATIONS FOR CORRECTIVE ACTION 

A.l. We recommend that the Commander, Naval Sea Systems Command 
provide training to Naval Sea Systems Command staff on the 
sensitivity of data on the DD Form 1921, "Cost Summary Data 
Report." 

A.2. We recorrunend that the Director of Defense Procurement 
direct the Defense Acquisition Regulatory Council to revise the 
Defense Federal Acquisition Regulation Supplement, Part 203.104 
"Procurement Integrity" to provide guidance on determining and 
documenting the impact of improperly disclosed cost and pricing 
data on procurements. 

MANAGEMENT COMMENTS 

The Assistant Secretary of the Navy for Research, Development and 
Acquisition partially concurred with Recommendation A.l. NAVSEA 
distributed a "lessons learned" memo to all NAVSEA contracting 
of Eice rs stressing the importance of protecting sensitive 
contractor information. The Assistant Secretary did not agree 
that Recommendation A.2., requesting additional guidance in the 
DFARS was needed. The Assistant Secretary disagreed that the 
information released by NAVSEA was business sensitive, and that 
NAVSEA did not adequately document the impact that the release 
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had on the procurement. The Assistant Secretary did not concur 
that the release occurred because training was inadequate on 
policies regarding sensitive data. The Assistant Secretary also 
did not agree that NAVSEA did not make an adequate determination 
on whether there was adequate price competition. The Navy 
believes that the data released were not proprietary since the 
contractor had not marked it as such. 

A draft of this report was issued on February 25, 1991, for 
comments. The Under Secretary of Defense for Acquisition did not 
submit comments on Recommendation A.2. Therefore, for the final 
report, we redirected Recommendation A.2. to the Director of 
Defense Procurement. 

AUDIT RESPONSE TO MANAGEMENT COMMENTS 

The actions taken by the Navy on Recommendation A.l. are 
responsive to the intent of the recommendation. Accordingly, 
additional comments are not required on this recommendation. 

According to DoD and NAVSEA officials, data on the DD Form 1921 
should not be released to the public, despite the contractor's 
failure to mark the form as proprietary. In our opinion, if this 
information were not sensitive, then NAVSEA would not have 
terminated the contracting officer's warrant. 

We agree that NAVSEA performed some form of an assessment on the 
release of data. However, this assessment was not dated or 
addressed to any staff for comments or input for a concurrence or 
nonconcurrence of impact determination. Further, without 
documentation, the Navy can only speculate what NAVSEA 
determined, which does not lend itself to a proper determination 
of price competition. 

We continue to believe that additional DFARS guidance would help 
contracting off ice rs avoid mistakes and omissions when 
determining and documenting the impact of improperly disclosed 
information. 

8 




B. PROCESSING DISCLOSURE STATEMENTS AND IDENTIFYING SOURCE 
SELECTION PARTICIPANTS 

NAVSEA files for contract N00024-87-C-6024 contained improperly 
completed financial disclosure and nondisclosure of information 
statements and did not identify all source selection staff. 
These conditions existed because NAVSEA procedures were not 
clearly stated. As a result, persons with conflicts of interest 
may have participated in the source selection without the 
knowledge of NAVSEA officials. However, NAVSEA has revised the 
Source Selection Guide to provide guidance and clearly state 
procedures. 

DISCUSSION OF DETAILS 

Background 

Since the 1988 Pentagon procurement scandal, known as "Ill Wind," 
much concern was expressed on Government contracting ethics. For 
example, several changes have been made to the Federal 
Acquisition Regulation to require better disclosure of potential 
conflicts of interest and to otherwise improve the accountability 
of persons involved in the selection of Government contractors. 
Because of this concern, our audit evaluated NAVSEA procedures 
for identifying contract source selection staff and for obtaining 
and' processing financial disclosure and nondisclosure of 
information statements from the staff. Although this audit was 
limited to the source selection procedures for contract 
N00024-87-C-6024, discussions with NAVSEA officials and a review 
of written procedures indicate that the procedures used for this 
contract were similar to procedures used on other NAVSEA 
competitive negotiated contracts. 

Navy requirements for obtaining and processing financial 
disclosure and nondisclosure of information statements from 
soµrce selection staff are provided in Secretary of the Navy 
Instruction (SECNAVINST) 4200.33, "Selection of Contractual 
Sources for Department of the Navy Defense Systems." This 
instruction applies to competitive negotiated acquisitions for 
developing and/or producing Acquisition Category I, !IS, and !IC 
programs. It states that Source Selection Plans shall contain 
procedures for obtaining financial disclosure statements 
according to SECNAVINST 5370. 2, "Standards of Conduct and 
Government Ethics," along with nondisclosure of information 
statements, from all source selection staff. 

The Navy uses two financial disclosure forms for its personnel to 
complete. Senior Executive Service personnel and Flagship 
off ice rs complete the "Executive Branch Public Financial 
Disclosure Report" (Standard Form 278). Other Government 
personnel and contractor staff, who provide advice, complete the 
"Confidential Statement of Affiliations and Financial Interests" 
(DD Form 1555). 
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SECNAVINST 5370.2, prescribes ethical standards and conduct rules 
for Navy personnel. The individual's supervisor and agency 
ethics officer review the statements or financial disclosure 
forms. These reviews ensure that each item has been completed, 
and that interests, positions or affiliations do not indicate 
that individuals have interests that could impair their 
judgment. Supervisor and agency ethics officer evaluations are 
documented by their signatures on the forms. 

When the Source Selection Plan for contract N00024-87-C-6024 was 
prepared in August 1986, there was no specific requirement for 
documenting the identity of all source selection staff. The 
NAVSEA Source Selection Guide did require that the Source 
Selection Plan identify the Source Selection Authority, members 
of the Source Selection Advisory Council and Source Selection 
Evaluation Board, and the contractors assisting with the source 
selection. However, the Guide did not require identification of 
individual contractor employees assisting with source selection. 

Despite the lack of specific requirements for identifying all 
source selection staff, General Accounting Off ice 1 s "Standards 
for Internal Controls in the Federal Government" provide overall 
requirements. The Standards, which apply to all executive 
agencies, state that internal control systems, transactions, and 
other events are to be clearly documented and that events should 
be executed only by persons acting within the scope of their 
authority. These requirements indicate that not only should the 
identity of all source selection staff be documented, but also 
each person's responsibilities and access to information should 
be clearly documented. 

Processing disclosure statements. The file for contract 
N00024-87-C-6024 contained improperly completed nondisclosure of 
information and financial disclosure statements. Specifically, 
no financial disclosure statements were properly processed, and 
at least 33 of the 88 statements were not in the file. 

Missing Statements 

Nondisclosure of information statements 15 44 
Financial disclosure statements 18 44 

Total TI 88 

Missing Total 

Because the Source Selection Plan did not identify contractor 
staff assisting in the source selection process, the total number 
of required statements was unknown. 

In addition to the missing statements, none of the 26 financial 
disclosure statements in the contract file was signed by the 
NAVSEA ethics officer. Further, 6 financial disclosure 
statements were completely blank, while 12 others were not signed 
by supervisors. For example, one financial disclosure statement 
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was submitted by a consultant who provided advice on the source 
selection. The consultant stated that he owned stock in GE, which 
was a prime source for the AN/SQQ-89. Al though there is no 
restriction on using consultants with potential conflicts to 
assist in the contractor selection process, source selection 
officials should be aware that the advice may not be objective. 

NAVSEA did not properly obtain and process the statements 
principally because its Source Selection Guide and the Source 
Selection Plan did not provide clear instructions. Specifically, 
neither the Source Selection Guide nor the Source Selection Plan 
provided clear instructions for receiving, processing, and 
reviewing the statements. 

Without having properly completed and reviewed financial 
disclosure statements, NAVSEA had no assurance that the source 
selection staff had no interests in the contract selection. The 
statements in the file for N00024-87-C-6024 clearly demonstrate 
this, since a review of the financial disclosure statements would 
have identified the blank statements. Also, a review would have 
identified the consultant who had a financial interest in GE. 

Identity of source selection participants. The contract 
file did not associate 18 persons with the source selection 
process and may not have identified all contractor employees that 
assisted. Of the 31 financial disclosure and/or nondisclosure 
statements in the file, 18 were for individuals who were not 
members of either the Source Selection Advisory Council or the 
Source Selection Evaluation Board. There was no indication in 
the file of why all persons submitted the financial disclosure 
and nondisclosure of infor mat ion s ta temen ts or why they needed 
access to source selection and contractor business information. 

Source selection staff was not adequately identified principally 
because the NAVSEA Source Selection Guide did not require that 
contractor staff be identified. In addition, the guide did not 
require that NAVSEA staff document the need for using consultants 
or identify the work that th~ consultants performed. 

Since the contract file did not adequately document source 
selection staff and their responsibilities, there was no 
assurance that all contractor staff assisting in the source 
selection process completed financial disclosure and 
nondisclosure of information statements. Therefore, contractor 
staff may have had interests that conflicted with a fair 
evaluation of the contract proposals and may not have been aware 
of restrictions on releasing source selection and contractor 
business sensitive information. 
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MANAGEMENT ACTIONS 


NAVSEA has taken several steps to better identify all source 
selection staff and control the use of contractor staff to assist 
in the selection process. In March 1989, NAVSEA changed Part 2.3 
of its Source Selection Guide to require that the program manager 
prepare a list of all source selection staff including advisors 
and independent evaluators. The change also requires that Source 
Selection Plans justify the use of contractor personnel to 
provide technical advice and states that contractor personnel 
cannot evaluate offeror's cost and pricing proposals. 

RECOMMENDATIONS FOR CORRECTIVE ACTIONS 

The actions already taken by NAVSEA have corrected the internal 
control deficiencies identified in this finding; therefore, the 
recommendations to this finding have been deleted. 
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Audit 
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APPENDIX A - SUMMARY OF POTENTIAL BENEFITS RESULTING 
FROM AUDIT 

Recommendation 

Reference 


A. l 

Description of Benefit 

Compliance. 
Training on the 
sensitivity of data 
on DD Form 1921 will 
ensure better control 
of contractor data. 

Amount and 
Type of Benefit 

Nonmonetary 

A. 2 Compliance. 
Guidance on determining 
documenting impact 
of disclosed Cost and 
Pricing on procurements 
will determine if 
competition exists. 

Nonrnonetary 
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APPENDIX C - FINAL REPORT DISTRIBOTION 

Off ice of the Secretary of Defense 
Under Secretary of Defense for Acquisition 
Assistant Secretary of Defense (Production and Logistics) 
Comptroller, Department of Defense 
Director of Defense Procurement 
Director, Defense Acquisition Regulatory Council 

Department of the Navy 
Secretary of the Navy 
Comptroller, Department of the Navy 
Assistant Secretary of the Navy (Financial Management) 
Auditor General, Naval Audit Service 
Headquarters, Naval Sea Systems Command 

Other Defense Activities 
Director, Defense Contract Audit Agency 
Director, Defense Logistics Agency 

Non-DoD 
Off ice of Management and Budget 
U.S. 	 General Accounting Office, NSIAD Technical Information 

Center 
Congressional Committees: 

House Ranking Minority Member, Committee on Appropriations 
Senate Subcommittee on Defense, Committee on Appropriations 
Senate Committee on Armed Services 
Senate Committee on Governmental Affairs 
Senate Ranking Minority Member, Committee on Armed Services 
House Committee on Appropriations 
House Subcommittee on Defense, Committee on Appropriations 
House Committee on Armed Services 
House Committee on Government Operations 
House Subcommittee on Legislation and National Security, 

Committee on Government Operations 
Representative John Conyers, Chairman, House Committee on 

Government Operations 
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APPENDIX D - AUDIT TEAM MEMBERS 

David K. Steensma, Director, Contract Management Directorate 
James J. McHale, Program Director 
Macie J. Hicks, Project Manager 
Donney Bibb, Team Leader 
Henry Hoffman, Team Leader 
Jerry Bailey, Auditor 
Allen Jackson, Auditor 
Kevin Richardson, Auditor 
Milton Kaufman, Cost Price Analyst 
William Fox, Industrial Specialist 
Mable Randolph, Editor 
Robin Young, Administrative Support 
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PART IV - MANAGEMENT COMMENTS 

Assistant Secretary of the Navy 
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Management Comments from the Department of the Navy 

THE ASSCSTAHT IECMTAAY Of THE NAVY 
(RHMrch. ~Ind~) 

WASHINGTON. O.C. 20360-1000 

MAY 0'l 1991 

KEftOftANDU1l FOi !'Ill DIPA.RTMINT or DIFINSI AISIITANT IHSPICt'Oll 

GINIU!. roll AUDITING 


Subj1 	 DltAPT llPOllT Off SICONt> SOt.JRCI PllOCID<nlS FOl THI AH/S00-89 
COftlAT IYSTIK (PlOJICT HO. OCD-5011) 

left <•> DODIO •••o of 2S F•b 1991 

1ncl1 (1) DOH ce1pon1e to Draft Audit lepoct 

J aa re1pondin9 to the draft audit report forwarded by
reference (a), concernin9 Mavy procedurtt for 1011c1t1n9 a aecond 
1ourct to product th• AH/SQO-at Anti-lubaarint Warfare Coabat 
Sy1tta. 

Tht Dtpactaent of tht Navy r•1pon1• !a provided at enclo1ure 
(lJ. Wt partially concur with th• draft report findin91 and 
rtcoaatndation1 and ace providing additional Navy coaaenta for 
ch r if i cat 1on. 

Copy to1 
NAVIHSGIH 
NAVCOftPT (NCI-SJ) 
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Mana,tmrnt Comments from the Dcpartmrot of the Navy 
(coatfnued) 

Departaent ot the Navy RHpon•• 

to 

OODIG Draft Report of r.i>ruary 25, 1991 
on 

Second Source Procedure• for th• AH/SOQ-89 Coabat Sy•t••
(Project Ho. OCl>-5011) 

Port I, p191 1. third paragraph. third atntence. •u a 
aubcontractor to G!, WEC continued to receive AH/SQQ-at· 
technoloqy on thi• contract.• 

DON Cogent: Do not concur. WeatinqhouH Electric Corporation 
(WEC) waa not a subcontractor to G!. WEC purchased intor11otion 
directly froa G!. 

Part I. l)§gt 1. second paragraph. 101t 1entenc•· •Further, DOD 
Office of Gtneral Counsel (Fi•~l and Ine~ctor General) advised 
us on whether th• release of GB'• data violated any lava or 
requlationa.• 

DON Cogent: To ovoid any ahundentandinq, the report. ahould 
aet forth th• opinion of the DOD Office of General Counsel aa to 
whether the release violated any lav or requlation. 

Part I. ptqt 7. fir1t oarograph. 1econd ansS third 1entencea. 
•on January 12, 1990, the Deputy co..andtr for Contracts, NAVSEA, 
tentinated the varrant tor th• Contractinq Officer responsible
for the content• of the draft RFP that contained CE'• contract 
data. Howevtr, the termination wa1 the reault of the release of 
other aenaitive financial data.• 

DOH Co!lll!leDti Partially concur. Th• last st.teaent ia 
aialeodinq. After the firat incident involvinq th• release of 
contractor data, the Contractinq Officer vaa adJK>niahed, and 
advised that there could be no repeat of thia type incident. 
When the aecond incident occurred shortly thereafter, i ..ediate 
action vaa taken to reliove th• Contractinq Officer ot hi• 
duties. Th• release ot the GI dat. vaa conaidertd the aore 
aiqnitic&nt ot the•• tvo incident•, and vaa th• aoet iaportant
factor leadi09 to the teraination ot the Contractinq Officer'• 
warrant and hi• deaotion fro. GM-11 to GM-13. 

Part II. page 11. tir1t paragraph. fir1t 1entenc1. •NAVSEA 
released GI buainesa sensitive data to WEC duriJl9 a price-only 
contract competition to product the AH/SQ0-89 ASW Cow.bot Sy1tea.• 

I 

OOH Cogent,; Do not concur. Th• DODIG baa chosen to clae1ity
this intor11ation •• •GE'• bJainesa sensitive data,• althou9h GI 
did not do ao. Th• data released by the Contractinq Officer waa 
not aarked •buaineaa aenaitive,• •proprietary,• nor did it bear 
any other restrictive aarkinq• probibitinq it• release out•ide 
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Muaatmal· ~meAll from the Department of the Na~ 
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th• Gov•rmMnt. MAVSEA r•~nd• th.at th• DODIG rater to thh 
intonultion •• the •r•l•a•ed dat.• rather than •GE'• buaine•• 
•en•itiv• dau• wherever it appean in th• report. 

fart II. page 11. tirat paraqrAP}l. aecond 11ntenc1, •Also, 

NAVSEA did not adequately docu..nt th• i~ct that the release 

had on th• procur..ent.• 


PON comaent: Do not concur. An inv••ti9ation beqan i ..ediately
after NAVSEA vaa notified by GE that data had ~en releaaed, and 
th• result• were docw.ented in an i•pact ••••••..nt. Th• iapact
asaeas•ent included an analyaia by Work Breakdown Structure 
eleaent of the data released to WEC. Thb analyai• aupported the 
conclusion that th• intoraation released to WEC did not adversely
i•pact GE'• coapetitive position in this procure..nt. 

fort II. page 11. firtt paragraph. tbird 1enten99. •The data 

release occurred ~cauae trainin<J vaa inadequate on policies

r99ardinq senaitive dat..• 


QOM Cogent: Do not concur. We atron<JlY object to the OODIG'• 
conclusion on thi• point. The tvo incident• addr•••ed in thit 
reapon•• repreaent the only knOYn unauthorized releaaea of 
contractor data by MAVSEA contractinq personnel in th• paat tan 
yeara. It ia the concluaion of both HAVSEA and GE (a• stated in 
GE letter M-226 of 9 oct 1989) that an honest aista>ce vu aade in 
releaainq the data. The Contractinc; Officer •i•ply did not check 
every pa9e ot the aeveral hundred pa9e draft RFP before releasinc; 
it, and a• a result, the GE data vas inadvertently included. 
NAVSEA considers the release of dat.a to be the failure of an 
individual to properly execute hi• duties, not the failure ot the 
aystea to properly instruct eaployee• on the sensitivity ot 
contractor data. 

Port II. pa9t 11. fir•t paroqroph. lost sentence. •In addition, 
NAVSEA cannot dettnaine if there vas adequate price coapetition.• 

DON Cogent; Do not concur. BaHd on th• bpact assess11ent 
coapleted before the final Rl'P vaa r•leaaed and the results of 
the price coapetition, NAVSEA can and did deter.in. that adequate
price eo•petition exiated on thia procur...nt. A det•I'llination 
ot adequate price coapetition vaa included in the buainesa 
clearance aeaorandua, in accordance vith prescribed requlotory
procedure. 

Port II. page 11. lott paroqroph. •xn hi• requeat, . 
Representative Conyer• expressed concern that th• AH/SQ0-89 priae
•ourc•'• coat or pricinq data aay have ~ released to the 
aecond aource. Accordinq to FAR aubpert 15.801, coat or pricinq
data •..ana all facts •• ot th• tiae ot price aqreeaent that 
prudent buyer• and ••ll•r• vould reaaonably expect to at!ect 
price negotiation• ai90ificantly.• In!oraation that ia not used 
to •upport price negotiatio~ is not coat or pricinq data.• 
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Maoaaemeat ComrMats from the Department of the Na'Y7 
(coatlautd) 

( 

thorou9hly the draft R.FP before it vaa releaatd1 t.Mt ltd to the 
dbclo•ur• of the GI data. 

part II. page u. la1t pangrapb. •After tM DO Fora u21 vae 
iapro~rly r1lea•ed, JCAVSEA did not dOC\UIQt bow tht rtle&H 
affected th• procur...nt. In.tead, th• proqraa oftioe 1U111Mrhtd 
th• event. and provided MAVSU.'• l19al ottio. vith ~111»11 
d•t•n••• in c.H ot Uti9ation troll GS. In addition, XAVSIA'• 
docuaentati.on 1hov• that the contractln<J ottioe ••Jctd 01 to 
explain bow th• data rel•••• atttct..d it. coapetitiv• poaition.
After revi•Vi"9 GI'• HHH..nt, HAVSEA det.rained tht data 
release did not iapact th• procur..ent and aailtd th• R.FP to both 
contractor•. However, HAVSEA • • ilapact ••••••-.nt vaa not 
aupporttd or d~ntld.• 

DON couentz Do not concur. KAVSEA did ~rton1 an auen..nt and 
did dOCUJtent bov th• relHM affected th• procureHnt. 'l'bh 
aH•H••nt 1nelud9d an analyaia of each Work Bru>tdovn Structure 
•l..ent idtntititd 1n th• rel•a•td report. Th• OOOIG atat...nt 

that tht iapact HHHHnt va• not eupporttd or dOCWMnt.*1 

•PP4l•r• to conflict vith 1tat...nta aad• •la•vh•re in th• report
in vhicb the DODIO recogni&•• that there vaa an investi9•tion but 
chart;•• that it va• iD&de-quat•lf dOCU»tnttd. 

Ptrt II. pa91 15. parogropb tvo. 1econ4 ~ntenc.. •G1 ot!icials 

etated that WIC could bave uatd th• intorution on th• DO Pon 

1921 to deterain• th• aanutacturifl9 eoapltxity ot each AH/SOQ-89

•ubaHellbly. Accordi"9 to th••• otticiah, althouqb GI bad 

previouely tranaterred AN/$00-89 technoloqy to W'BC, the 

technol09Y tranater did not include inforaation on aanufacturinq

coaplexity.• 


OOH Cogent: Partially concur. While thia aay be an accurate 

reetate..nt ot the Cl otticial1' contention, NAVS!A believe• that 

a reviev by a coapetent aanutacturer ot the dravin<J• and data 

tran•t•rred to WEC durinq th• technoloqy tranater et.age vould 

certainly reveal th• aanufacturincJ coaplexity ot th• AX/SOQ-19 

•uba•••abli••· 

Part II. pagt 15. 111t Pfraqraph& •1n addition, unl••• the PAR 

11 clarified, Covernaent otficial1 aay continu• to be contueed 

about bov to deter11ine 1t there la an iapact or th• type• ot 

intoraation that should be included in th• docu.entation.• 


DOH Cogent; Do not concur. There ia no contueion on the 
relevant factora to be a•••••ed in detenaininq vh•th•r the 
release of data iapacta a procur...nt. 'l'hia i• an area requiri~ 
judqaent, and the r•ltvant factor• vill vary with each aituation. 
Tb• HAVSEA Source Selection Cuid• provid.. 9Uidance on procedure• 
to be followed vhen intoraation 1• dbclOMd durlnq the conduct 
of a eoapetitivt procureM.nt. In addition, NAVSIA 02 baa· !Hued 
9Uidanc. on procedure• to be follovtd vben there ia an 
unauthorized diacloaure of proprietary or aource ••ltction 
intonation (NAVSl!A auo Ser 028/111 ot u lfov to appu ... ) 
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Manaaemcnt Cocnmcnts trom the Department or~ Na"J 

(contln9ed} 

lindi09 A: Rtleatt ot Contractor Pot• 

MAVS!A relea•ed GI bu•in••• HMitiv• dat.t to WEC durinq a 
pric.-only contract co•petition to produc. th• A.N/SQQ-19 ASW 
coabat Syat... Al8o, NAVSU. did not 1d9qU1tely dOCUJMnt the 
ilapact that th• releaH had on th• procur...nt. Th• data r•l•••• 
occurred becauH trainiJl9 vaa inad~t• on policiH reqardinq
aendtive data. Th• iapact vaa not adequately docu.aented becau•• 
the F~•ral Acquiaition R99Ulation (FAR) did not provide CJUidance 
on deterainiJl9 and docu.enting tht impact of diacloHd bu1ineH 
1en1itiv• data. Such release• expo•• the Governaent to possible
lavauit• and aay increa•• the difficulty of obtaininq needed 
inforaation froa contractor•. In addition, NAVSEA cannot 
detenain• if there wa• adequate price coapetition. 

Recow.11endAtion A-1. 

Wt r•co-.end that th• Coaaand•r, Haval Sea Systeu Colllland 

provid• traininq to Haval Sea Sy•t... Coaaand •taft on the 

aensitivity of data on the DD Fora 1921, •co1t SUJll\ary Data 

Report.• 


OOH PotitiODi 

Partially concur. Tht relea•e of the ••nsitive data vas due 
to a coabination ot tvo factor•: (1) Th• data were not aarked as 
proprietary by GI, which vould have highliqht~ it a• such to 
recipients of th• data; and (2) The Contracting Officer did not 
adequately reviev th• draft RFP before it vaa released to 
industry. Had such a reviev been perfora.d, th• inclu•ion of th• 
sensitive data would have been detected. NAVS!>. considered this 
to be a serious breach of the Contractir19 Officer'• 
responsibilities. '-- a re•ult of this and a subsequent incident 
involvinq the rel•••• ot sensitive data, the Contracti"9 
Officer'• warrant vaa vithdravn, he was reliev~ of all aiqnature
authority, and he vas de1t0ted fro• GM-14 to GM-13. 

>.. a result of this incident, a •lesson• learned• aeJtO has been 
distributed to all NAVSEA o~ contractin9 officers atresainq th• 
iaportanct of protecti™J sensitive contractor intoraation and 
reaindinq the• of their responsibility tor thorouqhly revievinq
all dOCUJNnt• presented to th.. tor •ignaturt. 

>.. further evidence of NAVSEA'• aqqreaaive action in theat 
aatters, COKNAVSEA i..ediately reco<;nized the iaportanc. of 
providinq trainil)9 to NAVSEA ..ployee• on the require.ant• ot the 
Procureaent Inteqrity Act prior to ita affectivity on 16 July
1989. A special vorki™J 9roup includiJl9 a~ra fro• SEA 02 
(Contract•) and SEA OOL (Counael) vaa foraed to develop
coaprehen•ive traini™J tor tht co..and ainc. the prohibition•
again•t the unauthoriied disclosure of proprietary or aource 
selection infonaation applies to all personnel. Necea•ary
requlatory interpretations, trainir19 dOCUJ1ents, and aqency 
procedures vert ••tabliahed. Individual tra.ininq package•, 
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M;...·~meot Comments t.rom the Department ol the Na'7 
(coodo&Kd) 

torvarded by a ~nonal aeaorandUll troa COKNAVSEA •treHill<l th• 
iaportance of the •ubject, were provided to approxiaately 1,500 
key Headquarten p.raoMel. Subeequent vritten update•
containill9 clarification• and an•V•t"8 to tey qu..t1~ ver• 
provided to appropriate ~r•onnel. 

Reco1U11eo4ation A-2. 

We reco...nd that the Under Secretary ot Dete.Me tor 
Acqui•ition direct th• Deten•• Acqui•ition Requlatory Council to 
revise the Deten•• Federal Acqui•ition Requlation Suppleaent Part 
203.104 Procureaent Inteqrity to provide quidance on deteraininq
and docWNlnti1l9 the impact ot iaproperly diacloaed co•t and 
pricinq data on procureaent.. 

OOH Position: 

Do not concur. Th• relevant factor• involved in asaea•ill9 
th• iapact of the releaH ot data on a procureMnt vill vary vith 
each situation. b auch, thia t~ ot analyah r.quir••
judglDent and does not lend itself to th• cookbook approach
advocated by th• OODIG. Further, vith respect to the incident 
under reviev, it i• noted that the relea•ed intoraation should 
not be tented •coat or prici1)9 intoraation.• 

Findinq B: Processing Disclosure Stote1ent1 And Identityinq 
Source Selection Participant• 

NAVSE.A tile• tor contract N00024-87-C-6024 contained 
!•properly coapleted financial di•closure and nondisclosure ot 
in!onaation •tateaenta, and did not identity all •ource selection 
•tat!. These condition• exi•t•d because NAVSEA procedure• vere 

not clearly •tated. A• a re•ult, person• vith conflict• of 

intere•t aay have participated in the 1ource •election without 

the Jcnovled9e ot NAVSE.A ot!icial•. 


Becoimendotion B-1. 

We recoa.end that co-ander, Naval Sta Syateu Co..and, 
chanqe th• Source Selection Guide to require that each Source 
Selection Plan •pecity procedure• tor receivi1)9 and procea1i1l9
and reviewinq nondiacloaure ot intoraation and financial 
diaclosure •tateaenta. These procedures should aalte sure that 
th• atateaenta have been properly coapleted, •igned by each 
participant'• supervisor, approved by the agency ethics officer, 
and obtained prior to releaai1)9 aource •election intoraation and 
contract proposal• to source selection atatt. 

OOH Position: 

Partially concur. Thia reco..endation ha1 already been 
implemented, vith th• exception of the review of the atateaenta 
by th• a9ency ethic. officer. current KAVSEA procedure provide• 

Final Report 
Page No. 

7 

Revised 

9 
Revised 

Deleted 

30 




Final Report 
Page No. 

Deleted 

Manqemeo/.... , Jlmeall trom tM Department of tM Na_, 
((()Dtfnged) 

that the pr()(/l".. attorney review and approve th••• •tat•••nt• on 
individual procureaent•1 thi• procedure in ad•quate. Th• proqraa 
attorney i• th• attorney ao•t f&11iliar vitb th• procur•••nt and 
b th• individual vho ••rv•• •• l99d advisor to the aource 
Hlection Or<J&n1ut1on. !be ethiea officer reaain. r••pondble 
tor revievincJ th• annual atat...nte requir-4 ot individual• in 
Jc•y podtlona. Th• reaalnd•r of th• r.couendation 1a con.idered 
to have been iaple••nted in th• revl•ed KAVSIA Sour~ Selection 
Guide dated 31 Karch 1919. 

Rtcoaa.endOtion e-2. 
We reco-•nd that Coaaander, Naval Su Sy•t••• Couand,


chafl9• th• Source Selection Guide to require ~t th• contract 

file docUAent vhy all per•on• vbo have •ubaitt-4 financial 

di•clo•ur• and nondiaclo•ure of infol'llAtion atate»ent• ne9d 

ace••• to aourc• •election and contractor bu•in••• intonaation. 


OOH Podtiona 

Do not concur. The revh-4 KAVS!A Sourc. Selection CUide 
provide• quidance on the need to obtain th••• atateaent• troa all 
..~r• of the aourc• •election Ol"9&ni1ation, includinc;
Governaent peraonnel, contractor adviaor• (it uaed), and 
inde~ndent evaluators (•uch a• the OSD CAIG). Th• Procure••nt 
Intt<]rity Act al•o require• that th• contract file include 
li•til)(J• of individual• and cl••••• of individual• Yho 
participated in the procur•••nt. The r~o...ndation to turther 
ju1tity th• need tor th••• individual• to have acct•• to eource 
•election and contractor bu•in•s• infonaation vould create an 
onerou• adltini•trativ• burd•n vhich vould add no valu• to the 
aatequard• already eatabli•hed throu9h coapliance vith proviaion•
of the Procur••ent Int~rity Act. 
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